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Abstract 
A substantiated method is presented for assessing risks associated with energy supply initiatives 
targeting critical infrastructure. The foundation of the proposed model lies in the integration of 
spatial data, enabling the quantification of threat influence through numerical values that reflect both 
their likelihood and intensity. The use of geoinformation sources, in particular OpenStreetMap, 
combined with the flexibility of the Python toolkit, ensures the efficiency and relevance of the 
information obtained. Based on the use of the developed model and the created program code, high-
risk areas for energy supply projects for critical facilities in the Zaporizhzhia region were identified. 
It was found that Enerhodar and Zaporizhzhia have the highest risk values (R1=11.4 and R2=10.8, 
respectively), which corresponds to a high-risk area. These territories contain strategic critical 
infrastructure facilities (Zaporizhzhia NPP) and have a high density of industrial facilities exposed to 
military attacks. The results are visualized and classified by risk level. Further research should be 
conducted in the direction of integrating the proposed model into a management decision support 
system. This will ensure automated risk identification and visualization of risk zones on maps. 
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1. Introduction 

Currently, the stable functioning of critical infrastructure facilities depends on the effectiveness of 
project management and, in particular, the management of risks associated with their energy supply 
[1-4]. This issue is especially relevant in the context of a state of emergency and martial law, when 
traditional sources of power supply are damaged and logistics routes are disrupted. Unlike standard 
approaches to risk management in energy projects, the risks of power supply to critical 
infrastructure facilities have a number of specific features. In particular, it is crucial to continuously 
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observe and consider the evolving conditions surrounding the project environment [5-8]. This 
includes external threats, the state of the transport network, and dynamic changes in a number of 
factors that determine the effectiveness of critical infrastructure energy supply projects during a 
state of emergency and martial law. 

The proposed risk management model for critical infrastructure energy supply projects is 
an intelligent type. It involves the integration of modern technologies that ensure the adaptation 
of risk management processes to dynamic changes in the project environment (network 
destruction, logistics constraints, security threats) [9-12]. This method rejects traditional static 
risk assessment practices and instead incorporates real-time data on the operational status of 
energy infrastructure components. 

One of the distinctive aspects of the model is its reliance on geospatial information derived 
from sources such as OpenStreetMap (OSM) and Google Earth Engine [13-15]. These platforms 
provide current spatial data, enabling the construction of a comprehensive risk landscape. 
Through this data, it becomes feasible to pinpoint damaged infrastructure zones, evaluate the 
accessibility of transport pathways, and highlight regions exposed to elevated risk. 
Consequently, strategic decisions regarding the development and deployment of energy supply 
initiatives are made with full awareness of the fluid and unstable conditions within the project 
environment, including shifts in external threat levels and internal resource limitations. 

In addition, the model takes into account the specifics of critical infrastructure power supply 
projects in emergency and military conditions. This necessitates a flexible response from project 
managers, prompt adjustment of management decisions on the implementation of backup 
power sources, re-planning of resource supply, and prioritization of damaged network 
restoration scenarios. 

2.  Analysing the State of the Art in the Research Area 

Contemporary research on risk management in energy provision for critical infrastructure 
demonstrates a growing academic focus on enhancing the safety, flexibility, and robustness of 
such systems under conditions of heightened and dynamic threats. An analysis of the available 
literature leads to the conclusion that the dominant approaches are those that prioritize the 
integration of information technology into risk management processes, in particular, through 
the application of flexible management frameworks that incorporate real-time variations in 
environmental conditions [16-20]. 

The ISO 31000 standard outlines the fundamental principles of risk management and serves as a 
foundational guideline for the development of risk management frameworks across numerous 
nations [21]. The main provisions of ISO 31000:2018 define the principles, framework, and processes 
of risk management that can be adapted to the specifics of energy projects. The standard emphasizes 
the need for a systematic approach to risk assessment, which includes the identification, analysis, 
evaluation, and monitoring of risks at all stages of the project life cycle. At the same time, the 
application of the provisions of ISO 31000 in a state of emergency or martial law requires 
modification, as the standard is focused on stable project conditions and does not take into account 
the specifics of a changing project environment and critical threats. That is why several authors 
propose to adapt the provisions of the standard to the conditions of a changing project environment. 
This may be achieved by embedding advanced information technologies for spatial data forecasting 



and analysis into innovative risk management frameworks, which remain a focal point of ongoing 
scholarly discourse in the domain of project management [22-26]. 

The PMBOK Guide, developed by the Project Management Institute (PMI), is a well-established 
standard in the project management discipline [27]. Its most recent versions, particularly the sixth 
and seventh editions, highlight the importance of risk-related practices as a core knowledge area. 
These practices encompass the planning of risk strategies, identification of potential threats, both 
qualitative and quantitative assessments, development of mitigation plans, and continuous oversight 
of risk factors. Nevertheless, experts note that the conventional framework presented in the PMBOK 
does not fully address the complexities inherent in managing projects under crisis conditions, where 
the scope and nature of risks are subject to rapid and unpredictable changes. As such, there is a 
pressing need to modify the PMBOK’s process model by incorporating real-time data processing 
techniques, including the application of satellite-based imagery, geographic information systems 
(GIS), and advanced predictive algorithms. 

In addition, in the context of risk management, it is advisable to take into account the 
provisions of ISO 22301 on business continuity management [28]. However, similar to ISO 31000 
and PMBOK, this standard needs to be adapted to the emergency conditions of martial law, 
which necessitates further research in the direction of integrating these approaches with 
modern IT risk management tools. 

Papers [29-33] propose a conceptual framework for risk management in the energy sector 
based on a systematic approach and providing for the formalization of the processes of 
collecting and processing information about the project environment. Paper [34] substantiates 
the feasibility of using a multi-level risk management system that allows for both strategic and 
operational control over the state of critical infrastructure. 

Particular emphasis should be placed on the legislative basis governing the protection of critical 
infrastructure. In Ukraine, the Law “On Critical Infrastructure” [35] establishes the principal legal 
provisions for ensuring the security and functioning of key infrastructure assets. However, the 
current legislation does not yet contain specific mechanisms for integrating modern IT solutions for 
automated risk identification and management, which creates a certain gap between theoretical 
developments and practical implementation [36-38]. 

In summary, the review of recent research indicates a clear shift away from static approaches 
to project risk management toward more adaptive systems that leverage information 
technologies for continuous monitoring and real-time analysis of critical infrastructure 
conditions. Simultaneously, there remains a significant demand for the advancement of tools 
that can consolidate data from diverse sources to enable timely risk evaluation and forecasting, 
thereby underscoring the importance of continued investigation in this domain. 

3. Objectives of the Study 

The purpose of the article is to substantiate an approach and a model for identifying risks of 
energy supply projects for critical infrastructure facilities in the context of emergency and 
martial law based on the use of geospatial data processing tools and modern information 
technologies. The proposed model involves the integration of data from open sources, in 
particular OpenStreetMap (OSM), to assess the condition of energy infrastructure facilities, as 
well as the use of machine learning algorithms for real-time risk analysis. To achieve this goal, 
the study used Google Earth Engine software and the Overpass API using the Overpass QL 



query language, as well as Python tools for data processing and model building in the Jupyter 
Notebook environment. 
In order to realize the research aim, the study addressed several key tasks: 

– to substantiate the approach and model for identifying risks of critical infrastructure 
energy supply projects based on the analysis of geospatial data in the conditions of emergency 
and martial law; 

– based on the developed model, to identify high-risk areas for critical infrastructure energy 
supply projects in the conditions of emergency and martial law. 

4. Substantiation of an Approach and Model for Identifying Risks 
of Critical Infrastructure Energy Supply Projects Based on 
Geospatial Data Analysis in the Context of Emergency and 
Martial Law 

In the current conditions of Ukraine's development, where there are emergencies and martial law in 
some areas, there is a problem of reliable energy supply to critical infrastructure facilities [39-40]. 
Addressing this issue requires the initiation of energy supply projects aimed at supporting critical 
infrastructure. During their execution, a key scientific and practical challenge emerges – the need 
for robust risk management strategies. Given the dynamic nature of the project environment, it is 
essential to apply a risk identification approach that reflects the unique characteristics of geospatial 
information and the presence of military threats. 

The methodology outlined in this study relies on evaluating the condition of the project 
environment for energy supply initiatives involving critical infrastructure by combining 
geospatial datasets with insights into potential hazards and system vulnerabilities. Figure 1 
presents the core elements of the proposed model for identifying risks in such projects. 

The first phase involves gathering and preprocessing geospatial information, which serves 
as the foundation for constructing a risk identification model related to energy provision for 
critical infrastructure. Relevant data for the target area are obtained from sources such as: 1) 
geographic information systems (GIS); 2) open-access platforms like OpenStreetMap and 
Google Earth Engine. This stage starts with compiling spatial datasets, which may be formally 
represented as a set of: 

 1 2, ,..., nD d d d= ,     (1) 

where D  – a set of geodata on infrastructure objects, 
іd  – a single critical infrastructure object 

(coordinates, condition, type of object). 
 



 

Figure 1: Structural scheme of the model for identifying risks in power supply systems of 
critical infrastructure 

Subsequently, the collected data undergo a preprocessing phase that encompasses noise 
elimination, image adjustment, and transformation into a unified coordinate reference system. 
This stage can be mathematically described by the following preprocessing function: 

prep ( )D F D = ,      (2) 

where D  – processed data set; prepF  – preprocessing operator (geometric and radiometric 

correction). 
To identify energy infrastructure objects, a classification based on spectral features is used. 

The classification task is formalized as a function: 

( )  'C f D= ,      (3) 

where  1 2, ,..., mC c c c=  – is a set of classified critical infrastructure objects;  f  – is a 

classification algorithm (e.g., maximum likelihood or neural network). 
After identifying the relevant objects, they are incorporated into a geographic information 

system (GIS) to enable subsequent analytical procedures. Comparison between these objects is 
carried out through a spatial matching (joining) operation: 

( ),S G C L= ,      (4) 

where S  – integrated map; L  – layers of additional data (population, hazardous objects, 
damage), G  – spatial joining operator. 

Thus, the formalisation of the data collection and processing process allows for the 
integration of various data sources that form a database for further risk assessment in critical 
infrastructure energy supply projects. 

The next stage involves the identification of potential threats, which is an important process 
in the risk analysis of critical infrastructure power supply projects. This stage involves the 
systematization and processing of information on all possible factors of the project environment 
that affect the stability of the power grids and the creation of threats during their operation in 
a state of emergency or martial law. For this purpose, the spatial and temporal characteristics 
of threats are formalized. All identified potential threats are collectively represented as the 
following set: 



 1 2,       , ... ,   mT t t t= ,     (5) 

where T  – is a set of types of threats (military operations, terrorist attacks, natural disasters, 
etc.); 

іt  – is a refers to an individual threat element defined by attributes such as spatial position 

( ),i ix y , threat intensity ( )iI , probability of occurrence ( )iР , and time parameter ( )time

it .  

The magnitude of a current threat is expressed mathematically as a function dependent on: 

( ),   i i iI f A D= ,     (6) 

where 
iA  – represents the geographical region impacted by the threat; 

iD  – denotes the spatial 

density of critical infrastructure elements within the affected zone. 
A spatio-temporal matrix M  is computed for each threat category, capturing its distribution 

across space and time, and is structured as follows: 
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,    (7) 

The collected data are incorporated into a geographic information system (GIS) to enable 
spatial representation. Incorporating temporal attributes facilitates the prediction of 
fluctuations in threat intensity and their geographic spread over time. Thus, this stage provides 
a comprehensive understanding of risk zones and creates a basis for further vulnerability 
assessment of energy facilities. 

The subsequent phase involves assessing the vulnerability level of each critical infrastructure 
object, as previously identified, in relation to possible threats. This takes into account the set of 
technical characteristics of the facilities, their physical condition and spatial location relative to 
high-risk areas. The level of vulnerability associated with a critical infrastructure facility can be 
expressed through the function: 

( ), ,i i i iV f C S L= ,     (8) 

where 
iV  – is the vulnerability index of the i-th critical infrastructure facility; 

iC  – the technical 

attributes of the critical infrastructure object, such as its capacity, substation classification, and 
presence of auxiliary power sources; 

iS  – the present condition of the critical infrastructure 

unit, characterized by factors such as the degree of physical wear and extent of structural 
damage; 

iL  – the spatial positioning of the critical infrastructure facility, taking into account 

its proximity to hazard zones and ease of logistical access. 
For each critical infrastructure facility, a vector of its main characteristics is formed: 

[ , , ]i i i iX C S L= .     (9) 

Vulnerability is normalised according to a scale from 0 to 1, where 1 means maximum 
vulnerability and 0 means no vulnerability. A weighted evaluation approach is applied and can 
be mathematically expressed in the following form: 

max max max

i i i
i c s l

C S L
V w w w

C S L
=  +  +  .    (10) 

where , ,c s lw w w  – corresponding weighting factors that represent the influence of individual 

elements within the project environment. 



Numerical evaluation of critical infrastructure vulnerability makes it possible to determine 
which facilities demand urgent protective measures or upgrades. This is the basis for making 
management decisions to reduce risks in critical infrastructure energy supply projects [41-43]. 

The following phase focuses on modeling risks associated with the execution of power 
supply projects for critical infrastructure. This stage is the basis for making informed 
management decisions to reduce risks. At this stage, we quantify the probability of negative 
events and determine their consequences for energy infrastructure facilities based on previously 
collected data on threats and vulnerabilities. 

Risks are structured using a conventional framework that incorporates three core elements: 
the likelihood of a threat occurring, the vulnerability of the critical infrastructure asset, and the 
magnitude of possible consequences. The overall risk level for the i-th facility is calculated as 
follows: 

               i i i iR P V C=   .     (11) 

where 
iP  – denotes the likelihood of a threat impacting the i-th critical infrastructure site; 

iV  – 

represents the vulnerability score assigned to that specific facility; 
iC  –  is the scope of possible 

consequences (economic losses, loss of critical resources, impact on the population, etc.) 
The likelihood of a threat materializing is estimated using historical records, expert 

assessments, or machine learning techniques, with consideration given to both spatial and 
temporal aspects of the project context. For instance, in the case of facilities situated within 
zones of ongoing military conflict, the probability approaches a value of 1. 

The evaluation of consequences 
iC  is determined by factors such as the operational 

performance of the critical infrastructure facility, its significance within the energy network, 
and the costs associated with its restoration. The value 

iC  is normalised for ease of comparison: 

max

i
i

E
C

E
= .      (12) 

where 
iE  – is the economic assessment of losses from damage to the i-th facility; 

maxE  – is the 

maximum possible losses in the power system. 
The final phase of the risk identification procedure entails a structured analysis of risks 

influencing the execution of energy supply projects for critical infrastructure. This includes 
evaluating their impact on key project parameters such as timeline, financial resources, service 
quality, and operational safety. The identification process is grounded in the outcomes of prior 
modeling efforts. For each specific infrastructure facility, risk determination is conducted 
according to the following conditions: 

1, якщо 
Risk

0, якщо 

i crit

i

i crit

R T

R T


= 


.     (13) 

where iR  – is the risk level of the i-th critical infrastructure facility determined at the previous 

stage; critT  – is the critical risk threshold, exceeding which requires management interventions 

in project implementation. 
Once risks have been identified, a dedicated risk matrix is created for each facility, outlining 

the nature of the risk, its origin, severity level, and a concise summary of its potential influence 
on project execution. This matrix serves as a foundation for constructing an appropriate risk 
mitigation strategy. Therefore, the concluding phase of the risk identification model delivers 



organized input essential for formulating comprehensive risk management plans in the context 
of critical infrastructure energy supply projects. 

5. Outcomes of Detecting High-Risk Zones for Energy Supply 
Projects Aimed at Critical Infrastructure Under Emergency and 
Wartime Conditions 

By applying the developed model, it was possible to determine areas with elevated risk levels 
for energy supply projects supporting critical infrastructure during conditions of emergency 
and martial law. To identify high-risk areas, we collected and processed geospatial data using 
OpenStreetMap, which contains information on the location of energy infrastructure facilities, 
transport networks, and other important elements. In addition, high-resolution satellite imagery 
was obtained using Google Earth Engine, which made it possible to assess the current state of 
the territories and identify potential threats, such as war zones, damaged facilities, and other 
risk factors for critical infrastructure power supply projects. 

The developed code serves as the informational foundation for generating an interactive map 
of risk areas, facilitating the detection of potential threats to power supply projects targeting 
critical infrastructure during emergency and wartime scenarios. This solution was implemented 
using Python within the Jupyter Notebook environment—one of the most widely adopted 
platforms for spatial data processing, analytical computations, and data visualization (Fig. 2). 
The core library employed in the implementation is Folium. It allows for the integration of 
geospatial data from open mapping sources, including OpenStreetMap, and provides ample 
opportunities for creating interactive maps with various graphic elements. 

The information component of this solution is a structured presentation of risk zones by 
level (high, medium, low) with a clear geographical location of each event. This allows you to 
visualize not only the location of threats but also their level of danger to critical infrastructure.  

Functionally, the Folium library allows integration with other Python libraries, such as 
Pandas for tabular data processing, NumPy for mathematical calculations, and GeoPandas for 
advanced work with geospatial data. This lays the groundwork for advancing the model further, 
such as incorporating big data analytics, applying machine learning techniques for forecasting 
risks, and building a system capable of automatically refreshing threat-related information [44-
45]. 

 



 

Figure 2: Code snippet of the risk identification model for critical infrastructure power supply 
projects 

Using the developed model adapted to the context of the Zaporizhzhia region, a spatio-temporal 
matrix of threats affecting energy supply projects for critical infrastructure was constructed (see Table 
1). 

The analysis of the spatio-temporal threat matrix for critical infrastructure energy supply 
projects in Zaporizhzhia region shows the presence of both man-made and natural threats with 
different levels of intensity, spatial coverage, and density of impact. The most critical man-made 
threat is the potential hazard associated with the location of Zaporizhzhia NPP in the city of 
Enerhodar (coordinates 47.5083, 34.5844). The area of influence of this threat is 15 km², with a 
density of 0.8 units per square kilometer, which in total forms 12 conditional threat units. The 
impact factor is 0.95, which indicates an extremely high risk to infrastructure facilities in the 
event of an accident or attack on the plant. This threat is relevant as of May 1, 2024. 

In general, man-made hazards have higher impact factors (0.90-0.95) and concentrated 
hazards with a smaller area, while natural hazards, despite covering a larger area, demonstrate 
lower intensity and impact factors (0.60-0.80). This indicates the need to prioritize the protection 
of facilities located near critical man-made centers, as well as to develop preventive 
environmental measures to reduce long-term risks from natural hazards. 

Table 1 
Spatio-Temporal Threat Matrix for Critical Infrastructure Power Supply Projects 

№ Threat type Description 
Coordinates, 

( ),i ix y
 

iА , 
km² 

iC , 
units/km² 

iI  iP  it  



1 Technogenic 
Zaporizhzhia NPP 

(Enerhodar) 
(47.5083, 
34.5844) 

15 0.8 12 0.95 
2024-
05-01 

2 Technogenic 
Industrial plant attack 

(Zaporizhzhia) 
(47.8388, 
35.1396) 

12 1.0 12 0.90 
2025-
01-08 

3 Natural 
Wildfires in Pology 

district 
(47.4833, 
36.2833) 

18 0.5 9 0.80 
2022-
07-10 

4 Natural 
Wildfires in Vasylivka 

district 
(47.4388, 
35.2396) 

18 0.6 10.8 0.75 
2022-
08-15 

5 Natural 
Wildfires in Kamianka-
Dniprovska forest zone 

(47.5, 34.4) 20 0.4 8 0.70 
2022-
06-20 

6 Natural 
Drying of Velyki 

Kuchuhury wetlands 
(47.2744, 
34.1222) 

15 0.3 4.5 0.60 
2023-
06-10 

 
The dataset presented in Table 1 is incorporated into the risk identification model's code to 

enable subsequent spatial visualization of threats associated with critical infrastructure energy 
supply projects. Using the results derived from formulas (10–12), the key attributes of high-risk 
zones within the Zaporizhzhia region have been identified, and these findings are summarized 
in Table 2.  

The risk level was computed as the product of threat intensity and its associated probability 

iP , previously established within the spatio-temporal matrix. Threshold values were defined as 

follows high risk is – 10iR  , medium risk is – 6 10iR  , and low risk is – 6iR  . 

Based on the data obtained and calculations made, a map was created that shows high-risk 
areas for critical infrastructure energy supply projects (Fig. 3). 

The findings indicate that Enerhodar and Zaporizhzhia exhibit the highest calculated risk 
levels (

1 11.4R =  and 
1 10.8R = ), placing them within the category of high-risk zones (Fig. 3). 

These territories contain strategic critical infrastructure facilities (Zaporizhzhia NPP) and have 
a high density of industrial facilities exposed to military attacks. Medium risk is observed in the 
Vasyliv and Pologiv districts of the Zaporizhzhia region. 

Table 2 
Results of Determining the Characteristics of Risk Zones for Energy Supply Projects in 
Zaporizhzhia Oblast 

№ Region  
Coordinates 

(latitude, 
longitude)  

Risk 
level  

Main threats 

1 Enerhodar 
(Zaporizhzhya NPP) 

47.5083, 34.5844 High Proximity to a nuclear power 
plant, military operations, and 
possible man-made accidents 



2 Kamianka-Dniprovska 
forest zone 

47.5, 34.4 High Fires in forests, damage to 
infrastructure 

3 м. Zaporizhzhia 47.8388, 35.1396 Medium Attack on industrial 
enterprises, high density of 

critical facilities 
4 Vasylivskyi district 47.4388, 35.2396 Medium Fires, shelling, risk of damage 

to power lines 
5 Polohiv district 47.4833, 36.2833 Low Fires in the steppe zone, 

logistical vulnerability 
6 Velyki Kuchuhury (after 

the explosion of the 
Kakhovka HPP) 

47.2744, 34.1222 Low Drying up of water resources, 
environmental consequences 

 

 

Figure 3: Geospatial map highlighting zones of elevated risk in critical infrastructure energy 
supply projects 

The region faces both environmental risks (e.g., forest fires) and a heightened probability of 
infrastructure damage caused by shelling amid ongoing military aggression by Russia. 
Kamianka-Dniprovska forest area and Velyki Kuchuhury have a relatively low combined risk 
score, mainly due to the lower density of critical facilities and remoteness from major 
infrastructure hubs. 

The research has confirmed that the developed model is of practical value for risk 
management in critical facilities energy supply projects. The identified risk zones, among which 
special attention should be paid to the areas around Zaporizhzhia NPP and industrial districts 
of Zaporizhzhia, allow for a more accurate prioritization of critical facilities energy supply 
scenarios. By analyzing the indicators of threat intensity alongside the assessed vulnerability of 
infrastructure sites, regions in urgent need of enhanced protective measures were identified. 
This approach contributes to more efficient allocation of limited resources, which is particularly 
critical under conditions of emergency or martial law. Importantly, the model not only captures 



the current state of affairs, but also updates the data over time, which helps to make more 
informed decisions about further actions. The integration of the model into a management 
decision support system significantly expedites the justification and planning of energy supply 
configurations for strategically important facilities in uncertain and rapidly changing 
conditions. 

Future studies should focus on embedding the proposed model into a management decision 
support system capable of automatically gathering data from open platforms such as OSM, 
integrating APIs for real-time updates on emergency events (e.g., attacks, incidents, natural 
disasters), conducting risk prioritization, and generating automated maps. This would enable 
the development of not just a static visualization instrument, but a dynamic, interactive platform 
to support real-time decision-making for the deployment of energy supply projects targeting 
critical infrastructure. 

Such a system would provide operational institutions and local authorities with timely 
insights into the evolving risk landscape. For instance, if part of the power infrastructure is 
damaged due to shelling or severe weather, the system could immediately highlight affected 
zones and suggest prioritization strategies for restoration or temporary redistribution of loads 
across adjacent substations. This flexibility is especially vital in emergency or wartime settings, 
where delays in response may threaten the functioning of hospitals, water supply systems, or 
communication lines. 

Additionally, the integration of machine learning algorithms could enhance the model’s 
ability to recognize early signs of infrastructure degradation or rising threat levels. By analyzing 
historical data and correlating it with current geospatial patterns, the system may anticipate 
zones of elevated vulnerability. This foresight would support preventive planning and allow 
resource-constrained regions to allocate funding and technical efforts more efficiently, 
strengthening resilience without the need for reactive crisis management.  

6. Conclusions 

1. The conducted research resulted in the justification of a methodological approach and 
the creation of an intelligent model designed to detect risks associated with energy supply 
projects for critical infrastructure. This model is grounded in the integration of geospatial 
information, enabling the transformation of potential threats into quantifiable metrics namely, 
intensity and likelihood of occurrence. The main advantage of this model is the possibility of 
its further integration into management decision support systems to justify the configurations 
of energy supply projects under conditions of uncertainty. Leveraging geospatial data sources, 
particularly OpenStreetMap, together with the versatility of Python-based tools, enables the 
acquisition of timely and reliable information. This, in turn, substantially enhances the 
effectiveness of management activities during the planning phase of energy supply projects for 
critical infrastructure, especially in the context of a dynamically evolving project environment 
and associated risks. 

2. Based on the use of the developed model and the created software code, high-risk areas 
for critical facilities energy supply projects in the Zaporizhzhia region were identified. 
Enerhodar and Zaporizhzhia city have the highest risk values (respectively 1 11.4R =  and 

1 10.8R = ), which corresponds to the high-risk zone. These territories contain strategic critical 
infrastructure facilities (Zaporizhzhia NPP) and have a high density of industrial facilities 
exposed to military attacks. The findings are mapped and grouped based on their corresponding 
risk levels.  



3. Future investigations should focus on embedding the developed model into a decision 
support system for management purposes, enabling automated detection of risks and real-time 
visualization of risk areas on geospatial maps. This will create not only a static visualization 
tool, but also a dynamic platform for making management decisions on the implementation of 
energy supply projects for critical infrastructure facilities in real-time. 

Declaration on Generative AI 

During the preparation of this work Chat-GPT-4o and Grammarly were used to check grammar 
and spelling. After using these tool(s)/service(s), the author(s) reviewed and edited the content 
as needed and take(s) full responsibility for the publication’s content. 
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