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Abstract

The digital revolution and Industry 4.0 have significantly integrated information technology across
economic sectors, driving rapid digitalization and economic transformation. However, this advancement
also heightens cybersecurity risks, making national economies more vulnerable to cyber threats.
Addressing these risks is essential for maintaining economic stability and safeguarding sensitive
information. This study employs cluster analysis to assess cybersecurity and digital development levels at
the national level. Using the National Cybersecurity Index (NCSI) and Digital Development Level (DDL)
as key indicators, the k-means clustering algorithm was applied to categorize 71 countries into three
clusters. The Elbow and Silhouette methods were used to determine the optimal number of clusters. The
results identified three clusters with distinct cybersecurity preparedness: (1) high cybersecurity maturity
(e.g., Moldova), (2) low cybersecurity preparedness (e.g., Libya), and (3) moderate cybersecurity
development (e.g., Saudi Arabia). Countries in the highest cluster exhibit advanced cybersecurity
strategies and well-established regulatory frameworks. In contrast, nations in the lower cluster face
significant vulnerabilities due to weak regulations and limited cyber defense mechanisms. The findings
emphasize the need for continuous cybersecurity enhancements, particularly in digitally emerging
economies, to mitigate cyber threats and enhance national security.
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1. Introduction

1.1. Relevance

The integration of digital knowledge and information technology into all economic sectors is
driven by the digital revolution and Industry 4.0 [1, 2].

The incorporation of information technology into various economic sectors is propelled by the
advancements of the digital revolution and Industry 4.0. The digital economy stands out as one of
the most dynamic, innovative, and influential economic models, playing a crucial role in driving
national economic growth [3]. This economy is defined by the exchange of goods and services
through digital platforms, following a unique operational structure. Its expansion is closely tied to
the development of information and communication technologies, leading to the rapid
transformation and integration of related industries [4-6]. However, alongside these
advancements, the increasing reliance on digital technologies introduces significant cybersecurity
risks. The interconnected nature of digital infrastructures makes national economies more
susceptible to cyber threats, including data breaches, financial fraud, and critical system
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disruptions. The complexity of these challenges underscores the need for proactive cybersecurity
measures to safeguard economic stability and protect sensitive information.

Addressing cybersecurity threats linked to the use of information and communication
technologies is essential for organizations, governmental institutions, and individuals to effectively
pursue their developmental objectives. This underlines the necessity of strengthening
cybersecurity capabilities. By mitigating the negative consequences associated with digital
technology usage, governments can enhance their ability to maintain a robust level of
cybersecurity, ensuring a safer and more resilient digital landscape [7].

1.2. Related work

The concept of cluster analysis was initially introduced by R. C. Tryon in 1939. Tryon described
cluster analysis as: “A general logical procedure formulated as a procedure by which we group
objectively individuals into groups based on their similarities and differences” [8].

Cluster analysis has been effectively utilized to solve data clustering challenges across various
fields, including goverment, manufacturing, finance, cyber security, urban development, industry,
sales, and marketing [9-11]. Extracting valuable insights from data in these areas is crucial for
enhancing services and increasing profitability. The data generated in real-world scenarios are
often large, unlabeled, and multi-dimensional, which complicates the clustering process.
Determining the number of clusters in such datasets cannot be easily achieved. As a result,
identifying the optimal number of clusters in real-world data with high density and dimensionality
is a challenging task for traditional clustering methods. This creates a significant hurdle for
conventional clustering techniques that require the number of clusters to be pre-specified as an
input.

In recent studies, considerable focus has been placed on integrating cybersecurity technologies
and machine learning methods for monitoring and predicting IT security threats. In the study [12],
the author introduced a robust approach for detecting suspicious domains involved in advanced
persistent threat (APT) activities. The research evaluates various clustering algorithms and
highlights K-means as the most commonly used method. In the study [13], the author discusses the
growing importance of network security in today's digital landscape, particularly focusing on the
use of the K-means clustering algorithm in data mining for network security. In the study [ 14], the
author explores the use of cluster analysis for automating the matching of cyber threat intelligence
reports in an Internet-of-Vehicles (IoV) environment.

2. Methods

We will perform a clustering analysis of data that describe the levels of cybersecurity and
digitalization at the national level. To achieve this, we will analyze the National Cyber Security
Index, Digital Development Level.

Data clustering algorithms are typically categorized into two main groups [15]: hierarchical
clustering algorithms and partitional clustering algorithms. Hierarchical clustering methods
organize data objects into clusters in a hierarchical structure, either through a bottom-up approach
(agglomerative method) or a top-down approach (divisive method). In the agglomerative method,
individual data points are iteratively merged based on their similarity. The divisive method, on the
other hand, starts with the entire dataset as a single cluster and iteratively divides it using data
object similarities until each object forms its own cluster, or until a predefined condition is met.
The hierarchical clustering algorithm generates a dendrogram, which visually represents the
process of merging (agglomerative) or splitting (divisive) data objects, illustrating the hierarchical
structure of clusters as the output of the cluster analysis. The dendrogram serves as a visual
depiction of the nested groupings of data objects, indicating the level of similarity at which each
grouping changes.

K-means is the most popular clustering formulation in which the goal is to maximize the
expected similarity between data items and their associated cluster centroids [16].



K-means algorithm with K input parameters, N objects ware distributed into K clusters, that makes
a similar high similarity in the one cluster, low similarity between clusters. K-means algorithm
process as follows [17].
The K-means clustering algorithm [15] is outlined below and consists of the following steps:
Input:

e K: the number of the clusters.
e D: contain N object in data set.

Output:

e K: clusters collection.
Method:

Choose K objects as initial cluster centers; from D.
Repeat.
3. Each object is assigned to the most similar clusters based on the mean value of the object in
the cluster.
. Profile of the mean of each cluster, and calculating the mean of each cluster.
5. Until no change.

The division of a set of objects into clusters should generally meet the following two
requirements:

Objects within a single cluster should be similar in a certain sense.

Clusters that are similar in a certain sense should be located close to each other.

K-means clustering begins with the selection of k randomly positioned centroids (samples that
represent the center of a cluster). Each element is assigned to the nearest centroid. After the
assignment is made, the centroid is moved to the point calculated as the average of all the elements
assigned to it. Then, the assignment is performed again. This procedure is repeated until the
stopping condition is met.

The algorithm works in such a way that it aims to minimize the mean squared deviation at the
points of each cluster:
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where k is a number of clusters, S, is a obtained clusters, where i= 1,2, ... , k, i, are centroids of
the vectors, where x;€ S,

During the algorithm’s operation, at each iteration, the centroid of each cluster obtained in the
previous step is recalculated. Then, the vectors are reassigned to clusters based on which of the
new centroids is closest to the vector according to the chosen metric. The algorithm terminates
when, at any iteration, no change in the clusters occurs.

For this research, two methods will be employed to determine the optimal number of clusters:
the Elbow method [18] and the Silhouette method.

The Elbow method [18] is one of the earliest techniques for identifying the potentially optimal
number of clusters in a given dataset. Its fundamental concept involves initializing K = 2 and
incrementally increasing K by one until reaching a predefined maximum. The optimal number of
clusters, K, is then determined at the plateau point. This optimal K value is characterized by a sharp
decrease in the indicator value before reaching K, followed by minimal change beyond this point,
forming a distinct “elbow” shape. One of the limitations of the Elbow method is that when the
plotted curve is relatively smooth.



The Silhouette method [19-21] has been discussed in sources where it is described as a
technique for estimating the potentially optimal number of clusters. This method evaluates
clustering quality by considering the average distance between a data point and others within the
same cluster, as well as comparing it to the average distance between different clusters. The
effectiveness of clustering is measured using the silhouette coefficient (S), which is calculated as

(b- a)

- —— @
max(a, b)
where a is the mean intra-cluster distance, b is a mean distance to the nearest neighboring
cluster.
Based on the obtained Silhouette Score values, a conclusion is made about the optimal number

of clusters for further clustering s(i):

e Close to 1 means that the point is well placed within its cluster.
e Close to 0 indicates that the point is on the boundary between two clusters.
e Close to -1 suggests that the point was likely assigned to the wrong cluster.

This approach is commonly applied to determine the optimal number of clusters and assess
clustering performance in various scenarios.

The quality of k-means clustering is measured through the within-cluster squared error
criterion [22].

The k-means algorithm, Elbow method and the Silhouette method was implemented in Python
during the analysis of the indicators.

3. Results

According to the e-Governance Academy Foundation [23], the National Cybersecurity Index and
Digital Development Level indicators were used for clustering with the k-means method.

The National Cyber Security Index (NCSI) is a global live index, which measures the
preparedness of countries to prevent cyber threats and manage cyber incidents. The NCSI is also a
database with publicly available evidence materials and a tool for national cyber security capacity
building.

The NCSI focuses on measurable aspects of cyber security implemented by the central
government:

Legislation in force—legal acts, regulations, orders, etc.

Established units—existing organisations, departments, etc.
Cooperation formats—committees, working groups, etc.
Outcomes—policies, exercises, technologies, websites, programmes, etc.

Ll e

The NCSI Score indicates the percentage that a country has achieved out of the maximum value
of the indicators. The maximum NCSI Score is consistently 100 (100%) regardless of any additions
or removals of indicators.

Country Points x 100 3)
Maximum Points
The index table also shows the Digital Development Level (DDL). The DDL is calculated
according to the E-Government Development Index (EGDI) and Networked Readiness Index (NRI).
The DDL is the average percentage the country received from the maximum value of both indexes.
The average percentage of the maximum values for EGDI and NRI is displayed in the DDL.

NCSI=




EGDI(% )+ NRI(% )
2

To create the dataset and perform clustering, a CSV file was generated containing information

DDL=

: 4)

about the country name, National Cybersecurity Index, and Digital Development Level.

Table 1
Example of a CSV file with data [23]

Country National Cybersecurity Index  Digital Development Level
Albania 70.83 62.34
Angola 17.50 33.37
Antigua and Barbuda 18.33 30.72
Argentina 58.33 67.36

A total of 71 countries were analyzed, all of which had corresponding values for the National
Cybersecurity Index and Digital Development Level indicators.

To determine the optimal number of clusters, the necessary calculations were performed, and a
visualization using the Elbow method was created. The graphic was obtained from Sum Square
Error (SSE) calculation. The number of the cluster was determined by looking at the point position
on the “elbow” arm. [24].
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Figure 1: Elbow Method [(calculated based on [23])]

As seen in Fig. 1, according to this method, the optimal number of clusters is 3.

Let’s perform a verification using the Silhouette method (Fig. 2 and 3). Based on the Silhouette

Score analysis, the most optimal number of clusters is 3. Although the first cluster appears to be
larger than the other two according to the visualized silhouette thickness, this clustering
configuration remains preferable. The Silhouette Score, which measures how well each data point
fits within its assigned cluster relative to other clusters, reaches its highest value for k=3,
indicating a well-structured partitioning of the dataset.
From a clustering quality perspective, the silhouette coefficient evaluates both intra-cluster
cohesion and inter-cluster separation. The relatively high silhouette score for k = 3 suggests that,
on average, countries within the same cluster are more similar, while the separation between
clusters remains significant. Although increasing the number of clusters to k = 4 or k = 5 might lead
to finer segmentation, it also results in smaller clusters with decreased cohesion and lower
silhouette scores, making the overall structure less distinct.

Additionally, when analyzing the silhouette thickness for different clusters at k = 3, it is evident
that one of the clusters is more populated compared to the others. However, this does not



necessarily indicate an imbalance in clustering but rather a natural distribution of the data, where
one segment may contain countries with similar cybersecurity and digital development
characteristics. Furthermore, compared to the models with k = 4 or k = 5, the three-cluster solution
ensures a relatively proportional distribution of countries while avoiding unnecessary
fragmentation.

Thus, selecting =3 is supported both by the quantitative metric (Silhouette Score) and
qualitative assessment of cluster interpretability, ensuring a meaningful and practical division of
countries based on their National Cybersecurity Index and Digital Development Level.
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Figure 2: Silhouette method [(calculated based on [23])]
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Figure 3: Silhouette method [(calculated based on [23])]

Using the proposed clustering algorithm, the dataset was successfully segmented into three distinct
clusters based on the National Cyber Security Index (NCSI) and Digital Development Level (Fig. 4).
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Figure 4: K-means clustering [(calculated based on [19])]



The results of the clustering process are as follows (Table 2):

Table 2
Country clustering results [(calculated based on [23])]

Cluster =~ Number of Countries NCSIRange Representative Country

Cluster 0 18 countries 71.67-98.33 Moldova (Republic of)

Cluster 1 27 countries 4.17-40.83 Libya

Cluster 2 26 countries 47.50-70.83 Saudi Arabia
Conclusions

The results of the cluster analysis conducted to assess the level of national cybersecurity and digital
development of countries allow us to examine these indicators in the context of grouping states
based on their cybersecurity levels. An important aspect is that countries with high, medium, and
low cybersecurity levels demonstrate different approaches to addressing digital resilience, which
influences their strategic initiatives and international cooperation in this field. In particular,
clustering helps identify patterns and significant differences in approaches to cybersecurity among
various countries.

1. Cluster 0 includes 18 countries with a high NCSI range (71.67-98.33). The representative
country, Moldova (Republic of), is a fitting example due to its strong cybersecurity framework,
legislative advancements, and cybersecurity incident response mechanisms. Moldova has made
significant progress in strengthening its national cybersecurity framework, adopting
comprehensive policies and establishing key institutions to enhance its cyber resilience. The
country’s efforts reflect its commitment to protecting critical infrastructure and responding
effectively to cyber threats, especially given its strategic geopolitical position between the
European Union and Russia. A new national cybersecurity law, which will come into effect on
January 1, 2025, marks a major milestone in Moldova’s cybersecurity strategy. Developed with
support from the EU Cybersecurity Rapid Assistance Project, this legislation establishes clear
guidelines for cybersecurity governance. Under the new law, a competent national authority will
determine which institutions and service providers must meet specific cybersecurity standards.
These essential service providers will be required to report major cyber incidents to the national
authority, ensuring greater transparency and responsiveness in cyber threat management. The
legal framework is aligned with European best practices, reinforcing Moldova’s integration into
European cybersecurity structures. Vice Prime Minister Dumitru Alaiba, Minister of Economic
Development and Digitalization, emphasized that cybersecurity is a fundamental priority for
Moldova due to its vulnerable geopolitical position. The law reflects European standards, ensuring
that Moldova adopts advanced cybersecurity measures.

Moldova has received strong international support in developing its cybersecurity capabilities.
On January 21, 2021, NATO launched a Cyber Incident Response Center for Moldova’s Armed
Forces. This initiative, developed in collaboration with the NATO Communications and
Information Agency and supported by the NATO Science for Peace and Security (SPS) Programme,
aims to minimize threats arising from cyber incidents, ensure rapid and effective recovery in case
of cyberattacks, and prevent future cyber threats through advanced cybersecurity mechanisms. In
2024, Moldova established two key institutions dedicated to cybersecurity: the National
Cybersecurity Agency, responsible for protecting critical government and public infrastructure
from cyberattacks, ensuring high-level security of networks and information systems in both
public and private sectors, and the National Institute for Cybersecurity Innovation (“Cybercor”),
focused on cyber threat prevention, research, and innovation in digital security. These institutions
will play a crucial role in enhancing Moldova’s cybersecurity preparedness, resilience, and
innovation, ensuring a secure digital ecosystem for both public and private entities. Moldova’s



recent cybersecurity advancements demonstrate a proactive and strategic approach to digital
security. By adopting a new cybersecurity law, strengthening cooperation with NATO and the EU,
and establishing key institutions, Moldova is positioning itself as a leader in cybersecurity among
emerging economies. These developments highlight a structured, well-coordinated national effort
to combat cyber threats and align Moldova’s cybersecurity policies with European and global
standards.

Countries in the cluster 0 exhibit well-established cybersecurity strategies, comprehensive
infrastructure, and government initiatives focused on digital resilience. Notably, Ukraine is also
part of this cluster, signifying its relatively high cybersecurity preparedness.

2. Cluster 1: Low National Cyber Security Index. Cluster 1 consists of 27 countries with an NCSI
range of 4.17-40.83, representing nations with relatively low cybersecurity preparedness. Libya is
the representative country of this cluster. Libya, as a country experiencing political instability and
conflicts, faces numerous challenges in the field of cybersecurity. Libya is one of the most
vulnerable countries to significant cybersecurity threats in 2023, ranking 90th globally. This high
risk is attributed to insufficient security measures against cybercrimes, making them highly
susceptible to attacks. These country has weak or entirely absent legislation against cybersecurity
threats, putting sensitive transactions at significant risk [25-28].

The lack of a stable government and centralized control complicates the development and
implementation of effective cyber protection strategies, making state and private information
systems vulnerable to cyber threats [29]. However, despite these difficulties, Libya demonstrates
some potential in cybersecurity development. The presence of an educated youth and a growing
interest in information technology create prerequisites for the formation of specialists in this field.
Additionally, international organizations and partners provide support to Libya in strengthening its
cybersecurity infrastructure, contributing to a gradual improvement of the situation. One of the
key regulatory bodies in cybersecurity is NISSA (National Information Security and Safety
Authority), which has released the NISSA Policy Guide. However, Libya still lacks a comprehensive
cybersecurity strategy, though NISSA has been mandated to develop one in cooperation with the
Ministry of Communications and Informatics. Despite the absence of a unified strategy, the
country has specialized institutions addressing cybersecurity issues. Notably, under the Ministry of
Interior, the “Administration for Combating IT Crimes” is responsible for investigating
cybercrimes. Additionally, the national cybersecurity incident response team, Libya-CERT (Libyan
Computer Emergency Response Team), operates under NISSA. It was established with the support
of the International Telecommunication Union (ITU) and is responsible for preventing, detecting,
and mitigating cyber threats at the national level.

However, despite ongoing efforts, certain aspects of its cybersecurity policies may still be
developing. Countries in this group likely have fragmented cybersecurity frameworks, limited
resources allocated to cyber defense, and emerging regulatory frameworks.

Cluster 2: Moderate National Cyber Security Index. Cluster 2 contains 26 countries with an
NCSI range of 47.5-70.83. The representative country, Saudi Arabia, typifies this group as it is in a
transitional stage of cybersecurity development.

Saudi Arabia has been actively working to improve its cybersecurity; however, its relatively low
cybersecurity index may be attributed to several factors. Firstly, while the country has made
significant progress in digitalizing government services, the rapid pace of digital transformation
may outstrip the development of corresponding cybersecurity measures. Secondly, as a major oil
producer, Saudi Arabia is an attractive target for cyberattacks, necessitating continuous
advancements in defensive strategies. Additionally, although the country is implementing digital
governance strategies such as “Saudi Vision 2030” to enhance citizens' quality of life, these
initiatives may take time to achieve full effectiveness in cybersecurity.

An analysis of Saudi Arabia’s cybersecurity framework has highlighted key risks associated
with its development model. While assessments based on International Telecommunication Union
(ITU) standards have yielded relatively positive results, Saudi Arabia has demonstrated a catch-up
approach to cybersecurity development and continues to experience challenges in national cyber



defense. Some of these challenges are global in nature, such as legislative gaps, while others stem
from the specifics of the national governance model. The most prominent risks include an
imbalance between the civilian and military cybersecurity sectors, regional disparities in
cybersecurity readiness, and weak integration of the local hacker community into the national
cybersecurity framework [30].

Nations in this cluster have moderate cybersecurity strategies, often influenced by economic,
political, and technological challenges that affect their ability to implement robust cybersecurity
measures.

According to the results of the cluster analysis, countries with a high level of cybersecurity
(Cluster 0) demonstrate well-developed infrastructure, clearly defined national strategies, and
effective government policies in the field of digital security. The selection of Moldova as the
representative of this cluster highlights the importance of having appropriate legislation,
international support, and strategic institutions for creating a stable and resilient cybersecurity
ecosystem. In countries of this cluster, a high level of organizational maturity in countering cyber
threats is observed, enabling them to effectively respond to incidents and implement innovative
technologies to enhance cyber resilience.

On the other hand, countries with a low level of cybersecurity (Cluster 1) face numerous
challenges, including political instability, the absence of or weak legislation, and limited resources
for developing national cybersecurity strategies. The example of Libya, the representative of this
cluster, demonstrates how crucial international assistance is for strengthening cybersecurity
infrastructure, as well as creating specialized organizations capable of responding to cyber threats
in a timely manner. Considering the limited capacity of such countries to implement effective
strategies, further cooperation with international partners is critical to improving their
cybersecurity defenses.

Given the identified characteristics, it is recommended that countries with low levels of
cybersecurity, such as Libya and others with similar issues, actively seek international support to
establish basic cybersecurity standards and create specialized institutions for responding to cyber
incidents. An essential step is also strengthening the training and preparation of specialists, which
will help reduce the risks of cyber threats in these countries.

Countries with a moderate level of cybersecurity, such as Saudi Arabia, should focus on
improving their cybersecurity strategies by enhancing the integration of civilian and military
sectors, as well as strengthening cooperation with international partners to achieve sustainable
development in digital security.
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