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Abstract
This research focuses on improving security for business processes by developing automated methods for threat
modeling, security requirements and countermeasure generation, and operational reassessment of security needs
along the lifecycle of a business process. We propose an automated approach that uses large language models
(LLMs), security frameworks, and cyber threat intelligence (CTI) to dynamically assess and secure business
processes as they evolve. The preliminary results indicate an improved efficiency in identifying and mitigating
cyber threats compared to traditional methods.
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1. Introduction

The frequency of cyber attacks targeting organizations has almost doubled in recent years[1, 2, 3],
primarily due to the accelerated pace of digital transformation during the COVID-19 pandemic and the
emergence of generative AI and large language models (LLMs). These advancements have expanded
both the attack surface and the arsenal of tools available to adversaries[4]. Such developments highlight
the critical importance of addressing security as early as possible[2, 1], by embedding it directly into
the design of a business process (BP). Early integration ensures that security and business requirements
are considered from the start[5, 6].
However, existing approaches often fail to address the dynamic nature of business environments.

They emphasize security requirements at the design phase, rely on manual and time-intensive processes,
and fail to adapt as BPs and threat landscape change. Consequently, security assesment becomes
obsolete. As highlighted by [7], there is a need for methodologies that ensure security is maintained
across the entire BP lifecycle.
This research will propose an approach for maintaining security throughout the lifecycle of BPs

by automating threat modeling, security requirement collection, and countermeasure suggestion at
the design phase, with continuous monitoring during BP operation as it evolves. We use LLMs with
BPMN process models, to enhance automation, while mitigating LLM limitations through cybersecurity
knowledge bases such as MITRE Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK)1

and DEF3ND2. Additionally, we leverage CTI data and BP event logs for ongoing security assessment.
Four challenges emerge when automating security across BP lifecycles: (1) Bridging abstraction

layers between security frameworks (ATT&CK/D3FEND) and process models requires novel mapping
techniques to align tactical MITRE techniques with BPMN elements. (2) These frameworks are com-
prehensive. Efficient methods are required for processing and identifying BPM relevant aspects (3)
LLM automation faces inherent limitations: e.g. hallucinations, inconsistencies, and lack of domain
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2D3FEND is a knowledge graph of cybersecurity countermeasures developed by the MITRE Corporation
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knowledge. (4) Continuous security alignment demands real-time correlation of CTI feeds with process
execution logs.

The research goals are to develop methods for : 1) Automating threat modeling, security requirement
collection, and countermeasure suggestion for BP security at the design phase. 2) Monitoring and
reassessing BP security needs facing process and environment changes. This research extends current
knowledge by leveraging cutting-edge technologies to automate security activities across the entire BP
lifecycle.

2. Related Work

In this section, we explore the literature in the areas of threat modeling, security requirements, and BP
monitoring. In addition, we review recent work of applying LLM for BP and for security.
For threat modeling, Von der Assen et al.[8] proposed an approach focused on detecting insider

threats by mapping BPMN elements to threat events. Granata et al.[9] enhanced threat modeling
for e-Government processes using the European Union Agency for Cybersecurity (ENISA)3 threat
landscape, while Hacks et al.[10] introduced BPMN2MAL, enabling attack simulations by translating
BPMN elements. Although these methods have made progress in automating threat modeling, they
remain limited by their dependence on manual configuration, lack of scalability, and the absence of
integration with threat intelligence during the operational phase.
In the domain of security requirements and countermeasures, several approaches have aimed to

extend modeling languages for security. Notably, [7] emphasized formalizing security requirements,
while Zareen et al.[11] and Lins et al. [12] proposed frameworks integrating security into BP models.
However, these methods primarily focus on the design phase and lack automation, requiring manual
intervention. Approaches by Rodriguez et al.[13], Menzel et al.[14], Turki et al.[15] similarly target
design-phase security but do not extend to ongoing process adaptation. Additional studies, such as
Saleem et al.[16], Mülle et al.[17], and Ahmed et al.[18, 19], further addressed security integration, yet
these also predominantly focus on static design-phase measures and lack full automation.

BP monitoring for security has also been studied, with Ramadan et al.[20, 21], Varela-Vaca et al.[22]
and Asim et al.[23] proposing methods for detecting conflicts and verifying security policies in BPMN-
based processes. Salnitri et al.[24, 25] introduced SecBPMN2, a framework for specifying and verifying
security policies. Yet, these approaches are primarily static, focusing on design-phase security enhance-
ment rather than continuous monitoring at an operational-phase.

Finally, Large Language Models (LLMs) have emerged as a tool for automating security tasks. Elsharef
et al.[26] applied LLMs for threat identification, while Wornow et al.[27] explored LLMs for general BP
analysis. Despite these advances, existing works do not fully integrate LLMs for continuous security
analysis across the BP lifecycle.

In conclusion, while existing approaches have made significant strides in automating various aspects
of BP security, there remains a need for methods that can provide flexible, automated, and scalable
solutions for security activities in complex business environments, particularly those that can integrate
operational-phase CTI data and adapt to evolving processes.

3. Research questions

Our primary research question is: ”How can a proactive, process-centric security approach
enhance BP security throughout its lifecycle, from design to execution and monitoring?” This
question can be broken down into the following research questions:

1. RQ1 : How can threat modeling be automated and applied iteratively to enhance BP
security along process lilfecycle?

3https://www.enisa.europa.eu/



• This question aims to develop a method for automated BP threat modeling which is aware
of and tailored to the specific business processes. It involves creating strategies and controls
to identified threats across design and operational phases.

2. RQ2 :How can security requirements and countermeasures be systematically analyzed,
designed, and integrated into business processes during the early design phase?

• This question explores the generation of security requirements and countermeasures for
BPs. It involves developing a systematic method to analyze, design, and integrate security
requirements and countermeasures for a business process given its BPMN and process
specification.

3. RQ3 : How can we reassess the security needs of a business process based on Cyber
Threat Intelligence (CTI) and process execution data to support continuous monitoring
at the operational phase

• This question focuses on reassessing the security needs of a business processes. It involves
identifying the specific types of CTI and processes data that should be used to facilitate the
monitoring.

By addressing these research questions, This study aims to enhance BP security by using LLMs,
security frameworks, and CTI data to support security analysis, design, and integration. It also enables
dynamic monitoring to identify and apply countermeasures throughout the BP lifecycle.

4. Methodology

This research adopts the design science research methodology articulated by [28].
For the identification and motivation of the problem, we performed a comprehensive literature

review on BP security. This revealed three core limitations: 1) manual-intensive threat modeling
processes that scale poorly for complex BPs , 2) static security requirements that fail to adapt to evolving
operational contexts, and 3) insufficient integration of real-time cyber threat intelligence (CTI) with
process execution data for monitoring.

Through an iterative analysis of these gaps, we designed a conceptual framework for BP security, as
a main objective (Fig.1). This framework is composed of the following envisioned artifacts:

1. A1) A method for continuous automatic threat modeling across BP lifecycle phases.
2. A2) A method for automatic BP security requirements and countermeasure suggestions.
3. A3) A method to link between CTI data and BP model event logs
4. A4) A method for dynamically monitoring for BP security under evolving process and threat

conditions.

In our design and development process, we will use both top-down and bottom-up approaches for all
artifacts. For A1 and A2, the top-down approach analyzes existing techniques and develops LLM-based
methods, while the bottom-up approach applies these methods to BPMN examples, compares the results
with domain experts, and iteratively refines them. For A3, the top-down approach reviews event log
formats, CTI data standards, and ontologies to design a metamodel linking CTI data to event logs.
The bottom-up approach uses simulated environments to generate data, conducts experiments with
various security events, and iteratively improves the method. For A4, the top-down approach examines
security monitoring methods and frameworks like ATT&CK and D3FEND, developing algorithms to
reassess threat models using linked data. The bottom-up approach implements BPs with predefined
security measures in simulations, induces security violations, analyzes the resulting event logs, refines
algorithms, and develops visualization techniques for findings.
For evaluation, each artifact will be evaluated through a case study involving domain experts. The

evaluation process involves selecting suitable BPs, establishing ground truths with domain experts,
applying the proposed methods, and comparing the results against updated ground truths. In addition,
the data will be used to conduct experiments that compare different approaches to solve the problem.



Figure 1: BP Security Framework

5. Preliminary Results

We conducted two experiments with threat modeling approaches to explore the challenges of automating
it using LLM and bridging abstraction layers between security frameworks (ATT&CK/D3FEND) and
process models.

Experiment A: Design-phase threat modeling, comparing an ad-hoc LLM-based method and a state-
of-the-art knowledge based approach (KBA) [8]. Both methods start by identifying the assets that
participate in the process and then identify associated threats. As an ad-hoc LLM-based method, we
applied prompt engineering to a BPMN sourced from [8] and compared the indicated assets and threats
with those identified by the KBA. The asset identification step yielded 13 assets in both cases, with slight
variations in recognition. Our LLM-based method identified 40 threats compared to 36 identified by KBA.
Notably, the LLM-based approach uncovered additional threats, such as injection attacks, unauthorized
lookups, and sending to unauthorized recipients or tampering (a form of privilege escalation). These
threats were absent in the KBA’s results, as acknowledged by [8] in their evaluation with domain
experts. In summary, our prompt engineering approach outperformed KBA in comprehensive threat
identification and in its full automation.

Experiment B: Operational-phase threat modeling, focused on correlating CTI data with its corre-
sponding event log and connecting them to the D3FEND’s Digital Artifact Ontology (DAO), followed by
refinement using LLM. DAO serves as a link between the ATT&CK framework, which models threats,
and the D3FEND knowledge graph, which models countermeasures. The main idea is to link a BP event
log to the DAO to map activities to threats and countermeasures, enriching threat model and security
requirements done at design time. To this end, we used the HR recruitment BP event log from [29] 4,

4https://github.com/HaifaUniversityBPM/traffic-data-to-event-log



which contains HTTP data. HTTP request and response represent a small portion of CTI data because
they capture specific network-level interactions that can reveal indicators of compromise. We system-
atically gathered all HTTP communication data associated with each activity in the event log. These
network-level data served as input for the D3FEND artifact extractor 5, which automatically identified
digital artifacts from the DAO for the given HTTP data. This established a connection between BP
activities and multiple potential threats via the DAO’s relationship with the ATT&CK matrix. Through
this chain relationship, we automatically associated each activity with its relevant ATT&CK-identified
threats producing a threat model. To refine the threat modeling process, we implemented prompt
engineering techniques, providing the LLM with the identified potential threats and the BPMN diagram,
while instructing it to apply the STRIDE6 methodology. This approach resulted in a refined and detailed
threat model, which offers specific threat mappings for each activity within the BPMN. In summary,
this experiment shows how CTI data can be connected to event logs and facilitate the threat modeling
process that involves security knowledge bases in combination with LLM.

In conclusion, this research contributes to the existing body of knowledge by proposing to automate
security activities throughout the BP lifecycle, by leveraging LLMs, security frameworks, and CTI
data. The preliminary results show promising potential. Future work will focus on refining the
proposed methods, addressing limitations in LLMs outputs, and enhancing the precision of threat and
countermeasure mappings. These efforts are expected to advance the field of automated BP security
and provide valuable insights for academic and practical applications.
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