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Abstract

Information protection during data transmission in IoT-based sensor networks used in laboratory testing
is an important task in the context of growing demand for laboratory climatic tests. The use of cognitive
artificial intelligence in the process of managing laboratory climatic tests requires taking into account not
only factors affecting the test object, but also factors of possible network-based attacks on the cyber-
physical system. That is why the paper presents a model of a secure information system for cognitive data
processing in IoT sensor networks. When cognitive information processing is performed, situational
factors of the first kind (data on climatic conditions) and the second kind (potential network-based
attacks) are taken into account. Data protection is implemented through cryptographic information
transformation based on the generation of two-operand asymmetric CET-operations with an accuracy of
up to the permutation of the second operand when transmitting information from sensors to the cognitive
data processing unit (Algorithm I). To protect the information transmitted from the database to the
cognitive processing unit, a synthesis of direct and inverse operations is used based on the generation of
two-operand asymmetric CET-operations with an accuracy of up to the permutation of the first operand
(Algorithm II). To protect the information transmitted from the cognitive data processing unit to the
actuators, a synthesis of direct and inverse operations is used based on the generation of two-operand
asymmetric CET-operations with an accuracy of up to the permutation of the transformation result
(Algorithm III). Situational factors of the first kind affect the information, due to which encryption is
performed according to algorithm I. The presence of algorithms II and III is due to situational factors of
the second kind. A graphical and tabular representation of the information system model was formed,
which determined the role and place of protection algorithms in the functional structure of an IoT-based
sensor network. The analysis of the development in modeling managerial decision-making based on
cognitive data processing, taking into account situational factors of the first and second kind under
conditions of network-based attack simulation, showed improved efficiency. The development is 7% more
efficient compared to the results of managerial decision-making by a person and 49% more efficient
compared to the use of the LIMS considered in the work.
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1. Introduction

Applying new technologies in production development and globalization processes impose high
requirements on the quality of any product, its safety and compliance with regulatory documents.
This situation leads to the search for ways to improve and expand the procedures for
confirmingthe quality of manufactured products. Determining the characteristics to confirm
reliability and quality is the task of research laboratories. Today, the problem of reproducing the
impact of environmental conditions on manufactured products in the laboratory by using secure
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information systems is extremely relevant. According to a Value Market Report [1], the market for
climatic test chambers is expanding rapidly. The report provides data on the market size starting
from 2024 (USD 1.46 billion) and forecasts growth until 2033 (USD 1.79 billion) in increments of
2.33% (Figure 1).
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Figure 1: Climate test chambers market growth forecast to 2033

Presented data proves the relevance of laboratory testing for the impact of external climatic
factors. This report also identifies the prospects for the use and development of laboratory climate
testing technologies aimed at improving the accuracy and efficiency of testing processes. These
areas include automation of testing processes and data processing. It is noted that automation
integrated with the Internet of Things (IoT) technology in climate testing chambers has high
potential and can rapidly change the market. The analytical report proves that IoT technology
implemented in climate chambers enables automated real-time data processing, remote monitoring,
and test prediction approaches. This is confirmed by a review of the findings of the National
Institute of Standards and Technology (NIST), which confirms the high potential of IoT technology
to support product quality improvement processes.

Automation of laboratory tests is an important component of improving the accuracy,
objectivity and reproducibility of the results obtained. Automation processes are researched,
improved and implemented to research laboratories in a wide range of areas. Paper [2] investigates
automation in clinical microbiology laboratories. The purpose of automation is to obtain accurate,
relevant, and timely results. The author suggests the use of artificial intelligence and specialized
information systems to achieve the needed level of automation. It is also appropriate to use
artificial intelligence in laboratory climatic testing, provided that the peculiarities of climatic
testing processes are taken into account. Such features include: a wide range of climatic impacts on
the test object, the importance of adjusting further procedures based on the object's response to
external factors, taking into account the results of previous tests, and the use of IoT sensor
networks. It is IoT sensor networks that are characterized by the presence of actuators which
influence laboratory testing procedures. Such conditions determine the need to use an alternative
direction of artificial intelligence in the process of automating laboratory climate tests, which is
cognitive artificial intelligence. The cognitive approach allows modelling operator behavior and
reactions of a real person when interacting with IoT-based cyber-physical systems in the context of
test process automation.

The analysis of modern challenges, current technological solutions and forecast of trends in the
development of laboratory testing technologies allows to substantiate the problem of developing
and improving mechanisms for automated data processing in IoT-based cyber-physical systems
through the introduction of information systems using cognitive artificial intelligence.
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2. Background and related work

Laboratory Information Management Systems (LIMS) are now widely used in automating data
processing in laboratory testing. Such systems provide functionality for managing laboratory tests.
Paper [3] analyses such systems from the side of data management in testing research laboratories.
The authors note that the main task of LIMS is to automate the processes of storing data from
research experiments. The authors refer to other areas, such as communication, scheduling, etc., as
another class of software that is not related to LIMS. It can be agreed with this statement from the
point of view of the conceptual process in laboratory test data processing, in terms of data storage
mechanisms. Automated information systems of research laboratories are not limited to the
automatic storage of the results obtained, but also perform their processing. Thus, work [4]
describes the actual implementation of a specially developed LIMS in the National Health
Laboratory (Timor-Leste) in order to overcome the challenges of automating the work at research
laboratories, which include data processing. It is proposed to overcome such challenges with the
help of LIMS also in [5]. A significant advantage of the approach proposed by the authors is the
integration of LIMS with the IoT system and wireless sensor network to automate repetitive tasks
in laboratories. Automation of repetitive tasks does not allow for the implementation of a full-
fledged control system taking into account situational factors.

In order to improve data processing, attempts are being made to use artificial intelligence as an
additional tool for automating management and decision-making processes. Paper [6] describes the
use of artificial intelligence in information management for robotic systems during laboratory
research. The approach is conceptually appropriate for an IoT-based system of automated
laboratory testing, but requires significant constructive adaptation.

As already mentioned, the IoT-based approach of the automated laboratory testing system
involves the use of wireless sensor networks. Information from the sensors is transmitted via
wireless channels for processing by the information system, which in turn transmits the data to the
actuators in order to influence the testing processes depending on the situational decisions made.
This poses a threat to the integrity and confidentiality of the transmitted data. In order to protect
the information system and ensure the objectivity and reliability of information, it is important to
integrate security modules into the overall system model. Paper [7] discusses various approaches to
organizing the protection of online LIMS and provides a classification of threats, according to
which there are network-based, access-based and device-based attacks. In the case of considering
an IoT-based sensor network, network-based attacks are the most important. The approaches to
protecting the integrity and confidentiality of information from network-based attacks, including
those that exploit the vulnerabilities of wireless networks, include encryption. The work in the
field of strategies for securing IoT devices [8] proves the need to take into account the limited
memory resources of IoT devices for the implementation of encryption algorithms. Lightweight
cryptographic algorithms [9] are being developed and can be integrated into the laboratory test
information management system, but need to be improved to solve the problem of taking into
account situational factors. Work in the field of cybersecurity using information-driven operations
[10] allows encryption based on data obtained in a particular situation.

An analysis of the functionality of existing LIMS has revealed their insufficiency for the full
automation of research laboratories that use IoT technologies due to the lack of implementation of
modern artificial intelligence approaches, in particular cognitive intelligence, in the systems. The
insufficiency of current LIMS developments in the field of laboratory climatic testing has been
identified. LIMS models do not take into account the situational factor and do not have an adequate
level of integrated information security tools.

There is a need to develop a model of an information system for managing the process of
laboratory testing for the impact of external climatic factors through the use of an IoT-based sensor
network. A significant contribution to the development of information technologies for automating
the assessment of climatic impact parameters was made in [11]. The authors proposed an approach
based on operational monitoring data, which should be used in the process of processing
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information obtained during the monitoring of IoT-based laboratory testing systems for the impact
of external climatic factors.

Existing scientific works determine the need to develop a model of an information system for
data processing in IoT-based sensor networks for laboratory climatic testing, which takes into
account situational factors caused by both the impact of external climatic factors on the test object
and potential security threats to the sensor network.

The aim of the work is to improve the efficiency of automated control in climatic laboratory
testing processes based on cognitive artificial intelligence through situational control of testing
processes taking into account the probable network-based attacks.

To achieve this goal, the following tasks were set:

e To form a psychological basis of human decision-making for cognitive modelling of
automated managerial decision-making processes.

e To model the processes of automated managerial decision-making by building a cognitive
map.

e To form a tabular and graphical representation of the information system model.

e To perform modelling of climatic laboratory testing processes management based on
situational factors.

e To build algorithms for cryptographic transformation of information in transmitting over
wireless channels of the sensor network.

3. Modelling of the information system

System modelling consists of several interrelated components. These include a psychological basis
with a formalized representation of concept formation in the form of an ontology. The cognitive
map, which is formed by the concepts’ set of the ontology is the basis for modelling the
information system using a directed graph. Situational management model and cryptographic
protection unit are integral components of the system. In situational modelling, it is mandatory to
take into account situational factors of environmental conditions and the results of the impact on
the test object measured by sensors (situational factors of the first kind) and factors of potential
network-based attacks on data transmission channels in an IoT-based wireless sensor network
(situational factors of the second kind). A schematic diagram of the components’ interaction in the
IoT-based sensor network with an information system of cognitive data processing, taking into
account situational factors of the first and second kind, is shown in Figure 2.

Sensors that measure environmental conditions and the condition of the test object encrypt the
data and transmit it to the information system where it is processed taking into account
information about previous tests from the database. The decision on further actions is sent to the
actuators and entered into the database. Potential attacks affect the transmission of data from the
sensors to the information system, from the information system to the actuators, and from/to the
database.

3.1. Psychological basis for cognitive modelling

Artificial intelligence is required to process the information received from sensors and the
information about the results of previous tests from the database. Traditional approaches to
implementing a neural network are not sufficient for effective managerial decision-making during
laboratory tests on the impact of external climatic factors. A prerequisite is the modelling of human
actions. The main tool for meeting this requirement is cognitive artificial intelligence.
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Figure 2: Schematic diagram of the interaction of components of an IoT-based sensor network
with an information system of cognitive data processing, taking into account situational factors

The work [12] is of great importance for performing human thought simulation processes. The
results can be used in the process of forming a psychological basis for cognitive modelling of
managerial decision-making processes. The results should be used not to model the interaction
between artificial intelligence and humans, as noted in the paper, but to model human behavior in
managing laboratory tests. To model the behavior of objects in a wireless sensor network and
enable the system to respond according to the principle of human behavior, the structure of
interaction and relationships described in [13] was used.

Paper [13] uses 3 main concepts that are appropriate to use as a psychological basis for
modelling human behavior: short-term memory, long-term memory, and integration of memory
types. In the context of solving the problem of forming a psychological basis for cognitive
modelling, all parameters of current tests are used as the concept of short-term memory. The
concept of long-term memory is the most significant ones recorded in the database based on the
data of previous tests. Integration is performed by prioritizing and assessing the data’s relevance to
the relevant psychological functional state based on the method described in [14]. An ontology is a
tool for describing concepts. The ontology provides the appropriate concept’s formation tools for
further cognitive modelling, as well as for situational managerial decision-making. The approach to
defining an ontology of typical processing and computer simulation tasks described in [15] can be
extended to take into account the basic concepts of the psychological basis for modelling human
behavior. The ontology is described by equation:

. n ,us’(k*,i)
0={A=BuC.K.K .K=)]¥ 7————LF{f()}, (1)

%us"(k*,i)

where A is the set of concepts that make up the terms of ontology; B is the set of possible tasks
during laboratory tests; C is the set of terms that reveal the content of possible tasks; K is the set of

parameters of current tests; K " is the set of the most important parameters in the test database; K '
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is a set that performs memory integration by linking current events with those defined in the test

base; S is a functional psychological state; k is an element from the test base; N is total number of
parameters of current tests; y is similarity measure; n is number of possible psychological states of
interpretation; F is a set that contains an interpretation function; f{.) is an interpretation function
that forms an ontology glossary based on possible tasks.

The ontology allows to structure the data of the subject area in the form of concepts for further
cognitive processing.

3.2. Cognitive map of information processing for automated managerial decision-
making

According to paper [16], structured data formed in the human brain during information processing
is based on dynamic memory processes. Such data can be the basis for information processing
using cognitive artificial intelligence. Cognitive maps and diagrams are the main tools for
representing structured knowledge. In the context of the current task, cognitive maps will be the
most useful. According to the mechanisms of abstraction from structure-based models presented in
[16], cognitive maps, in contrast to cognitive schemas, represent an association-based mechanism
and a graph-based mechanism. Associations make it possible to make decisions as close to human
as possible based on the processed data. The graph-based representation allows using data
processing in modelling managerial decision-making processes and integrating the data processing
into the information system, the model of which is presented in graphical form in 3.3.

In this case, the structure-based model is the ontology, which, according to formula (1), already
takes into account dynamic memory processes.

The cognitive map is built using the mechanisms presented in [17]. The cognitive map acts as
an oriented symbolic graph. The vertices of the graph are situations, the arcs are relations followed
by subsequent situations. The “+” sign reflects an increase in the importance of the resulting
situation with an increase in the importance of the situation that caused it, and the “~” sign reflects
a decrease in the importance of the resulting situation with an increase in the importance of the

3

situation that caused it. A cognitive map of information processing for automated management
decision-making by an information system is shown in Figure 3.
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Figure 3: Cognitive map of information processing

95



The path of the concept when making a decision in processing the received data by the system
from the moment of receipt to the moment of decision-making is described by analogy of [17] by
the formula:

ai—>bk...—>a§), )

where @, is an element of the concepts’ set in the ontology; b, is an element of the tasks’ set; a?
is a concept that represents the situation according to the model of the laboratory tests’ ontology;
(i, k, ..., j) is a path.

The formed cognitive map is a necessary component for integration into the model of the
information system for cognitive processing of laboratory climatic testing data as one of the output
data streams responsible for deciding on further actions. The decision is made on the basis of
cognitive data processing.

3.3. Presentation of the information system model

The methodological approach for modelling the information system was chosen from [18]. The
functional representation of the information system in tabular form as a F-system was used

(Table 1).

Table 1
Functional representation of the developed information system model

Y1 Y2 Y2 Y3 V£ Y3 Y3 Y3 Y2 Y1 Y
Zy Zy Z Z3 Zy Zs Zs Z7 Zg Zy Zyo
X Zyo Z Z3 Zy Zg Zg Z7 Zy Zs Zy Z
X2 Z Z3 Zy Zy Z7 Zs Zs Zg Zy Zyo Zy

The represented table shows the functional model of a secure information system for cognitive
data processing in IoT sensor networks for laboratory climatic testing. The F-system has 11 states:
z, is a start of tests; z; is a measurement of environmental parameters by sensors; z, is a
measurement of the test object state by sensors; z; is a edge calculations in sensors; z, is a
cryptographic transformation of the information by algorithm I; zs; is a connection with the
database; z¢ is a cryptographic transformation of the information by algorithm II; z; is a data
analysis; z; is a decision-making; z, is a cryptographic transformation of the information by
algorithm III; z,, is a execution of actions by actuators. The F-system has 2 input data streams and 3
output data streams. The input data streams are: x; is a transmission of measured parameters; x, is
a transmission of a control signal. The output data streams are: y, is a signal to change the state of
the object or climatic conditions; y. is a decision on further actions; y; is a calculation results.

The table displays the input data streams horizontally and the output data streams vertically in
accordance with the system state. The cells show the values of the system's transitions from one
state to another.

Cognitive data processing is used to obtain a data stream that is responsible for deciding on
further actions.

The graphical representation of Table 1 is performed using a directed graph (Figure 3). The
vertices of the graph represent the states of the system, and the arcs represent the transitions
between the states.
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Figure 4: graphical representation of the developed information system model

Modelling of the information system in a formalized form is performed by means of a discrete-
deterministic model according to the formula:

F={Z,X,Y,0,9,%.,9,S), ®3)

where Z is a set of states; X is a set of input data; Y is a set of output data; ¢ is a transition
function; J is an output function; z, is the initial state; y, is decision making based on cognitive
modelling; Sis a set of encryption algorithms.

3.4. Situational model of climatic laboratory testing process management

Managerial decisions made by the cognitive data processing module of the information system are
based on the management approach described in [19]. To make a managerial decision, the
significance of the situation for achieving the main goals (Table 2) of the information system
design, as well as situational goals of the first (Table 3) and second (Table 4) kind, is taken into
account according to the formula:

14 ) 4 , 3 .
S=USSuUSiuU SE, )

r=1 =1 m=1
where S is a situation; Sf reflects the level of achievement of the main goal C in accordance

with the evaluation characteristic of combining short-term and long-term memory when building
an ontology; Sf reflects the level of achievement of the situational goal of the first kind C; Sf\
reflects the level of achievement of the situational goal of the second kind C".
Objectives from C; to C, are functional objectives, from Csto C,are information objectives, from
Cioto Cyy are information security objectives, and from C;,to Ci,are management objectives.
Situational objectives of the second kind are caused by potential attacks on data transmission
channels in an IoT-based information system.
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Table 2
Main objectives of information system design

Designation Description
C Automation of laboratory testing processes
C. Automatic managerial decision making
Cs Cognitive modelling of human management processes
C, Filling the test database
Cs Organizing of long-term data storage
Cs Organizing the stored data processing
C, Organizing of processing data received during tests
Cs Optimization of data collection
Co Ensuring data reliability
Cuo Ensuring data integrity and confidentiality
Cu Protecting data through information-driven encryption
Cu Improving the efficiency of test management
Cis Improving the accuracy of task execution
Cus Improving the objectivity of results interpretation

The technique of adapting laboratory tests to changes caused by external climatic factors and
changes in the test object under the influence of these factors and potential network-based attacks,
according to the results of the study [19], is determined by the formula:

SA:(C,u C,u C,,a])—>KE€ K ;.. (5)
Table 3
Situational goals of the first kind
Designation Description

C Adaptation of the test process in real time

C, Fixing changes in the parameters of the test object

Cs Taking into account the data of previous tests

Cy Fixing and changing environmental parameters

Situational objectives of the first kind are caused by external climatic factors in the test object.

Table 4
Situational goals of the second kind
Designation Description
C Ensuring data integrity
C, Ensuring data confidentiality
G Protection against potential threats to data transmission channels
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Potential attacks involve the use of encryption algorithms for information transmitted over
wireless channels in an IoT-based sensor network for laboratory climate testing.

3.5. Constructing the algorithms for cryptographic transformation of information

In the context of low resources in the presented system and the need to ensure the encoding and
decoding of information at three transmission directions (when transmitting information from
sensors to the cognitive data processing unit, which includes the encryption-decryption component
of information, from the database to the cognitive data processing unit and from the cognitive data
processing unit to the actuators), the use of traditional cryptographic algorithms is a difficult task
to implement. In represented information system model, it is necessary to ensure the speed of
operations as close to real-time as possible. In this case, it is advisable to use low-resource CET-
encryption [9]. The peculiarity of the CET-encryption is that it is streaming, provides a high speed
of cryptographic transformation of information and guarantees bidirectional transmission between
the components of the IoT-based sensor network [20-25].

In this information system, it is advisable to use asymmetric network operations to ensure the
encryption of the same information using the same key sequences but with the construction of
different ciphers.

Among the CET-operations, it is advisable to distinguish strict cryptographic transformation
operations that provide maximum uncertainty of encryption results [26]. These CET-operations
guarantee the transformation of each bit of the operation with a probability of 0,5. Each one-
operand CET-operation implements one substitution table. Two-operand CET-operations
implement several substitution tables. The choice of the substitution table for converting the first
operand is determined by the value of the second operand in which the pseudo-random sequence is
entered. The group of two-bit two-operand CET-operations of strict cryptographic encoding is
shown in Table 5.

When constructing cryptographic systems, it is advisable to use not one two-operand CET-
operation, but a group of operations with specified properties.

Constructing a group of modified two-operand CET-operations with permutation accuracy is
possible on the basis of three synthesis options:

e Up to permutation of the first operand
C(x,y)=c(C,(x).y). )
e  Up to permutation of the second operand
Ci(x,y)=C(x.C\(y)). (7)

e  With permutation accuracy of the transformation result

Ci(x,y)=C(C(x.y)). ®)

Generating a group of two-operand operations is possible by using the method of synthesis of
two-operand two-bit operations with permutation accuracy.

On the basis of (6)—-(8), it is possible to implement a pseudo-random sequence generator that
will select the encoding operation based on the information received from the sensors. It should be
noted that, for example, when using (7), the entire group of operations presented in Table 5 will be
implemented in a pseudo-random sequence. When using (6) and (8), operations that are not
included in the specified mathematical group will be generated. This may increase the uncertainty
of choosing a CET-operation to be used in the cryptographic transformation. However, not all
generated operations will meet the requirements of strict cryptographic encoding.
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Table 5

A group of two-bit two-operand CET operations of strict cryptographic encoding

—_— I r. _ T r o
C3=C;= x1'(Y1eY2)ex2'(Y1$Yz) ® Y1 C6=C;= xl'(YleY2)®x2'(Y1€BY2) ® Y
x1'(Y1@Y2)@x2'(Y1®Y2)J _)71‘ xl'(}/le)}/Z)GBxZ'(YIG)YZ)d _721
_~[x(Kek)ex, (kek)] [K] ~_~ [x (kek)ex, (kek,)] [k,]
C,,=C,= Cy=C,,= o] 2
x1'(k1@k2)®x2'(k1®kz)J Lli x1'(k1@k2)®x2'(k1®k2)J _kzd
o [x-(kek)ex, (keok)] [k] ~ _~ _[x-(kek)ex, (keok,)] [k,]
Ci=Cp= — 1 Cu=Cy= — ol =
_xl'(k1@k2)@x2'(k1@k2)‘ ;li _xl'(klekz)@xz'(lﬂ@kz)‘ _kzd
o [xtkek)ox, (kek)| [K] ¢ ¢ [x (kek)ox, (kok,)], k]
Cy=C13= — Ci3=Cyp= — ®
_xl'(k1@kz)®x2'(k1@kz)‘ _ku _xl'(klekz)eaxz'(h@kz)‘ Lkzd
oo LR ILERN M 2 c,=C=[xirkiex k] [ kiok,
| X kiex, ki | |k, | X kiex, k| | kiek,]
e rRenek [ e e s
[ X1 K ®X, Ky || K2 | X1 K ®Xy Ky ] | K1®K,
- — - -~ - — rF——————
C=C, = xl-&eﬁxz-k1 o k_2 C,=C.= xl-&eaxz-k1 o Ki®k,
| X1 kiex, k| | k] | X1 kiex, k| | kiek,]
r — r— a — r 3
C,=C. = Xy kyox, k| 1k, C.=C, = Xpkiox, ki [ | kiok,
| X, kiox, k| | k. | x,-kiex, k| | kiek,]
C,=C}= xl'E®x2-EZ o & C,=C,=| k,ex, k_2 ol Ki®k,
x,-k,®ex, -k, . x, k,®ex,-k, k,ok,
C=Cly=| 1 ka0 xs ks | g [ K, C,=Co=| ¥ keoxs ko | [ K 0k,
| X, kyex, k]| |k x,-k,®x,-k, k,ok,
r —Y r, Y r — Y r., 3
C,=Cy=| X1 Ke@ X ks [ K, Co=C=| X1 ke Xa Ky | | Ky
| X, k,ox,k, | | ke | X1 ke x,ky | | ki
C10=C’11= xl'k_ze;xz'k—z & _2 Cyi=Cy= XI'k_ZGsz & ® k_l
| X1 ke x,k, | | ke xi-ky@x, k| | ki

Synthesizing groups of CET-operations with permutation accuracy based on (6)—(8) will allow
to build generators of pseudo-random sequences of CET-operations with the same properties to
ensure the construction of cryptographic algorithms for stream encryption.

In the presented information system, it is advisable to implement cryptographic protection of
information based on the generation of two-operand asymmetric CET-operations with an accuracy
up to permutation of the second operand when transmitting information from sensors to the
cognitive data processing unit (algorithm I). The generated direct and reverse asymmetric two-
operand CET-operations will belong to the synthesized group with the accuracy up to permutation
of the second operand and will have the same cryptographic properties.

To implement the cryptographic protection of information from the database to the cognitive
data processing unit, it is advisable to use the synthesis of direct and inverse operations based on
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the generation of two-operand asymmetric CET-operations with an accuracy up to permutation of
the first operand (algorithm II).

To implement the cryptographic protection of information from the cognitive data processing
unit to the actuators, it is advisable to use the synthesis of direct and inverse operations based on
the generation of two-operand asymmetric CET-operations with an accuracy up to the
permutation of the transformation result (algorithm III).

The situational factors of the first kind affect the information used for encryption by algorithm
L. The presence of algorithms II and III is due to situational factors of the second kind (potential
attacks) to increase the reliability of information protection during transmission over wireless
channels of a sensor network and protect from network-based attacks.

3.6. Efficiency of the information system model

Evaluation of the effectiveness of an information system requires taking into account the level of
achievement of situational factors, such as those determined by the research objectives and the
need to protect the information system. The level’s value of situational goals achievement for
proposed development can be compared with similar solutions. This can determine the
effectiveness of proposed development. According to the approach described in work [27], to
obtain level’s value of situational goals achievement, it is necessary to determine the
implementation level of the situational strategy by the formula:

> R)-R.,
e ©
i Sn 2

where R{k are the relevant solutions; Ré o is a solution of the final stage according to the

cognitive map; S, is the total number of situational decisions.

B is the set of possible tasks during laboratory tests;
For each strategy, the achievement’s level of situational goals is calculated using the formula:

E~Y ER,. (10)

To obtain the value of the development efficiency, the modelling of testing a personal computer
motherboard with a network-based attack situation was performed. As the data of previous tests,
an information sample of 15 similar boards of different technical condition and manufacturers was
used.

Calculating the achievement level of situational strategies based on the modelling results proved
the increased efficiency of the proposed development by 7% compared to the results of human
decision-making and by 49% compared to the use of LIMS discussed in Section 2.

Conclusions

The paper develops a model of a secure information system for cognitive data processing in IoT-
based sensor networks for laboratory testing tasks based on cognitive artificial intelligence through
situational management of laboratory testing processes, which makes it possible to automate the
process of making managerial decisions taking into account protection against network-based
attacks.

According to the modelling results, the proposed development demonstrates an efficiency that is
7% higher than human decision-making and 49% higher than the use of classical LIMS, taking into
account the risks of network-based attacks.

At the work it was obtained following scientific results:
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1. A psychological basis for decision-making by cognitive artificial intelligence based on
ontological modelling was formed by using the concepts of short-term, long-term, and
integrated memory through assessing functional psychological states, which made it
possible to perform cognitive modelling of automated managerial decision-making
processes.

2. A cognitive map of data processing in IoT-based sensor networks based on cognitive
modelling was built by forming a directed graph using the transitions of concepts in the
ontology of laboratory climatic tests, which allowed to perform modelling of automated
managerial decision-making processes in the information system of cognitive data
processing

3. A model of the information system for laboratory test management based on a cognitive
data processing map was formed by means of tabular, graphical and formalized
representation through the F-system and directed graph, which made it possible to
integrate the cognitive approach of automatic decision-making into an IoT-based sensor
network of laboratory climatic tests, taking into account network-based attacks.

4. Modelling the management of climatic laboratory testing processes depending on the main
situational factors, situational factors of the first (external influences and the object's
reaction) and the second (potential network-based attacks) kind was carried out by taking
into account the importance of the situation for achieving the goals through the use of an
ontological model of situational management with regard to risks, which allowed to form a
model of managerial decision-making by the information system of cognitive information
processing.

5. The choice of a stream encryption algorithm based on the generation of pseudo-random
sequence of modified CET-operations with an accuracy up to permutation is determined by
the requirements for cryptographic stability and available information resources. Algorithm
I provides a change in the order of one-operand CET-operations when modifying a two-
operand CET-operation. Therefore, when using it, it is possible to determine the
requirements for converting a block of information. Algorithms II and III, in the process of
modifying a two-operand CET-operation, modify one-operand CET-operations, and
therefore change the lookup tables. An increase in the number of lookup tables provides an
increase in cryptographic stability. However, the implementation of the requirements for
converting a block of information is significantly complicated.

The practical value lies in the possibility of implementing the protected information
management systems with the ability to automate the management of testing processes according
to the developed model for real implementation in IoT-based research laboratories for climatic
testing.

The prospect of further research is to expand the scope of secure data processing to the field of
mechanical laboratory testing. A promising direction is to predict the behavior of the test object
during climatic laboratory tests, taking into account cyber threats and automated formation of a
digital twin model in IoT-based laboratory tests.
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