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Abstract
The article discusses the concept of “digital competence” and methods for determining its level of formation. The
authors analyze the connection of this concept with others, such as “computer literacy”, “information literacy”,
and “information culture”. Special attention is given to the model of information culture proposed by M. I. Zhaldak,
Yu. S. Ramsky and M. V. Rafalska. The article also examines various models of digital competences, such as
DigComp, and their evolution from 2013 to 2022. It describes the main changes in these models, including the
addition of new competencies and adaptation to modern technologies and social needs. The authors analyze
methods for measuring digital competence, including self-assessment, analysis of digital tasks, and secondary
data collection. Special attention is given to the Ukrainian experience of assessing teachers’ digital competences,
particularly through the certification system implemented by the Ministry of Education and Science of Ukraine.
The conclusions emphasize the need for further development of the certification system for educational workers,
taking into account European experience and the introduction of competency tasks using computer technology.
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1. Introduction

When considering the concept of “digital competence” and the methods for determining its level of
formation, it is necessary to examine the connections of this concept with other concepts that have
been actively used by scientists from various countries. These concepts include “computer literacy”,
“information literacy”, “information and communication literacy”, “information culture”, “information
and communication culture”, and others. One of the first interpretations of the concept of “information
culture” in Ukraine was given by Zhaldak [1, 2, 3]. In his doctoral dissertation, he noted that information
culture is one of the components of the general culture of a person, and information culture itself should
be considered as a certain level of organization of information processes, the degree of satisfaction
of people’s needs in information communication, and the level of efficiency in creating, collecting,
processing, transmitting, and using information that ensures the formation of a holistic picture of the
world and the ability to predict the consequences of decisions made [1].

The connection between these concepts is more fully considered in the model of information culture
proposed by Zhaldak et al. [4]. In this model, the more general term “informatics culture” includes
“informatics competencies”, “information reflection”, and others (figure 1).

Ramsky [5] provided a more detailed description of the requirements of a teacher in the era of
computerization of education in his work.

A detailed comparative analysis of the interpretation of the concepts of “information culture”, “infor-
mation literacy”, “information competencies” is presented in the work of Havrilova and Topolnik [6].
An analysis of the views of foreign and Ukrainian scientists on the content component of the concept of
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Figure 1: Model of informatics culture by Zhaldak et al. [4].

“information competence” in relation to the teaching profession is presented in the article by Henseruk
[7].

As Ala-Mutka [8] notes, learning is necessary to form digital competence. Simply increasing the
amount of time spent working with digital devices does not develop digital competence, does not
provide the employee with inclusion in the modern system of digital relations, and does not develop
him as a professional and promising specialist [9, 10, 11].

Therefore, actions are needed to encourage the development of digital competence for all citizens,
regardless of their age, profession, or current use of ICT.

2. Theoretical background

The intensive development of information technologies and the increasing demands on workers in
terms of professional-oriented and everyday use of these technologies have led to the emergence of a
number of models in the first decades of the 21st century that describe the system of knowledge and
skills that current and future specialists in various fields should possess. Such models include Digital
Transformation: A Framework for ICT Literacy [12], SCONUL Seven Pillars of Information Literacy
[13], Framework for Basic Skills: Digital Skills [14], digi.komp - Digital Competences Framework for
Austria [15], International Computer and Information Literacy Study: Assessment Framework [16].
The analysis of these models was carried out by Strutynska [17].

In 2006, the Council of the European Union defined digital competence as one of the eight key
competences for sustainable development of society [18]. In 2018, the Council of Europe reviewed the
list and definitions of key competencies, but digital competence remained among key competencies and
its role was strengthened [19].

As a result of the work of EU structures in the direction of digital education of the population, one of
the most well-known models of digital competences emerged, DigComp.

DigComp (Digital Competence Framework for Citizens) is a European framework for digital compe-
tences that was developed to define the content of knowledge and skills, the extent of mastery of which
indicates the level of formation of digital competences for active advancement in various spheres of
modern society.

By using this framework and comparing the skills described in it with the actual skills of a particular
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person, it is possible not only to diagnose the current level of digital competences but also to plan
further learning directions and form an individual educational trajectory for a person in the field of
digital technologies.

Since its first release in 2013, DigComp has undergone several updates, including versions 2.0 [20],
2.1 [21], and 2.2 [22]. The most significant changes occurred during the transition from the first model
of 2013 to the DigComp 2.0 model of 2016. Figure 2 schematically presents the main changes in the
updated version of DigComp.

Figure 2: Schematic of changes between DigComp and DigComp 2.0.

The latest version to date, DigComp 2.2, was released in 2020 and underwent certain changes in 2022
[22]. It emphasizes sustainable development and social aspects (expanded role of digital competences
in addressing social issues) and includes an improved structure to ensure usability and adaptation in
various contexts (education, labor market, etc.). More attention is given to ethics, digital rights, and the
use of digital technologies in various social and economic conditions. The competence framework has
become more adaptable to various digital changes and different sectors.

The next version – DigComp 3.0 – is to be published by the end of 2025 and should introduce the
following changes [23]:

• include learning objectives and learning outcomes for all 21 DigComp specific competences at
the four macro proficiency levels;

• further incorporate recent and emerging trends and priorities of the digital world;
• be accompanied by information to support applications of the framework for a variety of purposes.

Thus, each new version of DigComp has become clearer, more adapted to modern technologies
and the needs of citizens, aiming to anticipate and meet the challenges of the digital era. As noted by
Vuorikari et al. [20], the DigComp framework is a universal tool and can be used for various purposes.
The developers of DigComp envisioned its use from the very beginning for:

• defining strategies and ways to develop digital competence of citizens;
• planning (creating educational programs) training, the result of which will be the formation of

digital competences of different segments of the population in various fields;
• assessing the levels of digital competence formation and certification (attestation) of managers,

employees, and participants in educational processes at different levels.

The stakeholders interested in using DigComp include policymakers, educational and employment
authorities at the national and regional levels, public and private educational institutions, and other
organizations that provide educational services, among others.

Various programs for diagnosing the formation of digital competences and creating individual or
group plans for improving (forming) digital competences have been developed based on DigComp. As
noted by Strutynska [17], models or structures of digital competences (information and communication
competences) have been developed and continue to be developed to determine the level of formation
of digital competences of citizens and the ways to form them. Strutynska [17] lists over 20 models
(structures) of digital competences, mostly developed in European countries and by the European Union.
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An example of such services is the Digital Competence Wheel website [24], where developers offer to
conduct self-assessment of digital skills proficiency, and subsequently organize training in those skills
that are found to be underdeveloped. The authors position their program as based on the DigComp
project. The result of the self-assessment of one of the authors is presented in figure 3.

Figure 3: Self-assessment result on the Digital Competence Wheel service.

A similar scheme is used by the Jisc service [25]. Using the Discovery tool, an assessment of digital
competences formation is carried out, followed by an individualized program for their improvement.

One of the ideologists of DigComp, Kirsti Ala-Mutka, policy officer at the European Commission,
emphasized even before the implementation of DigComp [8] that during the development of systems
for assessing the level of digital competences formation, three main measurement methods are mostly
used with different forms of data collection for evaluation:

• User questionnaires – involve obtaining data from the users themselves by filling out written
questionnaires or various online forms. Typically, these questionnaires include self-assessment of
certain skills. Figure 4 shows an example of one of the questions in the Digital Competence Wheel
self-assessment questionnaire. In this questionnaire, respondents are asked to rate a specific
skill on a scale from “To a very small degree” to “To a very large extent”. Experts note that self-
assessment cannot provide fully objective results [26]. Different categories of citizens, depending
on age, social status, and familiarity with the content of the question, tend to overestimate or
underestimate their self-assessment.

• Analysis of digital tasks – this method involves performing certain tasks that require the
application of specific knowledge and skills in digital technologies. Examples of such tasks
are competency tasks described in [27]. Using this method, we can obtain the most objective
results and differentiate competences by levels defined in DigComp 2.2. However, this method is
associated with significant time costs for checking completed tasks and requires high qualification
from those who will be checking these tasks, especially when tasks involve variability or ambiguity
in solutions. Additionally, quality control of completed competency tasks cannot always be
automated, and under certain conditions, measures are needed to ensure the independence of task
performance. Ala-Mutka [8] points out that there are no examples of European-level application
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Figure 4: One of the survey questions in the Digital Competence Wheel.

of this type of measurement and evaluation. Perhaps such integrated measurements are indeed
not carried out, but we have examples of effective commercial application of this method. Both
Microsoft [28] and Cisco [29] practice certification of varying levels of complexity for specialists
planning to work with specific software.

• Secondary data gathering and analysis – generally involves a longer period of data collection
from various sources: analysis of regulatory documents governing the use of digital technologies
in a particular enterprise or organization, descriptions of professional qualification requirements
for employees, participants in educational processes, lists and quality of software, online services,
etc. As an example of this method’s application, Ala-Mutka [8] cites a study for the European
Commission on media literacy conducted in 2009 by 21 [30].

3. Results

In Ukraine, for measuring and evaluating, including the parameters of digital competence, user ques-
tionnaires are most commonly used. The use of this method can be tracked on the Diia portal [31], as
well as in survey materials regarding educators’ readiness to use online tools and resources to ensure
remote learning for students, determining the educational resources, electronic learning tools most in
demand among teachers, and identifying their level of digital competence [32].

In pursuing the research objective – determining the tools and means for measuring and evaluating
the digital competences of teachers in secondary educational institutions of Ukraine – we focused on
the requirements for digital competence described in the Professional Standard “Teacher of a General
Secondary Education Institution” [33]. The standard stipulates that to fulfill the main labor function A.
Teaching subjects (integrated courses) to students, the teacher should have formed Information and
Digital Competence (code AZ), which includes three competences:

A3.1. The ability to navigate the information space, search for and critically evaluate information, and
operate with it in professional activities.

A3.2. The ability to effectively use existing and create (if necessary) new electronic (digital) resources.
A3.3. The ability to use digital technologies in the educational process.

For each of these competences, a list of knowledge, skills, and abilities, types of communications, as
well as requirements for responsibility and autonomy, are defined.
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The compliance of future educators with the requirements of the Professional Standard should be
determined by higher education institutions during the final certification. The issue of the content of
the final certification and methods of its implementation was not the aim of this research.

To analyze the effectiveness of measuring and evaluating the levels of digital competence formation
among teachers working in educational institutions, we selected the teacher certification system, which
has been implemented for several years by the Ministry of Education and Science of Ukraine (MESU)
based on the Ukrainian Center for Educational Quality Assessment [34], as well as the digital competence
certification system for pedagogical workers on the Diia portal [31].

We investigated the effectiveness of the measurement and evaluation system for digital competence
of teachers by the Ukrainian Center for Educational Quality Assessment based on the materials of
the second volume of the Report on Independent Testing of Professional Knowledge and Skills of
Pedagogical Workers [35]. We analyzed the results of the certification tests of primary school teachers,
teachers of Ukrainian philology, mathematics, and social studies. According to the certification program,
five test tasks (subsection of the program Informatics Education and Digital Educational Environment)
were provided to measure and evaluate the levels of digital competence formation among teachers,
with an additional two tasks on digital competence placed in the section Organization of Educational
Environment. The general statistical data for the certification in 2024 of the mentioned categories of
teachers are presented in table 1.

Table 1
Teacher certification statistics 2024.

Feature name Quantitative value for teachers
Primary school Ukrainian language Mathematicians Social sciences

Certified 1378 574 473 406
Exceeded threshold 776 473 187 332
% of exceeded threshold 56.3% 82.4% 39.5% 81.8%

5 tasks on digital competence for teachers of primary grades, Ukrainian language and mathematics
were common and did not reflect the specifics of the use of digital technologies during teaching in a
particular subject.

One of the most difficult for teachers of the specified subjects was the question to determine the address
of a website that has an unsecured connection:

A) http://facebook; B) https://lib.nat.ua; C) https://apteka11.ua; D) it.bank.com.
The summary data of the teachers’ responses are presented in table 2.

Table 2
The summary data of the teachers’ responses.

Key Participants’ responses (%)
A B C D

Primary school A 21.1 14.6 33.2 31.1
Ukrainian language A 28.8 11.6 26.3 32.3
Mathematicians A 32.3 13.3 25.7 28.1

Also, less than half of teachers of certain categories were able to determine the correct action in a
situation when (table 3): “For a month, while working with a PC, a window pops up with the message
“Launching the software for this device is blocked because there are known problems when it works with
Windows”. Which of the following actions can help fix the problem?

A) restart the computer
B) configure resources for the device
C) extend the software license validity period
D) update / install the necessary drivers
The next certification task concerned the purpose of the ¶ button in a word processor. About 90%

of teachers completed it, possibly because the correct answer could be chosen by elimination. The
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Table 3
The summary data of the teachers’ responses.

Key Participants’ responses (%)
A B C D

primary school A 21.1 14.6 33.2 31.1
Ukrainian language A 28.8 11.6 26.3 32.3
mathematicians A 32.3 13.3 25.7 28.1

test authors claimed that this task allows participants to demonstrate knowledge of the algorithm
for performing basic operations with word processor objects [35, p. 49]. In our opinion, this claim
is questionable – basic operations with word processor objects can be performed without using non-
printing characters.

The task on the knowledge of online programs for organizing group work of students using virtual
tools involved choosing one program that cannot be used for such a case: Miro, Linoit, Padlet, Kahoot.
We believe that such tasks are not entirely correct, as they are oriented towards knowledge of specific
software products. At the same time, the list includes programs that are actively used by teachers
in classes. Successfully completed this task: primary school teachers – 31.5%, teachers of Ukrainian
language and literature – 33.8%, mathematics teachers – 46.1%.

The last task from the digital competences block, in our opinion, allows for variability in the answers.
To the question ”Which of the following actions can be implemented in the Google Docs environment?”
the proposed answers are:

A) create an electronic journal of student grades
B) automatically check the class’s understanding of the topic
C) collect anonymous feedback on school attendance
D) conduct an automatic survey of parents about the child’s behavior
If we mean by Google Docs a set of online programs that includes a word processor, spreadsheet, pre-

sentation editor, form editor, and graphic editor, then using them you can create various questionnaires,
including anonymous ones. This can also be done using a spreadsheet. The formulation of task B is not
entirely correct. Because the expression “class understanding of the topic” is not clear.

To determine the state of readiness for using digital technologies, a survey of teachers was con-
ducted using an author’s questionnaire containing questions related to: the frequency of using digital
technologies in professional activities; digital tools used in work, programs and services for creating
presentations; confidence in using digital technologies in the educational process; the level of digital
competence; digital skills that need to be developed, etc.

The scope of the studied population was 136 teachers from Sumy, Poltava, and Chernihiv regions.
The survey was conducted during in-service training courses in 2024.

The analysis of the responses showed that all teachers without exception regularly use digital
technologies. Various online learning platforms are used by 93.3% of respondents, presentation programs
by 100%, tools for creating educational videos by 52.2%, online conferencing platforms by 63.3%, and
blogs and social networks for educational purposes by 54.4%.

The survey revealed that teachers need in-depth study of tools for creating interactive content – 58%,
and the use of artificial intelligence in education – 35.3%.

47.8% of teachers assess their level of digital competence for effective work in modern conditions as
sufficient, which is consistent with the results of previous testing on the Diia portal, indicating sufficient
objectivity of the digital competence certification system for teachers.

4. Conclusions

The developers of test tasks for teacher certification are appropriately guided by the professional
standard of a general secondary school teacher. The inclusion of a set of tasks for assessing digital
competence in the certification is positive. However, given that the majority of teachers failed 4 out
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of 5 tasks in this block, we can speak of a low level of digital competence. However, the number
of tasks, despite a fairly large sample (2831 people), is very small and does not cover even 10% of
the content of the Conceptual and Reference Framework for Digital Competence of Pedagogical and
Scientific-Pedagogical Workers [36].

We consider it necessary to ensure further progress of Ukraine on the path of European integration
to introduce mandatory certification of pedagogical and scientific-pedagogical workers of educational
institutions, taking into account the experience of teacher certification and materials of the Diia portal.
Supplement certification tasks with competency tasks using computer technology, including computer
networks.

In the future, it is proposed to conduct research to determine the structure of tasks for the compre-
hensive certification of pedagogical and scientific-pedagogical workers in digital competencies.

Declaration on Generative AI
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