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Abstract 
A modified convolutional neural network model MediPackNet was developed with an accuracy of 92%, 
which correctly recognized all 5 test images of medicines. It showed good results at the level of 6 models 
based on already known ones, namely: InceptionV3, Xception, ResNet50V2, MobileNetV2, NASNetMobile 
and DenseNet169. In addition, AES, RSA data encryption methods and a combination of these algorithms 
were implemented. Based on the results of the analysis, it was concluded that hybrid encryption is the best 
for the developed software. A mobile application for the accounting of medicines for a universal first aid 
kit was created, with stable performance and the possibility for further development. The developed 
application has the potential to significantly facilitate the process of managing medicines stocks and 
contributes to more efficient use of medical resources and procurement optimization. In addition, the ability 
to track the course of treatment contributes to a more accurate following of medical recommendations and 
ensures more effective health monitoring. The use of the mobile application also has a significant impact 
on the environment, as it reduces the amount of hazardous waste associated with improper storage and 
disposal of expired medicines. 
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1. Introduction 

Medicines play an extremely important role in a person s life, helping to maintain health and 
improve quality of life. However, people often skip taking their medications or overpay for 
medications they already have at home, but don t remember about them. The World Health 
Organization has classified medication non-adherence as a major global problem [1]. It is estimated 
that 20% to 50% of patients do not take their medications properly [1]. The reasons for this are quite 
diverse, but the most common reasons are unintentional, such as confusion or simple forgetfulness. 
These problems can have serious health consequences and increase treatment costs [2]. In this 
regard, there is a need for a convenient and efficient medication management tool. 

The universal first aid kit medicine accounting software is a relevant solution to solve these 
problems. It allows you to add, delete, and edit first aid kits  medicines, monitor their expiration 
dates, and also makes it possible to set up reminders to take medicines. This is especially useful for 
people who take a lot of medications or have chronic diseases [3]. 

Using a mobile application for accounting is convenient and affordable, as a mobile phone is 
usually always with the owner. It also has a significant impact on the environment, as it reduces the 
amount of hazardous waste associated with improper storage and disposal of expired medicines. 
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2. Analysis of known methods and available software tools 

In order for a first aid kit to be effective and safe, it is necessary to keep proper records of the 
medicines it contains. This is extremely important, since human life and health depend on the correct 
use and proper condition of these medicines. The subject area of medicines accounting in the first 
aid kit is the pharmaceutical industry. To develop it, it is necessary to have knowledge of various 
medicines, their effects, classification, dosage forms, expiration dates, dosages, and routes of 
administration. 

2.1. Review of existing methods 

The task of accounting for medicines in a first aid kit is not new, as people have long been using first 
aid kits to store medicines. The technology development has made its implementation more 
convenient, efficient, and accessible to users. 

There are several methods of performing the task of accounting for medicines in the first aid kit, 
namely: manual accounting, scanning barcodes, recognizing images of medicines packages. 

Manual accounting involves entering data about medicines manually. The user can enter the 
name, expiration date, quantity, and other information about each medicine as needed. This method 
is simple but can be time-consuming and labor-intensive. 

Mobile applications can use a smartphone camera to scan barcodes located on drug packages [4]. 
After scanning, the application automatically finds the medicine in the database and adds it to the 
list of medicines. This method is convenient and fast, as it avoids manual data entry. However, it 
depends on the availability of barcodes on packages and the database with medicines and their code 
values. 

The software can use an image recognition system to identify medicines [5]. The user can take a 
photo of the medicine s packaging, and the application will automatically add this medicine to the 
list of medicines. This method makes it easy to add new medicines to the list, but the accuracy of the 
recognition may depend on the quality of the image, the model, and the recognition database. 

Manual accounting and package image recognition methods were chosen for further 
implementation because they make the accounting process more accessible and convenient for a 
wide range of users. A person will be able to choose a method of accounting that meets their needs, 
namely, entering data manually, recognizing the medicinal product by its packaging, or combining 
these methods. 

Image recognition can be a more versatile method than barcode scanning, as it allows you to keep 
track of a variety of medicines, regardless of the type of barcode or its presence, packaging damage, 
differences in design or localization. 

2.2. Review of image classification approaches and techniques 

Traditional classification is a key data analysis approach that focuses on sorting data points into 
predefined classes or categories using specific rules and established features. Prior to the rise of deep 
learning, various conventional techniques such as Decision Trees, Support Vector Machines (SVM), 
Naive Bayes, and k-Nearest Neighbors (k-NN) were commonly applied for this task [6]. These 
methods were used and described in studies [6 12]. 

A Decision Tree (DT) is a hierarchical, rule-based method that utilizes a non-parametric approach 
[7]. It determines class membership by recursively dividing a dataset into homogeneous subsets. As 
a hierarchical classifier, it allows the acceptance or rejection of class labels at each intermediate step. 
The process consists of three main stages: partitioning the nodes, identifying the terminal nodes, and 
assigning class labels to these terminal nodes. 

Kernel SVMs implicitly transform input feature vectors into a higher-dimensional space through 
the use of a kernel function, such as the Gaussian kernel [8]. In this transformed space, a maximal 
separating hyperplane is constructed, particularly for a two-class problem. Two parallel hyperplanes 
are then created symmetrically on either side of the separating hyperplane. The goal is to maximize 



the distance, known as the margin, between these two outer hyperplanes. It is believed that the larger 
the margin, the lower the generalization error of the classifier. SVMs are based on the principle of 
structural risk minimization, which aims to minimize an upper bound on the generalization error, 
unlike many classifiers that focus on minimizing empirical risk, or the error on the training set. The 
SVM algorithm works to find a decision function that minimizes a specific functional. Moreover, 
SVMs are capable of training nonlinear classifiers in high-dimensional spaces even with a small 
training set, thanks to the selection of a subset of vectors, known as support vectors, which define 
the optimal boundaries between the classes [8]. 

The Naive Bayes classifier operates on a probabilistic framework, assigning the class with the 
highest estimated posterior probability to the feature vector derived from the region of interest (ROI) 
[9]. This method is optimal when the attributes are independent (orthogonal), but it still performs 
well even without this assumption. Its simplicity enables strong performance with small training 
sets, and by constructing probabilistic models, it remains robust to outliers. Additionally, Naive 
Bayes creates soft decision boundaries, helping to prevent overfitting. However, the arbitrary choice 
of the distribution model for estimating probabilities P(x) and the limited flexibility of its decision 
boundaries can reduce its effectiveness in more complex multiclass problems [9]. 

The k-Nearest Neighbor classifier defines hyperspheres within the instance space by assigning 
the majority class of the k-nearest instances based on a specific metric. It is asymptotically optimal 
and allows fast testing [10]. However, this method has several limitations. It is highly sensitive to 
the curse of dimensionality, as increasing the dimensionality tends to disperse the feature space, 
causing the local homogeneous regions representing the class prototypes to spread out [11]. The 
classification performance strongly depends on the chosen metric. Additionally, selecting a small 
value for k can lead to erratic decision boundaries, making the classifier more susceptible to outliers. 

Although these methods are effective in many situations, they often require manual feature 
engineering, which can be labor-intensive and may not capture the complex patterns and 
relationships within sophisticated datasets. The chosen features are then used as inputs for the 
classification algorithms, which follow set criteria to assign data points to the appropriate classes 
[12]. 

With the rise of deep learning, Convolutional Neural Networks (CNNs) emerged as a powerful 
alternative, offering significant advancements in processing and analyzing data with complex 
structures, such as images and videos. Studies [6, 13, 14] highlight the effectiveness of CNNs in 
various applications, demonstrating their ability to achieve superior results. 

Convolutional Neural Networks are a regularized form of multilayer perceptrons, which are 
typically fully connected networks where each neuron in one layer is linked to every neuron in the 
next [13]. CNNs differ by employing a mathematical operation called convolution instead of standard 
matrix multiplication in at least one of their layers. As a type of feedforward neural network, CNNs 
are particularly suited for handling data with grid-like structures. They learn features and patterns 
within the data using convolutional layers. The neurons in a CNN have learnable weights and biases, 
where each neuron processes inputs, performs a dot product, and may apply a non-linearity [14]. 
CNNs are inspired by biological processes in the visual cortex of the brain and have become a key 
solution for many computer vision tasks in artificial intelligence, such as image and video analysis. 

Unlike traditional methods, CNNs leverage layered architectures to automatically learn and 
extract features from raw input data, significantly improving performance in tasks involving visual 
recognition and pattern detection. 

2.3. Review of available software tools 

First aid kits are an integral part of our lives. These are small containers that contain a variety of 
medical supplies and medications needed for minor medical interventions or first aid. They can be 
present at home, at work, in schools, cars, etc. 

It is important to properly maintain the first aid kits and keep good records of the medicines they 
contain. This is necessary to ensure the safety and effective use of medicines in case of emergency. 



It is also important to have a clear list of medical supplies and update it in a timely manner to have 
complete information about available resources when needed. 

Currently, there are already software tools [15 22] that ensure the accounting of medicines. 
These programs allow you to accurately track the availability and quantity of medicines, control 
expiration dates, etc. 

These software tools typically provide the ability to create lists of medicines, enter information 
about each product, and indicate the number of units available. Some of them even allow you to scan 
barcodes on drug packages to automatically fill in the data. In addition, the programs can display 
alerts about the approaching expiration date or shortage of certain medicines, which allows you to 
replenish stocks in a timely manner. 

But in addition to the main advantages, some of them have disadvantages. For example, there is 
no tracking of the course of treatment and reminders to take medications if the user needs it, and no 
import of their own first aid kits. 

The implemented mobile application has the following advantages over existing analogues: 
tracking the course of treatment, medication reminders, and recognition of certain medicines by their 
packaging. 

3. Development of a modified convolutional neural network model 
MediPackNet 

To implement the function of recognizing medicines from images of their packages in the software, 
a modified convolutional neural network model MediPackNet and 6 more models based on the 
already known ones were created, namely: InceptionV3, Xception, ResNet50V2, MobileNetV2, 
NASNetMobile, and DenseNet169 [23 30]. The training results of these models were used to 
compare, analyze, and improve the models. 

The following medicines were selected for recognition: Flucold-N, Gofen 200, No-Spa, Ortophen-
Zdorovye Forte, and Phosphalugel. 

The created model contains convolutional layers, maximum pooling layers, flatten layers, dropout 
layers, and fully connected layers. In addition, the images were normalized and randomly rotated, 
zoomed, and flipped horizontally to increase the diversity of the data (in all created models) [31 33]. 
ELU (Exponential Linear Unit) was chosen as the activation function because it showed the best 
results among the available functions. The output layer uses the Softmax activation function (5 
classes). In the fully connected layers, L2-regularization was used (encourages smaller, more evenly 
distributed weights by adding a penalty), which improved the resulting model. The structure of this 
model is shown in Figure 1. 

 

Figure 1: Structure of the MediPackNet model. 

The other 6 models include Inception V3, Xception, ResNet50V2, MobileNetV2, NASNetMobile, 
and DenseNet169, a global average pooling layer, and fully connected layers. The structure of these 
models using the example of the InceptionV3-based model is shown in Figure 2. 



 

Figure 2: Structure of the model with Inception V3. 

4. Software implementation 

4.1. Software structure 

To design the architecture of the mobile application, the Model-View-ViewModel (MVVM) design 
pattern was used [34]. 

Software data is stored in a database that has been created and interacted with using SQLite. 
The structure of a mobile application consists of 27 classes and 6 XAML (eXtensible Application 

Markup Language) files with 6 classes associated with them. The classes of view models and views 
have ViewModel and View in their names, respectively. All program files are structured into folders 
according to their purpose. The classes in the General folder were designed to support the interaction 
of views with view models. 

The structure of the server part of the program consists of 5 files, 3 of which are responsible for 
creating a model for medicine recognition, and the rest for processing HTTP requests, encryption, 
decryption, and image recognition. 

The architecture of a mobile application contains three functional parts: model, view, and view 
model. The diagram of classes representing the modules of the part containing the models is shown 
in Figure 3. 

 

Figure 3: Diagram of classes that belong to models. 

The diagram of classes representing the modules of the part containing the view models is shown 
in Figure 4. 



 

Figure 4: Diagram of classes that belong to view models. 

The diagram of classes representing the modules of the part containing the views is shown in 
Figure 5. 

 

Figure 5: Diagram of classes that belong to views. 

The server part consists of three modules: cryptography, recognition, and creation of a model for 
recognition. 

4.2. Image encryption 

To implement the image encryption function in the software, modules were created that encrypt and 
decrypt data using the symmetric AES algorithm with CFB mode, the asymmetric RSA algorithm, 
and a combination of these algorithms [35 39]. The results of implementing these methods were 
used to compare, analyze, and select the best approach to protecting visual information [40 42]. 

In this application, encryption is essential because the images of medicine packages may include 
sensitive data such as personal annotations, prescription labels, QR codes, or barcodes that can be 
associated with specific users. If transmitted in plain form, such images could potentially be 
intercepted and analyzed, leading to privacy breaches, exposure of medical conditions, or 
manipulation of user medication data. 

Using the System.Security.Cryptography library, the Cryptography class was created to encrypt 
images of medicine packages using AES and RSA algorithms and decrypt the shared key (encrypted 
with RSA in the hybrid approach). After encryption, the images are transmitted to the server. 

On the server side, the Cryptography module (built with PyCryptodome) decrypts the received 
images and encrypts shared keys using RSA for secure communication. Keys are transmitted via 
HTTP requests, making asymmetric and hybrid encryption more suitable due to their resilience to 
insecure channels. 

To assess the efficiency of the implemented encryption strategies, test sessions were conducted 
using typical medicine package images transmitted over a network. The hybrid approach (AES for 
image data + RSA for key exchange) showed a balanced trade-off between performance and security, 
with an execution time of 1.44 seconds, which is acceptable for real-time usage. 



The characteristics of the encryption methods are summarized in Table 1. 

Table 1 
Comparison of implemented encryption methods 

The table shows that each method has its advantages and disadvantages. AES is known for its 
speed and efficiency in encrypting large amounts of data, while RSA provides secure key exchange 
and a high level of security, but may be less efficient for large amounts of data. The hybrid method 
leverages the strengths of both: using AES for data encryption and RSA for key exchange, ensuring 
security without compromising performance. Therefore, hybrid encryption is best suited for 
protecting visual medical data in a client-server application. 

4.3. Recognition models training 

In addition to ensuring data security, an important component of the project is to recognize 
medicines by their packaging. For this purpose, the created recognition models were trained and the 
results are shown in the form of graphs in Figures 6-12. 

 

Figure 6: Training result of the MediPackNet model. 

 

Figure 7: Training result of the model with Inception V3. 

Comparison criteria AES RSA AES and RSA 
Keys One shared key Private and public keys Key combination 
Key size 256 bits 2048 bits 256 and 2048 bits 
Time of execution 1.09 s 51.47 s 1.44 s 
Complexity of key management High Low Low 
Transfer of keys Difficult Easy Easy 
Complexity Low High Medium 



 

Figure 8: Training result of the model with Xception. 

 

Figure 9: Training result of the model with ResNet50V2. 

 

Figure 10: Training result of the model with MobileNetV2. 



 

Figure 11: Training result of the model with NasNetMobile. 

 

Figure 12: Training result of the model with DenseNet169. 

4.4. Graphical user interface 

During the development of the mobile application, a user-friendly graphical interface was 
implemented to facilitate intuitive interaction with the core functionality of the system: 

•  

allows the user to quickly navigate to the medicine input page; 
• 

medicine. It also allows users to configure reminders for each medication. Upon completing 
; 

• 

All previously entered fields are displayed, and users can adjust the treatment parameters or 
notification settings as needed; 

• 

recognition. Users can take a photo of th
The recognized name is displayed on-screen, and users 

-filled data based on the recognition result; 
•  the application and developer. 

Figure 13 presents examples of the key interface screens. 



   

Figure 13: Key interface screens. 

5. Testing the developed software and studying the effectiveness of 
the developed recognition models 

For the training set, 100 images of 5 different medicine packages (20 images per medicine) were used, 
and for the test set, 25 images (5 per medicine). To ensure data variability and model robustness, the 
images were captured under diverse real-world conditions: both good and poor lighting, from 
different angles and distances, and with packaging in different states (e.g., in cardboard boxes and 
without them, if applicable). The dataset includes variations in background and orientation to 
simulate common usage scenarios in mobile applications. 

Table 2 shows the results of training the model over 35 epochs. To further validate the model s 
performance, 5 additional images per class that were not included in the training or test set were 
used. The number of correctly classified samples is shown in Table 2, and their class probabilities are 
presented in Table 3. 

To provide a more comprehensive assessment of model performance, standard classification 
metrics  accuracy, precision, recall, and F1-score  were calculated for each model on the test set. 
A comparison of these metrics is provided in Table 4. MediPackNet achieved an accuracy of 92%, 
with a precision of 93% and an F1-score of 91%. However, confusion matrix analysis revealed that 
MediPackNet misclassified two samples of the third class (No-Spa), leading to false negatives. 

Table 2 
Comparison of model training results 

Model 
Train. time 

(s) 
Test 
loss 

Test acc. 
(%) 

Size 
(MB) 

Number of correctly 
classified samples 

MediPackNet 230.4 3.63 92 78.3  
InceptionV3 157.2 1.86 100 97.5 5 
Xception 243.8 0.55 96 90.8  
ResNet50V2 213.9 1.02 96 101  
MobileNetV2 103.0 0.91 100 18.0  
NASNetMobile 193.4 0.83 100 39.9  
DenseNet169 646.5 1.17 100 67.7  



Table 3 
Image classification probabilities in percentage 

Table 4 
Comparative evaluation of models using key classification metrics (%) 

The data demonstrates that the custom MediPackNet model was able to learn effective feature 
representations from a relatively small but diverse dataset. Although some pre-trained models 
achieved perfect accuracy, MediPackNet provided reliable performance with minimal 
misclassifications and offers advantages in flexibility and deployment. Its robust behavior in real-
world-like conditions and interpretability made it suitable for integration into the server-side 
application, with further improvements expected as the dataset and architecture evolve. 

The software was tested on an emulator of a mobile device with Android OS with the following 
characteristics: model: Google Pixel 5; OS version: Android 14.0 (API 34); screen size: 6.0 inches; 
screen resolution: 1080x2340 pixels, 440 dpi; processor: x86_64; memory: 1 GB; network access; 
access to front and back cameras; sensor support [41 44]. 

During the testing of the mobile application, various scenarios were executed, including checking 
the functionality, stability, interaction with the server side, correct data storage and processing. 

6. Discussion of the research results 

The software was created for which a modified convolutional neural network model MediPackNet 
was developed, which is 92% accurate and correctly recognized all 5 test images of medicine 
packages. It showed good results at the level of 6 models based on already known ones, namely: 
InceptionV3, Xception, ResNet50V2, MobileNetV2, NASNetMobile and DenseNet169. In addition, 
AES, RSA data encryption methods and a combination of these algorithms were implemented. Based 
on the results of the analysis, it was concluded that hybrid encryption is the best for the developed 
software. All the planned functions were implemented in the software. Testing of the program 
proved that all the developed functionality works correctly. 

The results of the comparative analysis show that the proposed MediPackNet model demonstrates 
high accuracy and efficiency. It is important to note that the model architecture was optimized to 
achieve this level of accuracy. Successful recognition of all test images confirms the reliability and 
stability of the developed software. The implementation of data encryption methods ensures a high 
level of security of information transmission, which is critical for the medical field. Further research 

Model Flucold-N Gofen 200 No-Spa Ortophen-Zdorovye Forte Phosphalugel 
MediPackNet 99 99 91 100 98 
InceptionV3 98 99 100 91 100 
Xception 98 82 91  60 
ResNet50V2 100 97 100 98 99 
MobileNetV2 94 97 77 96 51 
NASNetMobile 97 96 97 89 70 
DenseNet169 97 98 89 93 98 

Model Accuracy Precision Recall F1-score 
MediPackNet 92 93 92 91 
InceptionV3 100 100 100 100 
Xception 96 97 96 96 
ResNet50V2 96 97 96 96 
MobileNetV2 100 100 100 100 
NASNetMobile 100 100 100 100 
DenseNet169 100 100 100 100 



can be aimed at optimizing computational complexity and reducing data processing time, as well as 
expanding the functionality of the software. The results of the study are of great practical importance 
and can be used in various industries that require the ability to keep records of medicines and high 
accuracy of package image recognition. 

The disadvantage of using package recognition is the need to constantly update the training set 
and additional training of the created model due to periodic changes in medicines packaging. 

The developed application has the potential to significantly facilitate the process of managing 
medicines stocks and contributes to more efficient use of medical resources and optimization of 
procurement. In addition, the ability to track the course of treatment contributes to more accurate 
implementation of medical recommendations and ensures more effective health monitoring. The use 
of the mobile application also has a significant impact on the environment, as it reduces the amount 
of hazardous waste associated with improper storage and disposal of expired medicines. 

In the future, it is possible to improve the created software by adding notifications about the need 
to purchase a medicine because it is about to expire, implementing barcode or serial number 
scanning, improving the package recognition model, security mechanisms, and expanding the list of 
medicines for recognition, providing the ability to view instructions for use of medicines, etc. 

7. Conclusions 

The subject area was analyzed, the relevance and feasibility of software development were presented, 
the known methods of performing the task of accounting for medicines of a universal first aid kit 
were considered. In the course of analyzing the analogues, their advantages and disadvantages were 
identified and the functionality for implementation was determined. 

The chosen design pattern and the architecture of the developed software were described. The 
MediPackNet model for recognizing medicines by their packaging was developed, which contains 
convolutional layers, maximum pooling layers, flatten layers, dropout layers, and fully connected 
layers. The images were normalized and randomly rotated, zoomed, and horizontally flipped to 
increase the diversity of the data (in all created models). ELU was selected as the activation function, 
and the output layer uses the Softmax activation function. L2 regularization was used in the fully 
connected layers. There were 6 more models created, which include Inception V3, Xception, 
ResNet50V2, MobileNetV2, NASNetMobile, and DenseNet169, a global average aggregation layer, 
and fully connected layers. Based on the results of training and testing, it was decided to use the 
MediPackNet model, which is 92% accurate and correctly recognized all 5 test images of medicine 

Then the 
implemented data encryption methods AES, RSA and a combination of these algorithms were 
described. Based on the results of the analysis, it was concluded that hybrid encryption is the best 
for the developed software. The main decisions regarding the development of the graphical user 
interface were also presented. 
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