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Abstract

Previous research has explored individual facets of debugging, but the field lacks a comprehensive
taxonomy that systematically categorizes the debugging process and factors influencing it. This paper
aims to fill that gap by proposing a taxonomy of software debugging, which classifies the process into six
key dimensions: the objects of debugging (“What”), employed tools (“Which”), the applied methods
(“How”), the human factors involved (“Who”), the temporal aspects (“When”), and the debugging
environment (“Where”). The proposed taxonomy highlights the complexity and diversity of debugging
practices. By analyzing debugging techniques, tools, and environmental influences, we present a
structured framework that provides insights into the nature of debugging activities. Organizing these
activities into structured categories facilitates a deeper understanding of software debugging, facilitates
the identification of research gaps and limitations, and provides a foundation for future studies.
Additionally, the taxonomy serves as a structured framework for teaching debugging concepts and
techniques. Educators can use it to ensure comprehensive coverage of debugging approaches in software
engineering curricula. To validate the taxonomy, we used data from an experiment conducted with
students during a debugging olympiad. Log files containing detailed information about the debugging
processes were collected. Each debugging session from the log files was mapped to the taxonomy’s
dimensions and categories to identify key characteristics and behaviors. We evaluated how the
experimental data aligned with each dimension of the taxonomy, confirming that it encompasses all
observed debugging activities. By mapping behaviors, defects, and outcomes to the taxonomy’s
dimensions, we confirmed its applicability to real-world scenarios.
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1. Introduction

Studies consistently show that developers spend between 30% and 50% of their time debugging,
highlighting its importance and the inefficiencies inherent in current practices [1-3].

Existing research has explored various aspects of debugging, including specific techniques, tool
development, and cognitive factors [4-6]. However, a systematic and comprehensive taxonomy
that effectively categorizes the debugging process and factors influencing it is notably lacking. The
absence of a unified framework to classify and analyze the debugging process limits our ability to
address its challenges systematically, identify research gaps, and teach debugging effectively. The
complexity of modern software systems necessitates a more structured approach to debugging.

Taxonomies are a well-established approach in software engineering for understanding,
analyzing, and identifying similarities and differences within complex domains [7]. A taxonomy
provides a systematic way to organize concepts into categories based on shared characteristics.

The development of a well-defined taxonomy of software debugging is crucial for several
compelling reasons.
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Firstly, it provides a much-needed structured framework for comprehending the diverse array
of debugging techniques, specialized tools, and various approaches employed in the field.

Secondly, a taxonomy can significantly enhance the systematic approach to debugging
education and training, providing a clear roadmap for both instructors and learners.

Thirdly, a comprehensive classification system can serve as the foundation for the future
development of more sophisticated and targeted debugging tools and strategies, ultimately leading
to a more efficient and effective debugging process.

Debugging is often perceived as more of an art than a science, driven by individual experience
rather than standardized practices [8]. To address this, we propose a taxonomy of the debugging
process — a structured classification system that delineates its multifaceted nature.

The proposed taxonomy serves three primary purposes:

1. Systematizing knowledge: it organizes existing insights about debugging into a coherent
framework.

2. Identifying key factors: it highlights critical elements influencing the debugging process.
Supporting education: it serves as an educational resource for students and practitioners,
providing a structured understanding of debugging concepts and practices while enhancing
software engineering curricula.

2. Background

The concept of taxonomy, as a classification scheme, has been widely adopted in software
engineering research [7]. Researchers have consistently employed taxonomic approaches to map,
categorize, and interpret diverse aspects of software development [7, 9, 10]. These taxonomies
serve multiple critical functions: they provide conceptual clarity, support systematic literature
reviews, guide empirical research, and offer structured frameworks for understanding complex
software engineering phenomena.

Over the years, prior research has made significant contributions to our understanding of
debugging, exploring a wide range of topics from theoretical foundations to practical applications.

In the domain of automated debugging, researchers have surveyed fault localization techniques,
classifying them based on the program analysis methods used [11]. Others have proposed a
taxonomy of automated program repair techniques, focusing on search strategies [12].

More recent studies have explored the integration of artificial intelligence in debugging,
including natural language processing techniques and large language model-driven scientific
debugging [13, 14].

From an educational perspective, research has examined debugging behaviors among novice
and expert programmers [1, 15, 16]. Studies have explored how debugging proficiency develops
through education and experience.

The human factors of the software debugging process have gained attention as a key variable
[17, 18]. Cognitive styles — such as preferences for visual or analytical reasoning — shape how
developers tackle problems [19]. Collaborative practices, including pair or team debugging, can
enhance outcomes by pooling expertise. Emotional factors, such as frustration or confidence, also
affect performance, with studies suggesting that stress impairs problem-solving [18].

Building on these foundations, the proposed taxonomy addresses prior limitations by unifying
various dimensions. By synthesizing previous classifications with insights from systematic
literature reviews, we aim to provide a more comprehensive understanding of the debugging
process and its classification within software engineering research.



3. Taxonomy

3.1. Development process

The taxonomy development of the software debugging process adheres to the widely accepted
methodology for creating taxonomies in software engineering, as established by Nickerson et al.
and refined by Kundisch et al. [20, 21]. This methodology is considered the de facto standard in the
field, providing a systematic, iterative, and theoretically grounded approach to taxonomy
construction. The iterative method allows for both conceptual and empirical approaches. Process
ending conditions after each iteration serve as an assessment of the taxonomy's completion. The
process results in a taxonomy with dimensions and characteristics that are mutually exclusive and
collectively exhaustive.
Taxonomy development can be subdivided into four main steps:

Determining meta-characteristics.
Determining ending conditions.
Selecting approach.

W=

Checking the ending conditions.

The process starts with selecting the meta-characteristic, which should represent the most
comprehensive feature, reflect the purpose of the taxonomy, and serve as the basis for selecting
characteristics.

The primary goal is to develop a taxonomy that captures the complexity and diversity of the
software debugging process.

We define the “key dimensions and characteristics of the software debugging process” as the
meta-characteristic.

Further, the definition of ending conditions is required. For taxonomy development, we chose
three ending conditions:

* each dimension is unique and not repeated;
* each characteristic is unique in its dimension;

* no new dimensions or characteristics were added in the last iteration.

These conditions were chosen to ensure uniqueness and stability within the taxonomy
structure. By specifying that each dimension must be unique and non-repetitive, we aimed to avoid
redundancy and maintain a clear conceptual distinction between the different aspects.

To develop taxonomy from different perspectives, we followed the recommendation to decide in
each iteration whether an empirical-to-conceptual (E2C) or conceptual-to-empirical (C2E)
approach was suitable [20]. To complete one iteration, the taxonomy was evaluated against the
ending conditions, and if they were not met, an additional iteration was initiated.

We drew on four primary sources of data to develop the proposed taxonomy:

1. Literature review: we conducted a systematic review of academic literature on debugging,
covering major software engineering journals and conferences. Based on the literature
review, we identified recurring themes and categories related to debugging activities. We
organized these into an initial taxonomic structure, identifying six primary dimensions:
What, Which, How, Who, When, and Where.

2. Tool analysis: we analyzed debugging tools, including traditional debuggers, specialized
tools for specific domains, and recent research prototypes.

3. Developer surveys and studies: we reviewed empirical studies of debugging practices,
including surveys, observational studies, and analyses of developer behavior during
debugging tasks.



4. Industry practices: we examined debugging methodologies and best practices
documented in technical blogs, developer forums, and practitioner-oriented publications.

We conducted four iterations to meet the ending conditions and refine our final dimensions and
characteristics. Starting with a C2E approach, we iteratively refined taxonomy through E2C
iterations. By applying all ending conditions, we confirmed the validity of our dimensions and
characteristics from the previous iteration, finalizing taxonomy.

3.2. Detailed description of dimensions
3.2.1. What is being debugged?

The “What” dimension of the debugging taxonomy defines the objects of debugging, focusing on
the specific entities and issues that developers encounter during the debugging process. This
dimension is essential because it characterizes the variety of debugging challenges, categorizing
defects, software artifacts, root causes, complexity levels, scope, abstraction layers, code ownership,
persistence characteristics, and debugging objectives.

Defects in software debugging manifest in multiple forms, each presenting unique challenges:

*  “Functional Bugs”: directly impact the software’s core behavior and include syntax errors,
semantic errors, logical flaws, missing features, and unhandled exceptions;

* “Non-Functional Bugs”: encompass architectural inconsistencies, performance
bottlenecks, memory leaks, security vulnerabilities, usability flaws, accessibility issues, and
resource mismanagement. Addressing these defects often requires specialized knowledge
and tools;

* “Integration Issues”: bugs emerging from component interactions, such as API
mismatches, configuration errors, dependency conflicts, protocol failures, network latency,
and compatibility issues, complicate fault localization and require cross-component
analysis;

*  “Environmental Bugs”: platform-specific constraints, hardware/OS dependencies, cloud
infrastructure variability, browser-specific behaviors, and time zone inconsistencies. They
are particularly challenging because they often appear only under specific conditions;

*  “Concurrency Bugs”: race conditions, deadlocks, thread starvation, and priority inversion
arise due to parallel execution, demanding sophisticated debugging techniques;

* “Data Flaws”: errors in data integrity, transformation inconsistencies, I/O failures,
serialization errors, and schema mismatches are elusive because they depend on runtime
states and interactions with external systems.

The scope of debugging is further defined by the artifacts being examined:

*  “Code”: includes source code, scripts, and compiled binaries;

* “Infrastructure”: covers configurations, databases, network setups, and CI/CD pipelines,
all of which influence execution behavior;

* “Dependencies”: encompasses third-party libraries, APIs, SDKs, and other external
components integrated into the system;

* “User Interfaces”: debugging graphical interfaces involves identifying layout
inconsistencies, event-handling errors, and accessibility compliance issues.

Understanding the root causes behind defects is crucial for effective debugging. These causes
can be categorized into:

* “Human Factors”: coding errors, miscommunication, and knowledge gaps introduce
defects during development;



* “Systemic Factors”: ambiguous requirements, design debt, and technical debt contribute
to persistent, structural issues;

* “External Dependencies”: changes in APIs, third-party library defects, and evolving
platform constraints can introduce instability;

*  “Environmental Factors”: OS/hardware limitations, cloud provider constraints, and
resource availability (e.g., CPU/memory) often influence software behavior.

Defects vary in complexity, from simple errors with linear causes to multi-component failures:

*  “Complexity”: ranges from straightforward syntax errors to emergent behaviors in
distributed systems and architectural flaws;

*  “Scope”: can be localized to a single function or extend across modules, or entire platforms;

*  “Abstraction Levels”: bugs can manifest at different levels, including requirements,
design, architecture, algorithms, and components.

The origin of the code influences debugging efficiency:

*  “Code Ownership”: ownership affects familiarity and access. Debugging self-written code
is typically more efficient than debugging team-developed code, third-party libraries, or
legacy systems with minimal documentation;

*  “Persistence Characteristics”: errors can be deterministic (consistently reproducible),
non-deterministic (intermittent failures), environment-dependent, load-sensitive, or time-
dependent, each requiring different debugging strategies.

The debugging process is guided by specific objectives, such as:

*  “Correctness”: ensuring that software behaves as expected;

*  “Performance”: optimizing speed, memory usage, and computational efficiency;

*  “Security”: identifying and mitigating vulnerabilities;

* “Usability & Accessibility”: enhancing the end-user experience and compliance with
accessibility standards.

Several factors influence the debugging process within this dimension:

* “Software Characteristics”: the size, complexity, and domain of the system dictate
debugging strategies. A large-scale distributed system presents different challenges than a
standalone application;

* “Technology Stack”: programming languages, frameworks, and architectural choices
impact debugging approaches.

For example, debugging a cloud-based microservices architecture requires distributed tracing,
while debugging embedded systems involves hardware-specific debugging tools. Similarly,
addressing non-deterministic concurrency issues demands extensive logging and race-condition
detection tools, whereas security vulnerabilities necessitate static analysis, fuzz testing, and
penetration testing.

A debugging process can involve multiple aspects from this dimension simultaneously. A bug
may have multiple defect types, impact various artifacts, stem from several root causes, and exhibit
different complexity levels. By dissecting what’s being debugged, developers gain the insight
needed to choose the right tools, methods, and strategies, transforming a potentially chaotic
process into a systematic pursuit.



3.2.2. Which tools are used?

The “Which” dimension of the debugging taxonomy focuses on the technological tools used to
detect, diagnose, and resolve defects. The choice of debugging tools significantly influences the
efficiency and effectiveness of the debugging process, bridging the gap between identifying a
defect (“What”) and applying the appropriate methodology (“How”).

Debugging tools can be classified based on their function and purpose:

* “Static Analysis Tools”: examine code without execution, identifying potential issues
early in development. Examples include linters, vulnerability scanners, IDE plugins, code
analyzers, data flow analyzers, and control flow analyzers;

* “Dynamic Analysis Tools”: monitor runtime behavior to uncover defects that manifest
during execution. Examples include profilers, memory analyzers, concurrency analyzers,
fuzzing tools, coverage tools, and execution tracers;

* “Interactive Debuggers”: allow developers to step through code execution and inspect
states. Examples include time-travel debuggers, IDE-integrated debuggers, standalone
debuggers, browser-integrated debuggers, and post-mortem debuggers;

*  “Specialized Debugging Tools”: cater to specific domains, such as concurrency checkers,
network analyzers, database debuggers, hardware debuggers, embedded system debuggers,
cloud-native debugging tools, and CI/CD pipeline debugging tools;

*  “Visualization Tools”: provide graphical representations of code execution and data
structures, aiding in understanding complex behaviors;

*  “Custom Scripts”: developers often create scripts tailored to specific debugging needs,
automating repetitive analysis tasks;

* “Remote Debugging Tools”: enable debugging in distributed environments, allowing
developers to inspect and control execution remotely;

* “AI/ML-Driven Tools”: leveraging machine learning, these tools enhance debugging
efficiency through fault localization, automated test case generation, bug prediction,
program slicing, and delta debugging;

*  “Observability Tools”: provide real-time insights into software behavior, including log
analysis, telemetry, tracing utilities, and metrics monitoring;

*  “Collaboration Tools”: issue tracking systems, knowledge management platforms, and
version control systems facilitate teamwork and debugging in large projects.

The choice of debugging tools depends on several factors:

* “Defect Type and Artifact”: the nature of the bug and the software component it affects
steer tool choice. Memory leaks call for memory analyzers, concurrency issues demand
thread checkers, and UI glitches might require browser tools. The artifact — be it source
code, a database, or a network protocol — further refines the selection;

* “Technological Context”: programming languages, development environments, and
system architectures limit or enable specific tools. Distributed systems often necessitate
observability solutions, while simpler apps may not;

*  “Complexity and Scope”: localized bugs might be tackled with interactive debuggers or
print statements, but complex, systemic issues in large-scale systems require advanced tools
like tracing utilities or Al-driven analyzers;

*  “Debugging Objectives”: performance or security requirements influence tool selection;

* “Developer Expertise”: novices may rely on IDE-integrated tools with user-friendly
interfaces, while experienced developers often use advanced analyzers and scripting;

*  “Organizational Constraints”: budget, licensing, or policy restrictions may influence tool
availability and selection.



For example, debugging a cloud-native microservices system requires distributed tracing tools,
while debugging an embedded system may necessitate hardware-specific debugging interfaces.
Similarly, security debugging relies on vulnerability scanners and penetration testing tools,
whereas performance debugging depends on profilers and execution tracers. A debugging process
often involves a combination of tools.

3.2.3. How is debugging performed?

The “How” dimension encapsulates the methodological core of debugging — the cognitive
strategies, procedural techniques, and analytical approaches that developers employ to detect,
diagnose, and resolve software defects. This dimension represents the intellectual problem-solving
journey that bridges the gap between identifying what is broken and selecting which tools to
employ. It encompasses both the tactical execution of debugging tasks and the strategic reasoning
that guides the overall process.

Debugging methods can be categorized by their degree of automation:

*  “Manual Debugging”: relies primarily on human intellect and direct code interaction.
Code reviews, print statements, logging, trial and error, and intuition-based approaches.
These approaches are distinguished by their accessibility and minimal tooling
requirements, though they demand significant cognitive effort and domain knowledge;

*  “Semi-Automated Debugging”: augments human reasoning with tool-assisted inspection
and analysis. Interactive debugging (breakpoints, stepping, watches), profiling, memory
inspection, and reverse debugging. These hybrid approaches balance human insight with
computational assistance, offering enhanced visibility into program behavior while
maintaining investigator control;

* “Automated Debugging”: minimizes human intervention through algorithmic analysis
and decision-making. These include: Al-driven repair, fuzz testing, automated test
generation, anomaly detection, root cause suggestion, and self-healing systems.

Developers apply various reasoning strategies during debugging:

* “Deductive Reasoning”: applying general rules to identify specific issues;

*  “Inductive Reasoning”: recognizing patterns in failures to infer potential causes;

*  “Abductive Reasoning”: identifying the most likely explanation for an observed defect;

* “Heuristics & Intuition”: leveraging experience, pattern recognition, and counterfactual
hypothesis generation;

*  “Hypothesis-driven debugging”: formulating and testing potential explanations;

*  “Forward reasoning”: tracing from potential causes to observed effects;

*  “Backward reasoning”: working from symptoms toward root causes;

* “Rubber duck debugging”: articulating the problem to expose inconsistencies in
understanding.

These strategies often overlap, and developers adjust their approach as new insights emerge.
Analysis techniques provide structured ways to diagnose defects:

*  “Static Analysis”: code examination without execution, including flow analysis;
*  “Dynamic Analysis”: runtime monitoring using profilers, tracers, and symbolic execution;

* “Statistical & ML-Based Analysis”: anomaly detection, fault prediction, and comparative
historical analysis;

*  “Root Cause Analysis”: identifying underlying defects through causal tracing.

Specific debugging techniques include:



“Isolation Strategies”: methods to narrow the problem space. Binary search, divide and
conquer, minimal reproducible example, sandboxing, and dependency mocking;
“Visualization-Based Methods”: graphical representations of execution flow,
dependencies, and state changes;

“Tracing and Monitoring”: methods focused on monitoring system behavior.
Observability tools for performance monitoring and anomaly detection;

“Exploratory and Systematic Debugging”: hypothesis testing and structured
investigation;

“Collaborative Debugging”: techniques leveraging collective expertise. Mob debugging,
pair programming, and team-based defect resolution.

The choice of debugging method is influenced by:

“Defect Complexity”: simple issues may be resolved with print statements, while
complex concurrency bugs require symbolic execution or automated tools;

“Available Tools”: advanced debugger or Al solutions enable more sophisticated methods;
“Developer Expertise”: experienced developers may use systematic or intuition-driven
strategies, while novices rely on trial-and-error;

“Time Constraints”: tight deadlines favor quick fixes like logging over in-depth root
cause analysis;

“System Architecture”: distributed systems require tracing and monitoring, while
standalone applications may benefit from simpler debugging tools;

“Organizational Factors”: collaboration-oriented cultures may prioritize team-based
debugging over individual efforts.

A debugging approach can incorporate multiple strategies simultaneously.
Understanding this dimensional taxonomy empowers practitioners to select appropriate
methodologies for specific debugging scenarios, ultimately enhancing both the efficiency and

effectiveness of the debugging process.

3.2.4. Who is debugging?

The “Who” dimension explores the human element in debugging, recognizing that the

characteristics, expertise, and collaborative dynamics of individuals profoundly influence the
debugging process. This dimension bridges the technical and social aspects of debugging,

acknowledging that while software defects exist in code, their resolution occurs through human
cognition, interaction, and decision-making.

Debugging involves various stakeholders with distinct roles and perspectives:

“Developers”: primary coders responsible for identifying and fixing defects;
“Testers”: identifies and reports issues during testing phases;

“Security Engineers”: address vulnerabilities and ensure system integrity;
“Performance Engineers”: focus on optimization and efficiency;

“Domain Experts”: provide contextual insights for specialized systems;
“System Administrators”: debug deployment and infrastructure-related issues;

“Al Agents & Automated Tools”: assist in defect localization, anomaly detection, and
automated fixes.

Debugging effectiveness varies significantly across expertise levels:

“Novices”: rely on simple tools like linters and trial and error approaches;



* “Intermediate Developers”: utilize systematic debugging techniques and interactive
tools;

*  “Experts”: leverage intuition, deep knowledge, and advanced debugging strategies.

Debugging has evolved from an individual effort to a collaborative activity, including:

*  “Solo”: traditional approach where a developer works independently;

*  “Pair”: two developers collaboratively troubleshoot code;

* “Team Debugging (Mob Debugging)”: a group actively resolves issues together;

*  “Cross-Functional Collaboration”: experts from various domains contribute to
debugging complex issues;

*  “Human-AI Collaboration”: developers work alongside Al tools for enhanced efficiency.

Several factors shape the debugging process:

* “Defect Complexity”: simple bugs may be handled individually, while complex issues
require specialized expertise or team collaboration;

*  “Bug Severity”: critical security flaws involve security engineers, while performance
issues engage optimization specialists;

* “Time Constraints”: urgent fixes may demand teamwork for faster resolution;

* “Cognitive Styles & Emotional Factors”: debugging effectiveness is influenced by
problem-solving preferences, frustration tolerance, and confidence;

*  “Project Structure”: large-scale, distributed projects necessitate collaboration tools, while
smaller teams may rely on direct communication;

*  “Al Integration”: automated debugging tools reshapes collaboration dynamics.

Understanding this dimensional taxonomy helps organizations optimize their debugging
processes by recognizing the critical importance of human factors. As software systems grow in
complexity, the “Who” dimension will likely gain increasing prominence, with successful
debugging depending not just on technical capabilities but on effectively leveraging diverse human
expertise and collaborative potential.

3.2.5. When does debugging occur?

The “When” dimension examines the temporal aspects of debugging, recognizing that different
software lifecycle stages present unique debugging challenges and opportunities.
Debugging occurs at various stages of the software development lifecycle:

* “Requirements and Design Phases”: identifying ambiguities early;

* “Implementation Phase”: addressing compile-time and runtime errors;

* “Testing Phase”: debugging during unit, integration, and regression testing;

*  “Post-Release Maintenance”: resolving production issues and vulnerabilities.

Debugging activities can be classified based on their timing relative to defect manifestation.
Different strategies are employed depending on whether the goal is to prevent defects, address
them as they arise, or analyze them after failure:

* “Preventive Debugging”: focuses on identifying and eliminating defects before they
manifest in execution. It involves proactive measures to improve code quality and prevent
errors from reaching production;

* “Reactive Debugging”: triggered when a defect is detected during execution and requires
immediate intervention. This is the most common form of debugging;



“Retrospective Debugging”: takes place after a failure has occurred, often when
debugging live or deployed systems. The goal is to reconstruct the cause of failure using
recorded artifacts.

Key influencing factors include:

“Development Methodology”: Agile teams debug iteratively, Waterfall defers fixes to
later phases;

“Bug Detectability”: latent issues (e.g., memory leaks) surface post-release;

“Release Deadlines”: time constraints prioritize critical fixes over comprehensive
validation.

3.2.6. Where does debugging take place?

The “Where” dimension explores the diverse execution environments and platforms that shape
the debugging process, reflecting the increasingly complex and distributed nature of modern
software systems.

Debugging can occur across different platforms and environments:

“Platforms”: desktop, web, mobile, embedded systems, cloud;

“Execution Environments”: local, testing, production, and distributed systems.

Key influencing factors include:

“Deployment Targets”: cloud debugging requires remote tools; embedded systems need
hardware simulators;

“Resource Availability”: production environments limit invasive debugging;

“System Distribution”: distributed architectures necessitate network analyzers and
telemetry;

“Accessibility”: production debugging is limited by access restrictions, unlike local
environments;

“Performance Concerns”: debugging in production must minimize user impact, requiring
lightweight tools;

“Data Sensitivity”: real user data in production demands privacy compliance, unlike test
environments.

The environment in which debugging takes place is a critical dimension that influences the

approach and the available tools.

3.3. Overall structure and schema

The proposed taxonomy organizes the software debugging process into six primary dimensions,
forming a faceted classification system, where each dimension represents a distinct aspect of the
debugging activities (Figure 1):

objects of debugging (“What”) — the entities being debugged, including software artifacts
and defect types;

tools (“Which”) - the debugging tools utilized;

methods and techniques (“How”) - the approaches employed to detect, localize, and
resolve defects;

human factors (“Who”) - the experiential, and collaborative aspects of the individuals
performing debugging;
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Figure 1: Taxonomy of the software debugging process.

temporal aspects (“When”) — the timing considerations in debugging, including when

execution context (“Where”) - the environmental factors in which debugging takes place,
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Each dimension consists of multiple elements that capture key aspects of debugging, and are
orthogonal to the others, meaning that a debugging activity can be categorized across all
dimensions independently. However, these dimensions are interdependent. For example, the choice



of tools (“Which”) may depend on the defect type (“What”), debugging technique (“How”), and
the developer’s expertise (“Who”).

Multiple elements from the same dimension can apply simultaneously, reflecting the complexity
and multi-faceted nature of debugging. Debugging processes often involve multiple tools,
techniques, and defect types simultaneously.

This structure enables researchers and practitioners to analyze debugging activities from
multiple perspectives, facilitating a deeper understanding of how various factors combine to shape
the process.

4. Validation

To assess the validity of our proposed taxonomy for the software debugging processes, we utilized
data from an experiment conducted with students from the "Software Engineering" specialty at the
Ukrainian State University of Science and Technologies [22]. This experiment, structured as a
debugging olympiad, provided detailed insights into student debugging behaviors, enabling us to
evaluate whether the taxonomy comprehensively and accurately captures the dimensions of
debugging observed in a real-world educational setting.

The experiment analyzed the debugging behaviors observed in 41 students during 15 logical-
error tasks, generating 487 event logs, 2,415 debugging sessions, and 16,536 events [22].

The data from the experiment was analyzed through the lens of the proposed taxonomy. Each
debugging session from the log files was mapped to the taxonomy's dimensions and categories to
identify key debugging characteristics and behaviors.

We evaluated how the experimental data corresponds to each taxonomy dimension:

*  “What”: the experiment focused on “Logical Errors” within “Code” (“Source Code”). The
errors were designed to be of “Simple Linear Errors” complexity, with a “Code-Level”
abstraction level. This focus validates the inclusion of logical errors but suggests a need to
test the taxonomy’s applicability to other defect types in future studies;

*  “Which”: students utilized the Visual Studio IDE, employing features such as breakpoints,
step-by-step execution, and variable value displays. These align with the "interactive
debuggers" category in the proposed taxonomy, confirming its relevance;

*  “How”: several debugging methods were evident, including “Manual” methods like “Trial-
and-Error” (especially in the “Low” proficiency group) and “Semi-Automated” methods
using “Interactive Debugging” features like breakpoints, stepping, and watches. The
analysis also revealed different “Reasoning Strategies” with some students employing a
more “Hypothesis-Driven” approach (especially in the “High” proficiency group);

*  “Who”: students were classified into “High”, “Middle”, and “Low” based on performance.
This classification corresponds to expertise levels in the taxonomys;

*  “When”: the debugging activities fall within the “Implementation Phase” and “Testing
Phase” as students were tasked with finding and fixing errors in given code;

*  “Where”: the debugging occurred within the “Local Development Environment” using the
“Desktop” platform.

The experimental results provide valuable insights into the validity and applicability of the
taxonomy:

* “Comprehensiveness”: the taxonomy effectively captured the key elements of the
debugging processes observed in the experiment. All major activities and tools used by the
students could be categorized within the taxonomy's dimensions, confirming its
completeness;

* “Relevance”: the taxonomy's categories proved relevant to describing the debugging
behaviors of students, highlighting the importance of categories such as “Logical Errors”,



“Interactive Debuggers”, “Trial-and-Error”, and “Hypothesis-Driven Debugging” in an
educational setting;

* “Differentiation”: the taxonomy allowed for the differentiation between debugging
approaches based on student expertise.

The experimental data confirms the taxonomy’s validity. The taxonomy encompasses all
observed debugging elements, from logical errors to tools (Visual Studio) and strategies (trial-and-
error to systematic debugging). Behavioral patterns and expertise differences align with the
taxonomy’s categories, accurately reflecting student debugging processes.

5. Discussion

The taxonomy we have presented is not intended to be static. Rather, it provides a foundation that
can evolve as debugging practices and technologies continue to develop. We hope that this
taxonomy will stimulate further research on debugging and contribute to the development of more
effective debugging approaches that reduce the time and effort required to identify and fix
software bugs. This integrated, multi-level taxonomy provides a structured way to classify and
analyze software debugging activities based on a variety of relevant factors.

However, it is important to acknowledge the inherent limitations of any such classification
system. The field of software development is constantly evolving with the emergence of new
technologies and paradigms, which may necessitate periodic updates and revisions to the
taxonomy to maintain its relevance and comprehensiveness. While the taxonomy aims to be
generally applicable, it may not fully capture the nuances of debugging in highly specialized
domains such as embedded systems, safety-critical software, or machine learning applications.

Despite these limitations, the proposed taxonomy has significant potential applications.

In research, it can provide a basis for conducting more rigorous empirical studies to evaluate the
effectiveness of different debugging techniques for specific types of bugs or in particular
development environments.

In education, it can provide a structured framework for developing debugging curricula in
computer science and software engineering programs. Instead of presenting debugging as a
collection of disparate techniques, educators can use the taxonomy to provide a comprehensive and
systematic overview of the debugging landscape, helping students understand how different
techniques relate to each other and when each is most applicable.

Declaration on Generative Al

During the preparation of this work, the authors used Al program Chat GPT 4.0 for correction of
text grammar. After using this tool, the authors reviewed and edited the content as needed and
take full responsibility for the publication’s content.

6. Conclusion

This paper presents a novel taxonomy of the software debugging process, examining debugging
from six complementary perspectives: what is being debugged, which tools are used, how
debugging is performed, when debugging occurs, where debugging takes place, and who is
debugging. These dimensions are enriched by influencing factors, offering a structured
classification that bridges theory and practice. Each dimension is further divided into categories
that capture the diversity of debugging approaches. By decomposing debugging into these
fundamental dimensions, the proposed taxonomy aims to facilitate a deeper understanding of the
software debugging process.

Future work will focus on validating and applying the taxonomy in different contexts and
domains, as well as exploring the relationships between these dimensions.
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