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Abstract

The study analyzed how undercover police operations are carried out within digital environments in the fight
against organized crime in the city of Metropolitan Lima. The approach used was qualitative and the hermeneutical
phenomenological method. Data saturation was achieved with 16 participants, including active police officers
and experts in digital evidence analysis in organized crime investigations. The study employed interviews and
documentary analysis as data collection techniques. The data were analyzed using discursive analysis and the
technological tool ATLAS.ti. Undercover police operations in digital environments involve officers adopting
fictitious digital identities and fabricated personas to infiltrate criminal organizations. "Based on the results,
we conclude that undercover police operations in digital environments are effective in combating organized
crime tools, such as specialized hardware and software, are pillars in the effectiveness of operations; the police
profile personnel assigned to operations must integrate values, advanced cybersecurity skills, digital infiltration
techniques and in- depth knowledge of the regulatory framework; the legal framework that regulates operations
must be permanently updated, under agile management perspective; it es necessary to work with standardized
processes to deliver valid evidence in criminal proceedings; The creation of the Police specialty Computer
Engineering es urgent, to have officers professionally prepared for combat organized Crime in a digital world
that es updated quickly and relentlessly.
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1. Introduction

Criminal organizations (COs) increasingly and efficiently use technology and digital environments
[1]. In addition to their enormous availability of technological resources and scarce bureaucracy, COs
have been achieving high degrees of impunity and capillarity, both at the global [2], regional, and local
levels. In response, the signatory states of the United Nations Convention against Organized Crime,
United Nations [3] have incorporated the so-called special investigation techniques into their legislation.
Undercover operations in digital environments, hereinafter (OED), are one of those that require the
greatest resources due to the constant growth of cybercrime [4, 5, 6].

In the fight against COs, Law enforcement officials face challenges in gathering evidence that can be
used as admissible proof in criminal proceedings [7]. This problem becomes more complex when it comes
to crimes in digital environments, because their attacks are covert, anonymous, and compartmentalized,
which makes the work of law enforcement difficult [8].

According to the General Office of Planning and Budget of the Ministry of the Interior of Peru [9], in
2022, cybercrimes were the most frequent and showed an alarming increase of 277% compared to 2019,
as shown in table 1
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Table 1

Crimes with the highest incidence linked to OC in Peru 2019-2022.
Crimes 2019 2022 Variation
Computer Crimes 7,807 21,618 277%
Extortion 3,633 12,179 335%
Hitman 362 897 248%

Considering the problem described, the present study has the following objectives: (i) to describe
how undercover operations are carried out in digital environments in the fight against organized crime
in the city of Metropolitan Lima; (ii) to identify the contribution of undercover operations within digital
environments in the fight against organized crime; (iii) to describe the digital environments, platforms
and computer applications used by organized crime; (iv) to describe the tools in virtual media that
police personnel use in OEDs; (v) to describe the legal framework that regulates the use of OEDs; (vi) to
determine the profile that police personnel must have to execute OEDs; and based on the findings (vii)
to propose improvements to this special investigation technique, in addition to serving as a background
for future scientific research and proposals to improve police action.

2. Methodology

This study employed a qualitative approach using the hermeneutic phenomenological method [10].
Data saturation was achieved with 16 participants [11], all of whom were active police officers.

Officers involved in organized crime investigations in Metropolitan Lima over the past two years. To
collect the data, the following techniques and instruments were used: the interview with its instrument,
the semi-structured interview guide [12]; documentary analysis with its instrument, the data sheet
[13, 14]; and a survey to collect the opinion of police investigators about specific aspects of the research
phenomenon. To protect personal data, individual codes were used, in addition, informed consent was
explained and given. For data processing, discursive analysis, and the software ATLAS.ti.

3. Results

The data obtained through interviews and documentary analysis formed the categories described in
Table 2.

Table 2
Categories of study.

Category Subcategory

Covert operations within digital environments  Special investigation techniques
Computing platforms and applications Computer tools
Legal framework Professional profile
Protective measures (emergency)

Regarding the first objective, the findings reveal that EOs are gaining relevance because criminals
have moved a significant part of their activities to the virtual space, taking advantage of digital platforms,
social networks, and instant messaging systems to plan, coordinate, and execute illicit actions. To
counteract these attacks, law enforcement agencies, in particular the Peruvian National Police (PNP),
have been adapting, using new technologies and investigation methods that allow them to infiltrate
criminal networks to obtain and collect relevant information.

Respondents noted that EOIs are considered an effective technique in the fight against COs. The
analysis revealed that, where EOIs were properly developed, they were instrumental in dismantling
criminal networks, especially in cases involving extortion, computer fraud, and online sexual crimes.
However, they also mentioned that the use of EOISs is still limited.
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Effective undercover operations require a combination of strong ethical principles, advanced technical
skills, and a deep understanding of the legal framework governing digital crime investigations. In this
sense, police officers create identities and adopt fictitious digital personality profiles to infiltrate the
depths of the digital networks of COs. The fictitious digital identity is a key tool that allows direct
interaction with criminals, who are unaware that they are dealing with an undercover police officer.

An updated and agile legal framework is another essential component in the development of these
operations. Peruvian regulations establish the bases for the implementation of special investigation
techniques in digital environments, in order to ensure that digital evidence collected during undercover
operations is admissible in a judicial process. Law 30077 against organized crime and Article 341-A of
the criminal procedure code are the legal framework for the development of undercover operations in
digital environments.

The interviewees mentioned that technology plays a fundamental role in this type of operation.
Computer tools such as monitoring software, digital search, and real-time data analysis are used by
digital agents to track criminals’ communications, obtain digital evidence, and ensure the integrity of
the evidence obtained. It is worth mentioning that COs also make use of the same technologies and
even more advanced tools, such as encryption systems, to hinder access to their information and protect
their illicit operations. COs have shown a remarkable ability to quickly adapt to new technologies and
digital environments, using platforms such as the Deep Web, social networks, and encrypted messaging
systems to carry out crimes such as extortion, computer fraud, online sexual crimes, crimes against
sexual freedom, virtual kidnapping, and money laundering, among others.

The interviews revealed that agents involved in undercover operations within digital environments
require a high degree of values and ethics, specialization in cybersecurity; management of digital
platforms; knowledge of the most advanced computer tools; use of social networks; knowledge of the
English language; knowledge of the legislation that regulates the special technique; and the ability to
interpret the profile of the acquired fictitious identity. In this sense, continuous specialized training is
key to the success of these operations.

Figure 1 shows how covert operations are implemented and fictitious digital identities are created.

Special Investigation Team Specialized Prosecutor's Office
Start Request creation of
fictitious identity
—-_____/—__._
R " No
Solves extension i Approves?
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identity file confidentiality and
R communicate to
superiors
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Figure 1: Flowchart for OED implementation and creation of fictitious digital identity.

Note: The flowchart shows the coordination between the special investigation teams with OC
investigation functions and the Specialized Prosecutor’s Offices Against Organized Crime (FECOR).
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Regarding the second objective, the interviewees pointed out that EOs make an important contribution
to the fight against criminal structures because they allow justice operators to infiltrate criminal networks
that operate on digital platforms. The ability to access these environments through fictitious identities,
avatars, and profiles facilitates obtaining crucial evidence to dismantle OCs.

The use of digital tools in EOIs has made it possible to trace illegal communications and transactions
that were previously inaccessible through traditional methods. However, to ensure the effectiveness of
these techniques, it is essential that investigators are trained in the use of advanced technologies and
understand the modus operandi of criminals in cyberspace.

Undercover operations have made it possible to identify and track OC leaders. According to those
interviewed, the OEDs contribute significantly to the fight against OCs because they contribute to the
theory of the case; provide evidence in the process; and allow for an eventual conviction, thus achieving
the objective of dismantling the OCs. The results of a survey applied to 30 agents of the highly complex
crimes division revealed that 87% of those surveyed considered that these operations are effective in the
fight against organized crime.

Regarding the third objective, the findings indicate that, in Peru, OCs have adopted digital envi-
ronments as part of their modus operandi, using platforms such as Facebook, WhatsApp, Instagram,
Telegram and anonymous networks such as the Dark Web to coordinate and execute their illicit activi-
ties. These tools allow criminal groups to operate efficiently and anonymously, making it difficult for
authorities to intervene through techniques such as encryption and data deletion, which complicates
the detection and tracking of their activities.

Digital environments offer a key infrastructure for COs, where the use of specialized software,
such as encryption tools and malware, allows criminals to protect their communications and hide
evidence. These platforms, especially encrypted messaging platforms, create barriers to accessing
critical information in investigations, highlighting the need for the PNP to update its tools with
advanced technology. To counter CO activities, data preservation methods, such as HASH codes, are
required, which strengthen the ability of law enforcement to dismantle these criminal networks. Table
three shows the digital places where COs operate, according to what was indicated by the interviewees.

Table 3
Digital environments, platforms and software used by OCs.

Digital environments Platforms Softwares

DarkWeb Facebook Malwares
WhatsApp  Spies
Instagram
Telegram

Note: Malware software infects computer equipment and Spies even allow cloning of telephone and
computer equipment.

Regarding the fourth objective, police personnel use a variety of tools in virtual media to carry out
undercover operations against organized crime, taking advantage of technological tools that allow
tracking, collecting and preserving digital evidence. However, the same technology or more current
versions are used by COs to carry out their illicit activities. Table 4 presents a summary of the opinion
of 48 specialized police officers surveyed in this study.

Table 4

Opinion on the computer update of the PNP and the OC.
Question Description Disagree % Neutral % %
PNP quickly upgrades its IT technology to run OED. 36% 30% 34%
OCs are rapidly updating their skills in using IT tools to 12% 2% 86%

operate in digital environments.

As can be seen, the majority of respondents, 86%, indicated that the OCs quickly update their
computer tools, while only one third, 34%, considered that the PNP updates as quickly. The OCs,
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from the perspective of PNP officers, are technologically ahead, which would give them an important
advantage over law enforcement. The computer tools used by the authorities include programs that
allow the creation of mirror copies of digital devices, guaranteeing the preservation of evidence without
altering it, and using preservation mechanisms by creating forensic images with HASH codes. However,
the lack of adequate technological resources and insufficient training of police personnel in the use
of these tools have been identified as important deficiencies. The lack of updating and renewal of the
technological tools used by the PNP also delays the progress of investigations, especially when the OCs
use more advanced technology.

Regarding the fifth objective, the legal framework that regulates the use of undercover operations in
the fight against OC in digital environments, the documentary analysis and the interviewees pointed
out that, at the core of these laws, are Law 30077 against Organized Crime, and article 341-A of the
criminal procedure code. Both norms provide the bases for the specialized units of the PNP to carry
out undercover operations, with the objective of combating serious crimes such as extortion, computer
fraud, online sexual crimes, crimes against sexual freedom, virtual kidnapping, money laundering,
illegal mining, among others.

Law 30077 defines the guidelines for intervention in organized crime activities, allowing the PNP
and other justice operators to act against these criminal networks. For its part, Article 341-A of the
Criminal Procedure Code establishes the legal framework for the execution of OEDs.

However, despite this framework, those interviewed pointed out that the regulations lack the speci-
ficity and agility necessary for the execution of police operations and make it difficult for the digital
evidence collected to be admissible in criminal courts. Another barrier is the inadequate coordination
between the entities in charge of the administration of justice. Another key element to consider is
the protection of individual rights and the protection of the data of people not related to crimes who
interact with the OCs during the OEDs, which imposes additional limitations on the authorities.

Regarding the sixth objective, the interviewees pointed out that the profile of the agents who carry
out OEDs is one of the most complex in the police field. Because it requires a fusion of solid moral
and personal characteristics, advanced technical skills, and a solid legal knowledge, allowing them to
develop the OEDs effectively and in accordance with the law. In this sense, a key element for success in
infiltration tasks is ethics or integrity, due to the need to blend in with the psychological profiles of
the members of the OCs. As revealed in the interviews, staying on the right side during and after the
digital interaction with criminals (in a thin border of anonymous interrelation) is crucial for undercover
operations to translate into successful criminal proceedings that end in the conviction and dismantling
of the OCs.

Undercover digital investigators must undergo extensive training in computer technology to coun-
teract the sophisticated methods used by criminals. However, experts stressed that the level of training
of personnel does not cover the technical computer gaps compared to the technological prowess of the
COs, which limits the PNP’s ability to obtain and preserve digital evidence.

Table 5 below describes the ideal profile of the digital researcher.

Finally, based on the results of the study, we propose, as an improvement to the special investigation
technique, the standardization of the main procedures for the execution of the OED through an easy-
to-use guide in simple language, thinking about police operational work (see Appendix I, where the
developed guide can be found).

3.1. Emerging Category: Protective Measures

A procedural protection measure is a legal action implemented within a criminal process to safeguard the
rights and security of the persons involved, especially in investigations of organized crime or complex
crimes. These measures are intended to protect victims, witnesses, and agents involved in obtaining
and presenting evidence, guaranteeing their physical, psychological, and legal integrity during the
development of the judicial procedure and after it [15].

It is urgent to include undercover agents, revealing agents, witnesses, and digital collaborators in
procedural protection measures to reduce the risks of violent reprisals by COs. This action would
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Table 5
Ideal profile of the digital researcher.

General Aspects

Sex: Male or female
Age: 20 - 40 years
Police rank: Indistinct

Levels
Generic Competencies Half High Very High
Ethics
Booking
Emotional intelligence
Patience
Effective communication
Police Competencies Half High Very High
Camouflage
Infiltration
Report
Police procedures
Technical skills Levels
Handling of main software and applications Half High Very High
Single file X
Nimbus screenshot X
HashMyFiles X
Programming X
Social networks (user) X
Information Technology X
Criminal Code X
English Language X

X X X X X

X X X X

allow investigations to be conducted under strict security and confidentiality standards, ensuring the
fulfillment of justice. Such measures may include mechanisms to preserve identity and the use of secure
protocols in the management of information and custody of digital evidence.

3.2. Discussion

Our results confirm that Peru and Latin America are not immune to the significant increase in cybercrime,
largely as a result of the new criminal modalities adopted by the OC during the COVID-19 pandemic
[16, 17, 18].

In contrast to international studies, the use of digital undercover operations in Peru is still limited,
which negatively affects the fight against OC, especially in the increasing number of crimes that are
carried out or committed in digital environments. The low number of PNP personnel who have the
appropriate profile to use digital tools or execute special investigation techniques, such as undercover
operations and video surveillance, reflects a weakness in the implementation of effective strategies
against OC. In this regard, De Paoli et al. [4], in their study carried out in Europe and Canada, pointed
out that traditional police skills are inadequate for the digital environment, which is why the hiring
of civilian specialists was required to cover these deficiencies. Naturally, Peruvian police culture is
influenced by national culture and its state bureaucracy. It is worth mentioning that Peruvian culture is
characterized by traditional values, Ravello and Llaque, [19], that are far from those of digital culture,
which would make it difficult for the PNP to adopt values, strategies, techniques, and tools of digital
culture [20].

According to the findings of related international research, COs, compared to police forces, are more
agile in adopting new technologies [21, 22]. This situation is critical in Peru, because 18.3% of the
economy comes from informal sources; 58.7% of jobs are informal [23]; and there are complex COs
dedicated to crimes with high monetary returns. Such as informal mining and drug trafficking that
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have the capacity to infiltrate and corrupt the different levels of power and the depth of the social fabric.
It is important to highlight that the large profits of these COs would allow them to acquire cutting-edge
technological resources and professional operators.

Criminal News Special Investigation Team Specialized Prosecutor’s Office

Human Write minutes
Source Confidentiality of the source
+

Extract and download
images and videos

< Complaints Complaint on official platform

i

Previous acts of investigation
(Virtual patrol) Police’s Report
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—

Medio
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HashMyfile) Techniques
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Figure 2: Procedure upon learning of a criminal act and opening of a prosecutor’s file on the investigation into
a criminal organization.

The findings show that the constant technological and computer evolution requires police personnel
trained in updated tools for the collection and preservation of the integrity and authenticity of digital
evidence, which will be part of the criminal process. This underlines the need to train police personnel
to achieve the ideal profile of digital investigators (see table 4). Our evidence reinforces the findings
of Kassem and Erken [24] in the United Kingdom, who pointed out that inadequate training in digital
skills and advanced technologies is a major challenge for police officers. Taking into consideration the
gap in the digital culture of the PNP, the majority traditional profile of the agents, and the growing and
urgent need for training in technology and computer science, we consider it imperative to create the
specialty of police computer engineering from police training schools. In this way, the technological
gap between the OC and the PNP could be shortened in the medium term. Additionally, the PNP would
be better prepared for the inevitable wave of crimes leveraged by new technologies and the global
disruptive Artificial Intelligence (AI).

Regarding the legal framework that supports the OEDS in Peru, it is very generic and outdated.
Because it is updated under the vision of the traditional legal system, it is archaic to combat COs in
digital environments. Therefore, it is necessary to propose amendments to both Law No. 30077 against
organized crime and Article 341-A of the Criminal Procedure Code. Our results are consistent with
those of [25], who in her study in the European Community pointed out that contemporary criminal
investigation calls into question; the law in general; the scientific validity of digital findings, because old
procedural guarantees do not adapt to processes with digital evidence; and the criminal legal system,
due to the need to update the laws, regulations and procedures for validating digital evidence to protect
all parties involved in the criminal process.

Due to its complex nature, huge resources, multiple offensive channels, evasive operation, and serious
damage to the social fabric, it is urgent to start involving more community actors in the fight against OC
in digital environments. These include hardware, software, technology services, telecommunications
providers, and local representatives of digital platforms and social networks. The efforts of traditional
law enforcement agencies, such as the prosecution, police, and judiciary, are insufficient to combat OCs
operating in digital environments. The findings of our study support what Montasari [26] pointed out
in his research in the United States of America and the United Kingdom, who stated that collaboration
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between technology companies and institutions that oversee justice is crucial to combat cyberterrorism
and improve national and citizen cybersecurity.

Finally, the study was not free of limitations that were overcome during the research process. On
the one hand, the small number of professionals specialized in OEDD to carry out the data collection
was very challenging. The scarce academic literature on OEDD in the country convinced us of the
need to work only with international articles from journals indexed in quartiles one to two of the
Scopus database. Future research should delve deeper into the implications of the emerging category of
protection measures, the use of Al by the OC and law enforcement for OEDD, and develop actions at a
theoretical and/or practical level.

4. Conclusion

The EOD is an effective technique in the fight against organized crime, allowing the obtaining of
evidence for criminal proceedings and the subsequent dismantling of OCs.

Tools, such as specialized hardware and software, are pillars of the effectiveness of OEDs. Constant
updating of these tools is essential to cope with the sophistication of the techniques used by OCs.

It is crucial to develop standardized operating procedures that allow detectives or digital investigators
to act effectively in these environments.

The professional profile of police personnel assigned to OED must integrate values, advanced skills
in cybersecurity, digital infiltration techniques, and in-depth knowledge of the applicable regulatory
framework.

The legal framework that regulates EOs must be constantly updated, from a perspective of agile
management, not only from a legal perspective, due to the enormous difference in the speed of attacks
and sophistication of OCs and the reaction of justice operators.

Authorization to use disguised identities and manipulate aspects of legal dealings must be strictly
regulated to protect both the integrity of the evidence and the rights of the individuals involved.

There is an urgent need to create a specialty in police computer engineering at the PNP officers’
school in order to have professionals prepared to combat OC on equal terms, in terms of updating
capabilities, hardware, and software, and at the same time, not to depend on temporary experts who do
not understand the institutional culture.
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