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Abstract

Rising user concerns about online misinformation and the spread of Al-generated visual content underscore the
need for better ways to verify image authenticity. Image provenance labels are a proposed solution, aiming to help
users assess the veracity of digital images. The Coalition for Content Provenance and Authenticity (C2PA), for
instance, can disclose image provenance (i.e., origin or source details) to users in the form of labels that describe
the image’s metadata. However, little is known about whether users engage with or understand such labels,
especially in news recommender contexts. In this paper, we introduce an alternative ‘Tmage Trust Score’ label,
inspired by the front-of-package Nutri-Score label, and experimentally evaluate its effectiveness in a personalized
news setting. We present the results of a four-condition (no-label baseline, C2PA label, black-and-white and
colored Image Trust Score) between-subjects study (N = 202) in which participants selected news articles
(with or without labels), reporting on label comprehension and trust. While image trust and article selection
were not significantly affected, all labels increased article trust. The Image Trust Score was perceived as more
understandable and appealing than the C2PA label, though many participants misinterpreted the labels’ meaning.
Our findings highlight the need for clearer and more intuitive provenance label design.
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1. Introduction

Recent advances in generative Al have made the creation and manipulation of visual content more
accessible [1, 2], which is fueling the spread of misinformation in digital media [3, 4, 5]. This development
has changed how trust in online media content is formed [6], as people may be more skeptical or simply
lack the skills to detect or understand the authenticity of online content [7, 8].

News consumers can be supported in avoiding misinformation. One approach is to visually highlight
the extent to which information and media content are verified [9]. A promising approach involves
using visual indicators such as image provenance labels [10], which provide details about an image’s
origin and editing history. The Coalition for Content Provenance and Authenticity (C2PA) enables this
by embedding digitally signed metadata in the form of ‘Content Credentials’ across the entire news
production chain [11].

Effective communication of C2PA metadata to end users is a challenge. While outlets like the BBC
have trialed the framework in select publications [12], adoption remains limited and user awareness
is low. Despite growing interest in provenance indicators, research on their impact on user trust and
engagement—particularly within news recommender systems—is scarce [13, 12, 10].

To address this gap, we examine how disclosing C2PA metadata via image provenance labels affects
users in a news recommender system. We compare two label types (see Figure 1): the established
C2PA label, which indicates metadata availability, and a newly designed “Image Trust Score” label,
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which is inspired by nutrition panels like the Nutri-Score [14] and uses a letter-grade rating to convey
trustworthiness more intuitively. Given the novelty of C2PA technology in news recommendation,
we assess how labeled articles influence user engagement, and further compare the labels in terms of
perceived trust, comprehensibility, and intuitive design [15], guided by the following research questions:

« RQ1: To what extent do different types of image provenance labels influence readers’ trust
perceptions of news articles and images in a news recommender system?

« RQ2a: How accurately do readers interpret different types of image provenance labels, and how
is this influenced by their prior familiarity with similar labels?

+ RQ2b: How do readers’ self-assessments of their understanding of image provenance labels
compare to their actual comprehension?

2. Background

2.1. Nudging and Recommender Systems

The effects of using labels in recommender interfaces can be explained through Nudge theory. A nudge
is a design aspect of an interface (i.e., the ‘choice architecture’), which leads to predictable changes in
user behavior [16, 17], such as through what option is chosen. Predictable in this definition refers to
the nudge tapping into a cognitive aspect on the user’s end that elicits a specific response [17]. For
example, if an option in a recommender interface is pre-selected [18], this is referred to as a default
option and is more likely to be chosen because of the status quo bias [19, 20].

Labels can be considered akin to the use of explanations in recommender systems [21, 22], increasing
the salience of a specific aspect of what is recommended to an end user [23]. For example, explanations or
nutrition labels in a recipe recommender system can emphasize the healthiness of different options [24,
25, 26], nudging users to value health attributes higher in their recipe choices [27, 18]. By analogy
to nutrition labels, we expect that image provenance labels emphasize the importance of verification
practices, acting as trust-based nudges.

2.2. Provenance and Nutrition Labels

Recent initiatives highlight how labels communicate credibility. C2PA is a collaborative, industry-driven
standard for embedding cryptographically signed “Content Credentials” into images and other media,
recording the source, editing steps, and responsible parties of visual content [11]. Pilots like IPTC’s
Origin Verified Publisher certificates (e.g., BBC, CBC), Deutsche Welle’s on-page labels, and France
Télévisions’ newsroom integration have demonstrated a proof-of-concept [28, 29, 30].

Similarly, front-of-pack nutrition labels (e.g., Nutri-Score, Traffic Light, Guideline Daily Amounts)
offer consumers a quick, at-a-glance assessment of a food product’s healthfulness using color codes,
symbols, and numeric or letter grades to communicate complex nutritional data [14, 31, 32]. Studies
show that well-designed nutrition labels can improve consumer understanding and influence purchasing
decisions, making them a compelling model for conveying provenance data in other domains like news
media [14].

2.3. Contributions

This paper makes three key contributions to the design and evaluation of provenance labels in news
recommender systems. First, we introduce the Image Trust Score label, inspired by front-of-pack
nutrition panels, using icons, color, scores, and text to communicate image provenance. Second, we
integrate both the C2PA and Image Trust Score labels into a News Recommender prototype, enabling
direct comparison of user engagement with labeled and unlabeled images. Third, we report findings
from a user study evaluating the comprehensibility and intuitiveness of both labels, addressing the
impact on user trust and selection behavior.



3. Methods

3.1. Dataset

We created a dataset of news articles from major international English news outlets [5]: nytimes.com,
reuters.com, foxnews.com, cbsnews.com, washingtonpost.com, and cnn.com. To avoid potential bias
from participants’ opinions of or trust in these outlets, the original sources were not displayed during
the experiment. Instead, we assigned articles fictional newspaper names, which appeared as the source
in the detailed C2PA label (see Figure 1a). For each of the categories Politics, Sports, Technology, and
Entertainment, 15 articles were sampled. Article selection was performed via the NewsCatcher API [33],
and only items published within the five days preceding the study were included to ensure topical
currency. The study prototype, R scripts and analysis plots are available here.

3.2. Participants

Participants were recruited through the research platform Prolific [34]. Of the final sample that
completed the study and passed all attention checks (N = 202), 104 participants were residents of the
United Kingdom and 98 were from the United States. The average study completion time was 10:45
minutes, with a remuneration of £8.67-£11.64 per hour. In terms of gender, 51.0% identified as female,
47.5% as male, 1.0% as non-binary, and 0.5% preferred not to say, providing a representative sample.
Participants ranged in age from 16 to over 65, with the largest cohort aged 25-34 years (29.7%) and the
smallest aged 65 or older (3.0%).

3.3. Research Design

We employed a between-subjects design, with participants randomly assigned to one of four conditions.
The baseline group saw news articles without labels. The other three groups viewed articles where
the cover image was accompanied by either a C2PA label (Figures 1a, 1d) or an Image Trust Score
label-specifically designed for this study—in color (C-ITS, Figures 1b, 1e) or black and white (BW-ITS,
Figures 1c, 1f). Since the C2PA label presents metadata without interpretation, the Image Trust Score
was designed to summarize it using a simplified format and an A-E letter grade, providing a clearer
sense of metadata quality. To minimize confounding from grade interpretation, only the top score (“A”)
was shown. Each participant completed three rounds of news article selection, viewing the full article
after each choice and then selecting the next from a set of four recommended articles, two of which
displayed a label. The baseline group received one attention check, while labeled conditions included
two due to additional questionnaire items.

3.4. Procedure

Following informed consent and demographic questions, participants completed a questionnaire about
their news consumption habits and general trust in news media. They then entered the main experi-
mental task, where they were shown a grid of four news previews, each corresponding to one of the
selected news topics (see Section 3.1). Depending on the assigned condition, each preview displayed a
simple label (see Figures 1d-1f), with the exception of the baseline group which saw no labels.

After their initial selection, participants completed three rounds of article interaction. In each round,
the selected article was presented in full, accompanied by its cover image, a condition-specific detailed

IMAGE TRUST SCORE IMAGE TRUST SCORE
ﬁ —
Content Credentials ( :]
@ Provided by The National Observer E ‘\A EE E @ e IMAGE TRUST SCORE LA IMAGE TRUST SCORE
(b) (©)

(a) (d) (e) (®)
Figure 1: Label set used in the study. (a)-(c): Detailed C2PA, C-ITS, and BW-ITS labels presented with full-size
articles, respectively; (d)-(f): Corresponding simple labels presented with recommended articles.
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Figure 2: Study user interface shown in each round of article interaction and selection (news images are blurred
in this example): (a) Example of full article including the cover image with a detailed label and the expanded
label explanation; (b) A recommended articles showing the simple label version.

label (see Figures 1a-1c), and a label explanation accessible via the label itself or an adjacent question
mark icon (see Figure 2a). Participants were then asked to select from four recommended articles, two
of which displayed the simple version of the respective condition’s label below the cover image (see
Figure 2b). The placement of labels among the recommended articles was randomized.

After each article selection, prior to viewing the full article, participants completed a brief mid-round
questionnaire on their decision-making and trust in the selected article. Upon completing all three
rounds, participants answered a final questionnaire focused on their perceptions of the labels, including
an additional assessment of their grading scheme understanding in the C-ITS and BW-ITS conditions.
The session concluded with a debriefing and summary of the study’s aims.

3.5. Measures

Pre-task measures included self-reports of participants’ news consumption frequency, primary news
platform type, devices used for news consumption, and most-accessed news sources (with source
options based on U.S. and UK. popularity [5]). Participants further assessed their general trust in news
media with a 7-point Likert scale item adapted from Stromback et al. [7], “T generally trust information
from the news media in my country”.

For each round of the main task, we recorded participants’ article choices and whether they accessed
the label explanation. After each article selection, participants indicated which news article preview
elements it was influenced by (multiple-choice: image label, image, headline, topic, other), and rated
the selected article regarding trust (‘T trust this article most among all 4 recommended articles.”) and
perceived image trustworthiness (“I think the cover image in this article is trustworthy”) on a 7-point
Likert scale.

The post-task questionnaire assessed participants’ interpretations of the labels. This multiple-choice
item included both correct (How much verified information about the creation and edits of the picture
is available, How much of the picture is real/fake, How trustworthy the image is) and incorrect (How
trustworthy the article is, How much readers liked the article) options. Respondents were further asked
to indicate what information they expected to see when clicking on the label (multiple-choice), and
to rate the labels on several 7-point Likert items: immediate understanding, visual appeal, usefulness
for selection, informativeness, reassurance about image trustworthiness, support for evaluating image
trust, and preference for more articles to display such labels. Participants in C-ITS or BW-ITS conditions
responded to an additional question on what they believed the label’s displayed grade “A” was based on



(multiple-choice).
All participants reported their familiarity with both trust labels on social media and with the Nutri-
Score food label (Yes/No/Not Sure). They also rated their confidence in identifying trustworthy news

after completing the study (drop-down selection), and could provide further comments in an open-text
field.

4. Results

4.1. Trust in Article Images and Articles

To compare perceived trust in images and articles across experimental conditions, we analyzed trust
ratings from the Likert-scale items in the mid-round questionnaire, using one-way ANOVAs and applied
Tukey HSD post-hoc tests for pairwise comparisons. C-ITS received the highest mean image trust rating
(M = 5.20), followed by BW-ITS (M = 5.14), C2PA (M = 4.93), and No Label with the lowest rating
(M = 4.81). However, Tukey HSD post-hoc tests indicated that none of the pairwise differences reached
statistical significance (p > .05). In contrast, article trust ratings (see Figure 3) revealed significant effects:
all three labeling conditions produced higher article trust than the No Label condition. Specifically,
trust was significantly higher with C-ITS (p < 0.001), BW-ITS (p = 0.012), and C2PA (p = 0.015) when
compared to the baseline condition, with no significant differences among the labeling conditions
(p > 0.1). Thus, the presence of labels increased perceived article trust, though the specific type of label
did not make a significant difference.

6 5.16 C2PA-BW-ITS - —e—
N : 49 488 o ns (p =10.999)
= : BW-ITS-C-ITS —eo—H
- ns (p =0.188)
g 4 '
= C2PA-C-ITS —e—i
[ ns (p = 0.129)
% No Label-C2PA - —e—!
<2 *(p=0.015)
H No Label-BW-ITS - —o—H
s *(p=0.012)

No Label-C-ITS 1 |—eo—
0 ***(p<0.001)
CITS BW-ITS C2PA No Label 40 05 00 05 10
Condition Difference in Mean Article Trust
(a) (b)

Figure 3: (a) Mean article trust in recommended articles by label condition; (b) Tukey HSD pairwise comparisons

4.2. Comparative Evaluation of Label Perception

Participants’ perceptions of the image labels were analyzed using Likert-scale items from the final
questionnaire. Both C-ITS and BW-ITS conditions consistently received higher ratings than C2PA
across all dimensions. C-ITS scored highest for immediate understanding (M = 4.60), visual appeal
(M = 5.04), and informativeness (M = 4.94). BW-ITS was rated highest regarding support for evaluating
image trust (M = 4.86) and reassurance about image trustworthiness (M = 4.82). Both Image Trust
Score conditions were rated significantly higher than C2PA in usefulness for selection (C-ITS M = 4.38,
BW-ITS M = 4.40, C2PA M = 3.82), and in preference for more articles to display such labels (C-ITS
M = 5.29, BW-ITS M = 5.34, C2PA M = 4.98). Notably, preference for wider label adoption was the
highest-rated item across all conditions.

4.3. Label Interpretation and Understanding

Data for this analysis were drawn from multiple-choice responses regarding assumed representation
of the label and the Likert-scale items across all labeled conditions in the final questionnaire. The



analysis showed that a number of participants misinterpreted the label’s meaning: 44% selected “How
trustworthy the article is”, despite the label referring only to the image. A small number of participants
(8%) selected the second incorrect answer option “How much readers like the article”.

Self-reported label understanding was highest and most consistent in the C-ITS condition (Mdn = 5),
followed by the BW-ITS (Mdn = 4.5), and lowest for C2PA (Mdn = 4). Clicks on the label or question
mark icon for an explanation were low across all conditions (C-ITS 2.0%, BW-ITS 6.0%, C2PA 4.0%),
suggesting limited spontaneous interest in accessing additional label information.

4.4. Familiarity and understanding

To assess the impact of prior exposure on label comprehension, we compared self-reported familiarity
with social-media trust labels and the Nutri-Score to label comprehension scores by condition (see Fig-
ure 4). Across conditions, participants familiar with these indicators reported the highest understanding
(e.g., C-ITS: M = 4.82 for trust label familiarity and M = 4.74 for Nutri-Score familiarity).
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Figure 4: Self-reported understanding of labels (1 = strongly disagree, 7 = strongly agree) by prior trust labels
familiarity (Yes/No/Not Sure) across label conditions

5. Discussion

Our results offer key insights for designing image provenance labels in News Recommender Systems.
First, effective labels must be accessible, visually clear, and supported by concise explanations. Since
labels like C2PA are still unfamiliar to most users, simply placing a label is insufficient without guidance.
While labels did not significantly affect article choice or image trust, all three increased trust in the
recommended article, suggesting a halo effect where image credibility influences perceptions of the
article itself.

Nearly half of participants misinterpreted the labels as indicators of article trust, reinforcing this
effect. The simplified C2PA label was hardest to interpret, especially for users unfamiliar with trust
cues or rating systems like Nutri-Score, while color-coded designs improved comprehension. Few
participants accessed further explanations of the labels. This low engagement may reflect limited
salience or effort required for an extra click, or the perception that the label’s meaning was already
clear. These findings highlight the importance of integrating brief, prominent explanations directly
within the label interface, minimizing user effort.

A comparison of self-reported and actual understanding revealed a gap: participants exposed to
C-ITS performed better in understanding and felt confident, whereas C2PA users often overestimated
their comprehension. This misalignment underscores the need for design elements that help match
readers’ label perceptions with their actual understanding. Repeated exposure to provenance labels,



particularly those clearly explained and visually distinct, may further enhance both comprehension and
trust over time. Ultimately, label effectiveness may depend on perceived relevance and clarity to the
user.

5.1. Limitations

Our study has some limitations. Only 6.9% of participants reported a news aggregator as a platform
used for news consumption, while 44.6% cites news websites as their primary source. As the study
simulated an interface similar to a news aggregator, these news habits may have influenced participants’
interactions with the study. Second, our sample included only participants from the United Kingdom
and the United States. Results may differ in other regions [5]. Although most participants stated to
primarily access news via mobile devices, the study was conducted exclusively on computer screens,
which may have affected interaction with the study. Finally, the C2PA condition in this study relied on
a simplified, static version of the label. This could have influenced label perception and trust ratings for
both images and articles [10].

5.2. Future Work

Future research could test similar setups with improved explanatory cues or visual affordances. In
addition, it would be valuable to test these labels in different contexts, such as on social media platforms,
where baseline trust and exposure to disinformation vary. This would help determine whether label
effectiveness is context-sensitive and whether certain formats are better suited to more informal or
fast-paced media environments.

6. Conclusion

This paper introduced the Image Trust Score, a provenance label inspired by front-of-pack nutrition
designs, and compared it with a simplified C2PA label in a news recommender prototype. The study
showed that while image trust itself did not change significantly, all labels increased trust in the
associated article, suggesting a halo effect. The Image Trust Score was more intuitive and better
understood than the C2PA label, which many users misinterpreted. We also observed a confidence-
competence gap: participants often felt that they understood the labels, even when their interpretation
was partly incorrect. These findings highlight the need for visually clear and self-explanatory label
designs, supported by embedded explanations.
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