CEUR-WS.org/Vol-4074/paper5-8.pdf

C

CEUR

Workshop
Proceedings

Responsible Al in Healthcare: Managing Medical Data
under the GDPR and Al Act

Isabel Piedrahita-Vélez!, Ulises Cortés? and Atia Cortés’

"'Barcelona Supercomputing Center

?Universitat Politécnica de Catalunya

Abstract

Artificial Intelligence (AI) has, in recent years, become increasingly embedded in the medical field. By leveraging
patient data, Al promises to improve diagnostic processes and treatment plans, and even achieve personalized
treatment. However, the processing of highly sensitive medical data has raised significant privacy concerns.

To alleviate these concerns, different policies and regulations have been set in place, and technical controls,
governance practices, and internal policies have been proposed. Based on these, the Medical Data Lifecycle
(MDLC) emerges as a potential domain-specific methodology for developing privacy-conscious medical Al
systems.

While the MDLC promotes privacy-aware development, the UMAPER auditing framework complements it by
providing a structured approach to internal system audits. Drawing on established regulatory frameworks such
as the GDPR and the Al Act, and informed by real-world audit practices, UMAPER offers a practical, multi-stage
process for planning and executing internal audits in medical Al systems. By using internal assessments to verify
the actual implementation of privacy-protecting intentions, UMAPER contributes to the ongoing discourse on
responsible Al development in high-stakes domains like healthcare.
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1. Introduction

As artificial intelligence (AI) becomes increasingly embedded in healthcare systems, the conversation
has begun to shift from Can we build it? to Should we trust it? Al-based systems promise improved
diagnostics, personalised treatment, and more efficient workflows, but these benefits hinge on the
responsible use of sensitive medical data. The potential for the wrongful collection, unauthorised
circulation, or misuse of medical data during the design and development process of Al-based solutions
is a genuine concern that can result in enormous harm to the very patients it should be helping.

Finding ways to analyse compliance with privacy-preserving practices, as well as their trustworthi-
ness and effectiveness, can aid in developing more privacy-conscious Al In this context, it becomes
fundamental to focus on embedding privacy protection into data collection and model development.
However, an equally important parallel concern should be assessing whether these protections are truly
being implemented and providing benefits, particularly at scale.

The challenge of trustworthy Al in healthcare cannot be addressed solely through robust development
practices. It also demands equally robust auditing mechanisms that evaluate whether the systems
developed comply with privacy regulations, are ethically aligned, and are safe in practice. In response
to this pressing need, we propose UMAPER [1], an auditing framework tailored to evaluate medical Al
projects designed under the Medical Data Lifecycle methodology (MDLC) [1].

This paper builds on the foundation laid by MDLC, a lifecycle framework for processing of medical
data responsibly throughout an Al-based system’s design, development, and deployment. While
MDLC offers developers a structured approach to privacy-aware Al, UMAPER takes a step further by
empowering stakeholders to evaluate such a process’s outcomes critically. It introduces audit stages
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aligned with MDLC milestones, integrating risk assessment, procedural transparency, and system
accountability into the pipeline.

Through this dual-lens, privacy-aware development and systematic auditing, this work addresses a
core question: How can we ensure that privacy-conscious intentions translate into measurable adherence
to privacy-preserving techniques in real-world medical Al-based systems? By focusing on planning
and verification, we offer a framework for evaluating the adherence to and potential effectiveness of
privacy-preserving techniques.

2. Methodology

This research builds on prior work [1], in which the Medical Data Lifecycle (MDLC), a methodology
for embedding privacy and transparency into the development of Al-based medical applications, was
proposed. While MDLC focuses on how such systems should be built, this paper addresses a comple-
mentary concern: how to conduct audits to evaluate Al-based systems developed following MDLC, in
order to promote accountability and trustworthiness.

Through this work, we attempt to address one central question: How can we ensure that privacy-
conscious intentions translate into measurable adherence to privacy-preserving techniques in real-world
medical Al systems?

To this end, we propose UMAPER, an auditing framework that can be used as a reference during
both internal and external audits. It is based on the classical auditing process and structured around the
GDPR, the AI Act, and auditing guides and frameworks proposed by public and private entities.

A qualitative research approach was taken to acquire a deeper understanding of the study area,
capture contextual nuance, and provide detailed insights into these complex issues. When possible,
domain experts were contacted to gain real-life insights that might have otherwise eluded us, particularly
concerning how auditing practices are applied or interpreted in healthcare institutions.

For its development, we comprehensively analysed contemporary data protection regulations within
the European Union (EU) and auditing guidelines for Al-based systems, focusing on technical, design,
and governance aspects. The research design incorporated the following elements: (a) Systematic
Review, (b) Document Analysis, and (c) Domain Expert Interviews.

3. A Primer on Data Governance, Privacy and Transparency

Privacy, transparency, and adequate data governance are concerns that must be addressed throughout
the entire lifespan of medical data-driven systems to avoid harming data subjects. These concerns have
gained even more prominence due to the introduction of regulatory efforts such as the GDPR [2], and
more recently, the Al Act [3], which establish a strict legal framework outlining system expectations
around privacy, explainability, and transparency, among others. To meet these legal obligations, systems
must adopt privacy-aware design, development, and governance practices, such as privacy by design
principles and data minimisation.

Transparency, as defined in Recital 58 of the GDPR, refers to the clarity and accessibility of information
provided to data subjects. However, transparency should not be limited to external communication.
Internal documentation and record-keeping practices can also be essential in ensuring accountability
and trustworthiness. Proper documentation creates what has been described as a transparency trail
[4], enabling developers and auditors to trace how decisions were made, how data was handled, and
how responsibilities were assigned. This not only facilitates audits, both internal and external, but
also fosters accountability and collective awareness within development teams. To this end, the AI/ML
community has produced a number of well-established documentation techniques, such as [5, 6, 7, 8],
which include both general and domain-specific approaches.

A core principle of transparency and privacy awareness is the end-to-end management of these
concerns. Lifecycle-based management provides a structured means of incorporating privacy-aware
and transparency-oriented activities throughout development. A variety of data lifecycle models exist



in the literature [9, 10, 11, 12]. The MDLC, which we will explain in greater detail in §5, is a lifecycle
approach for the responsible development of medical data-driven applications, emphasising privacy
preservation.

4. Auditing for Trustworthy Al

Audits are tools for evaluating complex processes that often inquire about the level of compliance with
company policies, industry standards, or regulations. There has been strong interest in developing
strategies for Al auditing in the context of the GDPR and the AI Act. In June 2024, the European Data
Protection Board presented the AI Auditing Project, which aims to develop tools to help the Data
Protection Agencies of the different Member States understand and assess data protection safeguards
related to the AI Act [13].

External auditing is a review carried out by a third party, usually a competent authority or an
auditing firm, such as the well-known Big Four (Deloitte, PwC, EY, and KPMG), which holds the audited
company accountable.

Internal auditing is the counterpart of external auditing carried out by the organisation itself, instead
of an external entity. It is meant to be an objective evaluation of an organisation’s internal controls
conducted from within the organisation itself to effectively manage risk [14]. One of their goals is to
assess the completeness of, and adherence to, internal controls.

Internal controls are the policies, processes, tasks, behaviours, and other aspects of an organisation
that promote the quality of internal and external compliance and facilitate an appropriate response to
significant business, operational, financial, compliance, and other risks [15].

Both internal and external auditing are necessary, however, they each have their strengths and
weaknesses. For instance, one of the main advantages of external auditing is that the auditors do not
share an organisational interest with the audited company, leading to a more objective viewpoint during
the audit. However, they may be limited by the auditors’ ability to access the internal processes of the
audited organisation. In contrast, internal auditors usually have unrestricted access to data sources and
tools.

Furthermore, external audits are most commonly post-deployment, which implies that although they
can capture risks that have not yet materialised, they are still remedial in some capacity. By contrast,
internal auditing can span the entire lifespan of the system. This makes internal auditing more than
just a practice test for external auditing. Internal auditing is a transversal evaluation of the design,
development, and deployment processes that could potentially aid in proactive interventions to ensure
privacy rather than simply informing reactive measures.

Internal auditing usually follows a somewhat standard process; however, each audit’s specific re-
quirements will differ. In this section, we will illustrate the usual internal audit cycle and also explore
two relevant examples: an external auditing guideline by the European Data Protection Board and the
SMACTR internal auditing framework.

4.1. The Traditional Internal Audit Structure

Internal audits provide assurance and consulting services, which can focus on performance or control
verification. Assurance engagements are determined unilaterally by the internal auditing needs. In
contrast, consulting engagements are determined jointly by the internal auditors and the client, with
the specific process and steps varying significantly between engagements. In general, an internal audit
will have three main stages that focus on planning, performing and communicating the engagement
results. [16]



Planning the engagement is the first stage of an internal audit and usually involves tasks such as
understanding the context and purpose of the audit, gathering information to understand the system,
identifying and assessing risks, and identifying key controls. With this information, the scope and
objectives of the audit will be determined, as well as the test plan to outline how each key control will
be evaluated. [17][16]

Performing the engagement focuses on executing the test plan, in order to gather evidence in the
form of results and documents to support the auditor’s conclusions. Test results will be evaluated to
reach conclusions regarding the level of mitigation of the underlying risks in the current system. Finally,
the auditor will document any deficiencies identified during the audit to facilitate their discussion
during the final audit stage. [18][19]

Communicating the engagement results and monitoring process is the final stage of an audit.
However, it is important to emphasise that although there are final communications, there are also
interim communications that span all stages of the internal audit. Final communication should provide
stakeholders with the results of the audit, including its scope and purpose, timeframe, observations and
recommendations, conclusion and overall rating of the system, as well as a management action plan to
address the observations made by the auditor.[20][21]

4.1.1. The European Data Protection Board Auditing Checklist

The proposal by the EDPB [13] is a checklist auditing methodology defined in five stages: Model card,
system map, moments and sources of bias, bias testing, and optionally, adversarial audit. It emphasises
the importance of developing an end-to-end approach for algorithmic auditing, as these systems exist
in complex social and organisational contexts and depend on data produced by imperfect and complex
individuals and societies. However, although it aims to be an end-to-end audit, it focuses mainly on the
pre- and post-processing stages of the algorithmic lifecycle. As a final note, it also focuses specifically
on bias assessment, which can be very useful in medicine, as it is one of the main concerns for Al-based
systems in the field.

The algorithmic audit proposed by the EDPB is intended to be an iterative interaction between
auditors and developers. It provides templates and instructions for this interaction, specifying the
information auditors will need from the development team to carry out their work.

In the model card stage, a more thorough model card is proposed. It introduces new fields based on
GDPR and AI Act principles, which were not explicitly prioritised in the original [6]. These fields are
related to risk level assessment according to the Al Act, type and level of human involvement, explain-
ability profiling, and auditability. The auditor is also encouraged to gather any existing documentation
on the system, data reuse and utilisation permissions, data sharing agreements, transparency reports,
relevant scientific papers, and more.

The system map puts the algorithm in context. It should illustrate the relationship between the
algorithmic model, the technical environment of its deployment, and the decision-making process. The
auditor proposes the system map with the help of information gathered during the model card stage, and
the development team then reviews it. With this information, the auditor will look for evidence to help
answer yes-or-no questions related to the identification and transparency of the Al-based component
of the system, its purpose, adherence to policy, and the involvement of competent authorities in its
development.

In the bias testing stage, auditors will define tests to determine if different types of bias are
affecting the system. Auditors will harness statistical analysis, developer consultations, and stakeholder
engagement to analyse possible system bias comprehensively.

The adversarial audit stage is considered optional but highly recommended. This stage aims to
uncover biases, hidden variables, or proxy features that emerge only in real-world deployments. To
achieve this, the auditor will need to gather data about the model’s impact at scale, either through web
scraping, user interviews, crowdsourcing data, or sockpuppeting.



The EDPB Audit Checklist is also a good example of how external auditing guides can inform internal
auditing guides, as shown by the Spanish Data Protection Agency’s (Agencia Espariola de Proteccion de
Datos, AEPD by its initials in Spanish) guide for auditing requirements for personal data processing
in activities involving AI [22]. It is targeted towards the data controllers and processors themselves,
making it a guide for internal auditing, and is consistent in its scope and methods with the external
auditing guide proposed by the EDPB.

4.1.2. The SMACTR Framework

The Google Responsible Al Impact Lab has also proposed an end-to-end framework for internal al-
gorithmic auditing, the SMACTR framework. This framework incorporates lessons from auditing
practices in other safety-critical and regulated industries, such as aerospace and medical device design
and manufacturing. These industries have a long history of auditable processes and design controls
that have helped improve safety.

The SMACTR framework comprises five stages plus a post-audit stage. It aims to create internal audits
that produce a trail of documentation at each stage of development and enable critical reflection on the
system’s impact. These audits can also serve as internal educational material on ethical awareness.

The goal of the scoping stage clarifies the audit’s objective. Auditors review the system’s motivations
and intended impact to anticipate potential harm and social impact sources.

The mapping stage reviews the system’s current state, searching for internal stakeholders and
relevant collaborators. The Failure Modes and Effects Analysis (FMEA) will be started at this stage and
updated and expanded through the following stages.

In the artefact collection stage, auditors set out to identify and collect all the necessary documenta-
tion from the development process to prioritise testing. If necessary, the auditor may enforce retroactive
documentation or document some processes themselves, checking the results with the development
team. The outcome of this stage includes the datasheets and model cards, as well as a design checklist
that keeps track of the availability of all the expected documentation.

During the testing stage the auditing team executes a series of tests to assess the system’s level
of compliance with the organization’s ethical values. Depending on the organisational context, the
auditing team’s approach to conducting tests will vary at this stage. The main output of this stage is the
ethical risk analysis chart, in which the importance of each risk is defined in proportion to its severity
and likelihood.

The reflection stage is reserved for analysing the results of the tests in the context of the ethical
expectations defined in the scoping stage. In this stage, the FMEA is finalised, and artefacts such as a
mitigation plan can be proposed. A design history file that contains all the documentation related to
previous stages and, finally, a summary of the audit can also be included.

The post-audit stage is concerned with keeping track of the implementation of action plans proposed
by the auditing team, as well as making final decisions regarding the proposed Al-based application,
even to the extent of deciding to scrap the project fully.

5. A Summary of the Medical Data Lifecycle Methodology

The Medical Data Lifecycle is a structured framework designed to guide the planning, design, and
implementation of large-scale Al-based systems in healthcare while balancing strict data protection
standards in Europe. As a development methodology, it aims to clarify concerns about privacy, trans-
parency, and accountability in the design and development process. The MDLC methodology is the
backdrop against which the UMAPER auditing framework was created and the basic use case for it.

Because of this, we must provide a summary of the MDLC’s general structure, outlining its stages,
tasks, and deliverables. In addition, we will examine the auditable outputs and audit focus associated
with each stage.

Auditable outputs refer to the deliverables and documentation produced during a stage that serve
as useful assets during the audit process. Audit focus, on the other hand, describes the aspects of



a given stage that an auditor may wish to verify. For instance, compliance with privacy principles,
adherence to procedures, or evidence of risk assessment.

What makes MDLC particularly valuable is its emphasis on traceability and accountability. Each phase
introduces artefacts, such as planning documents, risk assessments, data selection justifications, and
audit-ready logs, that create an auditable trail of the decisions and safeguards implemented throughout
development. This documentation-centric approach aligns with the explicit requirements of the GDPR
and Al Act and with the needs of internal and external audits. These documents form an accountability
trail that enables compliance checks, ethical oversight, and continuous evaluation.

The MDLC is a non-linear iterative data lifecycle with seven stages plus an intermediate risk as-
sessment stage. Its modular, iterative structure also accommodates evolving legal standards and
organisational policies, making it well-suited for deployment in real-world, high-stakes healthcare
settings. A diagram depicting the basic transitions between stages in MDLC is shown in Figure 1.
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Figure 1: Medical Data Lifecycle Diagram

5.1. Plan and Design

This foundational stage defines the project’s scope, objectives, and stakeholders. It emphasises trans-
parency through early documentation of data policies, accepted use cases, and the study of relevant
populations. For UMAPER, it establishes the baseline for evaluation. For instance, defining the data
policy defines how data management will be evaluated. This, however, does not mean that a posterior
audit could not point out issues with these plans and policies that would need to be addressed in future
developments.

Auditable Outputs: The tasks and outputs of this stage are shown on Figure 2. From these, we can
emphasise the usefulness of project scope outputs in evaluating the degree of completion of the project,
the organisational structure and policies outputs to guide the verification of adherence to safe data
management practices, and the responsible data use foundations as a guide to the concerns identified
by the development team.

Audit Focus: The auditor might want to verify the compliance of the proposed data and organizational
policies with GDPR and Al Act requirements. They might also want to verify the coherence of project
objectives and values.
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Figure 2: Plan and Design Tasks and Deliverables

5.2. Select and Collect

Data sets are identified and acquired during this stage based on pre-established relevance and privacy
criteria. Data selection and data origin and selection reports provide the transparency necessary for
internal and external audits regarding data minimisation, data correctness, and verification of informed
consent.

Auditable Outputs: The tasks and outputs of this stage are shown in Figure 3. The data selection
report details why data was selected, enabling auditors to verify data minimisation. The list of partici-
pants will enable auditors to verify whether informed consent exists for all those involved. The outputs
of the data collection task will provide the auditor with a base to verify adherence to data policies and
task distribution.

Audit Focus: During audits, it will be verified if the data processing conducted in this stage meets com-
pliance and governance expectations, additionally auditors may verify compliance with the internally
defined data processing policies during this stage.

5.3. Analyse, Assure, and Prepare

During this stage, data are profiled, cleaned, and evaluated for risks. This stage reinforces privacy
guarantees through technical inspections such as risk assessments and de-identification checks.
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Figure 3: Select and Collect Tasks and Deliverables

Auditable Outputs: The tasks and outputs of this stage are shown in Figure 4. Documents related
to data integration can be very relevant during an audit to verify privacy-by-design principles, as
centralisation is not encouraged. Additionally, the Datasheet should provide auditors with enough
information to understand the created datasets.

Audit Focus: The main concerns of an auditor when reviewing this stage will be related to compliance
with de-identification requirements and the sufficiency of data quality, as well as the compliance of
data processing with internal and legal requirements.
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Figure 4: Analyse, Assure, and Prepare Tasks and Deliverables

5.4. Model and Compare

This phase involves developing and evaluating machine learning models. It emphasises reproducibil-
ity and fairness by documenting model assumptions, evaluation metrics, and performance across
demographic groups.



Auditable Outputs: The tasks and outputs of this stage are shown on Figure 5. Some key documents
include the model card, the global and specific performance metrics, and model comparison records
which will provide auditors with enough information to assess compliance and performance.

Audit Focus: Auditors might want to verify the degree of performance of the selected model or
models. If it has already been deployed, it will also be relevant to check the performance compared to
the deployed model. The auditor might also verify the completeness of the development team’s testing.
Once more, the auditor might want to verify the compliance with internal and legal requirements for
the data processing carried out during this stage. Finally, the auditor must verify whether the proposed
model falls within the acceptable use cases of Al under the AI Act.
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Figure 5: Model and Compare Tasks and Deliverables

5.5. Assess and Share

Before deployment, the system undergoes an internal review to assess legal, ethical, and clinical risks.
This aims to assess whether the system meets predefined objectives, adheres to proposed plans and
policies, and finally produce fully documented decisions regarding the project’s next stages.

Auditable Outputs: The tasks and outputs of this stage are shown in Figure 6. The final project
evaluation summaries, compliance self-assessments, and stakeholder feedback can be useful for auditors
to verify the development team and stakeholders’ perceived adherence to policy. Additionally, suppose
the development team or stakeholders set any requirements or constraints for the continuation of the
project. In that case, these documents will enable the auditor to review whether or not they were
satisfied.

Audit Focus: During an audit, it might be necessary to review the alignment of results with project
objectives and development values. Additionally, the level of correctness of compliance self-assessments
might also be double-checked through interviews with developers.

5.6. Deploy

In this stage, deployment protocols and access controls are implemented. Deployment logs, system
interfaces, and user feedback mechanisms are captured to support post-deployment accountability. This
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Figure 6: Assess and Share Tasks and Deliverables

stage is vital for UMAPER’s evaluation of operational safeguards and user impact assessment.

Auditable Outputs:

Audit Focus:

The tasks and outputs of this stage are shown on Figure 7. The system FactSheet
will be a key document capable of giving auditors an overview of the entire system. Additionally, the
proposal for monitoring and maintenance, as well as audit triggers, can guide testing during the audit.

An auditor might want to review the compliance of the deployed system with mainte-
nance and monitoring strategies and audit triggers. Additionally, it is important to verify the compliance

of the deployment interface with data protection guidelines.
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Figure 7: Deploy Tasks and Deliverables

5.7. Delete or Archive

This final stage handles the long-term management of data and models, including secure deletion or
archiving practices. For auditing purposes, it ensures that lifecycle closure is verifiable and aligned with
both regulatory obligations and user expectations around the “right to be forgotten”

Auditable Outputs: The tasks and outputs of this stage are shown in Figure 8. The archival proposal
and details will provide sufficient information to verify the regulatory adherence of the archival process.
Meanwhile, the deletion notification and report will provide the auditor with the necessary information
to verify the regulatory and organisational compliance with the defined policies within the specified
timelines.

Audit Focus: During an audit, evaluating if data deletion notifications were sent on time and if data
was deleted or archived according to policy and regulatory timelines might be relevant. The access
rights to archive files should be verified to ensure they are appropriately restricted.

5.8. Intermediate Risk Assessment

IRA checkpoints are embedded between stages to reassess system risks and compliance dynamically.
UMAPER will analyse these documents closely with to verify that risk has been adequately reassessed
as the project evolves, not just at its endpoints.

Auditable Outputs: The tasks and outputs of this stage are shown on Figure 9. The history file will
provide auditors with a complete trail of the design choices made during development. The document
requirement checklist can help guide them through the available documentation, as well as identify
which aspects of the system might require retroactive documentation. Finally, the principles and
violations checklist and the preliminary privacy impact assessment can clue the auditors into the risks
the development team perceives.
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Audit Focus: The auditor might want to verify the adherence to the principles and violations checklist,
and the documentation’s completeness level.
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Figure 9: Intermediate Risk Assessment Tasks and Deliverables

6. UMAPER: An Auditing Framework for MDLC Projects

An audit is the activity of verifying processes and quality systems to ensure that “the organisation’s
control processes are adequate to mitigate its risks, governance processes are effective and efficient, and
organisational goals and objectives are met" [23]. Auditing gathers evidence to confirm the proper
functioning of established internal controls. It is a valuable tool for identifying errors, ensuring
regulatory compliance, and highlighting areas with outdated controls.

Internal controls are policies, processes, tasks and behaviours that facilitate effective operations,
they ensure quality reporting, and maintain compliance with applicable laws and regulations [15].
Throughout the stages of the MDLC, various internal control mechanisms were introduced to raise
awareness of risks and challenging situations, promote and support informed decision-making, and
minimise errors.

Healthcare systems are already subject to high levels of scrutiny and frequent audits due to the critical
nature of their operations and the need to maintain public trust. Auditing in this domain enhances
transparency and accountability, reduces errors, and strengthens compliance with regulations. However,



introducing Al-based systems introduces unique risks, particularly regarding privacy. As addressed in
the justification for the MDLC, if Al-based systems ever become widespread in the medical field, they
will likely need to be audited. We propose an auditing methodology based on the traditional auditing
cycle and the SMACTR methodology [4] to conduct end-to-end audits for projects modelled after the
MDLC.

A tailored auditing framework for the MDLC offers several key advantages. First, it provides a
structured approach to verifying compliance with internal controls while assessing the performance
and safety of Al-based medical systems. This framework focuses on both the process and product
levels, ensuring that workflows adhere to the MDLC-defined standards and that the resulting systems
meet quality benchmarks. Furthermore, adapting the existing auditing cycle to fit the MDLC model
reduces the initial costs and resource demands of conducting audits, making it a more feasible option
for organisations.

The benefits of such a framework extend beyond operational efficiency. A well-designed audit
methodology promotes continuous improvement by creating a feedback loop between audit findings
and system development. This iterative process improves the quality of the audited project, as it might
kickstart a new iteration of the MDLC, and it can also improve the quality of future projects through
the insights it produces.

Stakeholder trust is a crucial consideration in the adoption of Al-based medical systems. Auditing
outcomes are often met with scepticism due to their reliance on human judgment, which can lead to
the insights provided by the audit being disregarded. Proposing a specific framework with predefined
stages and activities can generate a sense of legitimacy and credibility around the auditing process.
In particular, the development of an auditing framework seeks to establish procedural justice in the
auditing process, as establishing a framework can help auditors demonstrate adherence to accepted
standards and the integrity of the audit.

The proposed auditing framework has six stages: Understand, Map, Assess, Plan, Execute, and Reflect.
Each stage is based on the key auditing activities, defined by referencing the SMACTR framework, the
standard auditing cycle, and the ISO/IEC 27001:2022 requirements for information security, cybersecurity
and privacy protection. An overview of the audit framework is shown in Figure 10

6.1. Understand

This stage aims to evaluate the audit’s relevance and specify its objectives by anticipating sources of
risk and areas to investigate. To do this, the auditing provider (the entity that provides the auditing
service, whether it is internal or external) will collaborate with the audit requester (individual, group,
or organisation that requests the audit to be conducted) to gather information such as:

« Why was the audit requested? Is it a routine control, or did a specific concern trigger it?

« What is the relevance of this system in the context of the requester’s operations?

« What are the main characteristics and functionalities of the system?

« Has the system already been audited in the past? If so, what were the recommendations made?
Did management and the system team follow trough with them?

« Have any significant changes been made to the system between audits?

« What is the expected timeframe for the audit?

« What is the expected scope of the audit?

« Who is the system owner and other key collaborators the auditing team can rely on to gather
information about the system?

The auditor can complement this information with the documentation produced by the MDLC at
different stages:

« From the Plan and Design stage: The project background document, the requirement specification
document, and the principles and violations checklist.
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Figure 10: Overview of the UMAPER Framework. Double-lined boxes represent processes, regular boxes
represent tasks, blue represents input documents, and orange represents output documents.

« From the Deploy stage: The final privacy impact assessment and the audit triggers.

In short, this stage’s main tasks are gathering information on the audit’s motivation and the system’s
organisational, ethical, and regulatory context. The reason for carrying out this preliminary investigation
is twofold. First, it will help the auditing team gather initial data to assess the feasibility of the audit. In
second place, it will help the auditing team identify the areas on which the audit will focus or the audit
scope. The audit scope could potentially be a privacy risk assessment, but this framework is flexible
enough to provide a base for other types of audits. The findings from this stage should be reflected in
a report to be presented to the requester once it is finished and to the system owner (the individual
responsible for the system) before the initial meeting.

The Audit Scope Report: This report should include notes on the requester interview, the reasons
for the conduction of the audit, the areas of interest for the audit, the normative references for the audit,
the proposed auditing team, and the immediate activities, which will include the notification of the
audit to the system owner and the setting of a date for an initial meeting with the system owner so that
they may prepare.

6.2. Map

This stage’s goal is for the auditing team to learn as much as possible from the system’s documentation.
This stage occurs before the first meeting with the system owner, and its goal is to minimise the time they
are imposed on by becoming as familiar with the system as independently as possible. The knowledge
acquired during this stage will later need to be verified with the system owner team. Although the
documentation strives to capture the system’s reality, it is prone to errors and inaccuracies, especially if
the system has had any significant changes recently.



In this stage, the auditing team will review the systems documentation to familiarise itself with
the development process and identify internal stakeholders and collaborators. The documentation
review aims to identify opportunities for testing by reviewing the development process and assessing
the completeness of the documentation by interacting with it. Meanwhile, the internal stakeholder
and collaborator identifications help establish relevant contacts that might be necessary during the
following stages and identify individual participation in the final outcome, allowing auditors to assess
personal accountability for each stage of the development process.

To carry out the tasks of this stage, the auditing team may rely on documents from the MDLC, such
as:

+ From the Plan and Design stage: The outline of roles and responsibilities.

« From the Analyse, Assure, and Process stage: The final datasheet.

« From the Model and Compare stage: The model cards and the design history file.
+ From the Deploy stage: The system fact sheet and project retrospective.

Once these tasks have been completed, the auditing team may move on to the initial meeting with
the system owner. During this meeting, the auditing team will share and confirm the information they
have acquired about the system, and the system owner will provide any additional resources. After this
meeting, the auditing team will create a final system map with the most up-to-date information on the
system. It may then move on to the following stages, in which they will begin preparing questionnaires
and tests to conduct the audit. It is important to note that it is common practice to have an opening
meeting with the system owner before going into detailed planning, as this sets up the stage for a
better-informed and prepared audit.

The System Map: This document provides a checklist of the expected documentation, marking it as
available or unavailable and pointing out if any errors or inaccuracies came to light during the initial
meeting. The system map also provides a summary of the system’s structure, a description of each
relevant system unit and the relevant stakeholders and contacts.

6.3. Assess

The risk assessment stage is a necessary precursor to the planning stage. The potential risks incurred
by the system are necessary to inform test selection, as they are the key to defining relevant tests. This
is essential to guarantee that the audit is efficient and effective, focusing on areas of greatest risk.

Although the MDLC innately considers privacy impact assessment, auditors’ expertise can greatly
enhance the review and complement of this document. Additionally, as an audit’s scope is not restricted
to privacy, it might be relevant to conduct a human rights impact assessment, system bias risk assessment,
or failure modes and effects, among others.

This stage is informed by the system map; however, this information can and should be supplemented
by consulting others. Relevant contacts found during the previous stage, domain experts (medical
professionals or hospital administrative personnel in this context), external experts, or legal advisors
should be consulted to have wider coverage of the potential risks inherent to the system being audited
and systems similar to it.

Additionally, documentation produced during the MDLC that is not considered during the system
mapping can provide insight into potential risks and mitigatory measures already in place. These
documents will be particularly relevant to a privacy audit. Still, they can also be relevant towards
informing audits with different objectives, as they cover various relevant aspects regarding the project’s
development. Relevant documents include:

« From the Plan and Design stage: the data access plan and the principles and violations checklist.

« From the Select and Collect stage: The data selection report, the data origin report and the data
deidentification report.

« From the Analyse, Assure, and Propose stage: The data quality report.



+ From the Model and Compare stage: The model test and insight report.

« From the Assess and Share stage: The list of data access plan deviations and the self assessment
checklist.

+ From the Deploy stage: The proposal for monitoring and maintenance, the final privacy impact
assessment, the project retrospective and the audit triggers.

The auditing team’s work should be registered in a report. This document will be shared with the
system owner and the audit requester so that they may review it and make necessary recommendations
before proceeding to the next stage.

The Risk Assessment Report: Lists the risks found, their likelihood and severity, and possible
mitigatory measures for them. This document will also disclose any communication with relevant
contacts that led to discovering these potential risks or their justification based on the system map.

6.4. Plan

During this stage, auditors will use all the information they have gathered regarding the system, its
context, and the risks it entails to produce a concrete set of tests to be executed. Tests are one of the main
tools auditors use to assess a system’s compliance with internal company policies, legal regulations,
and even ethical values, as proposed in the SMACTR Framework. These tests should ideally help assess
the system’s most concerning or most likely risks, which is why the planning is conducted once the
auditors thoroughly understand the system.

If this is a routine control and no major changes to the system have occurred between this audit and
the last, a list of relevant tests might already exists. If this is the case, auditors should take it as a base,
update the timeframe, review the tests to ensure they are all still relevant, and either remove or update
them as necessary.

The resulting plan will be delivered to the audit requester and the system owner to inform them of
the proposed tests. The auditing team can consider any questions or clarifications the audit requires or
the system owner wishes to make. With this information, the system owner can also begin to prepare
for the upcoming tests by designing which human, technical, and other resources will be assigned to
aid during test execution.

Test selection and satisfaction criteria depend heavily on the system’s specific purpose, implementa-
tion details, and context. This is why planning will have to be conducted for each system, and results
may vary widely. However, auditors may reference testing plans for similar systems during this process.
For instance, for a medical image classifier system, auditors may want to take inspiration from clinical
audit guides to assess the medical aspect of the system, audit guides for classification systems to assess
the algorithmic aspects of the system, GDPR compliance guides to assess the regulatory aspects of the
system, and so on.

The Testing Plan: This document will include the tests to be carried out during the execution stage,
their justification, the risk they target, the required collaborators to carry them out, their expected start
and end date, the member of the auditing team responsible for them, and any additional considerations
that are deemed relevant by the auditing team. If this is an update to a previously existing plan, it
should highlight the added, removed or edited tests. Each test will also be accompanied by a justified
grading rubric detailing the requirements for a satisfactory test result. In addition to the individual test
design, the testing plan will include how system satisfaction will be calculated based on the individual
test results.

6.5. Execute

During this stage, the audit team and the system team will carry out the established tests in accordance
with the test plan. This is where most of the audit time is likely spent, and the audit team will need to



work most closely with the system team. Through this stage, auditors will engage with the system to
carry out each test defined in the plan, grade it according to the rubric proposed in the test plan, and
point out any especially relevant results.

The test results will be provided to the system owner and the audit requester, who may request a
re-test if the results seem inconsistent or unexpected. These re-tests need to be highlighted in the test
result report, as they can shed light into aspects of the system that are of special interest for future
audits.

The Test Result Report:  This document will list the tests conducted,; if it was not possible to execute
all the tests proposed in the test plan for any reason, it must also be justified in this document. For each
test conducted, the auditors responsible will provide the timeframe for execution, a result according to
the rubric, and any notes made by themselves or the system team members they collaborated with.

6.6. Reflect

In this stage, test results will be analysed and the auditing process will be reviewed. The audit team and
the system team will reflect on the way in which the audit was conducted, the sufficiency of the tests,
any insights that can be extracted from the test results, and the system’s overall performance.

In this stage, mitigation plans for risks found too high through testing can be proposed. Remedial
actions can also be suggested to handle any materialised risks that are discovered during the audit.
Finally, based on the audit findings, the risk assessment proposed during the Assess stage can be updated
to reflect the system’s current state better.

The success of this stage depends on the collaboration between the auditors and the system team. The
system team will provide valuable insight into the action plan in light of the audit results. In contrast,
the audit team recommends increasing the system’s compliance in aspects such as regulation or internal
policy. Stakeholder involvement is also crucial in this stage, as their commitment and support are
essential to ensure that recommendations are effectively implemented.

The results of this stage will be presented to the system owner and the audit requester at the closing
meeting. During this meeting, the auditor may answer questions and receive feedback on the auditing
process.

The Audit Summary: Review the audit process, summarise test results and system evaluation, and
provide final considerations regarding the extent of test coverage and any unexpected situations or
challenges encountered during the audit.

Recommendations: This document formalizes the recommendations made by the auditing team,
provides a timeframe for their implementation and proposes a follow-up audit after that timeframe.

The regulatory landscape for the development of Al solutions in critical fields such as healthcare is
extensive and dense. It is important to develop frameworks, such as UMAPER, that allow stakeholders
and developers to direct their efforts toward compliance and verify the compliance of existing systems.
The structure and expectations set by such a framework can enable Al in healthcare to grow in a more
orderly manner and reach further.

By virtue of producing an extensive accountability chain, UMAPER improves compliance with some
of the legal requirements for such systems. UMAPER can be considered a continuous, iterative process
that is planned and executed to oversee the entire life cycle of an Al system, as required by the AI Act
in its Article 9 on risk management.

The use of UMAPER will also inherently aid in complying with documentation requirements set out
in Recitals 12 and 82 and Articles 30 and 33 of the GDPR, as well as Articles 11, 17, and 18 of the AI Act.
Additionally, auditing will enhance process transparency, facilitating adherence to the requirements for
high-risk Al systems defined in Article 13 of the AI Act. Finally, aspects regarding the identification,
supervision, and mitigation of risks will also be improved by adopting auditing practices.



Auditing can broadly be considered a form of human oversight, as it ensures that a natural person
will periodically oversee the system, explicitly looking for potential risks or existing errors. This
minimizes future errors and allows for earlier detection of materialized risks. Such human involvement
is a requirement for high-risk Al systems according to Article 14 of the AI Act.

Finally, auditing presents an opportunity to review a variety of relevant issues. It is not beyond the
scope of imagination to propose tests to verify the existence of informed consent forms for all data
subjects involved (Article 9 of the GDPR, among others), the existence and effectiveness of anonymization
and pseudonymization processes (Article 25 of the GDPR, among others), and the collection of post-
market performance data to review risk analysis and documentation (Recital 147 of the Al Act; Recital
74 of Regulation 2017/745 of the European Parliament and the Council on medical devices [24]).

7. Conclusions

In healthcare, where decisions made by Al systems can directly impact patient outcomes and insti-
tutional credibility, auditing becomes an essential tool to align the level of control within medical
Al-based systems with the high standards of the healthcare field. In this paper, we propose UMAPER, a
structured auditing framework designed to support primarily internal audits of systems developed under
the Medical Data Lifecycle (MDLC). While MDLC focuses on embedding privacy and transparency
throughout the development process, UMAPER builds on this foundation by offering a practical pathway
for verification and accountability.

The UMAPER framework incorporates key principles from established auditing methodologies,
including the standard internal audit cycle, the SMACTR framework, and regulatory considerations,
while tailoring them to the specific context of medical Al-based systems. By aligning audit tasks with the
lifecycle stages of MDLC, it becomes possible to evaluate whether systems uphold regulatory standards
and organisational policies before, during, and after development. By enabling ongoing internal audits
throughout the system’s lifecycle, not just retrospective external reviews, UMAPER allows for proactive
risk mitigation.

A clear auditing structure, such as the one proposed for UMAPER, also supports procedural justice, an
essential component in building stakeholder trust. Structured audits with predefined stages, deliverables,
and evaluation criteria can lend legitimacy to the process, reduce subjectivity in audit outcomes, and
help ensure that findings are taken seriously by system owners, increasing the likelihood of observations
and recommendations being implemented instead of being disregarded as unfounded or unfair.

Additionally, it can facilitate adoption of mature and structured control and assessment processes,
making auditing more accessible across the board. Which, over time and on average, might help mitigate
the risks associated with this type of system as they have for other high-security fields [4].

In the context of responsible Al, the MDLC and UMAPER frameworks emphasise the ethical need to
ensure that artificial intelligence systems are developed and implemented in ways that prioritise data
privacy, accountability, and transparency. Responsible Al is about minimising harm and proactively
fostering trust and equity in systems that influence critical areas such as healthcare. By embedding
principles of fairness, accountability, and compliance within MDLC and UMAPER, these frameworks
align Al development with both ethical guidelines and regulatory standards, ensuring that Al serves
society.

Limitations: UMAPER is a conceptual framework that does not have empirical validation as of now,
however, it is in alignment with widely used guidelines and we intend to pursue a case study eventually.
Additionally, the UMAPER framework assumes a fairly structured organisational environment where it
is reasonable to assume resources will be available for internal auditing. Finally, UMAPER hinges on
EU-specific legislation, which may not fully generalize to different legal frameworks.
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