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Abstract

In this study, we present a conceptual design for a web privacy assessment tool, which is a browser extension
promoting privacy and fair data practices. The tool gives the user a near real-time view on network traffic and
data processing of a website. The solution makes use of large language models (LLMs) to analyze network traffic
sent to third parties like analytics services and advertisers in the web environment. It detects leaks of identifying
and contextual personal data, such as details related to the user’s health. The tool assesses the transparency of
the privacy policy document provided on the website in order to see whether the user is adequately informed
about the data shared with third parties. The tool also has the ability to detect dark patterns on cookie consent
banners. Our solution is targeted for end users, and it is meant to be an intuitive and usable tool providing clear
and timely information about the occurring data leaks. The novelty of the proposed solution lies in combining
several features. It aims to offer near real-time notifications for users, puts emphasis on the sensitive contextual
data leaks, has the ability to detect discrepancies between the actual network traffic and the privacy policy using
AlJ, and provides a concise summary of data leaks detected on the analyzed website, as well as an assessment of
the privacy and fairness of data processing practices. Our solution is informational rather than preventive by
design. It increases the transparency of data processing and supports the user’s own decision-making when it
comes to data protection.
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1. Introduction

The data collection taking place in the web environment is increasingly common and invisible [1, 2].
Many websites employ a wide array of third-party services that monitor the user’s browsing behavior
and share this data with third parties, such as big tech companies and advertising networks. Such covert
data collection can also include gathering highly sensitive personal data, for example, in the form of
visited websites or search terms. At the same time, users do not usually get a transparent understanding
of what kinds of personal data is collected on them, where does it end up, and how well privacy policies
on websites correspond to actual data collection practices [3, 4].

In this paper, we present a design for a browser extension that aims to improve the transparency
and fairness of data processing on websites. The tool analyzes the network traffic in real time and
notifies users if their personal data is leaking to third parties. In addition, the proposed tool examines
the privacy policy of the studied website and compares its contents to the actual network traffic. It also
analyzes cookie consent banners and detects dark patterns, which are deceptive design choices in the
user interfaces [5, 6].

The proposed solution differs from earlier solutions due to the unique set of features it offers. The
key idea is to combine the semantic analysis of LLMs with a user-friendly, easily installable browser
extension for assessing online privacy. It especially focuses on sensitive contextual data leaks, such as a
website leaking health data to third parties. The ability to detect discrepancies between actual network
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traffic and data collection reported in the privacy policy and provide real-time data leak notifications
as well as digestible privacy and transparency summaries and scores for the user make the proposed
solution novel. Instead of preventing data leaks, our proposed solution is designed to adequately inform
the user about the leaks, improving transparency and making more informed decisions possible.

The remainder of the current study is structured as follows. First, we discuss third-party data leaks
and the motivations for proposing a novel design for the tool. Next, we look at the previous tools and
solutions with similar features and goals. Then, we present the tool’s architecture and its essential
components. Finally, we explore the technical challenges related to the tool and the ways to address
them in the design and implementation of the browser extension.

2. Data Collection by Third-Party Services

In the last few decades, there has been a clear shift towards digital platforms and online business
models. As this trend gains momentum, businesses and organizations have begun to make use of web
analytics to collect data on their customers to optimize their websites to meet business goals and make
data-driven decisions. Therefore, on modern websites, there are many kinds of third-party services
that analyze users’ browsing behavior, measure the website’s performance, and collect demographic
information about visitors [7, 8].

An important reason for using web analytics is tracking conversions [9, 10]. In online marketing,
a conversion is a desirable action taken by a web visitor, meaning that positive engagement with the
website or a successful outcome of marketing strategy is reached through a user’s actions. Therefore,
a conversion is something that produces value for the company. By making use of web analytics, it
is possible to set conversion goals for websites and monitor users’ behavior that leads to successful
conversions. Examples include submitting a web form or placing an order in an online store.

Many non-commercial websites also make use of the same analytics services as online businesses
[3, 11]. The organization behind these websites might not be interested in business goals, but they still
track conversions. As Bekos et al. [12] put it, "actions the website has configured to be tracked are
defined as conversions". Viewed in this light, using a search function can also be defined as a conversion
and searches are often very interesting to web analytics. The visited pages are also often tracked by
the third-party services. They can be used in a process called funneling, which involves tracking and
analyzing the steps a user takes towards a specific goal or conversion [13]. A user reaching an important
page on a website can also be seen as a conversion.

While monitoring browsing behavior can be beneficial for the website maintainer, third parties
tracking users and collecting data also cause serious privacy concerns. Sensitive search terms, visits
to delicate pages, and many other private actions (for instance, purchasing a prescription medicine in
an online pharmacy) can leak to third parties. Figure 1 depicts such a situation. Third-party analytics
services, shown as red boxes, collect identifying data (like IP addresses and device identifiers) and
contextual data about the user’s page visits and behavior on the website. The collected data is then sent
to the external servers of third-party analytics companies, like Google and Meta. Often, organizations
and the developers of the websites do not seem to fully understand that serious data leaks are happening
on their web services. Consequently, users are not adequately informed about these data leaks.

Contextual data, such as URL addresses and search terms, leaking to third parties would not be a
privacy problem by itself if it could not be linked to identifying personal data. However, the fact that
these two categories are combined in HTTP requests makes data leaks dangerous. For example, an
individual user can usually be identified by their IP address. When this identifying personal data is sent
to a third party along with sensitive contextual data, like the user’s medical conditions, third parties
may be able to infer the state of the user’s health and, with enough time, their patient history.

All third parties cannot link identifying personal data, such as IP addresses, to a specific user’s
identity (real name), but for large technology companies, such as Google and Meta, this is often possible.
The users often use the same device to login to the services run by these companies, which makes
it possible to connect the IP address to the user’s real name. Moreover, these companies often store
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Figure 1: Third-party analytics services, shown as red boxes, collect identifying data (like IP addresses
and device identifiers) combined with contextual data (such as the URL addresses of the pages the user
has visited on the website).

cookies containing unique identifiers on the user’s computer for extended periods of time, which helps
them to keep track of the user’s identity.

An example of a sensitive third-party data leak would be an online pharmacy leaking names of
prescription medicines the user has viewed or ordered, combined with the user’s IP address and possible
real name. This would make it possible for an external party to infer the user’s private medical conditions
or treatments, which is a serious privacy violation. The users are exposed to potential medical profiling
and other misuse of their health-related personal data.

The tool design we propose in this paper makes invisible, stealthy data leaks visible to the user.
Performing network traffic analysis using the browser’s developer tools and going through HTTP
requests manually is laborious and not practical for an ordinary user. To get an adequate understanding
of data processing activities, an ordinary user simply needs a tool that delivers real-time, transparent
information about privacy matters while browsing the web.

3. Existing Tools and the Motivations for a Novel Privacy Extension

A significant move can be seen in recent research in the context of automatically evaluating privacy
practices of web services. One central approach is comparing the privacy policy analysis with actual
network traffic monitoring. As an example, the OVRSEEN tool by Trimananda et al. [14] captures and
inspects the network traffic and compares this empirical evidence against privacy policies declared
in the website. Our proposed tool’s methodology closely aligns with the strategy that OVRSEEN
follows, and it underscores the need for a more user-friendly and accessible web browser extension
implementation. Andow et al’s [15] work on "Poli-check” introduces an "entity-sensitive" model that
identifies the discrepancies between data collected by the first party and data shared with third parties,
such as advertisers and analytics providers.

The technological motivation behind the proposed tool is the innovative use of LLMs to conduct
advanced analysis automatically. Previously, such use of LLMs have been reported in literature in the
domain of memory leak detection, such as the LAMED system by Shemetova et al. [16]. Their study
demonstrates that LLMs can efficiently generate "context-aware annotations" for static analysis, which
traditionally requires a large amount of manual effort.

The third component of our tool design is partly influenced by the VeraCookie tool by Jo et al. [17]
with its primary focus on identifying dark patterns in cookie consent banners. Although VeraCookie’s
technological implementation lies on machine learning, including computer vision and natural language
processing, its successful demonstration of dark pattern recognition gives a possible basis for our design.

The novelty of our tool stems from the following set of features:

« Semantic analysis of network traffic using LLMs. The design of the tool enables the use of LLMs
that can semantically analyze third-party HT TP requests in real time. Therefore, the analysis does



not only rely on heuristics or static rule sets, but the tool can analyze contextual data, for example,
in URLs and search terms. Therefore, by analyzing natural language, it can determine whether
sensitive personal data, such as health symptoms or political views, is leaking to third-party
domains. This kind of context-aware leak detection can greatly aid in adequately informing users
about data processing and data leaks.

+ Near real-time data leak detection. The designed tool monitors network traffic and data flows
to third parties. The third parties receiving personal data and the types of data leaked are
identified — with special emphasis on sensitive data categories, such as data concerning health or
religious beliefs. The user immediately receives notifications when data leaks happen, clearly
and transparently explaining what kind of data is leaking and to where.

 Browser extension for end-users. There are many academic tool prototypes that analyze network
traffic, but our tool is targeted at normal web users (and can also be used by developers), designed
as a browser extension with a user-friendly interface. The goal is to provide clear and actionable
information for ordinary users without any prior technical knowledge. By building a practical
and deployable tool, its real-world impact is increased.

« Privacy policy transparency analysis. The tool automatically finds and parses a website’s privacy
policy document. The contents of the document are analyzed with an LLM. The information
given about third parties and personal data leaked to them in the privacy policy document is
then compared with the actual observed network traffic. The discrepancies between the privacy
policy and the actual data flows (for example, missing disclosures about third-party trackers) are
detected and the information is conveyed to the user. The website is also given a transparency
score based on how honest the policy is about data sharing practices, which is then displayed to
the user.

» Privacy and fairness scores. The observations the tool has made are summarized into simple scores
representing a website’s privacy and fairness of data processing. Metrics like the number of
third-party data transfers, the nature of the leaked personal data, and the transparency of the
analyzed privacy policy documents are taken into account in these scores. This helps users make
more informed decisions when browsing websites.

« Dark pattern detection. By using both computer vision and LLMs, the tool finds deceptive interface
elements in cookie consent banners. For example, hidden or absent "Reject All" buttons, misleading
color contrasts, and pre-ticked checkboxes are detected. Warning users about these dark patterns
makes them visible, and users become aware that the website tries to manipulate them.

« Support for multiple LLMs. The modular design and use of interfaces make it possible to replace
and compare different LLMs as necessary. Therefore, LLMs ranging from cloud-hosted solutions to
on-device models can be used. Studying challenges like LLM performance, possible hallucinations,
costs, and response time is important when choosing a model to be used with the actual tool
implementation. Adaptability like this supports changing the LLM and experimenting with
different options as they keep evolving.

« Focus on informing users. Our tool design does not involve removing third parties from a website
or blocking network traffic to them. Instead, the idea is just to inform users and make personal
data sharing more visible. The users get a detailed, near real-time overview of data leaks,
inconsistencies in privacy policies, and deceptive design practices.

4. Tool Design

This section presents a design for a browser extension designed to provide the users (and developers)
with transparent insights into the privacy and data fairness of the website that is being browsed. The
main goal of the extension is to provide a transparent view into data processing practices and potential
third-party data leaks that take place on the website the user is browsing. The extension aims to
present user-friendly interfaces and provide an easily understandable assessment of the privacy and
transparency of the website.



An example of how the tool works could be the following. The user visits a mental health website
and is informed of the dark pattern on the website’s cookie banner, as the "Reject all" button does not
exist. The user uses the search option on the website and searches for "anxiety". The tool detects the
search term and the user’s IP address are collected by Google Analytics. The tool also notes that the
privacy policy on the website does not mention sharing this data to any third party. The user is alerted
in real time about this data leak. This sensitive data leak also affects the privacy score that is shown to
the user.

4.1. Core Components

The tool has three core components: 1) Third-Party Data Leak Detector, 2) Privacy Policy Transparency
Analyzer, and 3) Dark Pattern Detector for Cookie Consent Banners. These components are discussed
next.

Third-Party Data Leak Detector

The first component monitors network traffic in real time and uses an LLM to analyze third-party
HTTP requests of the website the user is browsing. Particularly, it singles out the third parties receiving
sensitive personal data and personal data types being sent to third-party services.

The user of the tool gets near real-time notifications of leaked personal data and the third parties
receiving it, especially in the case of sensitive data (e.g. when data concerning health or political
opinions leak). As we have seen previously, these leaks often manifest in the form of URLs or sensitive
inputs, such as search terms, leaking. Therefore, the user may receive a notification that the medical
symptom they inputted as a search term was just leaked to a specific third party, for example.

In addition to alerting the user, a view listing the detected third parties and personal data items sent
to them is provided. The tool also gives a short, easily understandable summary of the leaked personal
data and its destinations. A simple privacy score is given to the website based on the number of third
parties personal data leaks to and the number of leaked sensitive data items.

For a tool analyzing network traffic and looking for personal data, it is important to also determine
what kinds of leaks and personal data types the tool needs to detect when analyzing HTTP requests.
When it comes to data leak types (the different ways personal data leaks to third parties), previous
research has shown that the URL addresses visited by the user and user inputs (especially search terms)
in particular are worth analyzing [18, 19]. They often contain hints of sensitive actions the user is
taking on the website. There are also specific actions, such as adding a product to a shopping cart and
clicking a specific button, that are worth analyzing.

Regarding the types of personal data leaking, we focus on two main types of personal data, as
discussed in Section 2. First, identifying personal data, such as IP addresses and device identifiers,
should be considered. There are also more traditional data items directly connected to the identity of the
user, such as the name, street address, email address, and credit card number. Second, there are many
kinds of contextual data, which cause problems when leaked together with identifying personal data.
Special categories of personal data, as outlined in Article 9 of the GDPR, are especially sensitive [20].
These include, for example, data concerning health, such as symptoms, mental health status, clinics,
medical conditions or diagnoses, medication or treatment details, and laboratory results. In addition,
political or religious beliefs and sexual orientation or behavior are considered particularly sensitive
personal data according to the GDPR.

Figure 2 shows a Ul mockup of the tool, mainly concentrating on the data leaks. It shows a general
privacy score based on the number of detected third parties and leaked personal data items, as well as
their sensitivity. It also lists the third parties and leaked data items.

Privacy Policy Transparency Analyzer

The second component, the privacy policy transparency analyzer, analyzes privacy policies with an LLM
and compares their content to the actual network traffic and third-party communications detected by



the previous component. More specifically, the transparency of a privacy policy is analyzed by testing
whether it mentions 1) all the third parties actually receiving personal data, and 2) the categories of
personal data leaked to third parties (in particular, sensitive categories such as data concerning health).

Therefore, the user can use this tool to complement lacking privacy policies and to see how transparent
they are, but it can also be useful for developers to see what kinds of third parties there are on their
website and the flaws their privacy policies have when it comes to adequately informing the user. In
addition to evaluating transparency, the tool gives a score for the clarity of the privacy policy. For
example, the Flesch-Kincaid readability test [21] is a possible option for assessing the clarity of the
analyzed privacy policies.

A simplified summary can be generated of the privacy policy of the analyzed website. This summary
can increase transparency and make it easier for an ordinary user to digest the data processing practices
of the website, especially if the policy is complicated, unclear, or vague. It allows the users to make
more informed decisions about their personal data and whether they want to use a specific website.

Dark Pattern Detector for Cookie Consent Banners

The third main component of the tool automatically analyzes the cookie consent banner on the target
website to find dark patterns. In this context, dark patterns refer to deceptive Ul elements that mislead
the user into giving their consent to cookies and data collection [22] and supplant user value in favor of
shareholder value [23]. The topic of automatically detecting the use of dark patterns has been studied in
anumber of different publications [24, 25, 26, 27, 28, 29, 30, 31] presenting several possible ways to solve
this problem. The presented methods include, for example, text based-detection [24] and combining
computer vision and natural language processing [31].

When implementing a solution for detecting dark patterns, methods based on this earlier research
can be used. While our design intentionally leaves the exact implementation of this component open,
current research indicates combining computer vision and LLMs is a promising approach [17]. The
dark pattern detection functionality will then be combined with a front-end functionality that presents
the user with this information through visual cues, such as highlighting the parts of the cookie consent
banner that contain dark patterns. The idea here is to provide the user with a clear and easily accessible
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Figure 2: A Ul mockup of the tool, displayed on the top of website the user is browsing.



way to recognize dark patterns, and, based on this recognition, make a better decision in regard to
giving consent to data collection.
The most common and important dark patterns to detect are the following:

1. Hidden rejection buttons: The situation where the users ability to reject data collection and/or
cookies is actively hidden by using a cookie consent banner that consists of several stacked layers
or tabs. This also includes the situations where the rejection button does not exist at all.

2. Pre-selected options: These are situations where the user is presented with the ability to accept/re-
ject specific categories of cookies or data collection, but where the selector elements for these
choices are by default set to accepting the data collection.

3. Deceptive color schemes or button sizes: This means the use of psychologically appealing colors and
contrasts and other visual elements that can be used to manipulate user attention and decision
making. For example, situations where the acceptance button is of bright and positive appearance,
while the rejection button is gray and dull looking.

Figure 3 shows the architecture of the designed tool as a component diagram, with the three main
components in the center, and the supporting components surrounding them. For example, all main
components feed information to the popup that displays the results to the user. Network traffic analysis,
privacy policy analysis and dark pattern analysis all make use of the LLMs through an adapter interface.

4.2. LLMs and Prompting

The tool design implements an adapter layer to easily manage changes of the used language model.
This is important as new language models keep surfacing and the existing models continue to develop.
The design of this layer is based mainly on the LangChain framework to integrate LLMs. LangChain
offers an APIL, which makes it easy to switch between different LLMs without changing the code of

Background Script Content Script
Offscreen Document
Text E <— |-|—= — — |- Privacy Policy | 7] g Privacy Link
ext Extractor Handler Finder
[ T~
| ~ L
! Traffic Handler +— — — —H — |-> Results
| Popup
I b
I | 1
I I
| .
! Cookie Banner Cookie
I I Handl H — [-» Banner
| | andler Extractor
| | |
1 | I
v v v
Backend
LLM Adapter - — 1 » LLM

Figure 3: The component structure of the designed tool.



the three core components discussed previously. LangChain supports the majority of commercially
available LLMs and several locally deployable open-source models, but leaves much to be desired for
certain popular models. For these cases a custom integration component must be developed.

The adapter layer offers several potential and desirable attributes. Firstly, it allows for the quick
addition of new models to the application as they are released, making the life-cycle of this tool much
more sustainable. Secondly, it enables easy comparison between models in terms of performance, costs,
response times, and hallucinations, which provides important perspectives for the stakeholders. Lastly,
it allows for the end-users and other stakeholders the ability to use the application with the LLM of
their choice, giving the tool a much wider potential base of adopters. This allows for the integration of
general-purpose tools as well as models that are fine-tuned specifically for privacy research purposes
as the user sees fit.

Prompting in the designed tool will be based on ready-made prompt templates, which will receive
contextual information important for task completion through data injection. The data to be injected
into these prompts will be extracted from network traffic as well as the privacy policies and cookie
consent banners used in the websites. The prompt structure will be designed based on the principles
explained in the scientific literature about prompt engineering [32, 33, 34], chief among them the idea
that the prompt must be seen in terms of four fundamental elements which are 1) Instruction, 2) Input
Data, 3) Context, and 4) Output indicator.

4.3. Operational Flow

Figure 4 shows the operational flow of the designed tool. The actions and components included in the
tool are as follows:

+ User visits a website: When the user opens the website, the front page is loaded and many
HTTP requests containing information about the user and their actions are sent to third parties.
The user should also be presented with a cookie consent banner.

+ Near real-time third-party data leak detector: This component monitors the HTTP requests
and collects the ones going to third parties. These requests are further inspected for search terms,
location data, product names, and click events. Preliminary results are given to the user based on
these findings. The results are also sent to the LLM for further analysis.

+ Preliminary results: The user is notified about which third parties information is being sent to.
Updates are given when information, such as search terms or data on product orders, is sent to
third parties.

« LLM analysis of data leaks: The LLM analyzes whether the data being sent to third parties
includes specific sensitive data items. This covers, for instance, the user’s name or email address,
but also especially sensitive contextual personal data on, for example, the user’s health, sexual
orientation, or political views.

+ Get privacy policy of the site: The contents of the front page are searched for links to the
website’s privacy policy. Once it is found, it is sent to the LLM for analysis.

+ Privacy policy transparency analyzer: The LLM is used to compare the website’s privacy
policy to the actual data being sent to third parties according to the third-party data leak detector.

« Summary and score: The user is given a summary of what personal data is being sent to third
parties and scores for the website on transparency, clarity, and legal compliance.

« Dark pattern detector for cookie consent banners: The contents of the cookie consent banner
are inspected for dark patterns. If dark patterns are found, the user is informed.

+ Display warning: The user is informed about the dark patterns detected in the cookie consent
banner.



5. Challenges and Future Considerations

Using LLMs in analyzing third-party requests is a significant challenge. Analyzing all requests in their
entirety is likely to be too computationally expensive and time-consuming (cf. [35]). To keep the
notifications given to the user in near real-time, the use of LLMs has to be lightweight and cost-efficient.
One clear solution to this challenge is the preprocessing of requests so that important parts are searched
for, for example, using regular expressions and then given to the LLM. Besides only giving the model
parts of the requests to analyze, some third parties can be ignored altogether. For example, large
analytics companies are generally more interesting as third parties than low-risk content delivery
networks. Moreover, the most popular third-party requests, such as requests to Google Analytics,
have well-known structures, which makes it easier to choose critical parts from the request. The
response-time of the current language models is also an issue [36, 37]. This challenge can be alleviated
by not requiring immediate notifications and combining the analysis of several data leaks into one
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Figure 4: The operational flow of the designed tool.
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prompt.

Combining the analysis of several requests and leaks into one prompt is also necessary because of
repeating data leaks, in which the same personal data item repeatedly leaks to the same or different third
parties. These leaks, when occurring within a short time window, should be handled in one prompt and
in a single notification to the user. Not flooding the user with notifications improves user experience
and decreases the amount of unnecessary information.

Although LLMs run by some external party are very efficient and accurate in many ways, they also
obviously present a privacy problem [38]. After all, the purpose of the tool is to educate the user about
privacy issues and make the browsing experience more transparent, not to leak the user’s search terms
to a third party (LLM maintainer), for example. A solution to this is to use LLMs run on trustworthy
servers or completely local models. Currently, however, local models can be too slow to be practical,
especially on resource-limited devices [39].

There is also the practical challenge of finding websites’ privacy policies automatically before they
can be analyzed with an LLM. There may also be several privacy policies or the necessary information
can be given in other documents, like terms of service. To successfully compare these documents with
actual network traffic, it is also important to be very specific about the categories of personal data that
the model should search from the document. Discrepancies between the policy and network traffic
should be presented to the user in an easily understandable form, possibly as a visual summary.

Dark pattern detection can also be fraught with many difficulties. Not all dark patterns and deceptive
designs can be detected, because they appear in many forms and there are too many different types of
cookie consent banners [40]. Ready-made components for dark pattern detection can also be used as a
basis for the tool. These solutions need to be investigated and compared.

6. Conclusion

In this study, we have presented a conceptual design for a browser extension that aims to increase the
transparency and fairness of data processing on websites. By combining near real-time web traffic
analysis, comparing the traffic to information given in privacy policies, and detection of dark patterns,
the tool provides the users with easily digestible information about data processing and data leaks by
using notifications. The solution does not aim to prevent the data leaks but concentrates on informing
the user and supporting their decision-making. Although the design shows promise, many technical
implementation challenges were also identified. These include LLM response times, the coverage of
network traffic analysis, and privacy concerns when using external LLMs. The future work involves
implementing and testing the designed tool.
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