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Abstract

This research investigates how to add provenance to SPARQL queries, and support queries over distributed
sources - whilst minimising unecessary information disclosure. To achieve this, we employ Zero Knowledge
Proof (ZKP) to minimise provenance, whilst retaining integrity guarantees - and Secure Multi-Party Computation
(SYMPC to reduce data-sharing when querying across distributed data-stores.
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1. Problem statement

This work develops a standardised declarative query language (data sublanguage) for accessing graph
database(s) alongside zero-knowledge verifiable provenance statements - including of data sourcing,
integrity and derivations. Supported queries include “Is Jesse over 21 according to facts issued by EU or
UK governments” — the verifiable response reveals only the answer: “yes” This query language is first
implemented in query engine(s) which evaluate queries over a locally indexed graph database. Support
is then added for queries over the union of data residing across independent and potentially malicious
graph-databases; by developing algorithms and architectures which minimize data disclosure between
sources when planning and executing queries.

In present research the verifiable data sublanguage is a SPARQL 1.1 [1] interface with proof and
provenance information added to results bindings. Next, we plan to develop a SPARQL 1.2 [2] interface
with custom built-ins. Non-SPARQL interfaces may be investigated in the future.

Minimal Use Case

A group of four friends are applying for a rental. They each have a Solid Pod [3], containing
W3C Verifiable Credentials [4], which include their last years’ worth of payslips. They need to
prove to their landlord that their cumulative salary is over £100k p.a. to rent a property.

With current Verifiable Credential standards [4], the landlord must fetch all the friends’ payslip
credentials directly. The landlord’s application can then verify the payslips and calculate the aggregate
salaries. The work to implement the data sublanguage over a local database allows the landlords
application ask the applicants Pods “is this person’s annual salary over £25k,” and have a proven answer
provided to the landlords application on demand. Support for queries over the union of data residing
across independent databases allows the landlord to ask of the four Solid Pods “is the cumulative salary
across these wallets greater than £100k.”
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Figure 1: The typical relationship between issuers, holders and verifiers in Verifiable Credential flows. Solid
Pods can act as holders.

2. Importance

Verifiable Credentials (VCs) [4] are seeing widespread adoption [5]. Driven by governments and
regulation - many Australian states have had digital drivers licenses [6] since 2016; in Europe eIDAS
(Electronic Identification, Authentication, and Trust Services) 2 regulation [7] is mandating that all
EU citizens will have access to at least one European Digital Identity (EUDI) wallet [8]; and the UK’s
Data (Use and Access) Bill [9] is likely to bring in parallel regulation to the UK in the form of the
Digital Verification Scheme (DVS). Verifiable Credentials are also becoming heavily relied upon for
supply chain traceability. The United Nations Transperancy Protocol (UNTP) [10] - for instance - uses
Verifiable Credentials to prevent conterfeiting, support sustainiability audits and improve automated
decision making.

Verifiable Credentials refer to a suite of W3C (World Wide Web Consortium), ISO (International
Standards Organisation) and IETF (Internet Engineering Task Force) standards for signing data.
As shown in Figure 1, there are three entities typically defined within these standards: the issuer —
responsible for creating and signing the data, the holder — who collects signed data from the issuer and
is usually the data subject, and the verifier - who the holder forwards the signed data to as needed.
In the Section 1 minimal example, the Solid Pod [3] is acting as a holder service. The format of the
credentials - and interfaces for transporting credentials between issuer, holder and verifier varies greatly
between the W3C, ISO and IETF standards.

There are two primary ISO standards for Verifiable Credentials: the Mobile driving license (mDL)
specification [6] and the Cards and security devices for personal identification (ISO23220) specifica-
tion [11]. The mDL defines a fixed schema of approximately 30 attributes (including name, address, and
date of birth) for digital driver’s license’s that may be encoded as JSON or CBOR. ISO23220 extends
this to other identity documents, such as passports, residency permits, and building passes. Both
specifications fix the concepts that can be expressed to specific data models, and do not have a (formal
logical) semantics for the data encoded.

The IETF is standardising JSON based Verifiable Credentials called SD-JWT-based Verifiable Cre-
dentials [12] - based on JSON Web Tokens (JWT’s) [13] which are commonly used for authentication
online. This standard does not restrict what can be expressed within credentials, but also does not
support formal semantic data models out-of-the-box

The W3C Verifiable Credentials 2.0 Data Model [4] provides a general model for adding integrity
proofs to JSON-LD [14] documents. This standard does not restrict what statements can be made



within the credential - and by requiring the use of JSON-LD - supports RDF [15] and formal semantics
out-of-the-box.

ISO, W3C and IETF all support Selective Disclosure (SD) as a feature for preserving privacy when
using Verifiable Credentials. SD enables a holder to reveal a subset of facts within a credential to a
verifier and prove those facts are true without requiring the issuer to issue a new credential. SD is
commonly advertised as enabling privacy preserving age verification with digital drivers licenses [16].
SD is typically implemented using the BBS signature scheme [17]. The holder of a BBS signature can
generate zero-knowledge proofs of knowledge of the signature, while selectively revealing a subset of
the signed messages. This signature scheme is derived from the 2004 work of Boneh et. al [18]. SD has
limited expressivity to proof of set containment. To support proving that one is over 18 - as promised in
mobile drivers licenses - issuers must sign the statement is_over_18 [6] rather than holders deriving
this statement from a date of birth.

As we discuss in Section 3, theory and tooling exists to support zero-knowledge proof of arbitrary
computations. There is clear demand for more advanced privacy features than SD in Verifiable Cre-
dentials to support use-cases such as that presented in Section 1 and proof-of-age from birth date;
evidenced by active work on this topic in the Credentials Community Group (CCG) [19] with which
the author is actively engaged.

Observing that verifiers must be able to describe the information they require from holders - it is
the authors view that the most sensible way to provide these privacy features is through a query
interface. Further, the query language must: use globally unique identifiers [1] to support distributed
data sources out of the box; be compatible with the Open World Assumption (OWA) [20] so that it is
not possible to produce invalid results by choosing to omit credentials from the input; and have clear
execution semantics [21] such that the expected results-set is well-defined whilst enabling query engine
implementations to be specialised to the deployment environment — this is the case with most query
languages such as SQL [22], SPARQL [1] and Cypher [23]. Crucially, the semantics of the query must
not be dependent on the endpoint it is executed against, as is the case with query languages such as
GraphQL [24]. The SPARQL Protocol and RDF Query Language (SPARQL) [1] supports these three
requirements.

Ideally, the query language should capture provenance, including issuer signatures, natively within
the database and query result. This could be supported with the use of SPARQL 1.2 [2] to discuss reified
terms (that is, statements about statements). This, the author intends to support a SPARQL 1.2 interface
with proof built-ins as part of this work.

3. Related Work

3.1. Zero Knowledge Cryptgraphy and zkSNARKS

Contemporary Zero Knowledge Cryptographic techniques support more expressive proofs than Selective
Disclosure (SD). We outline a subset of techniques (abstractions) for creating Zero-Knowledge Succinct
Non-Interactive Argument of Knowledge (zkSNARK) [25]. zkSNARKs allow provers (holders) to
generate a full proof without interacting with the verifier. SD proofs generated from BBS Signatures [18]
are zkSNARKSs.

Zero Knowledge Arithmetic Circuits builders (ZK Circuits) [26] - such as circom [26], plonky3
and Halo 2 [27] provide an abstraction for creating zkSNARKs. Circuit builders generate ZkSNARKs
proving whether a set of variables satisfies a given set of mathematical constraints. Which mathematical
expressions are supported in the constraints is dependent on the circuit builder - with circom [26]
supporting quadratic constraints. Gu et. al [28] prove that circuit builders can be used to generate
zkSNARKSs of correct execution of SQL queries with their implementation of PoneglyphDB [28] using
the Halo 2 Circuit Compiler [27].

Zero Knowledge Virtual Machines (ZKVMs) enable proof of correct execution of a given in-
struction set. RISC Zero [29] is one such Zero Knowledge Virtual Machine which proves that a set of
outputs have been generated by correctly executing a RISC-V instruction set [30] - without revealing



any information about the input or execution trace. Since higher level languages including Rust can be
compiled into RISC-V instruction sets, it is possible to prove whether a set of outputs have come from
the correct execution of any Rust code - provided there are no system calls. There numerous other
ZKVMs including Ceno [31], SP1 [32], Nexus21, Powdr [33] and ZkMIPS [34].

zkSNARKSs for RDF Datasets - Braun et al. [35] have developed a set of zkSNARK capabilities
for RDF terms and datasets which do not depend on circuit or ZKVM abstractions. Specifically, they
support proof of numeric bounds on terms, equality of terms between triples, set non-membership and
selective disclosure at a term level. These proofs can be generated in subsecond speeds on consumer
hardware. Whilst not directly shown in Braun et al. [35] - the capability of proving equality of terms
between triples and selective disclosure at a term level implies the ability to prove that a BGP pattern is
satisfiable by data across a set of credentials.

3.2. Distributed query evaluation with (secure) multi-party computation ((SYMPC)

We now present prior work on distributed query evaluation with (SYMPC. This includes a discussion of
Domain Specific Languages (DSLs) for (S)MPC [36] and distributed database implementations that use
(SYMPC.

There are more than a dozen (S§)MPC DSLs. These include the Secure Multiparty Computation
Language (SMCL) [37] which was developed as declarative programming language for Secure Multi-
party Computations, but does not contain descriptions for the security assumptions required for MPC
calculations. Wys* [38] - co-developed by Microsoft Research and the University of Maryland presents
a DSL for (S)MPC which provides program logic to reason about the correctness and security of (SMPC
programs.

Most work on (S)MPC over distributed storage is targeted at relational databses, typically with SQL
as the query interface. This work includes SMCQL [39], Conclave [40] and Senate [41]. SMCQL is a
framework for executing SQL series over a Private Data Network (PDN) [39], where a user submits a
query to an honest broker which the orchestrates the Secure Multi-Party Computation over the Private
Data Network with an honest-but-curious threat model. SMCQL supports joins, aggregations and
group-by queries. Conclave [40] supports a similar set of operations to SMCQL but allows weakening of
its security model to achieve improved performance. Senate was developed after SMCQL and Conclave,
and through the planning protocol developed — which enables more parallelisation of computation,
and compartmentalisation to identify when subsets of nodes work towards a particular result — has a
performance that is orders of magnitude faster than SMCQL and Conclave. Senate additionally supports
a stronger malicious security guarantee.

There is work supporting SMPC over fragments of SPARQL. The Secure Framework for Graph
Outsourcing and SPARQL Evaluation (GOOSE) [42] uses secure multi-party computation to achieve the
following features: no cloud node can learn the graph; no cloud node can learn at the same time the
query and the query answers; and, an external network observer cannot learn the graph, the query, or
the query answers. However, GOOSE is limited to support Unions of Conjunctions of Regular Path
Queries (UCRPQ) and does not support common numeric or build-in operations such as COUNT, SUM
and AVG. Further, GOOSE requires an honest broker to design the query plan and communicate it to
the compute cluster of graph databases. GOOSE also has a fixed assumption that the graph databases
executing the query are honest-but-curious. That is, the databases can be trusted to execute the plan
given to them by the broker.

SMPG: Secure Multi Party Computation on Graph Databases [43] has been produced as a position
paper and prototype for automatically executing MPC evaluation of Cypher queries [23] over Neo4] [44]
databases. SMPG is built using Conclave and so has matching weak security assumptions in addition
to performance and expressivity challenges. Cypher [23] is problematic for distributed queries as
identifiers are local to the database. Consequently, queries often must explicitly disambiguate entities
by identifying the which node it occurs in within queries MATCH(node1: label1l). This is not amenable
to one of our driving goals which is to abstract away all underlying architectures to the greatest extend
possible and have a pure data-layer for systems to work with.



4. Research question(s) and hypotheses

This research aims to develop standardised declarative query language (data sublanguage) supporting
zero-knowledge verifiable provenance statements — which shall herein be referred to as a verifiable
data sublanguage.

Research Question

Which logic profiles of verifiable data sublanguages afford computationally efficient query-engine
implementations against given configurations of data and identity infrastructure?

Sub Questions (RQs)

1. Which logical profiles can be supported by a query engine implementing a verifiable data
sublanguage for a single graph database.

2. When implementing this verifiable data sublanguage across a distributed set of graph
databases:
a) what is the minimal set of information that can be shared (disclosed) between the
graph databases in computing the result, and
b) what logical profiles of the verifiable data sublanguage from RQ1 can be efficiently
supported for given configurations of graph databases.

RQ1 is expected to use Zero Knowledge Proof (ZKP) techniques, RQ2 is expected to develop federated
query planning and execution engines that apply Secure Multi-Party Computation (SMPC).

5. Preliminary results

We are currently progressing on RQ1 and have not yet started RQ2. So far, we have developed an
extension of SPARQL 1.1 that supports zero-knowledge proof that a SELECT query result is correct.
Specifically, we prove that results are computed from a knowledge base comprising facts signed by a
given set of issuers. For the architecture we develop, facts are ingested into the knowledge base from
W3C Verifiable Credentials [4] signed using the ed25519 signature algorithm [45]. We have implemented
this SPARQL extension in the RISCZero Zero Knowledge Virtual Machine (ZKVM), benchmarked the
implementation, and outline the performance improvements that can be made to make a production
ready implementation of the SPARQL extension in a near-term timescale.

The RISCZero implementation supports all spec compliant SPARQL 1.1 SELECT Queries. We have
benchmarked the implementation on a range of machines and found the execution time too slow for
production evironments. For example, a Macbook Air machine running macOS Sequoia 15.4.1 with an
M1 chip and 16GB of memory takes approximately 7.5 minutes to execute the query SELECT * WHERE
{ ?s ?p ?0 } over asingle credential containing 23 triples. This was expected as the goal of the ZKVM
implementation was to design the SPARQL SELECT interface and prove the feasibility of implementing
the interface.

6. Evaluation

The theoretical complexity analyses will be performed in the same manner as the SPARQL complexity
analyses have been performed by Perez et. al. [46] for SPARQL and Horrocks et. al. [47] for rule-based
inference profiles such as SROIQ.

For experimental evaluations we have developed zkSPARQL bench dataset' which consists of the
Lehigh University Benchmark (LUBM) [48] and Berlin SPARQL Benchmark (BSBM) [49] with the

'https://github.com/jeswr/zkSPARQL-bench/
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datasets partitioned and signed to form sets of credentials.

7. Reflections and future work

We have so far designed the SPARQL 1.1 SELECT interface and prove the feasibility of implementing
the interface against a centralised database.

Future work is to support the ASK and CONSTRUCT query methods; and to support the TSV, CSV
and XML results formats for SELECT queries. Moreover, there is also future work to support SPARQL
1.2, including the development of built-ins to support surfacing proof statements as assertions on reified
triples. We also need to begin work on supporting query across distributed databases using (SYMPC.

We are also working to develop more efficient implementations SPARQL 1.1 SELECT interface -
with an explicit goal of brinigng the proof time below 1 second when executing common queries over
datasets with less than 1000 triples. To do this we are developing implementations that do not rely on
a ZKVM. For simple queries such as BGP pattern matching we are working with Braun et al. [35] to
directly use properties of BBS+ [17] signatures to generate the proof. For more complex queries, for
instance requiring string operations, we are developing circuit-based implementations - which Gu et.
al [28] show to be efficient in their SQL work.
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