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Abstract

Trusted data exchange between parties requires robust mechanisms for governing how data is requested and
accessed in a transparent and accountable manner across contexts. To achieve this, data exchange systems must
support the interoperable expression, interpretation, and enforcement of access and usage control policies. While
the W3C Open Digital Rights Language (ODRL) can capture complex policies for technical, societal and legal
requirements, it currently lacks a mechanism to express requests for such data, and the context in which to
evaluate the policies and requests. To address this issue, we derived key requirements for policy-based access and
usage control systems to specify terms for describing: i) evaluation requests (formal descriptions of requested
actions), and ii) the state of the world (knowledge representing real-world information relevant to the evaluation
of the target policy or policies). We propose ontology design patterns using these terms to describe evaluation
requests and the state of the world, which, in conjunction with policies, are necessary inputs for ODRL evaluators
to assess which rules are active and which prohibitions and obligations have been violated or fulfilled. We
demonstrate the expressiveness of our approach by analysing its coverage of the ODRL standard: while we
conclude that there is no direct 1:1 mapping between ODRL concepts and the proposed request and state of the
world terms, full coverage of the ODRL left operand constructs is achievable using the proposed ontology. Hence,
our proposal provides the formalism required by ODRL evaluators to represent contextual information as inputs
for policy evaluation, which can be used by current state of the art implementations to interoperably interpret
and enforce ODRL policies. Future work includes the integration of our approach into the formal semantics work
being developed in the context of the W3C ODRL Community Group, as well as its real-world usage in ODRL
evaluator implementations.
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1. Introduction

Interoperability is paramount for the digital economy [1, 2]. Amongst others, it ensures that heteroge-
neous systems can consistently interpret and enforce access and usage control policies, thus enabling
scalable, vendor-agnostic data integration and safeguarding against fragmentation, e.g., through the
usage of open standards at both data and service levels. As described in the European Commission’s
European Interoperability Framework [3], interoperability governance encompasses not just the man-
agement of organisational structures, roles and responsibilities, but also refers to the administration
of “policies, agreements and other aspects of ensuring and monitoring interoperability at national and EU
levels”. Hence, to ensure its correct implementation, digital services must comprise multiple interoper-
ability layers; from legal and organisational, to semantic and technical interoperability. Given the focus
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on policy-based access and usage control, this work specifically aims to address semantic and technical
interoperability — while semantic interoperability ensures that the intended meaning of exchanged data
is preserved and accurately interpreted by all parties involved in the exchange, technical interoperability
includes the infrastructure needed to connect and integrate services, including standards for data
exchange and communication [3]. Drawing on these principles, the European Commission recommends
the prioritisation of metadata management, and the usage of open standards, as indispensable factors
to ensure interoperability.

In this context, the Open Digital Rights Language (ODRL) [4, 5], as a W3C standard for policy
expression, is already employed in various domains and initiatives, such as Solid [6, 7] and Data
Spaces [8, 9, 10], primarily based on ODRL version 2.2, to define access and usage control policies.
However, the policy expression alone is insufficient for accurate evaluation and enforcement. Contextual
information is required to interpret a policy meaningfully. If a payment has to be made in order to
play a song, the payment state needs to be verified. If a policy is valid when the policy consumer is in
Spain, the consumers’ location must be represented. Furthermore, if a certain action is requested, then
information about the concrete request, including its requesting party or the target of the request, must
be evaluated along with existing policies. Finally, context information is also required in the context
of legal compliance. For instance, in the context of personal data usage, data protection regulations,
such as the General Data Protection Regulation (GDPR) [11], frequently mandate the specification of
a purpose to request or establish valid consent for data processing. As such, for any party creating
or relying on ODRL policies, it is essential to ensure that ODRL evaluators behave deterministically,
meaning they must produce identical outcomes when provided with the same contextual inputs. For
example, because of missing real-world context, evaluator A could conclude that a certain mandatory
action has already been performed and, hence, that the related duty was fulfilled, while evaluator
B could conclude the contrary and thus resulting in a violation. Consequently, a foundational step
in achieving such interoperability — and the main contribution of this paper — is to formally define
contextual inputs of an ODRL evaluator.

To address this need, we introduce two complementary models. The State of the World model
represents contextual information relevant to policy enforcement, including temporal, spatial, and
historical aspects. The Evaluation Request model provides a formal description of the action to be
assessed against an ODRL policy. Together, these models enhance the precision, interoperability, and
practical applicability of ODRL policy evaluation in real-world data exchange scenarios. Accordingly,
this article presents the first proposal of its kind to formally model contextual inputs for ODRL-based
access and usage control.

The remainder of this article is structured as follows: Section 2 provides a background on ODRL, its
formal semantics and existing ODRL evaluator implementations, as well as an overview of related work
on Ontology Design Patterns (ODPs) related to policies. In Section 3, we define the requirements for
the development of an ontology to represent evaluation requests and contextual information about
the state of the world. Section 4 contains the proposed ontology and the defined ontology patterns.
Section 5 discusses the expressiveness of the proposed ontology to cover ODRL 2.2 policies, as well as
challenges related to dynamic constraints and the behaviour of policy-based systems. Finally, Section 6
concludes the paper and provides pointers to future research.

2. Background & Related Work

ODRL is specified in two W3C Recommendations: the ODRL Information Model 2.2 [4] and the ODRL
Vocabulary and Expression 2.2 [5]. In addition, supplementary documents published by the community
define ODRL profiles — extensions tailored for specific domains — propose good practices, or formalise
the semantics of the language [12].

The official charter of the W3C Permissions and Obligations Expression (POE) Working Group — which
produced ODRL 2.2 — explicitly excluded the definition of access control or enforcement mechanisms.
Consequently, essential elements such as the evaluation request, state of the world contextual information,



and the evaluation result were not specified. This omission has led to mutually incompatible imple-
mentations. By contrast, the legacy system XACML [13] represents context in the Request Context,
an XML/JSON structure that encodes attributes of the subject, resource, action, and environment for
policy evaluation. Nonetheless, this structure does not provide the necessary parameters to evaluate
and enforce usage control, such as concepts to represent current time or location, focusing on access
control.

The list of ODRL public implementations’ includes the Open Digital Rights Enforcement (ODRE) [14]
for policy enforcement in both Python and Java, the Gaia-X Policy Decision Point?, the marketdata.md
platform for managing critical business data®, a JavaScript implementation for news information*,
ODRL-PAP®°, the MOSAICrOWN policy engine®, the MYDATA Control Technologies policy engine created
by Hosseinzadeh et al. [15], the Prometheus-X ODRL manager7, Polival®, and the ODRL Evaluator from
Slabbinck et al. [16]. Although all of these implementations perform ODRL evaluation, they lack a
common vocabulary to represent evaluation requests and state of the world information, resulting in
heterogeneous implementations that do not interoperate [16]. The need for a complete representation of
all the elements involved in ODRL evaluation has also been recognised by other researchers [17]. Akaichi
et al. proposed a policy framework in which the “state of affairs” is essential [18], while Bonatti et al.
emphasised the importance of mapping all relevant information into a formal logic system [19]. As such,
the models proposed in this article represent a first step towards having interoperable representations
of the contextual inputs necessary to evaluate ODRL policies.

Ontologies provide a well-established means of representing this contextual information in a struc-
tured, interoperable, and machine-readable way. By defining shared vocabularies and formal semantics,
ontologies enable heterogeneous systems to interpret contextual facts — such as temporal constraints,
spatial conditions, or agent roles — in a consistent manner. This semantic grounding facilitates reasoning,
supports richer policy conditions, and allows the integration of data from multiple sources. Time-related
aspects can be represented using temporal ontologies, locations through geospatial ontologies, and
organisational roles through domain-specific vocabularies, all of which can be combined with policy
models. If it is known that I am in Madrid, policies that allow me to do something in Spain will be valid
because the system can reason that Madrid is in Spain.

Ontology Design Patterns (ODPs) further support this goal by providing reusable modelling solutions
to recurring representation problems [20]. ODPs exist for modelling events, provenance, and spatial
information, which can be adapted to capture elements of the state of the world relevant to policy
evaluation. The use of ODPs can help ODRL evaluators adopt common, interoperable models for
contextual information, reducing ambiguity, and improving cross-system compatibility. In particular,
an evaluation request model enriched with well-chosen ODPs would allow implementers to express
both the requested action and the relevant contextual facts using established, interoperable patterns,
paving the way for deterministic and semantically robust ODRL policy evaluation.

Early work in this domain includes the Licensing Ontology Design Pattern [21], proposed in 2013 to
capture licensing terms and constraints in a consistent manner. Building upon this foundation, the
OntCAAC (Ontology-based Context-Aware Access Control) framework adopted semantic technologies to
model dynamic contexts and their corresponding access control policies, incorporating a specialized
context model tailored for access control scenarios [22]. Complementing these efforts, Mustafa et al.
proposed an ontology-based access control model for the JADE platform, effectively combining Semantic
Web technologies with context-aware policy mechanisms [23]. Similarly, Priebe et al. [24] extended
the XACML standard by defining context information associated with access control management
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policies through basic operators represented in OWL, enabling more expressive authorisation evaluation
requests and results. More recently, Brewster et al. [25] advanced this line of research by proposing
Ontology-Based Access Control (OBAC) policies for data access based on assigned metadata, leveraging
Semantic Web technologies to enhance the expressiveness and interoperability of security policies. These
approaches collectively demonstrate the effectiveness of ontological representations in capturing the
complex contextual elements involved in policy-based authorisation systems, including user attributes,
environmental conditions, resource characteristics, and temporal constraints that influence authorisation
decisions.

3. Requirements

In this section, requirements for policy-based access and usage control systems were analysed, in par-
ticular considering technical requirements for the interoperable evaluation of ODRL policies. Although
the W3C ODRL Community Group has been developing a specification for the formal semantics of
ODRL [12], this specification has so far defined how an ODRL evaluator should behave, especially
focusing on determining what should be the output of such systems. However, to effectively compute
such an output, an ODRL evaluator needs not only to consider policies, but also other contextual
information. Consider this example policy: Company X allows employees to access documents during
weekdays only, from the EU. To evaluate whether such a policy is in effect or not, an ODRL evaluator
needs to use the previously mentioned policy, but also needs information about the current date and
time to evaluate whether the access is being attempted on a weekday, information about the employee’s
whereabouts — and whether the person is actually an employee of Company X —, as well as the
employee’s ability to actually request said data. As such, in the following subsections, we will explore
concrete requirements for both evaluation requests and state of the world contextual information.

3.1. Requirements for Evaluation Requests Representation

Considering an access control scenario, beyond the policies that specify the conditions of access of users
to certain resources, an ODRL Evaluator requires a formal way to describe the action being requested,
as well as the party requesting it, the targetted resource, or other contextual information. We refer to
such a concept as a Evaluation Request.

Definition 1 (Evaluation Request). Formal description of a requested action by an assignee on a target
asset, which can be enriched with further contextual information.

While traditional access control systems focused on the first three mentioned properties, i.e., (action,
party, target), as the basis for the expression of access policies, modern access control systems need to
be more expressive, in particular if they are to tackle more complex use cases. Namely, to cater to legal
requirements, such as the transparency requirements described in the EU’s GDPR [11] for the processing
of personal data or in the Data Act [26] for accessing data generated through the use of connected
products or related services, there is the need to express additional concepts, such the purpose of the
access or the legal ground that justifies said access. As such, the possibility of expressing additional
contextual constraints should also be considered as a requirement for evaluation requests. To answer
these requirements, the following competency questions were formulated to guide the development of
our proposed ontology:

CQR1. What is the requested action?

CQR2. Who is the party issuing the evaluation request?
CQR3. What is the target asset of the evaluation request?
CQR4. When was the evaluation request issued?

CQRS5. What additional contextual information can be included in the evaluation request to further
constrain it?



3.2. Requirements for State of the World Representation

Furthermore, if the policies under evaluation include constraints (such as temporal or spatial restrictions),
involve memberships to asset or party collections, or require the history of performed actions to assess
whether a duty was fulfilled or not, additional information needs to be provided to the evaluator at the
time of the request. We refer to such contextual information as the State of the World (SotW).

Definition 2 (State of the World). Knowledge representing real-world information aiding the evaluation
of ODRL Policies. (Adapted from Slabbinck et al. [16]).

As such, the following competency questions were formulated to guide the development of our proposed
ontology:

CQS1. What is the current time?

CQS2. What is the location of a party?

CQS3. What assets are part of the asset collection of the policy that is being evaluated?
CQS4. Which parties are part of the party collection of the policy that is being evaluated?
CQS5. What actions were already performed or attempted?

CQS6. How many times has a rule been exercised?

CQS7. What information is available about an event that has occurred?

CQS8. How long has a rule been exercised?

CQS9. Which recipients or categories of recipients can receive the result of the rule that has been
exercised?

CQS10. Has a financial payment been made? What was the amount paid?

The SotW concept is quite broad and can be used to cover information about anything that might be
needed for a policy evaluator to compute its output. We focused on providing a minimal list of concepts
by looking at the ODRL standard, to later analyse the proposed model in terms of its coverage of the
ODRL 2.2 terms. Hence, this is a non-exhaustive list of requirements, which can be further improved
with demands from real-world implementations, as well as by considering additional constraints defined
in ODRL profiles.

4. An Ontology for Evaluation Requests and SotW

As covered in the previous sections, there is a gap in the representation of knowledge needed to evaluate
policies that determine data access and usage. In particular, when looking at the ODRL standard
and the recent developments on its formal semantics, the formalisation of evaluation requests and
SotW information is required to determine the output of an ODRL evaluator in an interoperable and
deterministic manner. Hence, using the requirements identified in Section 3, we present an ontology,
and respective Ontology Design Patterns (ODPs), which include terms for the representation of such
concepts.

The development of the ontology followed the Linked Open Terms (LOT) methodology [27], which
provides a structured approach for the specification, implementation, publication, and maintenance of
ontologies. This methodology builds upon established practices in Semantic Web technology develop-
ment and aligns with the typical lifecycles of software engineering and research projects. The ontology
is published through the w3id.org’ service, which provides permanent identifiers for the Web, as well as

*https://w3id.org


https://w3id.org

content negotiation capabilities. This enables the delivery of both human-readable documentation and
machine-readable representations from a single, stable URI. The source code is hosted on GitHub'?, with
version control managed using the Git system. The ontology is available at https://w3id.org/force/sotw,
under the CC BY-SA 4.0 license, and reuses available terms from the ODRL, Compliance Report [16]
and DCMI Metadata vocabularies, in line with FAIR (Findable, Accessible, Interoperable, Reusable)
principles.

In the next subsections, the ODPs for evaluation requests and SotW information are described in
detail, and examples of their usage are provided.

4.1. ODP for Evaluation Request

Currently, the ODRL Core Vocabulary [5] does not provide the terms to describe an evaluation request.
While it contains an odrl:Request concept in its Common Vocabulary, this concept is non-normative
and, as such, not mandatory to be supported by ODRL evaluators. Moreover, this concept is a subclass
of an ODRL policy, it is non-binding and could contain both permissive or prohibitive rules. Hence,
since its semantics do not align with the provided description of an evaluation request, we define
EvaluationRequest as a class in the proposed ontology with the following predicates:

Predicate Usage

requestedAction The requested action to be evaluated
requestingParty The party requesting the action
requestedTarget The asset on which the action is to be performed

context Additional contextual information that MAY be included in the request

Since ODRL already includes a taxonomy of actions for rules, these should be reused to describe
the requested actions, while the range of the properties requestingParty and requestedTarget are
instances of the odrl:Party and odrl:Asset terms, respectively. Furthermore, ODRL’s Constraint
and LogicalConstraint structure, i.e., the (left operand, operator, right operand) construct and the
logical operands to use multiple constraints simultaneously, can be reused to include further contextual
information in evaluation requests, e.g., to give a purpose for the request or to specify the file format
into which an asset will be transformed. Finally, as recommended in the ODRL standard to specify
the issuance date of policies, the dcterms:issued property'! can also be reused to register the time of
issuance of the evaluation request. As an example'®''*, if Alice, ex:alice, requests to translate the asset
ex:document-1234 into French or Dutch, the EvaluationRequest in Listing 1 must be presented to an
ODRL evaluator to determine whether this request is permitted or not.

ex:request a :EvaluationRequest ;
dcterms:issued "2024-02-12T11:20:10.9997"~"xsd:dateTime ;
:requestedAction odrl:translate ;
:requestingParty ex:alice ;
:requestedTarget ex:document-1234 ;
:context [
odrl:leftOperand odrl:language ;
odrl:operator odrl:isAnyOf ;
odrl:rightOperand "fr", "nl" ]

Listing 1: Evaluation Request representing Alice’s wish to translate a document into French or Dutch.

Source code of the ontology available at https://w3id.org/force/sotw/repo.

""DCMI Metadata Terms are published under the namespace http://purl.org/dc/terms/, with ‘dcterms’ as its preferred prefix.
“The namespace https://example.org/, with ‘ex’ as its preferred prefix, is being used throughout the paper for the examples.
BThe empty prefix, ‘:’, is used throughout the paper to represent the terms introduced by our ontology.
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A visualisation of this pattern is presented in Figure 1.

Figure 1: Evaluation Request proposed terms.

4.2. ODP for State of the World

ODRL ODRL—>»
Proposed terms Proposed terms Asset LogicalConstraint
—ocreaws—> |
requestedTarget operand
Action requestedAction EvaluationRequest context Constraint
leftOperand
issued requestingParty
operator
dateTime
Party rightOperand

In addition to pattern-based requests, as previously discussed in Section 3.2, formal descriptions of the
state of the world are required to evaluate ODRL policies. Although it can be argued that the SotW
can be represented in RDF with any relevant ontology, to promote interoperability and allow for easy
extendability, we propose a core ontology of terms that cover the identified requirements. Thus, we

define SotW as a class in the proposed ontology with the following predicates:

Predicate Usage
currentTime The current time of the state of the world
currentLocation The current location of an ODRL party
assetCollection An asset that is part of an ODRL asset collection
partyCollection A party that is part of an ODRL party collection
existingReport Existing reports from previously performed ODRL evaluations
count  The amount of times a rule has been exercised
event Information about an event that has occurred
accumulatedTime An accumulated amount of time a rule has been exercised
recipient Information about a recipient of a rule that has been exercised
paidAmount Information about a performed financial payment

A visualisation of this ontological pattern is presented in Figure 2. Since we do not wish to force the
usage of certain vocabularies or resources to represent certain state of the world concepts, in particular
for the specification of locations, recipients and events, their range is kept open to use URIs and/or
strings. As an example, to evaluate a certain request, the ODRL evaluator requires information on the
location of the requesting party, as well as on the recipient to which the asset is going to be transferred.
Listing 2 provides an example of how such SotW can be modelled, by using the ISO 3166'* standard to
represent the location and the dpv:AcademicScientificOrganisation term'® to specify which type of

Yhttps://www.iso.org/iso-3166-country-codes.html, accessed on 28/July/2025.
DPV [28] is published under the namespace https://w3id.org/dpv#, with ‘dpv’ as its preferred prefix.
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ODRL
Proposed terms . ) .
anyURl], string date, dateTime duration
Compliance
Report
XSD currentLocation  currentTime accumulatedTime
Proposed terms decimal
paidAmount
Asset assetCollection SotW
event
partyCollection anyURI
recipient existingReport  count
Party
anyURI PolicyReport integer

Figure 2: State of the World proposed terms.

recipient the ex: recipient is.

ex:sotw a :SotW ;
:currentLocation <https://www.iso.org/obp/ui/#iso:code:3166:BE> ;
:recipient ex:recipient .

ex:recipient a dpv:AcademicScientificOrganisation .

Listing 2: State of the world representing the location of a requesting party and a recipient.

For time-related, or numeric-bound, terms, such as the current or accumulated time and the count
and paid amount terms, dateTime, duration, integer and decimal literals are expected to be used,
though further information can be added if necessary though the usage of other vocabularies. Listing 3
provides an example of a SotW representation that contains a performed payment, where beyond the
expected decimal value to represent the paid amount, DBpedia is used to represent the currency in
which the payment was made.

ex:sotw a :SotW ;
:paidAmount ex:payment .

ex:payment rdf:value "5.0"~"xsd:decimal ;
<https://dbpedia.org/ontology/currency> <http://dbpedia.org/resource/Euro> .

Listing 3: State of the world representing information on a performed payment.

Moreover, to denote the memberships of party and asset collections, and as prescribed by the ODRL
standard, the odrl:partOf property is used to assert that a certain party is a member of a certain party
collection. Considering an example in which a policy states that “Only members of Team A are allowed
to read file X”, to evaluate such a policy, the SotW needs to inform the ODRL evaluator on which team
members belong to Team A. With the SotW represented in Listing 4, Alice, ex:alice, is allowed to read
file X since she belongs to Team A, ex: teamA.

Finally, to represent information related to attempted and/or performed actions, e.g., to understand
whether a certain duty has been fulfilled or a prohibited action performed, we propose the usage of



ex:sotw a :SotW ;
:partyCollection ex:alice .
ex:alice odrl:partOf ex:teamA .

Listing 4: State of the world containing information on a party collection.

reports modelled with the compliance report model vocabulary'®. This vocabulary is the state of the art
resource for elaborating the output of an ODRL evaluation, as described in Section 2, since it contains
the terms to describe the attempt and performance state of actions related to rules. Listing 5 presents an
example of an existing report in which a duty, ex:duty, which states that party A needs to compensate
party B, was performed, as indicated by the report:Performed concept, and, since this duty is active,
as indicated by the report:Active concept, it was fulfilled by party A. If such a duty is a precondition
for the execution of a permissive rule, e.g. the compensation duty needs to be fulfilled so party A can
have access to a resource X, such a report needs to be provided in the SotW to the ODRL evaluator so
that it has a way to check whether the duty has actually been performed.

ex:sotw a :SotW ;
:existingReport ex:report .
ex:report a report:PolicyReport ;
dcterms:created "2024-02-12T11:20:10.999Z7"~"xsd:dateTime ;
report:policy ex:policy ;
report:ruleReport ex:dutyReport .
ex:dutyReport a report:DutyReport ;
report:rule ex:duty ;
report:activationState report:Active ;
report:performanceState report:Performed ;
report:deonticState report:Fulfilled .
ex:duty a odrl:Duty ;
odrl:action odrl:compensate ;
odrl:assigner ex:partyB ;
odrl:assignee ex:partyA .

Listing 5: State of the world containing a report of a performed duty.

5. Discussion

5.1. ODRL 2.2 Coverage

To demonstrate the expressiveness of our approach, Table 1 presents a mapping of our proposed terms to
the requirements identified as competency questions in Section 3, as well as a mapping of the proposed
terms to the ODRL concepts that can be covered by such terms.

As visible in this analysis, all competency questions can be answered using the defined terms, or in
case of COR4 by reusing the dcterms:issued property to express the time of issuance of an evaluation
request. When it comes to the coverage of the ODRL 2.2 standard, and in particular when looking at
the mapping of the state of the world concepts to existing ODRL left operands, there is no direct 1:1
mapping for all ODRL concepts. For example, the proposed SotW currentTime term can be used to
provide temporal information to the ODRL evaluator, which in turn can evaluate policies containing
ODRL constraints with dateTime, delayPeriod, elapsedTime, or timeInterval left operands. On the

Compliance Report Model is published under the namespace https://w3id.org/force/compliance-report#, with ‘report’ as its
preferred prefix.
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Table 1

Mapping of proposed terms to the identified requirements, expressed as competency questions, and coverage of

the ODRL 2.2 standard.

CQ Proposed Terms ODRL 2.2
CQS1 currentTime dateTime, delayPeriod, elapsedTime, timeInterval
CQS2 currentLocation spatial, spatialCoordinates
CQS3 assetCollection AssetCollection
CQS4 partyCollection PartyCollection
CQS5 existingReport Duty, Action
CQS6 count count
CQS7 event event
CQS8 accumulatedTime meteredTime
CQS9 recipient recipient
CQS10 paidAmount payAmount
COR1 requestedAction Action
CQR2 requestingParty Party
COR3 requestedTarget Asset
CQOR4 dcterms:issued -
CQR5 context Constraint, LogicalConstraint

contrary, SotW terms such as count, event, accumulatedTime, recipient, and paidAmount have a
direct mapping to their ODRL left operand counterparts.

The left operand constructs that are not covered in the SotW contextual information can be utilised as
constraints in evaluation requests. Consider the following use case: Bob wants to have access to a certain
video stream, but only needs access to minutes 4 to 9, for the purposes of an academic research project. While
this information needs to be available to the ODRL evaluator, so that it can determine if said access is
permitted, they should be modelled as odrl:absoluteTemporalPosition and odrl:purpose constraints,
respectively, and provided through an evaluation request and not as part of the SotW. However, due to
their less defined semantics, ODRL left operands such as the systemDevice or the virtualLocation
terms, defined as “An identified computing system or computing device used for exercising the action of the
Rule” and “An identified location of the IT communication space which is relevant for exercising the action
of the Rule”, respectively, are arguably possible to be represented in the SotW.

As such, we can conclude that the current proposed model, either by conveying contextual information
through the evaluation request or the SotW, can be used to cover the ODRL 2.2 standard left operands.
Future work on the integration of the proposed model into existing ODRL evaluator implementations,
as well as the exploration of additional constraints specified in ODRL profiles, will provide further
real-world evaluation of the expressiveness of our approach.

5.2. Dynamic Constraints

Representing values that may change over time, i.e., dynamic values, related to certain policy constraints
is a challenging task. On the one hand, the ODRL ontology does not provide any means of representing
values in policies, although researchers have already discussed the need for it [17]. On the other hand,
representing these values directly as triples is not feasible for data such as current time or the GPS
coordinates of a requesting party who is moving, since the mere action of including them as RDF triples
in the SotW might already represent an incorrect value [29].

Nonetheless, handling such dynamic values is a challenge that needs to be tackled by ODRL-based
systems. Some approaches rely on introducing a meta-language on top of the ODRL policies to represent
variables that are injected on the fly during the evaluation [14, 30]. However, they lack an ontological
representation of these variables and, therefore, their approach is not suitable for the sake of this article.
To address this challenge, a similar approach to the ODRL dynamic constraint extension introduced
by Akaichi et al. [31], which has been successfully implemented [32] in the Slabbinck et al. ODRL



evaluator [16], can be adopted to resolve SotW dynamic values.

5.3. Behaviour of the System

Moreover, beyond the proposed contextual inputs, the inclusion of a third input parameter should also
be discussed. In this case, an ODRL evaluator could also take as an optional input a parameter that
specifies the behaviour of the system in case a requested or attempted action is neither permitted nor
prohibited by the Policy input being evaluated. In such a scenario, this behaviour parameter could have
three values:

« open: in case of an open system, anything that is not prohibited is permitted;
« closed: in case of a closed system, anything that is not permitted is prohibited,;

« default: the default value is closed.

Such contextualization is under debate by the W3C’s ODRL Community Group and can be integrated
in a future iteration of this work.

6. Conclusions

In ecosystems that adopt ODRL as a policy definition language, interoperability is a hard requirement.
This necessity arises from the inherent diversity of participants, who often originate from distinct
domains, industries, and regulatory environments. In addition, it is increasingly common for individual
actors to engage in multiple ecosystems simultaneously, further amplifying the need for consistent and
interoperable policy interpretation and enforcement. Ensuring interoperability, therefore, is fundamental
to enabling trust, compliance, and seamless interaction across heterogeneous systems that rely on
ODRL-based access and usage control mechanisms.

The formalisation of fundamental concepts such as the Evaluation Request and the State of the World
represents a crucial first step towards enabling seamless and reliable evaluation of ODRL policies,
independent of the underlying evaluator architecture or implementation technology. These concepts
are currently part of the ongoing discussions within the W3C ODRL Community Group, particularly in
the context of the Formal Semantics document.

Establishing such common ground not only provides a practical foundation for addressing most
common use cases but also sets clear and consistent targets for the development of ODRL evaluation
engines. By aligning around shared definitions and semantics, the community can cover a broader
scope of the evaluation process, fostering greater interoperability, reusability, and clarity in real-world
deployments. This approach complements the already extensive set of available ODRL policies, thereby
advancing the standard’s utility and adoption across diverse application domains.

Future work will focus on (i) integrating these ontologies into the works of the W3C ODRL Community
Group, namely in the context of the Formal Semantics specification, to have a stable resource that reflects
the consensus of the community, (ii) incorporate them in existing evaluators, with implementations
already planned for ODRE [14], Gaia-X Policy Decision Point, and Slabbinck et al. ODRL Evaluator [16],
and, finally, (iii) test them in real-world use cases.
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