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Abstract
Data sharing has become increasingly prevalent, and effective access and usage control mechanisms have become
fundamental to protect sensitive information and ensure trust among partners. Policy enforcement to ensure
safe access and usage of the data is imperative in a collaborative environment. Data space requires fine-grained
control over the data so as not to poison the reliability of the data-sharing environment. Additionally, it is
necessary to ensure the auditability and trustworthiness of data usage. However, some solutions have been
developed to address those problems, and many apply a centralised system design approach. The challenge
of centralised architecture is to ensure auditability, which is not built into this architecture and can reduce
the system’s trustworthiness. Distributed Ledger Technology emerges as an alternative to ensure reliability,
auditability, and security. It can be applied in data spaces to improve control over the data with auto-executed
policies within smart contracts. The paper presents a research proposal using a decentralised approach to address
data access and usage control in a data space environment. The proposal is designed to use distributed ledger
technology with smart contracts to enforce control policies.
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1. Introduction

Digital systems are facing a challenge with access and usage control, especially because there has
been a rise in the amount of data collected and processed in the last few years, opening up very new
applications of data-driven solutions. Moreover, the advent of data leverage approaches such as big
data and AI brings concerns about how, when and who uses the data, and why [1]. Those concerns
have been materialised in some actions and regulations like GDPR [2], Data Act[1], and AI Act [3].

The GDPR [2] defines some actors related to data, data subject is who the data relates to, and this
data contains an identifier or identifiable information about this person. Data controller [4] is a person
or institution that determines the purpose and how the data will be processed. Multiple institutions
can act collectively as Joint Controllers [5]. The data processor is responsible for processing the data
according to the data controller definitions [6].

Data sovereignty is the concept that a natural or legal person decides sovereignly using their data as
an asset [7]. Additionally, a data processing agreement is a legal contract between the data controller
and the data processor defining the rights and obligations of each part [8].

The legal initiatives weremade to guarantee data sovereignty and auditability, which helps to highlight
the discussion about the sovereignty of the data and recover the importance of data sovereignty as
an important element to obeying the laws, preserving fundamental rights, freedoms and the right to
protect personal data [2]. Auditability is a technical way to ensure that the laws and jurisdiction rules
are being applied. Additionally, auditability enables data controllers to verify the data usage for which
they are responsible.

Although legal initiatives, such as GDPR, are important, there are still gaps that laws cannot reach
without technical solutions to address the problem. Some of those gaps in the technical field are related
to access control and usage control, especially regarding sensitive data. Nowadays, access control
solutions work with data controllers, requiring sovereignty over their data and a third party to actually
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manage the access to the data. This approach is not enough for institutions with sensitive data that
want to be part of a collaborative environment. Furthermore, the absence of sovereignty over the data
by the o raises questions about the trustworthiness of digital systems. Once they share the data, they
lose control of further usage, and if the original purpose of data sharing is maintained. With data today,
predicting behaviour, market trends, institutional decisions, and more is possible. Thus, the data must
be used according to data controller definitions and context, preserving rights, privacy and auditability.
Then, data controllers must take control over the policies on how, when, and why their data is or will
be used [9].

Most access control mechanisms are based on centralized architectures, where a single institution or
company, such as a cloud provider, holds complete control over access decisions. Usually, a centralised
system has limited access to data processing logs and how transparent the logs and the whole system
are. An alternative to this challenge and the limitations of centralised architecture can be to apply
decentralised solutions with transparent and auditable logs, such as Distributed Ledger Technology
(DLT). In this way, DLT enables the use of data in data spaces with sovereignty, auditability, and the
possibility of privacy-preserving [10] [7].

This paper defines a research direction for addressing data access and usage control in data spaces by
applying a decentralised and auditable manner of access and data usage, applying policy enforcement,
and using smart contracts. One of the big questions is how to ensure data usage following the compliance
of GDPR, ensuring traceability of the usage, giving control of the data to the data controller and revoking
access when misbehaviour occurs. Moreover, usually, other proposed mechanisms do not enforce data
usage, do not ensure the data control to the data controller at all or do not track the data usage
transparently to the controller. We are trying to go beyond access control but proposing an approach to
usage control as well. This paper proposes an approach to address these questions.

The rest of this paper is organised as follows. Section 2 focused on the background. Section 3
presents the related works. In section 4, it is presented research problem and motivation. In section
5 it is presented the proposed approach to address the challenge. In section 6 we describe expected
contributions. In section 7 we present the research plan. Finaly in section 8 we present the conclusion.

2. Background

2.1. Data space and Simpl Open

Data space is a framework that supports data sharing within a data collaborative environment. It is
a way to store and share data using relationships and relevance between the data [10]. The data is
aggregated based on subject-related data and their relationship. Data space has component subjects,
services and controllable datasets. At the same time, controllable datasets refer to the amount of data
under the responsibility or stewardship of a data controller. Additionally, the controllable dataset has
objects (content data) and their relationship (metadata). Services are the subject’s actions or features
according to its data and needs. The management and data control are subject-oriented in that services
such as filtering, storing and classifying are made according to the subject’s definitions [11].

The nature of data spaces, which allows data controllers to take over their data, enables data spaces
to be used in a trusted environment for sharing data. There is a high demand for exchanging data with
trustworthiness, obeying regulatory compliance, and protecting sensitive data [10]. Thus, data space
enables cooperation between institutions and integration of secure data exchange, such as healthcare
data.

There are some initiatives about data spaces for sharing data and promoting innovation and de-
velopment of the data-driven applications as part of the European strategy for data applied by the
European Commission [9]. Simpl is an open-source middleware platform supporting data access and
interoperability between data spaces [12]. The main goal of this project is to create a Common European
Data Space ecosystem that makes it possible to share data safely and compliantly with regulations.
The Simpl architecture comprises three components: SIMPL-Open, SIMPL-Lab and SIMPL-Live. The
SIMPL-Open is an open-source software stack that enables data spaces and federated solutions, in



general, to share data. SIMPL-Lab is an assessment environment for the data spaces to evaluate their
capabilities, such as their interoperability level. Simpl-Lab is also used to experiment with SIMPL
features before running them in the execution engine. Finally, the SIMPL-Live is the execution engine
which runs SIMPL-Open for a set of data spaces.

The Simpl initiative aims to establish a unified European data market governed by standard policies
and regulations. In a data space, participants, data controllers and data processors can share data securely,
transparently, and with mutual trust. Simpl is tailored for the public and private sectors. However, the
initiative needs more development regarding policy definitions and enforcement mechanisms.

2.2. Access and Usage control

Access control can be defined as a set of rules which permit or deny access to specific data or services.
An authority can be a data controller or service provider that sets the rules for data access.

Usage control refers to a set of policies that rule data use after granting access. The usage control
extends policies to the lifecycle of data usage. Moreover, data usage can enforce obligations, limitations
of use, and purpose, and retain control after the data controller share their data. Unlike access control,
the data controller cannot define policies of having control after data is shared [13].

Simpl Open recommends Role-based Access Control (RBAC). RBAC is a mechanism that permits
or denies access to resources based on the roles of the users. RBAC is widely adopted because it is
simple to manage permissions. The permissions are set to a role which can be linked to a group of users,
and these users have access to resources based on the role’s permissions. Moreover, if a data manager
revokes the permissions to a role, all users with that role have their permissions revoked [14]. The
main idea of RBAC is hierarchical and responsibility access, in a way that users within the same level
of responsibilities and hierarchy likely have the same level of information access. RBAC is composed
of four components: roles, users, permissions and resources. Roles are a collection of permissions
associated with a function within an organisation. Users are personnel who were assigned roles to
access certain resources. Permissions are specifications of logical rules that are translated into actions
of a user on data. Resources are assets, files, and data that are accessed under policies and restrictions.

Attributed-based Access Control (ABAC) is a dynamic and extensible access control mechanism that
grants or denies access based on a set of attributes associated with subject, resource, action attributes,
and environment attributes [15]. In addition, ABAC ensures fine-grained access control and more
flexibility in enforcing policies based on contextual attributes. ABAC is composed by some elements
that works together and each has a role to ensure fine-grained access control. ABAC relies on a set of
key components — namely, the Policy Administration Point (PAP), Policy Decision Point (PDP), Policy
Enforcement Point (PEP), Policy Information Point (PIP), and Context Handler (CH) — each of which
plays a specific role in ensuring fine-grained, dynamic access and usage control. The PAP stores and
manages a set of policies that are used to evaluate access requests. The PDP is where decisions are
made when a request arrives and is received by the PEP. The PEP is the border component that receives
access requests, redirects the request to the PDP, and enforces access execution after the evaluation
results. The PIP gather attributes from internal or external sources to be evaluated by policies. Context
Handlers CH translate raw attributes to contextual attributes, which PIP gathered [15]. ABAC is able to
apply more fine-grained than RBAC and is also able to be used in complex systems in which RBAC
cannot be applied [14]. The fact that ABAC uses a set of attributes more than just roles makes it better
for vast scenarios with different complexity. Attributed-Based Access Control, especially using the
XACML standard[16]. XACML can be used to define a set of logical rules which compose policies which
verify whether the requestor can grant or deny access over the data [6].

2.3. Distributed Ledger Technology and Smart Contracts

Distributed Ledger Technology (DLT) is a digital storage technology for decentralising data held and
updated for members in a network without a central authority. DLT is a group of decentralised



technologies, and each has a way to store and share data. There are four types of DLT: DAG, Hashgraph,
holochain and blockchain [17, 18].

Blockchain can be defined as a distributed ledger that stores data in a cryptographic way through
chained blocks. The chain grows along more blocks as data is added[17]. Blockchain does not require
a central authority to orchestrate the network; the nodes make decisions based on consensus, which
are expressed in algorithms [18]. Blockchain uses well-known concepts and solutions from computer
science like hash algorithms, public-key infrastructure, peer-to-peer networks, and Merkle tree. Those
sets allow the blockchain to have the data inside the blocks in a way that allows all the data to be
inserted on the leaves of the Merkle tree [19]. Additionally, this Merkle tree generates a hash based on
the hash of each leaf. The hash of Merkle tree data is used to generate the hash of the actual block with
other components. The hash of this block is generated using Merkle tree hash, a hash of the previous
block, nonce and timestamp [20]. The blocks are stored entirely by network nodes in a way that if one
or some nodes are unavailable, the data continues to be available because other nodes are online [21].
How many nodes store all chains of blocks makes the data available better than in a centralised system
architecture. The structure of cryptographic chained blocks makes tampering with data computationally
and mathematically infeasible.

The blockchain taxonomy can classify many different kinds of chains of blocks. Nevertheless, this
work will be adopted as permissioned (or consortium blockchain) and permissionless. Permissionless
are public blockchains in which anyone can be part of the network acting as a block validator, and
all the data are open to anyone. On the other hand, permissioned blockchain allows only a permitted
person or institution to be part of the validation of the network. Additionally, in the permissioned
blockchain, the data is usually unavailable to the general public but to the partners of the network [22].

Smart contracts are self-executing scripts which run over a blockchain. Those scripts follow instruc-
tions to enforce the execution of operations on the decentralised ledger. Smart contracts are stored on
the blockchain and wait to be triggered. Once a smart contract is called, it executes its functions and
can store some data on the ledger [6]. Smart contracts can help develop decentralised applications over
a blockchain, bringing reliability. In particular, it can happen by enforcing access and usage control
over this environment, helping to have benefits such as transparency and auditability.

3. Related works

3.1. Centralised systems

Petroulakis et al. [23] propose a framework to exchange data in health data space. The work defines
an architecture in which data spaces are decentralised and created tailored for fit purposes. Moreover,
a centralised data space authority orchestrates and manages the data spaces and their sharing. The
access control is made using keycloak. The drawbacks of this purpose are the centralised orchestration
and centralised access control, which make auditability and sovereignty difficult.

Dam et al. [24] proposes a usage control mechanism for Mobility data spaces enforcing policies using
Open Digital Rights Language (ODRL) to formalise policies. The interactions and data sharing are made
through connectors linking data consumers and providers. Thework has some enforcementmechanisms,
such as prevention, detective, and continuous mechanisms. Prevent mechanisms act dynamically to
allow or revoke access and also can delay access. Detective mechanisms act to prevent policy violations
and detect misbehaviour. Continuous mechanisms ensure the obligations and conditions continue valid
ongoing execution. The drawback of this process is the lack of auditability in data use and centralised
take decisions.

Huang et al. [25] propose a usage control mechanism for Digital Rights Management (DRM) in a
context in which a content provider outsources the storage and distribution of content for a cloud
provider. Moreover, It implements usage control using homomorphic encryption and ABAC. The data
is stored in an outsourced cloud, but the end users have access through their keys and attributes. The
usage rights are encrypted with homomorphic encryption and stored in a cloud provider without the



knowledge of the cloud of the content. The proposal addresses a challenge in the multimedia sector,
but there is no auditability in the usage control.

Wang [11] proposes a trusted usage control framework for digital audio players that leverages Intel
SGX to enforce secure playback policies and protect digital rights against piracy and reverse engineering.
There are two components of the manage enclave: manages use, policy enforcement and authentication
process. A player enclave still manages the audio files and decrypts them for use when the managed
enclave authorises them. The proposal does not implement ABAC or XACML standards and has a
centralised architecture.

Table 1
Comparison of Related Work

Work Decentralised Standard
Access

Controlled
by owner

Usage
Controlled
by owner

Auditability Confiden-
tiality

[6] Yes
ABAC /
XACML

Yes 7 Yes Yes

[11] 7 7 Yes Yes 7 Yes
[23] Yes 7 7 7 7 Yes
[24] 7 ODLR Yes Yes 7 Yes
[25] 7 7 Yes Partial 7 Yes
[26] Yes 7 Yes Yes Yes 7

[27] Yes ABAC Yes Partial Partial Yes
[28] Yes Yes Yes Partial Yes
This
Work

Yes
ABAC /
XACML

Yes Yes Yes Yes

3.2. Decentralised systems

Oliveira et al. [6] propose an access control mechanism to ensure safe access control and sovereignty of
health care data. This paper uses blockchain, smart contracts, and XACML standards to ensure access
control over the data. Access is allowed or denied according to the roles and context of the request
based on attribute-based access control (ABAC). The drawback of this purpose is the lack of usage
control.

Basile et al. [26] propose a usage control architecture to monitor compliance with usage control
policies. The data share is made through SOLID, a tool for storing and sharing public and private data.
The architecture is decentralised using blockchain, and each participant has its own data space orches-
trated by a Trusted Environment Execution (TEE), which protects data. There is also a distExchange
application that orchestrates the policies and data access and has the address of the source data. The
TEE only allow access to data when a discharge permits. The drawback of the solution is confidentiality
and privacy because the policies and resource locations are public, which means that a data space that
has sensitive data can suffer attacks.

Denis et al. [27] propose a hybrid approach to address usage control on IoT data. There are central
servers which store the data and a DAG DLT which stores the policies and makes the management of
access usage control. The drawback of this approach is the lack of auditability in the design usage of
DAG, which enables stakeholders in the network to be unaware of their partner’s actions. It can give
attackers space, leverage it, and exploit vulnerability in some nodes.

Siddiqui [28] proposes an access and usage control through blockchain using Hyperledger Fabric for
Collaborative Mixed Reality (CMR). In mixed reality, the users share and consume virtual objects suck
as 3D models. The system provides decentralised enforcement of usage policies and identifies malicious
users through immutable activity logs. Although the proposal is decentralised and has auditability
through the blockchain, there is no policy enforcement standard such as XACML or ABAC. The absence
of an access control standard can make possible the enforcement of wrong definitions of policies and,



as a result, leakage of data. Additionally, Hyperledger Fabric implements private channels, which, in
some cases, can reduce transparency and auditability.

The works described above show approaches to address the access and usage control challenge in
different fields. Some of them implement centralised solutions, and others decentralised with a DLT.
Centralised solutions are not suitable because of the difficulty of ensuring auditability and data control
by the owner; of course, it is possible, but not natively and not as safe as decentralised solutions with
blockchain. On the other hand, decentralized solutions typically support access control, but often
lack strong confidentiality protections of the data and standardized policy enforcement mechanisms.
Standardized policy enforcement is essential to ensure that policies are correctly implemented, and the
data is secure. Moreover, the gap in these works is the lack of a robust usage control mechanism that
allows the data controller to track the data usage. The lack of better data usage control is a challenge
we must address in research to bring trustworthiness to the whole system. It also helps to comply
with GDPR requirements. Especially in decentralised environments such as data spaces or federated
learning environments, It is essential to ensure an auditable and decentralized system for access and
usage control, allowing stakeholders to maintain control over their data and track potential misuse.
Finally, the data controller must ensure that data usage complies with defined access and usage policies,
that data processors adhere to compliance rules, and that no data leakage or exposure occurs.

Table 1 compares related works. The table has decentralised columns, indicating whether the proposal
uses decentralised architecture, especially with DLT. The column standard is about the access control
and usage control type used, such as XACML or ABAC. Using that standard is important to ensure
the security of the policies and if the policies are, in fact, enforcing what was designed. Moreover,
the standards help to ensure the right enforcement and, as a result, data security. Access and usage
controlled by data controller refers to whether the proposal design allows data controller to control
access and usage of their data.

4. Research problem and motivation

In the data space environment, it is important to ensure that data controllers maintain control over
their data and how third parties use it. It is necessary to give back control over access and usage of the
data to the data controllers and ensure that data usage can be traceable to the data and that they can
rule over usage. Access and usage control ruled by data controllers can bring more trustworthiness to
the systems and guarantee laws obeyed, such as GDPR [2].

This research aims to ensure accountability, apply ethical and legal data sharing and usage, and raise
trustworthiness among data-sharing participants in the data space. It is important in data-sharing
environments to ensure compliance with the enforcing rules.

Research Questions

• RQ1: Is it possible with blockchain tracking, audit and detect when data is not being used as it
was designed?

• RQ2: Is it possible to have an access and usage control mechanism that ensures traceability,
accountability and controllability of the data and gives power to the data controller to revoke
access when necessary?

• RQ3: Why do the related works not have a fully-tailored solution that implements access con-
trol and usage control, giving control to the data controller over the data hashing blockchain
advantages, especially in a shared environment?

• RQ4: Does an access and usage control mechanism using blockchain help to track data leakage
leveraging blockchain attributes (e.g.traceability);

• RQ5: Does a decentralised access and usage control mechanism with shared audibility bring
trustworthiness among the stakeholders and end users (data subject)?

• RQ6: Are smart contracts enough to enforce and manage data usage control in real time, or is it
computationally expensive to the blockchain?



Research Objectives

• RO1: To design a decentralised policy-based access control tailored for data sharing in data spaces
using smart contracts to enforce policies;

• RO2: To enforce usage control policies tailored for decentralised data sharing in data spaces,
focusing on controlling the data usage and tracking misuse of the data.

• RO3: Bring transparency and accountability in data usage through the distributed ledger;
• RO4: Evaluate the performance of the mechanism developed and if the metrics of scalability,
throughput and time response are enough to use the mechanism in real scenarios such as industry
applications. The evaluation can be done with some tools such as Hyperledger Caliper.

• RO5: Implement a security assessment using some tools such as Slither and Echidna.

In general, the mechanisms shown in related works do not have usage control as one of the main
aspects or does not address the challenge (RQ3). Moreover, in a decentralised environment, when data
processors want to share data between them, they need some guarantee that the data will be used as they
agreed because of compliance with laws such as GDPR. In this direction, they must ensure that the data
is being used according to the proposed proposed (RQ1). Additionally, data sharing in environments
such as data spaces is important for tasks such as training ML models of federated learning (FL). In
a data space with an FL environment, every stakeholder must ensure that the data are safe and can
revoke access if necessary (RQ2) to track data leakage (RQ4). Moreover, because the environment is
decentralised, it is necessary to have access and usage control traceable to the stakeholders and end
users who can trust the whole environment (RQ5). However, the amount of data in a data space and
the number of requests are considerable; it is necessary to have a self-executed mechanism such as
smart contracts. However, we must analyse whether smart contracts can be resilient and scalable to
this challenge (RQ6).

5. Proposed approach

European initiatives are trying to organise data use and sharing, bringing an environment safe to data
sharing [10]. They have concerns about how the data is being used, profiling of the data subject and
other ethical questions. Although the initiative seems to walk in the direction of preserving fundamental
rights [29], protecting privacy without harm is the initiative of the companies. There is still a lack of
an alternative to data access and usage control within this environment. Moreover, data spaces are
an important initiative in the European Union for the development of Artificial intelligence (AI) and
other technologies that need massive data. Usually, some sectors need cooperation between partners to
improve results and predict failure or maintenance; the data space is essential, bringing a place where
partners can collaboratively share data to improve the performance and results of the sectors. There
are so many examples of this, and one of them is the aviation sector. An aviation company can preview
the maintenance of an aircraft if it has a training model of its aircraft; the problem is that the sensor
data are with the manufacturer. At the same time, the manufacturer does not build every component of
the aircraft, and sometimes, they need the builder of a specific part to collaborate with data to create a
new aircraft model with cost reduction. Another example can be the health care system, how to ensure
data sharing between hospitals of a patient without harming the patient and the hospital provider, or
between a hospital and a third party that needs a specific part of data but does not have access to the
whole data. How do we ensure that the third party will process the data exactly as previously agreed?

There are other problems. A few companies, such as big techs, control an enormous mass of the data
and do what they want without transparency and accountability, even with novelty regulations such as
GDPR [30]. However, the regulations are important; enforcing the principles and fundamental rights
in the systems is necessary. Another aspect is the power of big tech companies worldwide to control
trends and political discussions without users’ consent. Additionally, there is a security problem; if an
entity controls massive data, if leakage happens, that big mass of data is compromised [31]. Thus, in
this case, decentralisation is important to the privacy and security of the data; even if a data controller



is compromised, only a part of the whole data in a shared environment, such as data space, is not
compromised.

The proposed research aims to design and implement a decentralised access and usage control
mechanism in data spaces, leveraging Distributed Ledger Technology (DLT) and smart contracts
for enforcing policies. The proposal design integrates Attribute-Based Access Control (ABAC) policy
definitions with XACML standards and enforces them through smart contracts deployed on a blockchain.

This work aims to address some of the challenges that the mechanisms in section 3 did not address.
The proposed mechanisms do not present a robust and tailored access and usage control mechanism
for shared environments, especially when this environment is decentralised and needs traceability,
trustworthiness and compliance. There is a gap in ensuring that the data is being processed and used
according to the policies defined, and the data controller can revoke access and use of the data in case
of misuse. Additionally, it is important to ensure compliance by following laws such as GDPR. Data
sharing is essential for tasks requiring massive data, such as federated learning. However, enforcing
policies that ensure the data subject’s privacy (end-user) and correct data access and usage is important
to bringing trustworthiness to the data-sharing environment.

This paper proposes a mechanism of access and usage control of data in a shared environment
(RO2), ensuring control of the data by the data processor and giving them the power to track improper
access and misuse (RQ1). We are trying to do it through blockchain, implementing policy enforcement
through smart contracts (RO1) to allow or deny access to the data and also controlling the data usage
by leveraging the accountability (RO3) feature of the blockchain to address the data usage in shared
environments such as data spaces (RQ2).

This research aims to be flexible and can integrate the proposal into other research challenges
requiring access and usage control, such as federated learning for aviation. In aviation, there is the
need to share training models with partners that have data to use their data to improve the training
models. In this scenario, there are some challenges and rewards for trustworthiness. This does not
mean that a reward mechanism exists in every access and usage control for data space usage. Moreover,
data access and usage control can be used in different scenarios within data spaces; one of the examples
is an example of federated learning.

To describe the architecture of the proposal, we are using the example of a federated learning training
model that uses data space, which needs access and usage control for the data. The purpose is to
present the proposal’s feasibility within a scenario for the best understanding. Figure 1 presents the
architecture in which a model is trained in a federated learning approach. The data controller sets the
policies for the model’s usage and access control and makes the model available for training. Data
processors can improve the training model, request training rewards according to contribution, and
receive compensation. Below, we have the mechanism described in steps and integrated with the reward
mechanism. An important aspect is that in this approach, the reward mechanism is a smart contract
that also works according to the contribution of each data processor.

Figure 1: Architecture proposal

Figure 1 shows the architecture and the sequence of actions step by step and is described below.



Step 1: The Data Controller defines and deploys access and usage control policies onto the blockchain.
These policies are enforced through a suite of smart contracts.

Step 2: A Data Processor requests access to data stored in the Data Space. The request is sent to
PEPSC.

Step 3: The request triggers a policy evaluation process to PEPSC and sends the request to PDPSC,
where the access and usage control components are called. The PDPSC component has smart contract
addresses that store and evaluate policies together, such as PAPSC and PIPSC. The contract Policy
Administration Point (PAP) stores and manages access and usage control defined by the data controller.
PAPSC recover the policy and delivers it to the PDPSC according to the resource requested and the user.

Step 4: PIPSC: After the PDPSC request, interact with the context handler (CHSC), which is responsible
for gathering off-chain data that cannot be stored in the ledger. The PIPSC gathers data on the context
attributes and returns the context policy with the context attributes to the PDPSC.

Step 5: PDPSC gathers the policies and information provided by PAPSC and PIPSC and evaluates
them to produce a result.

Step 5: The policy evaluation result is returned, which determines whether the consumer can proceed
to the PEPSC.

Step 6: The PEPSC emit the result to the data processor to allow or deny access and usage of the data.
Step 7: If the data processor performs an action that qualifies for a reward, the rewarding process is

triggered when it can be applied following the access control flow.
Step 8: The Reward Mechanism receives a usage evaluation request and interacts with the access and

usage control logic to assess if the consumer met the expected conditions.
Step 9: The evaluation result is sent back to the Reward Mechanism.
Step 10: If conditions are satisfied, a reward is issued and returned to the data consumer.
This work does not detail reward mechanism aspects such as the reward token, access, or other

kind of reward because it is the subject of other research. Those steps can be changed according to
the research context and evolution. Thus, the steps and the diagram are starting points to address the
research questions.

6. Expected Contributions and Research plan

A novel integration model that combines ABAC and usage control in a decentralized architecture using
smart contracts. An extension of the XACML policy to enable on-chain enforcement and usage policies
representation auto-executed. A conceptual architecture for decentralized enforcement of fine-grained
access and usage control tailored for data spaces, addressing trust and accountability challenges. We also
have a plan to develop a prototype implementing smart contract–based policy enforcement mechanism,
deployable on permissioned DLT platform Hyperledger Besu. A validation plan using data sharing
scenarios to evaluate policy enforcement in terms of performance and scalability (RO4). A security
evaluation to assess the security of the smart contracts (RO5).

The proposed research is structured over 4 years. The ongoing activities focus on conducting a
comprehensive literature review and defining the architecture for a decentralized access and usage
control mechanism tailored for data spaces. The methodology to develop the research follows a design
science approach. The next phases will be carried out according to the following plan:

• Architecture Design and Policy Modeling
Finalize the definition of the overall system architecture, including integration between compo-
nents and innovative contract policies within a permissioned DLT environment. Develop the
initial policy models for both access and usage control.

• Implementation and Prototype Development
Implement the proposed smart contract–based control mechanism using Hyperledger Besu (RO1),
(RO2). Develop and test the policy translation and enforcement logic, ensuring interoperability
with standard policy languages. Define and integrate the proposal with real use cases like the
aviation sector (RO3).



• Evaluation and Validation
Define test scenarios. Evaluate performance using Hyperledger Caliper within defined test
scenarios, measuring latency, throughput and resource consumption (Ro4). Security evaluations
will also be carried out through static code analysis with Slither and fuzz testing of smart contracts
using Echidna and Foundry to assess vulnerabilities (RO5). Fix vulnerabilities found in smart
contracts.

7. Conclusion

Access and usage control are challenges in these years, mainly because of the advent of big data and
AI. In this way, concerns about data usage and access have been raised. Although some legal actions
were taken, other aspects and approaches must be taken to address the challenge. One of the actions
is to bring back to data controllers the sovereignty of their data. This paper is a research proposal
for PhD to address this challenge by using a decentralised approach with access and usage control
patterns such as ABAC and XACML to design, implement and enforce policies developing and using
smart contracts (RO1), (RO2), (RO3). The plan for this research considers theoretical and practical
challenges that we must address to reach the goals based on the motivations defined. The expectation
is that after the development of the proposal and its deployment in a blockchain, some experimentation,
such as performance and security analysis, will be carried out (RO4), (RO5). We plan to improve the
architecture and, right after, code the smart contracts and deploy them in a permissioned blockchain
such as Hyperledger Besu. After the implementation, we must assess the smart contract’s performance
and security.

The performance analysis evaluates and analyses the behaviour of the proposal in a test environment
and, if possible, a real scenario, such as a company environment or research project. Usually, performance
assessment evaluates throughput, latency and resource consumption as performance assessment metrics.
However, this research will define the metrics in other opportunities. On the other hand, it is possible
to use a hyperledger caliper for performance assessment, which is a tool used for it. Nevertheless, it is
a decision that will made in the future.

The security assessment helps analyse the security of decentralised solutions against attacks over
the network. The reason for security analysis is that if the smart contracts were compromised, the
data could be leaked or have unauthorised access. Security analysis can be done using tools such as
Slither for static analysis and Echidna for fuzzy and invariant tests. The reason for doing a security
assessment is that the access and usage control mechanism should be safe; otherwise, the data usage
could be compromised.
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