
Constructing Cryptographic Primitives with Evolutionary
Computation and Cellular Automata
Rocco Ascone1, Firas Ben Ramdhane2, Luca Manzoni1,*, Giuliamaria Menara2 and
Gloria Pietropolli1

1Dipartimento di Matematica, Informatica e Geoscienze, Università degli Studi di Trieste, Via Alfonso Valerio 12/1, 34127 Trieste,
Italy
2Dipartimento di Informatica, Sistemistica e Comunicazione, Università degli Studi di Milano-Bicocca, Viale Sarca 336, 20126
Milano, Italy

Abstract
Finding Boolean functions with the necessary properties to be used as building blocks in cryptographic structures,
like stream and block ciphers, is a complex combinatorial optimization problem. As such, there cannot be a single
“silver bullet”, but an investigation from multiple point of views, combining theoretical investigations, indirect
construction, and search using metaheuristics, like evolutionary method, is the most promising approach. In this
work we present different approaches currently being developed to tackle this complex optimization problem.
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1. Introduction

The design of Boolean function with strong cryptographic properties is a complex task, since they
must satisfy multiple possibly conflicting requirements, like nonlinearity, balancedness, and correlation
immunity [1, 2]. These function are essential inside both block and stream ciphers in order to make
them resistant to various kind of attack. However, there is no way to synthesize a function with all
the desired properties in a deterministic and fast way: the search for such functions is a combinatorial
optimization problem that, due to the size of the search space (which grows super-exponentially with
the number of input bits) is still an active area of research [3, 4, 5, 6, 7].

For this reason, we will briefly present two different avenues of research currently being pursued in
order to improve our ability to generate cryptographically robust Boolean functions:

1. The use of evolutionary methods based on Reaction Systems (RS), a bio-inspired computational
model, to directly generate Boolean Functions;

2. A theoretical approach to the study of non-linearity and composition in CA.

The description of these investigations is necessarily limited in space, but we consider important to
present both approaches, since we plan to integrate the results from the theoretical side as heuristics
to guide the evolutionary search. For example, if a theorem proves that under certain conditions a
property is not possible, then we can reduce the search space, simplifying the problem.

The paper is organized as follows: In Section 2 we introduce evolutionary reaction systems for the
construction of Boolean functions, while in Section 3 we introduce the current theoretical results on CA.
Finally, in Section 4 we provide the directions to unify the two research lines and provide a theoretically
guided evolutionary method for cryptographic primitives via CA.
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2. Evolution of Boolean Functions with Reaction Systems

In a recent work [8] we introduced the use of Evolutionary Reaction System [9, 10] for the construction
of Boolean functions with good cryptographic properties. In this section we will introduce the problem,
the evolutionary approach, and the obtained results.

2.1. Boolean Functions and Cryptographic Properties

Here we introduce some essential properties for cryptographically strong Boolean functions.
Let F2 = {0, 1} be the finite field of two elements, where addition corresponds to XOR and multipli-

cation to AND. A Boolean function is a function 𝑓 : F𝑛
2 → F2, which can naturally be represented as its

truth table, i.e., a Boolean vector of 2𝑛 elements which we denote by Ω𝑓 where the entries encodes the
outputs for each possible input 𝑥 ∈ F𝑛

2 in lexicographic order. The Hamming weight of 𝑤𝐻(𝑓) is the
number of ones in Ω𝑓 .

A first important cryptographic properties is balancedness, i.e., the function has the same number of
ones and zeros as output, which can be formalized as requiring 𝑤𝐻(𝑓) = 2𝑛−1.

Another important property for cryptographic applications is nonlinearity. This can be codified as
considering the minimum Hamming distance between Ω(𝑓) and the set of all vectors corresponding to
linear functions. Higher nonlinearity is preferred for cryptographic applications [2], and the function
with the maximum possible amount of nonlinearity are called bent functions [11].

2.2. Evolutionary Reaction Systems

Reaction Systems are a computational model taking inspiration by the biochemical reactions happening
inside the living cell [12, 13]. Reaction systems have been studied in depth from a formal point of view
(see for instance, [14, 15, 16, 17]). They consist of a set of reactions and each reaction is a triple (𝑅, 𝐼, 𝑃 )
where 𝑅, 𝐼 , and 𝑃 are finite set of symbols called reactants, inhibitors, and products, respectively. The
state 𝑋 of the system is a set of symbols, that is transformed by applying in parallel all reaction that
are enabled (i.e., where all the reactants 𝑅 are in 𝑋 and none of the inhibitors 𝐼 are inside 𝑋) and
where each of them produces the products in 𝑃 . As such, reaction systems provide a compact way of
representing function and, in particular, Boolean functions.

This ability of Reaction Systems to represent Boolean functions make possible to use them inside an
evolutionary algorithm, as shown in [9, 10]. Here we provide a brief description of the main structure
of the algorithm:

1 Generate 𝑃 reaction systems randomly. The collection of all of them will be called population of
size 𝑃 ;

2 Evaluate the quality of each reaction system in solving the task at hand (in this case, the nonlin-
earity of the function represented);

3 Select the systems with the best nonlinearity (this step can be stochastic);

4 Exchange parts of the selected systems between them (crossover) and modify them stochastically
(mutation);

5 Repeat the steps (2)-(5) (usually referred to as a generation) until a termination criteria is met.

The structure is the standard one of classical evolutionary algorithms like Genetic Algorithms (GA), but
with specific mutation and crossover.

2.3. Results

Here we present, for the sake of compactness, only one result as taken from [8]. The tested problem is
the search for bent functions on 𝑛 = 6 inputs, thus maximizing nonlinearity. The proposed Evolutionary
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Figure 1: Average nonlinearity of the best individual over 30 runs (left) and final distribution of the nonlinearity
(right). The p values of the Wilcoxon rank-sum test are shown in the same plot.

Reaction System (EvoRS) is compared with the variants of GA that are currently the state of the art, as
proposed in [18]. For fairness in the comparison, the algorithm are compared with equal population
sizes 𝑃 = 100 and the same number of generations (2000).

The results are shown in Figure 1, where it is possible to observe that on average EvoRS are able
to obtain higher nonlinearity and be statistically better than two of the three methods give the same
computational budget. In particular, EvoRS are statistically better than OP and CP, but not MoO.

While the results are promising, it is important to notice that EvoRS are quite flexible providing, for
example, a way to also evolve CA, as shown in the next section.

3. Non-linear CA and Composition of CA

Cellular automata (CA) are one of the oldest bio-inspired computational models in computer science,
being introduced by Ulam [19] and Von Neumann [20] in the 50s. For reasons of space, we refer the
reader to Kari’s paper [21] for a formal and exhaustive introduction on the topic, while here we only
provide a short overview.

A CA can be described as a set of cells in 𝑑-dimensional grid, each of them having a state from a fixed
alphabet Σ. Each cell updates its state according to a local rule that depends only on the neighboring
cells (i.e., the one at a distance below a certain radius). For example, in one dimension with a radius of 𝑟
and an alphabet Σ = {0, 1}, the local rule will be a function 𝑓 : Σ2𝑟+1 → Σ. That is, each cell updates
its state considering its cells, the 𝑟 cells to its right, and the 𝑟 cells to its left. All states are updates
synchronously, giving rise to a global rule that can have a complex behavior even when the local rule is
reasonably simple. For the purpose of this work we limit ourself to classical (synchronous) CA, even if
asynchronous [22] and non-uniform CA [23] are also being explored.

For this reason, CA are models of distributed collective intelligence and they are used in many
scientific fields for different purposes [24, 25, 26, 27, 28, 29]. CA has also been used for the design of
several cryptographic primitives [30], like in Keccak [31].

To define the study of non-linear CA, it is essential to introduce the notion of Linear CA (LCA), where
the alphabet and the local rule are restricted to being the set (Z/𝑚Z)𝑛 and a linear combination defined
by 𝑛× 𝑛 matrices over (Z/𝑚Z)𝑛, respectively.

The main advantage of working with LCA is the easy-to-check characterizations of many set-theoretic
and dynamical properties that have been provided for both LCA over Z/𝑚Z [32, 33, 34, 35] and more
recently LCA over (Z/𝑚Z)𝑛 [36]. One big disadvantage is that their linearity is also what make them
unsuitable for many cryptographic applications, thus prompting the study non-linear CA.

First of all, studying non-linear CA is important since the non-linearity introduces a level of complexity
which is not present in LCA. This complexity may open new scenarios regarding CA classification and



reveal behaviors that are different from those observed in well-studied classes. As to the applicative
point of view, this complexity along with the non-linearity make nonlinear CA promising candidates
for applications where such features are desirable, especially in cryptography where the potential of
nonlinear CA is still largely unexploited. Therefore, the exploration of non-linear CA has been started,
in particular, regarding their structural properties such as permutativity, surjectivity, and reversibility
(see [21, 37, 38, 39] for a description of these properties).

Since characterizing local rules which make a general CA injective or surjective is arduous [40], the
investigation started [41] on a subclass of non-linear CA over Z/𝑚Z, namely, non-linear 𝑗-separated
CA, and, among the first results, the main one concerns some structural properties of non-linear CA
which are both 𝐿 and 𝑅 separated, i.e., CA with radius 𝑟 and local rule 𝑓 defined as:

𝑓(𝑥−𝑟, . . . , 𝑥𝑟) = 𝑎𝐿𝑥
𝑞𝐿
𝐿 + 𝜋(𝑥𝐿+1, . . . , 𝑥𝑅−1) + 𝑎𝑅𝑥

𝑞𝑅
𝑅

for some 0 ̸= 𝑎𝐿, 𝑎𝑅 ∈ Z/𝑚Z, some 𝑞𝐿, 𝑞𝑅 ∈ N, and where 𝜋 : (Z/𝑚Z)𝑅−𝐿−1 → Z/𝑚Z is any map.
For them, the following theorem has been proved [41]:

Theorem 1. Let ℱ be any 𝑟-radius non-linear CA over Z/𝑚Z with local rule 𝑓 (as above), where 𝑚 ≥ 3,
and which is both 𝐿 and 𝑅 separated. If either gcd(𝑞𝐿, 𝜙(𝑚)) = 1 or gcd(𝑞𝑅, 𝜙(𝑚)) = 1 then ℱ is
surjective, while ℱ is injective iff 𝐿 = 𝑅 and gcd(𝑞𝐿, 𝜙(𝑚)) = 1, where 𝜙 is the Euler’s totient function.

The first result obtained on the composition of CA is positive regarding structural properties, as
shown in the following proposition [42]:

Theorem 2. Let (ΣZ,ℱ) and (ΣZ,𝒢) be any two CA and let 𝑓 and 𝑔 their corresponding local rules.
Let ℎ be the local rule of ℱ ∘ 𝒢. For each property 𝑃 among the following ones: injectivity, surjectivity,
permutativity, closingness, and openness, it holds that: ℱ ∘ 𝒢 has property 𝑃 iff both ℱ and 𝒢 also have 𝑃 .

Unlike the structural CA properties, we have a negative result for the dynamical ones, as shown in
the following proposition [42]:

Proposition 1. Let 𝑃 be any dynamical property among the following ones: sensitivity, transitivity,
mixing, chaos, positive expansivity, equicontinuity, and almost equicontinuity. There exist two CA such that
the equivalence from Theorem 2 does not hold. In particular, both the directions of the equivalence certainly
do not hold for transitivity, mixing, and chaos. Moreover, if 𝑃 is not sensitivity, certainly there exist two
CA such that their composition has the property 𝑃 , but none of them has 𝑃 , while if 𝑃 ∈ {transitivity,
mixing, chaos, sensitivity}, there exist two CA with property 𝑃 , but their composition does not have 𝑃 .

These results highlight how it can be possible to guide the search for CA rules in a way that reduces
the search space: for preserved properties it is easy to generate new solutions by composition, while
the search can be more difficult for non-preserved ones.

4. Conclusions

In this work we presented two lines of research for the construction of cryptographic primitives. In
particular, we focused on an evolutionary approach and a theoretical study. In the future we plan to
integrate the theoretical results as a factor inside the fitness function of evolutionary methods, thus
gaining the ability to generate CA rules in an evolutionary way, possibly in a more advance way with
respect to other metaheuristic approaches [43] The theoretical guarantees on CA structure can thus
act as filters or biases in the evolutionary search, improving convergence and avoiding provably unfit
candidates.
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