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Abstract
This work presents some activities performed within the SoBigData.it research project, with the purpose of ad-
dressing some critical challenges of Named Entity Recognition (NER) in the cybersecurity domain, by introducing
a specific explainability framework. In detail, explainability techniques based on the Captum library have been
experimented to deepen the analysis of model behaviour, revealing critical insights into feature importance and
layer-wise contributions for entities like Malware, Vulnerability, and Indicators, showing a promising path for
the adoption of similar approaches.
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1. Introduction

In recent years, the rapid growth of cybersecurity threats and vulnerabilities across global networks
has become an issue of crucial importance. Cyber Threat Intelligence (CTI), which encapsulates both
structured and unstructured information necessary for proactive defense mechanisms [1], is the main
tool to handle and mitigate these threats. While structured repositories like the National Vulnerability
Database (NVD) and ExploitDB served as invaluable sources of clearly defined security insights, a
significant portion of actionable intelligence initially surfaced in unstructured, natural language formats.
Sources such as technical blogs, security forums, mailing lists, and online news platforms frequently
disseminated emerging threat details before formal databases were updated [2], providing rich, dynamic
information encompassing vulnerabilities, exploits, risks, and countermeasures. However, integrating
such data into structured CTI repositories exposes potential risks due to prolonged time exposure [3].

Although the ability to effectively extract meaningful entities from unstructured texts, Named Entity
Recognition (NER) is an established task in Natural Language Processing (NLP), applying it to the
cybersecurity domain poses several critical issues because of domain-specific terminology and the lack
of extensive structured annotated datasets. General-purpose NER models trained on generic corpora
frequently failed to identify specialized entities within threat accurately reports [4]. Consequently, we
identified a clear need for domain-focused datasets capable of training and evaluating NLP models to
extract cyber threat indicators with greater accuracy and contextual relevance [5, 6]. To address this
lack, several approaches have been proposed. For instance, the APTNER dataset [6] has proposed a set
of entity types following the STIX 2.1 standard and compiling a substantial corpus for cyber-specific
NER tasks. However, these datasets often lacked the diversity and breadth required to capture the wide-
ranging threat scenarios encountered in real-world contexts. Similar limitations affected CySecNER
and HackIntelNER [7, 8], where the scale or adaptability across various attack contexts remained
insufficient. The emergence of increasingly refined and powerful Neural Language Models (NLMs)
significantly transformed the NLP landscape, spreading across every domain, including applications in
cyber security. Notable improvements in entity extraction capabilities with models such as BERT and its
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cyber-specialized variants [9] have been proven. These models, trained on large-scale corpora, offered
new opportunities to reconcile unstructured CTI data with structured outputs, enhancing the timeliness
and accuracy of threat detection and facilitating the development of intelligent cyber defense tools
[10, 11]. Although resources are available for general-purpose approaches, the situation is different
for specific domains or low-resource languages. However, given the growing need for annotated and
unannotated datasets, several strategies have been put in place to address for these shortcomings [12].

The research activity presented in the following of this paper has been developed under the tasks of
the SoBigData.it research project [13], a research infrastructure that enhances interdisciplinary and
innovative research on the multiple aspects of social complexity by combining data and model-driven
approaches, supporting open science, and also pursuing some crucial objectives, such as the development
of new datasets and methods available to the scientific community and the definition of trustworthy AI
approaches. In detail, we first created a novel cybersecurity NER dataset, by merging and remapping
the labels of CyNER and APTNER, used to train and test some LLMs for the NER task, comparing their
performances and highlighting their pros and cons [14]. Finally, to better understand the behavior of
NER models in the domain under investigation, as well as to improve the trustability of the models
for their larger adoption and use in real-world contexts, we propose here a preliminary explainability
analysis, investigating how and where some specific features impact on model predictions.

2. Related Works

Several datasets have been released in the last decade to support NER tasks in the cyber security
domain. These resources vary significantly in scale, annotation strategies, and types of entities included.
The early approaches were based on the combination of traditional machine learning with rule-based
strategies. iGen [15] focused on eight entity types from technical blogs and reports; iACE [16] identified
four classes of entities from open-source articles, and [17] used structured rules to tag entities from
log files. In the cybersecurity domain, [2] presented a domain-specific NER corpus composed of
14,000 unstructured documents with 22 predefined entity types and over 7,000 labeled entities. [18]
curated a malware-focused knowledge graph derived from open-source GitHub repositories, defining
14 unique entity types relevant to malware behavior. [19] developed a BiLSTM-CRF-based NER system
trained on 160 threat reports, capturing 11 cybersecurity-related entity types. [20] introduced TIMiner,
a hybrid framework blending rule-based and neural techniques for extracting six types of threat-
related entities from a manually annotated dataset of 15,000 threat intelligence records. [21] tried to
incorporate the BIO annotation scheme over 175,220 tokens; although public, the relatively limited size
of this dataset restricts its generalization capability for broader threat modeling. Several works have
adopted neural architectures with domain adaptations. [22] used BiLSTM with attention and feature-
rich representations to extract 11 types of attack indicators from GitHub incident reports spanning
2008–2018. [23] developed the Chainsmith system using regular expressions and neural models for
classifying six types of CTI indicators from over 14,000 texts. More recently, [24] explored fine-tuning
a large language model for NER in the healthcare cybersecurity domain, using web-extracted news
articles annotated via a semi-supervised procedure detailed in [25]. This approach demonstrates the
growing efficacy of adapting LLMs to domain-specific NER tasks. A recent study proposed a hybrid
approach that combines controlled resources with neural models, using the cybersecurity domain as a
case study [26]. Finally, an example of a trustworthy AI framework for the cybersecurity domain has
been presented by [27, 28], where a hybrid AI-enabled model that combines both linear regression and
deep learning is used to prioritize vulnerabilities, also integrating the explainability and interpretability
characteristics for explaining AI model’s decision making and its inner working parameters.

3. Materials and Methods

To address the scarcity of open cyber security NER datasets, we combined APTNER and CyNER into a
single, harmonized corpus. Each dataset originally differently defined entities, we standardized and



Figure 1: Cybersecurity entity types mapped in APTNER

aligned their annotations to support more robust and accurate NER model training. The resulting
dataset adopts the CyNER annotation scheme, extended with an additional entity type from APTNER:
Secteam, distinguishing cyber security teams from broader organizations. This brings the final label
set to seven: Malware, Indicator, System, Secteam, Organization, Vulnerability, and O, using the BIO
tagging format. To maintain generalization and reduce overfitting, we opted for a more compact schema.
APTNER’s richer label taxonomy was systematically mapped into this simpler structure, grouping
related subtypes under broader categories like Malware and Indicator, ensuring both semantic clarity
and model efficiency. The mapped entities are shown in Figure 1. The final combined cyber security
NER dataset comprises 347,779 tokens and 13,601 labeled phrases, resulting in 37,684 annotated entities
across six distinct entity types. More details, including label mappings, are available in [14] and the
dataset is publicly available on the SoBigData repository1. Different NLMs, reported below, were used to
evaluate the dataset, to benchmark their performances in the cybersecurity NER task when fine-tuned
on our merged dataset [14]. The NER NLMs trained on the aforementioned dataset and considered for
the purpose of this study are also made publicly available through the SoBigData repository2 3 4.

• SecureBERT : built on the RoBERTa framework, is trained on large-scale cyber security text and
has demonstrated improved performance on security-related NLP tasks [29].

• BERT-base-cased: a standard BERT model not specifically adapted for cyber security.
• RoBERTa-base: a robustly optimized variant of BERT.

Using deep learning models for NER in cybersecurity requires a rigorous explainability analysis
to ensure transparency, trust, and validation by domain experts [30]. The Explainability focuses on
the importance of input tokens for a specific model prediction. The aim is to clarify which words
or text fragments influence the prediction in classifying a particular span as a particular entity. For
this purpose, we adopted Captum AI [31], a PyTorch-based library, to interpret transformer-based
models in cybersecurity NER tasks, which includes several attribution algorithms available in Captum
suitable for text-based NER analysis, such as Integrated Gradients (IG), which approximates gradients
along a path from baseline to input [30], Layer Integrated Gradients (LIG), for the attribution of output
to specific layers, Feature Ablation, to evaluate the importance of the features by removing/masking
them, GradientShap, which Combines IG with Shapley values , and LIME (Local surrogate model
approximation [32]). Methods like IG and LIG are particularly relevant to our analysis. IG computes
the importance of the features by integrating gradients along a straight line path from the input of the
baseline to the actual input [30]. For Baseline selection of text in NER task, common choices include

1https://data.d4science.org/ctlg/ResourceCatalogue/cybersecurity_ner_dataset
2https://data.d4science.org/ctlg/ResourceCatalogue/cybersecurity_ner_securebert_model,
3https://data.d4science.org/ctlg/ResourceCatalogue/cybersecurity_ner_bert-base-cased_model,
4https://data.d4science.org/ctlg/ResourceCatalogue/cybersecurity_ner_roberta-base_model
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https://data.d4science.org/ctlg/ResourceCatalogue/cybersecurity_ner_roberta-base_model


padding tokens, unknown tokens, or zero-embedding, vectors [33]. These are crucial for meaningful
attributions; on the other hand, Token attribution aggregates embedding dimension scores (sum/mean)
for per-token importance. LIG extends IG to attribute output to specific network layers (for example,
RoBERTa’s embedding layer). For SecureBERT, the attribution to a layer 𝑙 can be defined as:

Attribution =

∫︁ 1

𝛼=0

𝜕𝑓(x0 + 𝛼(x− x0))

𝜕h(𝑙)
𝑑𝛼 (1)

where h(𝑙) is the output of layer 𝑙, x is the input, and x0 is the baseline input.
Feature Ablation is another perturbation-based method that assesses the importance of tokens by

observing the changes in output when tokens are replaced with baseline values [34]. For NER, the
change in score can be represented as: ∆Score = 𝑓(x)− 𝑓(xablated), where 𝑓(xablated) is the model’s
output when specific tokens in x are masked or replaced. Strategies for text attribution to contextualize
attribution scores derived from such methods, like Padding Token (use model’s padding token as
baseline [33]), Unknown Token (use [UNK] token for out-of-vocabulary representation), Zero Embedding
(creating baseline with zero vectors in embedding space), can serve as simple benchmarks to evaluate
the effectiveness of more complex text attribution methods.

4. Results and Discussion

Applying the proposed explainability framework to SecureBERT, we identified the most influential
tokens for recognizing key cybersecurity entities. Table 1 presents these tokens alongside their attribu-
tion scores and example contexts. For Malware, "APT " holds the highest attribution score (0.82), as seen
in "APT29 spearphishing campaign." "CVE-" (0.79) is key for Vulnerability identification, exemplified by
"CVE-2023-1234 in Apache Log4j." The token "http:// " (0.75) is most influential for Indicator entities, such
as "Malicious URL http://phish.site." For system entities, "Windows" (0.68) is significant, as in "Windows
registry keys modified." Lastly, "Microsoft" (0.61) is the top token for Organization entities, illustrated by
"Microsoft security advisory." These findings underscore the importance of specific technical terms and
formats in the model’s entity recognition process.

Table 1
Top influential tokens for cybersecurity entity recognition in SecureBERT.

Entity Type Token Attribution Score Example Context
Malware APT 0.82 APT29 spearphishing campaign

Vulnerability CVE- 0.79 CVE-2023-1234 in Apache Log4j
Indicator http:// 0.75 Malicious URL http://phish.site
System Windows 0.68 Windows registry keys modified

Organization Microsoft 0.61 Microsoft security advisory

Table 2 shows which layers of the SecureBERT model contribute to entity identification: the deepest
layers (9-12) are essential for recognizing Malware, Vulnerability and Indicator entities, while the initial
layers (1-4) classify entities as ’Other’, including less frequent or more context-dependent entities that
do not fall into the primary categories.

Table 2
Layer contribution percentages for entity types in SecureBERT.

Layer Group Malware Vulnerability Indicator Other
1-4 12.3% 9.8% 8.2% 69.7%
5-8 28.7% 22.1% 25.4% 23.8%
9-12 59.0% 68.1% 66.4% 6.5%

In summary, the use of Captum combined with explainability techniques allows for the complication of
decision-making processes within an NLM. In some cases, it has been observed that specific tokens have
been misattributed to non-organizational contexts, showing that the model may overfit or misinterpret
clues coming from the context. Moreover, explainability contributes meaningfully to guiding data
augmentation strategies. Visualizing attribution scores and analyzing prediction confidence across



entity classes allowed to identify underrepresented categories, such as Secteam, which contains only
1,345 labeled instances in the combined dataset. These imbalances often go unnoticed through aggregate
performance scores alone, but interpretability techniques help prioritize which classes may benefit most
from targeted data enrichment. This is particularly relevant in cybersecurity, where emerging threat
types or niche entities may be crucial despite their lower frequency. Another important implication
concerns standardization. As threat intelligence initiatives increasingly rely on structured formats such
as STIX 2.1 [35], it becomes essential that NER models not only achieve high accuracy, but also produce
outputs that align semantically and contextually with standardized schemas. Explainability analyses
can aid in verifying and improving this alignment.
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