CEUR-WS.org/Vol-4124/paper46.pdf

CEUR
E Workshop
Proceedings

published 2025-12-11

The Quantum Bottleneck: An Analysis of Data Balancing
in QML for Security

Mansur Ziiatdinov**', Salvatore Distefano®

"University of Messina

Abstract

Quantum computing promises advantage in data analysis by mapping the input data to a higher-dimensional
Hilbert space and performing computations based on physics laws. However, its potential is limited by noise and
number of qubits, restricting suitability to full fledged, end-to-end quantum machine learning solutions. Therefore,
proper classical data preprocessing is required. As a preprocessing step, data sampling, i.e. the selection or
generation of data items in imbalanced datasets, assumes strategic importance. Some undersampling techniques
rely on pure random choice, while others use geometric considerations to select data items that better represent
the original classes. As quantum machine learning approaches differ significantly from classical ones, it can be of
interest to investigate sampling techniques in quantum and classical ML. In this study, an approach to combine
classical and quantum data-driven ML workflows is proposed. Different undersampling techniques are then
explored through classical and quantum ML models for cybersecurity threat classification on the well-known
UNSW-NB15 network dataset taken from the literature to assess the proposed approach.
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1. Introduction and Motivations

The rising sophistication, variety, scope and range of cyber threats represent a big challenge for modern
digital infrastructures. Traditional security mechanisms, increasingly augmented by classical machine
learning (ML), strive to detect anomalies and intrusions in real-time. However, classical ML models
face mounting pressure from the sheer scale of network traffic and the ever-evolving, asymmetric
nature of malicious activities. Two significant hurdles stand out: the curse of dimensionality, where the
complexity of data can overwhelm classical algorithms, and the persistent problem of class imbalance,
where anomalous or attack data is vastly outnumbered by normal traffic. This imbalance often biases
classical models towards the majority class, causing them to miss rare but critical security events.

Quantum Computing offers a revolutionary computational paradigm with the potential to overcome
classical limitations. By mapping input data into an exponentially large Hilbert space, Quantum Machine
Learning (QML) promises to uncover intricate patterns that are intractable for classical systems. This
intrinsic ability to operate in high-dimensional feature spaces suggests a powerful new tool for tasks
like network intrusion detection. However, the current era of Noisy Intermediate-Scale Quantum (NISQ)
devices imposes significant practical constraints. The performance of today quantum processors is
fundamentally limited by qubit decoherence, gate errors, and restricted qubit counts, making end-to-end,
fully-fledged quantum solutions presently unfeasible.

This reality requires the development of hybrid quantum-classical models, which strategically com-
bine the strengths of both computational worlds. In such a workflow, classical computers handle data
preprocessing and postprocessing tasks, while the quantum processor is tasked with the core computa-
tional kernel where its unique capabilities can provide an advantage. Within this hybrid framework, a
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critical but underexplored question arises: How do classical data preparation techniques translate to
the quantum domain?

Specifically, techniques like data sampling, which are fundamental for managing class imbalance in
classical ML, have an uncertain efficacy when applied to QML. Geometric assumptions that underpin
some classical sampling methods may not hold true within the abstract quantum feature space. Such a
gap motivates this research, aiming to bridge it by investigating the impact of a foundational sampling
technique — random undersampling — on the performance of a hybrid QML classifier for a real-world
cybersecurity task. Starting from the well-known UNSW-NB15 network intrusion detection dataset,
this paper investigates whether dataset size, balancing, and undersampling techniques are effective
strategies for cybersecurity analysis through classical and quantum ML.

The contribution of this work is therefore threefold. First, to provide a methodology and algorithm for
hybrid classical-quantum data-driven machine learning workflows. Second, to explore, by a practical,
empirical analysis in the cybersecurity domain, the interplay between classical data preprocessing
and near-term quantum algorithms. Third, by assessing the performance of a QML model under
different conditions of data balance and size, to provide realistic insights into the current capabilities and
bottlenecks of classical and quantum computing, as well as their suitability to cybersecurity problems.

To such a purpose, the reminder of the paper is organized as follows: Section 2 discusses about classical
and quantum ML overviewing state of the art solutions on data management and balancing, Section
3 proposes a hybrid classical-quantum methodology and algorithm for data-driven ML workflows
focusing on data balancing, then applied in Section 4 on a cybersecurity case study from a real dataset
to demonstrate its effectiveness. Final discussion and remarks are reported in Section 5 closing the

paper.

2. Background and Related Work

Quantum Machine Learning (QML) is an emerging interdisciplinary field that integrates principles
from quantum mechanics and machine learning, aiming to develop algorithms that outperform classical
counterparts in data processing and analysis [1]. This convergence of quantum physics and artificial
intelligence holds the promise of revolutionizing several fields, including healthcare, finance, and
materials science, by leveraging quantum properties such as superposition and entanglement to enhance
machine learning techniques [2]. QML is attracting rising interest, as demonstrated by the volume
of published research, in particular after 2015, witnessing a dramatic increase in scholarly articles
and citations [3]. This highlights not only the growing recognition of QML capabilities but also the
collaborative efforts among researchers across disciplines, including physics, computer science, and
artificial intelligence [4]. Furthermore, bibliometric analyses reveal a dynamic interplay between QML
research and its practical applications, especially in areas contributing to technological advancement
and intellectual property, such as privacy and cybersecurity [3]. Despite its promising outlook, the
field of QML faces significant challenges, including limitations in current quantum hardware and
the complexity of integrating quantum algorithms with classical systems [2]. Issues such as qubit
decoherence, noise in quantum environments, and the need for effective data encoding techniques
remain critical barriers that researchers must address to realize the full potential of QML applications
[5]. Additionally, the theoretical foundations of QML, although robust, require further exploration
to validate the claimed advantages of quantum algorithms over classical methods, as many existing
approaches lack formal evidence of their efficacy [1].

The intersection of classical and quantum machine learning presents a compelling comparative
analysis. Recent studies have explored the performance of QML algorithms against classical ML ones
across datasets and metrics, investigating their strengths and weaknesses [2]. For example, in [6],
a comprehensive analysis involving classical and quantum ML algorithms across different subject
systems demonstrated variances in their ability to predict buggy and clean commits, as well as in other
software defect predictions. Current research on classical and quantum ML mostly aims at refining
quantum-specific solutions while evaluating their generalizability [7], based on the consideration that



foundational aspects of QML, such as quantum data encoding and the unique properties of quantum
systems, can potentially lead to more efficient processing capabilities and improved outcomes compared
to classical ML methods [8].

This stresses the strategic importance of data management and preprocessing in ML, especially for
quantum ML [4, 8]. In particular, data balancing is an essential step in ML workflows, addressing the
challenges posed by class imbalance in datasets where one class significantly outnumbers another [9].
Such imbalances can lead to biased predictive models that predominantly favor the majority class,
thereby misrepresenting the performance of minority classes and potentially compromising the effec-
tiveness of machine learning applications across fields, including healthcare, finance, and cybersecurity
[10]. Techniques to balance datasets, such as random undersampling, random oversampling, and the
Synthetic Minority Over-sampling Technique (SMOTE), have been developed to enhance model robust-
ness and accuracy by ensuring fair representation of all classes [11]. Even in the realm of quantum
machine learning, innovative strategies have emerged that leverage quantum computing principles to
improve data balancing techniques. A notable one is QuantumSMOTE, exploiting quantum circuits
to generate synthetic data points for minority classes more efficiently than traditional oversampling
methods [12, 13].

Despite the promise of these advancements, both classical and quantum data balancing methods
face significant challenges. For classical techniques, issues such as overfitting from oversampling and
information loss from undersampling persist, necessitating careful evaluation of performance metrics
beyond accuracy, such as precision, recall, and F1-score [14, 15]. In the quantum domain, obstacles
include the complexity of encoding large datasets into quantum states and the current limitations
of quantum hardware, which can impact the feasibility and reliability of implementing large-scale
quantum data balancing strategies [16, 17].

Looking ahead, there is significant potential for advancements in data balancing techniques through
the integration of classical and quantum computing, paving the way for improved machine learning
applications in diverse domains and ultimately contributing to more effective data-driven decision-
making. Ultimately, a combined effort to enhance both classical and quantum ML strategies may pave
the way for more effective data-driven decision-making in various domains. This paper follow such
direction, aiming to investigate data balancing effects on classical and quantum ML algorithm to provide
insights on hybrid/combined classical-quantum techniques for data-driven ML workflows.

3. Methodology
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Figure 1: Proposed hybrid approach for classical-quantum data-driven ML workflows.

The data-driven ML methodology here proposed is described by the algorithm shown in Figure 1
aiming to systematically address the aforementioned data management challenges, particularly in the
context of unbalanced datasets, by the integration of classical and quantum computational paradigms.
This process starts with Problem Definition and Data Acquisition, where the specific challenge is
rigorously defined, and relevant datasets are identified and queried to select and retrieve useful data.
If such data are not enough for processing, raw data have to be collected by real experiments to
complement the dataset, eventually also resorting to synthetic data, as discussed below. These data
then undergo a series of critical preprocessing steps, including data Integration, Filtering, Cleaning,
Aggregation, and Fusion. During this phase, heterogeneous data streams are unified, irrelevant or noisy



data points are removed, missing values are addressed, and heterogeneous data are combined to form a
coherent, comprehensive dataset suitable for subsequent analysis.

Following the initial data preparation, the workflow diverges based on the computational paradigm
selected for model development. At first, a loop is triggered by the preprocessed data Feature Engineering
for the classical one (Paradigm=Classical), where domain expertise and analytical techniques are applied
to transform raw data into a set of informative features that enhance the discriminative power for
machine learning models. Then, Data Balancing techniques are applied to mitigate the inherent class
imbalance. This step often involves methods such as undersampling of the majority class, oversampling
of the minority class, or synthetic data generation to achieve a more equitable class distribution, which
is crucial for preventing model bias and improving the detection of rare, critical events, as detailed
below.

Regardless of the chosen paradigm, the prepared data then feeds into Model Selection, where appro-
priate machine learning algorithms — ranging from classical classifiers like Support Vector Machines
and Random Forests to quantum-inspired algorithms or hybrid quantum-classical models — are chosen
based on the problem characteristics and computational resources. This is followed by Model Training,
where the selected model learns the underlying patterns from the balanced and engineered datasets.
The trained model then undergoes rigorous Model Evaluation and Validation using appropriate perfor-
mance metrics (e.g., precision, recall, F1-score, accuracy, ROC curves) to assess its effectiveness and
generalization capabilities on unseen data.

An iterative feedback loop is embedded through Model Interpretation and Tuning. Here, the model
decisions are analyzed for insights, and hyperparameters are optimized to enhance performance. A
Satisfactory decision point then determines whether the model performance meets predefined criteria.
If unsatisfactory, the process loops back on earlier stages, involving to re-evaluate and re-apply feature
engineering and balancing strategies. Once the classical model performance analysis on feature and
balancing parameters is satisfactory, based on these experiments and results the quantum one is triggered
by switching the paradigm (Paradigm=Quantum) and resetting such parameters (Reset Pars).

The quantum workflow loop is substantially the same as the classical one except for the data encoding
stage required to encode classical data into qubits. The Quantum Data Encoding and Feature Engineering
step, indeed, involves mapping classical data features onto quantum states, which are then prepared on
qubits to be processed by quantum circuits. This encoding is a critical interface between classical data
and quantum computation, influencing how information is represented and manipulated in the Hilbert
space. While nascent, quantum feature engineering aims to leverage quantum effects to extract novel,
potentially more expressive features than classical methods. The quantum loop thus proceeds with
quantum model training, evaluation, validation, interpretation and tuning, then iterating on different
dataset features and balances for a parametric analysis.

Finally, once both classical and quantum loops are done, the workflow proceeds to Model Deployment,
where the validated model is integrated into operational systems for live inferences, marking the
culmination of the data-driven ML workflow.

3.1. Feature Engineering and Data Balancing

Focusing on classification, a classification problem can be formally defined as follows. Consider a set X
of m tuples in a n-dimensional space: X = {x1,...,xy,} € R™*", where x; = {z;1,...,2in} € R"
and thus z;; € Rwithi = 1,...,m, 57 = 1,...,n, and each data point x; € X is labeled by
the corresponding class y; € {1,...,¢} C N. The classification problem asks to predict the § €
{1,...,¢} C N class label for a new, previously unseen X € R" data point. If there are only two classes
(i.e. ¢ = 2), the problem is called binary classification problem.

The set of data points belonging to a particular class k£ € {1,...,c} C Nisdenotedby C(k) = {x; €
X | y; = k}. Therefore, C(k) NC(j) = O Vk,j € {1,...,c¢} C Nwithk # jand J;_, C(k) = X. The
dataset is called balanced if different classes have a similar number of data points: Vj # k : [C(j)| =~
|C(K)|. If the dataset is imbalanced, the smallest class is called the minority class and the largest class is
called the majority class.



There are different approaches to balancing datasets. First, the model can extrapolate additional data
points of the minority class (so called oversampling), thus increasing its size; second, the model can
choose a subset C'(k) C C(k) for each non-minority class (so called undersampling).

This study focuses on the latter approach since current quantum models have limitations in managing
large amount of data. The random undersampling method simply selects a random subset of each
class. This method allows setting the required number of samples in each class independently, thus
controlling the balance of the resulting dataset. In this work, the NearMiss [18] algorithm is adopted as
a heuristic algorithm since it includes geometrical criteria into the selection process. Let positive data
items be the items belonging to the class to be undersampled and negative data items be the items from
the minority class. NearMiss-3 (the version 3 of the NearMiss algorithms family) works in 2 steps: first,
for each negative data item, their nearest-neighbors are kept. Then, the positive data items with the
largest average distance to the nearest-neighbors are selected.

3.2. Quantum Data Encoding and Model Training

As outlined before, the key difference between classical and quantum paradigms is the data encoding
step of the workflow. This study adopts a heuristic real_amplitudes encoding qua(xi» from the
Qiskit circuit library [19], denoted here as QRA. This technique involves several layers of angle encoding
interspersed with entanglement layers. Since it is difficult to express the encoded state in closed form,
the corresponding circuit is described. Let the number ¢ of qubits and the number of layers L be such
that n = gL, where n is the number of features. Then

}wqra(xi» = Ul(XZ‘)VUQ(XZ')V X e X VUL(Xi) ’0> y

where Uj(x;) = @j_; Ry(2ijq+r) rotates the qubits to encode some of the features (i.e.
Ti (j-1)q+1s Ti,(j—1)q+2s - - - » Ti,(j—1)q+q)- Lhe entanglement layer V' performs CNOT gates between
i-th and 7 + 1-th qubits fori € {n —2,n — 3,...,1,0}. See Figure 2 for an example.
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Figure 2: RA circuit forn =8,q =4,L =2

After the encoding step, a QML model can be trained. Schuld and Petruccione [20] show that all
supervised QML models can be formulated as quantum kernel methods, so let us focus on them. The
quantum kernel method uses a quantum computer to compute entries (x,x") = |(1(x)[¢(x)) ‘2 of
the kernel matrix. Once the entries are calculated, a support vector classifier (SVC) is trained by solving
a convex optimization problem:

1g1aximize Dty Qg — % > i Z;nzl Yy (X, Xj),
Ql,...,0m
s.t. 0<a; <Cand )" oy; = 0.

The assessment of classification is performed with the standard metrics like accuracy and F score
(see, e.g., [21]). Let TP,T N, F P, F'N denote, respectively, the number of true positive, true negative,
false positive, and false negative predictions. The accuracy a is defined as

B TP+TN
“TTPYTN+FP+FN




The F} score is the harmonic mean of precision prec and recall recall:

=2 prec - recall
prec + recall

where prec = TP/(T'P + FP) and recall = TP/(TP + FN).

4. Case Study

4.1. Dataset and Testbed

To demonstrate the effectiveness of the proposed approach, the well-known UNSW-NB15 dataset [22, 23]
is taken as benchmark. It focuses on network intrusion detection systems associating with a dataset
item the description of a network packet. The UNSW-NB15 dataset has been cleaned from contaminant
features in [24]. Once cleaning and encoding the categorical feature as an ordinal, the training dataset
contains 175 341 data items with 32 numeric features, while the test dataset contains 82 332 data items
with the same features. Each data item is associated with two labels: first, it is labeled as a “normal”
packet or as an “attack” packet; second, it is further labeled by different attack types, i.e. “Backdoor”,
“DoS”, “Exploits”, etc. (10 classes overall including “normal”). The dataset is highly imbalanced: for
example, the smallest class “Worms” contains only 130 data items, while the “Exploits” class contains
33 393 data items.

The experiments focus on the binary classification of a packet between “normal” and “attack” classes.
They have been organized in 3 stages:

Experiment 1 establishes a baseline for imbalanced data and classical ML model performance,
obtained exploiting the full dataset and the classical SVC with RBF kernel (i.e. £(x;, X;) = exp(—||x; —

x;[12)).

Experiment 2 compares different balancing methods for classical and quantum ML models. Both
samplers, implementing the random undersampling method and the NearMiss-3 algorithm, respectively,
sample ¢ = 300 data points per class, 600 overall, which are then used to train classical SVC RBF kernel
models and quantum SVC QRA kernel models (with ¢ = 8, L = 4 for QRA-8-4 and ¢ = 4, L = 8 for
QRA-4-8). The QRA parameters have been selected to ensure that all 32 = 8 x 4 features could be
embedded.

Experiment 3 explores how balancing affects the performance of different classical and quantum
models. In each run of the experiment, the random sampler, demonstrated to be more effective than
NearMiss-3 by Experiment 2, selects ¢ = 50, 100, 200, 300, 400, 500 data points per class, and these
subsets are exploited to train classical RBF and quantum QRA-4-8 and QRA-8-4 SVC kernel models.
The choice of the parameter ¢ < 500 is due to hardware limitations on simulations.

All of the experiments follow the same design principles. Each experiment performs 10 runs, and
the reported results are statistics obtained by these runs. At each run, the features are scaled using
MinMaxScaler, ie. each data point x; = (24 1, ..., %;m) is mapped to the vector z; = (z; 1, ..., Zim),
where z;; = (2;; —ming—y ., «;;)/ max—1,. n T4 =1,...,nand j = 1,..., m. Then, if necessary,
the sampler chooses ¢ data points for each class (if the class contains less than ¢ data points, all these
points are selected, but no new points are generated). Finally, the SVC is trained on this subset of the
training data and is evaluated on the balanced subset of the test data containing 100 points per class.

All tests have been performed on a machine with the following characteristics. CPU: AMD Ryzen
9 5950X, RAM: 64 GiB, OS: Linux, kernel: 6.6.74-gentoo, Python: 3.12.9, jupyter-core: 5.7.2, numpy:
2.2.2, qiskit: 1.3.2, giskit-machine-learning: 0.8.2, scikit-learn: 1.6.1. The source code is available in the
repository [25].



4.2. Results

Experiment 1. The results of the Experiment 1, the baseline classical case, are reported in Table 1.
Although more sophisticated classical methods can achieve better results, this study aims at investigating
the effects of balancing comparing similar classical and quantum methods, i.e. kernel-based SVC.

Table 1
Baseline for classical case without undersampling

Metric Value

avg. f1score  0.749577
avg. precision  0.791891
avg. recall 0.757500
avg. specificity  0.757500

Experiment 2. The results of the Experiment 2 are shown in Figure 3. The random sampler shows
better f1 score performance than the NearMiss-3 sampler for both classical and quantum models, with
~ 60% of improvement on the classical model and ~ 10% for quantum ones. Thus, despite worse than
random sampler, the NearMiss-3 one works better in quantum models.
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Figure 3: F1 score (higher is better) for different balancing methods.

Experiment 3. The main findings of Experiment 3 are shown in Figure 4. All the model graph shapes
are similar: in the beginning, the learning curve is increasing till a maximum value and then decreases,
likely due to overfitting. The maximum values for quantum and classical models are close, but do not
coincide: the classical model and the quantum model with 4 qubits (QRA-4-8) have their maximum at



around ¢ = 300 and the quantum model with 8 qubits (QRA-8-4) has the maximum at around ¢ = 400.
The quantum models also show evidence of better generalization: they outperform the classical ones
for smaller number of data items (¢ < 100) (~ 5% better with majority class size 50).

Kernel 0.84 Kernel

[ classical
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Figure 4: F1 score (higher is better) for quantum and classical training methods after balancing: the left shows
the distribution of values with boxplots; the right shows the median values.

5. Discussion and Conclusions

This work focused on investigating how the dataset size and balance can affect on different ML mod-
els, both classical and quantum. The investigation on a real and well known cybersecurity dataset
(UNSW-NB15 ) led to three primary findings. First, the use of random undersampling proved to be
an effective technique for preprocessing the imbalanced UNSW-NB15 dataset for both classical and
quantum classification ML models, suggesting that established classical techniques are valuable in
hybrid ML workflows. Second, a strong relationship between the dataset size, despite balanced, and
model performance has been observed. Both classical and quantum ML models show concave learning
curve, index of overfitting issues. This pushes ML experts and practitioners to find out the optimal
majority class size for which the ML model provides best performance. Third, the quantum learning
models has demonstrated accelerated learning curves compared to classical ones, especially much better
performance with small datasets, while classical model performance maximum outperforms quantum
ones. This suggests hybrid solutions exploiting quantum ML models to address data scarcity or as
bootstrap models in the beginning of a data acquisition campaign, then switching to classical ones
when enough data are available. These findings collectively indicate that while quantum approaches
offer potential efficiencies, their practical application is currently dependent on classical preprocessing
and advances in quantum hardware fault tolerance.
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