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Abstract

The article is devoted to the topical problem of detecting fraudulent anomalies in financial transactions
using machine learning methods. In the context of rapid digital transformation of financial systems and
growth in transaction volumes, traditional methods of fraud detection are becoming ineffective, which
highlights the urgent need to implement automated and adaptive solutions. The research is based on a
step-by-step approach that includes data preparation and processing, building and training classification
models, and evaluating their effectiveness. A comparative analysis of seven popular machine learning
algorithms was conducted: linear regression, decision trees, random forest, neural networks, gradient
boosting, XGBoost, and SVC. The key findings of the study showed that ensemble methods demonstrate
the highest effectiveness in detecting fraud: Random Forest, Gradient Boosting, and XGBoost proved to be
the most suitable for fraud detection tasks, demonstrating consistently high results. This is especially
important given the typical class imbalance (a small number of fraudulent transactions compared to
legitimate ones) in real financial data. The effectiveness of the models significantly outperforms the other
algorithms considered, indicating their ability to detect complex, non-obvious patterns in the data. The
critical importance of correctly configuring model hyperparameters and accounting for class imbalance to
achieve maximum accuracy and completeness in detecting fraudulent transactions has been confirmed.
This avoids overfitting on the dominant class and increases the system's sensitivity to rare but important
fraudulent cases. The practical significance of the study lies in the fact that the proposed approach allows
financial institutions to significantly improve operational efficiency, minimize financial losses, and
strengthen customer trust. The implementation of such systems provides comprehensive and adaptive
protection of the financial system in today's dynamic digital environment. The results of the study
confirm the effectiveness of machine learning as a powerful tool for combating financial fraud.

Keywords
Machine learning, financial fraud, anomaly prediction, ensemble methods, Random Forest, Gradient
Boosting, XGBoost, class imbalance, financial transactions

1. Introduction

In today’s world, financial systems are undergoing rapid digital transformation, marked by

growing transaction volumes and increasingly complex financial operations. These changes,
however, bring heightened risks of fraudulent activity, posing a serious threat to both financial

institutions and their clients. Fraud in the financial sector is becoming more sophisticated,
leveraging modern technologies to bypass traditional security measures.
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According to the Association of Certified Fraud Examiners (ACFE), global organizations lose
over 5% of their annual revenue to financial fraud. The 2024 report highlights that 53% of fraud
cases were linked to factors stemming from the COVID-19 pandemic, and for the first time since
2016, the average loss per case increased. Criminals are increasingly using cryptocurrencies to
cover their tracks and often operate in regions with weaker financial oversight. On average, a
typical fraud scheme lasts around 12 months before detection, underscoring the urgent need for
more effective monitoring tools.

ITraditional fraud detection methods—relying on static rules and manual analysis—are
insufficient for today's challenges, driving interest in machine learning and AI for automated,
adaptive real-time fraud detection. This paper develops a machine learning approach for
identifying financial anomalies, aiming to create an effective system that detects suspicious
transactions early to minimize losses, reputational harm, and legal costs. Automation boosts
efficiency, ensures regulatory compliance, and builds client trust.Ultimately, advanced analytics
provide comprehensive financial system protection, bolstering resilience in a dynamic digital
landscape.

2. Related works

Digital transformation has reshaped financial transactions, making them faster, more convenient,
and accessible via innovations like digital banking, mobile payments, cryptocurrencies, and fintech,
which boost interconnectivity. Yet, it amplifies risks, especially financial fraud, threatening
institutions' stability and customer trust.

Fraud includes identity theft, phishing, card fraud, money laundering, etc. Research [1-3]
highlights growing challenges in countering it amid surging transaction volumes and evolving
tactics.

Traditional methods—rule-based systems, risk filters, manual reviews—rely on fixed criteria
(e.g., amount, location) but show limited effectiveness [3-7] in dynamic settings, often detecting
fraud post-fact and causing losses. Figure 1 illustrates the rising payment fraud attempts over time.
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Figure 1: The spread of payment fraud attempts over the years

The emergence of modern technologies—particularly machine learning (ML), artificial
intelligence (AlI), and big data—has opened new opportunities for detecting and preventing
complex fraud schemes. ML algorithms enable real-time transaction analysis, anomaly detection,
and adaptive learning based on changing patterns of malicious behavior [8-10]. Behavioral
analytics plays a key role as well, allowing institutions to build customer profiles and identify
deviations from typical interaction patterns [11-13].

In addition, technologies such as blockchain and distributed ledger technology (DLT) enhance
the transparency of financial processes and make fraudulent activities more difficult to execute by
ensuring that data entries cannot be altered or forged without leaving a trace [14, 15].



Comprehensive, ready-to-deploy fraud detection systems are rarely available in the public
domain. Most fraud detection models are developed under commercial contracts tailored to specific
financial institutions or enterprises, using confidential, business-specific training data that restricts
applicability in academic or open-source projects.Public alternatives are research models on
platforms like Kaggle, using open datasets (e.g., Credit Card Fraud Detection) for full development
—from data cleaning/normalization to model building and visualization. Valuable for evaluating
algorithms in controlled environments, but challenging to integrate into real-world processes due
to variances in data scale, structure, and dynamics.Academic literature reflects a growing interest
in applying Al methods to combat financial fraud. Studies [16] explore the use of neural networks,
decision trees, naive Bayes classifiers, and ensemble models. Some researchers [17,18] have
proposed using recurrent neural networks (RNNs) to process transaction sequences, achieving
significantly improved results compared to traditional algorithms [19]. There is also an increasing
emphasis on the need for continuous model adaptation to evolving fraud patterns [20,21]. To
address this, hybrid systems combining supervised and unsupervised learning are being proposed,
enabling the detection of new, previously unclassified types of fraud.According to analytical
reports (ACFE, 2022; PwC, 2023), fraud detection is becoming a multidisciplinary challenge that
spans not only risk management and IT but also marketing, customer service, and strategic
management. Modern organizations must integrate risk analytics into all business processes,
building collaborative teams that bring together experts from various fields.The cost of financial
fraud is typically assessed by calculating both direct and indirect losses: fraudulent transaction
losses, software and tool expenses, analyst salaries, legal fees, and opportunity costs resulting from
diminished customer trust. A visualization of this approach is presented in the diagram below
(Figure 2).
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Figure 2: Scheme for calculating losses from fraud

This diagram illustrates a comprehensive assessment of the financial impact of fraud on an
organization, capturing the various components that contribute to the overall cost:

1. Direct fraud losses. These are the actual financial damages incurred due to fraudulent
activity, such as unauthorized withdrawals, transaction manipulation, or data theft.

2. Human resources and salary costs. Expenses related to the personnel involved in fraud
detection, investigation, and prevention, including their salaries, working hours, and other
risk management-related costs.

3. Fraud protection tools and staffing. Investments in software, technical security systems,
analytical platforms, and Cybersecurity and compliance specialists.

4. Profit margin allocated to fraud-related costs. A portion of the company’s overall profit that
must be redirected toward covering fraud-related expenses—both direct and indirect.

The diagram highlights that the cost of fraud extends far beyond direct financial losses—it also
includes expenditures on staff, technology, prevention tools, and lost profits. For this reason,



organizations are increasingly motivated to implement efficient fraud detection and prevention

systems to minimize the total financial burden.

3. Problem formulation

The aim of this study is to develop an effective system for detecting fraudulent transactions using
machine learning methods. To achieve this, it is necessary to perform a set of tasks that cover the

stages of data preparation, model development and tuning, as well as evaluation of their

performance.

1.

Data preparation and preprocessing. The first step is to create a high-quality input dataset,
which includes several stages:

Data cleaning. This involves removing duplicates, eliminating incorrect entries, and
handling missing values.

Normalization of numerical features. For example, scaling transaction amounts to ensure
stable performance of the algorithms.

Encoding categorical variables. This is achieved through techniques such as one-hot
encoding or label encoding.

Feature engineering. At this stage, new features are generated, including temporal,
geographical, or behavioral patterns that may be informative for classification.

Building machine learning models. The next stage is the selection and configuration of
models capable of recognizing anomalous transactions. Since the problem is a classification
task, several approaches will be tested:

Logistic regression.
Decision trees.
Ensemble methods. This includes Random Forest, Gradient Boosting, and XGBoost.

Artificial neural networks.

Because the dataset is often highly imbalanced, with fraudulent transactions representing only

about 1% of the total, special training strategies are required. These include adjusting class weights,
oversampling, or undersampling. In addition, hyperparameter optimization will be performed to

improve the accuracy and stability of the models.

Evaluation of model performance. The effectiveness of the models will be measured using
several metrics: Accuracy, Recall, Precision, Fl-score, ROC-AUC. To provide deeper
insights, the models will be compared on datasets with different class distributions,
including 50/50, 99/1, and 83/17. This will allow for assessment of system robustness under
varying levels of imbalance and adaptability to real-world scenarios.

Data selection and preparation for experimentation. Since access to real financial
transaction data is limited, publicly available datasets from Kaggle will be used. The choice
of datasets will be guided by the availability of fraud labels, the structure of the data fields
(categorical and numerical features), and sample size. After being downloaded, the data will
undergo preprocessing and only then will be used for training the models.

4. Methods and materials

The table below summarizes key traits of the five algorithms, including convergence speed
(iterations to 90% optimal on CEC 2017 functions) and computational complexity (operations per
iteration for 100 agents). These aid in selecting algorithms for specific tasks.



In this study, a machine learning method detects fraudulent anomalies in financial transactions
to minimize losses for institutions, businesses, and individuals. It is implemented stepwise using
modern Python libraries.

Stage 1: Data preparation. Load dataset with pandas; clean by removing missing values,
duplicates, and irrelevant attributes. Result: structured DataFrame.

Stage 2: Data scaling and normalization. Normalize numerical features (e.g., Amount) via
RobustScaler from sklearn.preprocessing (median-based, outlier-resistant). Essential for scale-
sensitive models like logistic regression, SVMs, neural networks, and gradient descent. Remove
unsuitable features (e.g., ID, geography, non-informative fields).

Stage 3: Training/test set formation. Split data 80/20 using train_test_split (test_size=0.2,
random_state=42, stratify=y) to prevent overfitting, tune hyperparameters, evaluate on unseen
data, and preserve class balance.

Stage 4: Model construction and training. Binary classification (fraud/non-fraud) is applied.
Models (e.g., logistic regression, decision trees, random forest, gradient boosting) are tuned
individually with parameters like tree count, depth, or learning rate, balancing quality and
resources.

Stage 5: Performance evaluation. Assess models using confusion matrix (TP, FP, FN, TN),
classification report (precision, recall, F1-score), AUC-ROC (class separation at varying thresholds),
and accuracy (correct predictions share; supplementary due to imbalance).

The methodology is adaptable to other fraud detection datasets.

The study evaluated seven ML algorithms for financial anomaly detection; each has strengths
and limitations suiting specific data types.

1. Linear Regression. Despite its simplicity, this model can be applied to binary classification.
It allows for class weighting, which is important for imbalanced datasets. The best results
were shown by saga, while liblinear was more effective for smaller samples. The model is
limited in its ability to capture complex nonlinear relationships and requires prior feature
scaling.

2. Decision Tree. An interpretable and fast model that does not require feature scaling. In the
study, it demonstrated a tendency toward overfitting, which is why depth was restricted to
five levels, and thresholds for minimum node splits and samples per leaf were introduced.
The model is sensitive to changes in data and performs worse than ensemble methods in
terms of accuracy.

3. Random Forest. An ensemble approach based on decision trees that significantly reduces
the risk of overfitting. It showed consistently high results across all datasets. The model
used 50 trees with a maximum depth of 10 levels and a minimum of 10 samples per leaf.
Another advantage is the ability to determine feature importance.

4. Neural Network (MLP Classifier). A multilayer model that performs well with complex and
high-dimensional data. Its main advantages are flexibility and the ability to model complex
dependencies. However, the model requires careful tuning of its architecture, considerable
computational resources, and a large amount of training data. It is also difficult to interpret.

5. Gradient Boosting. An ensemble method with sequential tree training that corrects the
errors of previous models. It demonstrated high accuracy with moderate depth (up to 3) and
number of trees (100). The learning rate was set at 0.1 to balance speed and performance. A
key advantage is robustness to imbalanced data due to class weight support.

6. XGBoost. An optimized version of gradient boosting with high performance. It supports
handling missing values and includes built-in regularization that reduces the risk of
overfitting. It was applied with the same parameters as Gradient Boosting and confirmed its
effectiveness across different datasets.

7. Support Vector Classifier (SVC). One of the most accurate but also the most resource-
intensive algorithms. It performs best on imbalanced datasets, where class inequality can be



compensated by class weights. Training took a significant amount of time (up to an hour),
but the model demonstrated strong capability in separating complex classes.

These results confirm the suitability of ensemble methods (Random Forest, Gradient Boosting,
XGBoost) for fraud detection tasks and highlight the importance of parameter tuning and class
imbalance handling to improve model accuracy.

Data splitting into training and test sets is a fundamental stage in the machine learning process,
as it allows for an objective evaluation of the model’s ability to generalize to new, unseen data.
This approach divides the dataset into two parts.

1. The training set is used to build the model and usually represents 70-80% of the data,
providing the model with a wide range of examples to learn transaction patterns of
different types. The larger the training set, the more patterns, both legitimate and
fraudulent, the model can capture, which increases its predictive effectiveness.

2. The test set consists of the remaining 20-30% of the data, which is not used during training.
It serves to evaluate the performance of the model on new examples, allowing for an
assessment of its generalization ability. This corresponds to the supervised learning
concept, where the model is first “trained” and then “tested” on an independent set.

When splitting data, parameters include: test_size=0.2 (20% for testing), stratify=y (ensures
proportional class representation in train/test sets, crucial for imbalances), random_state=42 (fixes
randomness for reproducibility and bias prevention). These minimize overfitting, where models
perform well on training data but poorly on new data.

Evaluation uses the classification report to summarize key metrics; Precision is the proportion
of correctly predicted positives among all predicted positives.

A high precision value indicates a small number of false positives. It is calculated using the
formula:

Pre cision=i (1)
TP+ TF

where TP represents true positives and FP represents false positive predictions. Recall (sensitivity)
is a metric that reflects the model’s ability to detect all actual positive cases. It is calculated as the
proportion of correctly classified positive results among all real positive examples. A high recall
value indicates a small number of false negative predictions. Formally, it is computed using the
formula:

Recall = _IP (2)
TP+FN

where TP represents true positives and FN represents false negatives. The F1-score is the harmonic
mean between precision and recall, allowing a balance between these two metrics. It is particularly
useful in cases of imbalanced data, where it is important to account for both false positive and false
negative predictions. It is calculated using the following formula:

2 _ . precision - recall

F1= —~ — =
recall” + precision precision+recall

(3)

Support: Number of actual instances per class in the test set; aids in interpreting precision and
recall relative to class sizes.

ROC-AUC: Measures model's class distinction at varying thresholds. ROC curve plots TPR vs.
FPR as threshold changes. AUC: 1.0 = perfect, 0.5 = random guessing, <0.5 = worse than random.



Accuracy: Proportion of correct classifications overall. Simple but misleading in imbalanced data
(e.g., predicting 95% majority class yields 95% accuracy but fails to detect minority):

TP+TN 4
TP+TN+TP+FN @)

Accuracy =

where TP = true positives, TN = true negatives, FN = false negatives. Metrics like confusion matrix,
AUC-ROC, and accuracy enable comprehensive model evaluation, highlighting strengths and
limitations. This supports informed selection of optimal methods, forming the basis for effective
fraud detection systems that minimize risks for businesses and users.

5. Analysis of the database

5.1. Selection of machine learning research datasets for predicting fraudulent
anomalies in financial transactions

The first dataset contains 248,807 credit card transaction records, with 492 fraudulent (99:1
imbalance). It includes 28 anonymized features V0-V28, plus Time and Amount. The second is
artificially generated and balanced (560,863 each class), structurally similar (V0-V28, no Time,
removes uninformative ID). Used for training to avoid imbalance effects. The third, for real-world
testing: 5,100 records (83:17), less anonymized but structurally different, so trained separately.
Datasets referenced as 99:1, 50:50, and 83:17.
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Figure 5: C

Figure 5 presented the three selected datasets for the study of fraudulent anomalies in financial
transactions: (a) containing credit card transaction information over a specified period; (b)
artificially generated with a balanced class distribution; (c) approximating real-world conditions.

5.2. Result and discussion

Research and testing ML models are crucial for building effective fraud detection systems in
financial transactions. This validates methods in near-real conditions, where accuracy minimizes
losses and fosters bank trust. Datasets with class imbalances (50:50, 83:17, 99:1) mirrored rare fraud
scenarios, enabling full assessment of anomaly detection in highly skewed data. The study
pinpointed optimal models for institutions that cut risks, boost efficiency, reduce false positives,
lower security costs, and ensure live system stability. Below: detailed performance analysis per
model across datasets. Logistic Regression model across the three datasets:

1. Dataset 50%/50%. The model demonstrated high accuracy at 96% with balanced precision
and recall metrics, indicating its effectiveness on balanced data.

2. Dataset 99%/1%. Model accuracy sharply dropped to 10%, showing practically zero
effectiveness in detecting fraudulent transactions (class 1) under strong class imbalance.
Although the model correctly predicted all fraudulent transactions, it misclassified a
significant number of legitimate operations as fraudulent. This may indicate potential
overfitting, data leakage, or insufficient parameter tuning.

3. Dataset 83%/17%. Accuracy was 87%; however, the Fl-score for class 1 significantly
decreased (0.62), indicating frequent errors in fraud detection.

Table 1 and a screenshot (Fig. 4) below illustrate the accuracy metrics and training results of the
Logistic Regression algorithm on the 83%/17% dataset, as mentioned in the previous sections.

Table 1
Logistic Regression of data 83%/17%

Precision Recall F1-score Support
0 0.97 0.88 0.92 2521

1 0.51 0.81 0.62 369




accuracy 0.87 0.87 0.87 0.87
Macro avg 0.74 0.85 0.77 2890

Weighted avg 0.91 0.87 0.88 2890

Figure 6 shows the LogisticRegression console output in the 87%/13% set with the
corresponding metrics.

Full ClLassification Report for LogisticRegression:

precision recall fl-score SUpport
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Figure 6: Logistic Regression console output in the 87%/13% set

Decision Tree model:

1. 50%/50% set. The model showed high precision and recall (96% for both classes) and an
overall accuracy of 96%, indicating its good performance on uniform data.

2. 99%/1% set. The model maintained high accuracy for class 0, but precision for class 1
decreased significantly. The overall accuracy was 58%, indicating a problem with imbalance.

3. 83%/17% set. The overall accuracy of the model was high at 97%. The F1-score for class 1
was 0.88, which is better than Logistic Regression, but still shows a decrease in recall.

Below is Table 2 and a screenshot (Fig. 4) showing the accuracy metrics mentioned in the
previous sections and the results of training the Decision Tree algorithm on the 83%/17% dataset.

Table 2
Logistic Regression of data 83%/17%

Precision Recall F1-score Support
0 0.98 0.98 0.98 2521
1 0.91 0.86 0.88 369
accuracy 0.97 0.97 0.97 0.97
Macro avg 0.94 0.92 0.93 2890
Weighted avg 0.97 0.97 0.98 2890

Figure 7 shows the Decision Tree console output in an 87%/13% set with corresponding metrics.



FUllL ClLassification Report for DecisionTree:
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Figure 7: Decision Tree console output in the 87%/13% set

Random Forest model: 50%/50% set: Demonstrated impressive results: 98% accuracy and high
F1-score values for both classes. 99%/1% set: Despite 71% accuracy, precision for class 1 was close to
0, indicating a lack of recognition of fraudulent transactions. 83%/17% set: Accuracy remained at
90%, but the F1-score for class 1 dropped to 0.44, indicating problems with detecting the smaller
class.

Below is Table 3 and a screenshot (Fig. 8) showing the accuracy metrics mentioned in the
previous sections and the results of training the Random Forest algorithm on the 83%/17% dataset.

Table 3
Random Forest of data 83%/17%

Precision Recall F1-score Support
0 0.90 0.99 0.95 2521
1 0.90 0.28 0.44 369
accuracy 0.90 0.90 0.90 0.90
Macro avg 0.94 0.64 0.69 2890
Weighted avg 0.91 0.90 0.88 2890

Figure 8 shows the Random Forest console output in an 87%/13% set with corresponding
metrics.

Full ClLassification Report for RandomForest:
precision recall fl-score support
(2] @.905789 -999207 0.950207 2521 . 000000

=]
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Figure 8: Random Forest console output in the 87%/13% set

Neural Network (MLP Classifier) model:50%/50% set: Showed almost perfect performance with
98% accuracy and an F1-score of 0.99 for both classes. 99%/1% set. There was a significant problem
with precision for class 1, although the overall accuracy of 83% remained acceptable. 83%/17%.
Accuracy dropped to 80%, and the Fl-score for class 1 was only 0.53, indicating insufficient
adaptation to the imbalance. Below is Table 4 and a screenshot (Fig. 6) showing the accuracy
metrics mentioned in the previous sections and the results of training the MLP Classifier algorithm
on the 83%/17% dataset.



Table 4
MPL Classifier of data 83%/17%

Precision
0 0.97
1 0.38
accuracy 0.80
Macro avg 0.67
Weighted avg 0.89

Recall

0.80

0.84

0.80

0.82

0.90

F1-score

0.87

0.53

0.80

0.70

0.83

Support
2521
369

0.90
2890

2890

Figure 9 shows the Neural Network console output in the 87%/13% set with the corresponding

metrics.
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Figure 9: MPL Classifier console output in the 87%/13% set
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Gradient Boosting model:50%/50% set. The experiment demonstrated high efficiency on a

uniform data set with an accuracy of 97%. 99%/1% set. The overall accuracy was 47% due to high

imbalance, which led to a significant decrease in the F1-score for class 1. 83%/17% set. The accuracy
reached 99%. The model handled the imbalanced data well, although the F1-score for class 1

decreased slightly to 0.97.

Below is Table 5 and a screenshot (Fig. 7) showing the accuracy metrics mentioned in the

previous sections and the results of training the Gradient Boosting algorithm on the 83%/17%
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dataset.

Table 5

GradientBoosting of data result 83%/17%

Precision

0 0.99

1 0.98

accuracy 0.99

Macro avg 0.99

Weighted avg 0.99

F1-score
0.99
0.97
0.99
0.98

0.99

Support
2521
369

0.90
2890

2890

Figure 10 shows the Gradient Boosting console output in an 87%/13% set with corresponding

metrics.



Full ClLassification Report for GradientBoosting:

precision recall fl-score support
o] 8.993291 Q.998413 0.9958456 2521 .000000
1 0.988764 Q.953930 Q.971034 369 .000000
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Figure 10: Gradient Boosting console output in the 87%/13% set

XGBoost model: 50%/50% set: The model showed a high accuracy of 97% with well-balanced
metrics for both classes. 99%/1% set. The model demonstrated the best result among all models for
the 99%/1% set, achieving 99% accuracy and an F1-score for class 1 of 0.96. 83%/17% set. The model
maintained high accuracy of 99%, adapting well to partially imbalanced data.

Below is Table 6 and a screenshot (Fig. 8) showing the accuracy metrics mentioned in the
previous sections and the results of training the XGBoost algorithm on the 83%/17% dataset.

Table 6
XGBoost of data result 83%/17%

Precision Recall F1-score Support
0 0.99 0.99 0.99 2521
1 0.98 0.95 0.96 369
accuracy 0.99 0.99 0.99 0.99
Macro avg 0.98 0.97 0.98 2890
Weighted avg 0.99 0.99 0.99 2890

Figure 11 shows the XGBoost console output in an 87%/13% split with the corresponding
metrics.

Full ClLassification Report for XGBoost:

precision recall fl-score sSupport
(2] Q.992897 B.998017 B.995450 2521 .000008
1 Q.985955 e.951228 0.968B276 369 .000000
accuracy e.992042 B.992042 B.992042 a.992042
macro awvg B.989426 B.974618 B.981863 Z2890.000800
weighted awvg o.992010 0.992042 0.991980 2890 .000000

Confusion Matrix for XGBoost:
[[2516 51
[ 18 251711

ROC-AUC Score for XGBoost: 8.99%9&6
Accuracy Tor XGBoost: B8.9920

Figure 11: XGBoost console output in the 87%/13% set

SVC model: 50%/50% set. The model showed average performance with an accuracy of 52%,
indicating its low ability to detect both classes. 99%/1% set. The model shows a sharp drop in the
F1-score for class 1, with an accuracy of only 55%. 83%/17% set. The model's accuracy was 81%, but
the F1-score for class 1 was only 0.10, indicating poor recognition of the smaller class.

Below is Table 7 and a screenshot (Fig. 9) showing the accuracy metrics mentioned in the
previous sections and the results of training the SVC algorithm on the 83%/17% dataset.



Table 7
SVC of data result 83%/17%

Precision Recall F1-score Support
0 0.87 0.92 0.89 2521
1 0.13 0.87 0.1 369
accuracy 0.81 0.81 0.81 0.99
Macro avg 0.50 0.50 0.49 2890
Weighted avg 0.77 0.81 0.79 2890

Figure 12 shows the SVC console output in an 87%/13% set with corresponding metrics.

Full ClLassification Report for SVC:

precision recall fl-score support
2] 6.873087 B.927806 0.8994615 2521 .000000
u i 0.137441 B.0785%91 0.l00000 369 .000000
accuracy 8.819377 0.819377 0.819377 0.819377
macro awvg 0.5052&64 0.503199 0.4992808 2890 .000000
weighted awvg 0.779158 B.819377 0.797519 2890 .000000

Confusion Matrix for SVC:
[[2339 182]
[ 340 29]1

ROC-AUC Score for SVC: 0.529%
Accuracy for SVC: 0.8194

Figure 12: SVC console output in the 87%/13% set

The same studies were also conducted on two other datasets. The results of these studies will be
presented in a table showing the accuracy and ROC-AUC score for each algorithm used. Below is a
table with the results of the algorithms in the 50%/50% dataset.

Table 8

Research of data result 83%/17%

Algorithms ROC-AUC Accuracy
Logistic Regression 0.9931 0.9606
Decision Tree 0.9833 0.9601
Random Forest 0.9993 0.9839
MLP Classifier 1.0000 0.9998
Gradient Boosting 0.9983 0.9793
XGBoost 0.9985 0.9772
SVC 0.7396 0.5214

The following table shows the results of studies in a 99%/1% set.

Table 9
Research of data result 99%/1%

Algorithms ROC-AUC Accuracy

Logistic Regression 0.9815 0.1066




Decision Tree 0.8326 0.5820

Random Forest 0.9641 0.7169
MLP Classifier 0.9840 0.8322
Gradient Boosting 0.9720 0.4734
XGBoost 0.9748 0.4821
SVC 0.0644 0.5512

In general, the results of the study allow us to draw the following conclusions about the
effectiveness of the models used. The XGBoost and Gradient Boosting algorithms demonstrated the
highest performance for all class imbalance options, indicating their high adaptability. In contrast,
Logistic Regression and Support Vector Classifier (SVC) proved ineffective in cases of significant
imbalance, losing their ability to accurately classify fraudulent transactions. Methods based on tree
structures generally cope better with partially unbalanced data, but require careful tuning when
working with heavily skewed samples. Overall, most of the tested models confirmed their
reputation in the context of detecting fraudulent anomalies.

6. Conclusions

The article examines the application of machine learning for predicting fraudulent anomalies in
financial transactions. The aim of the study was to develop an effective framework capable of
identifying suspicious transactions at early stages, thereby minimizing financial losses, reputational
risks, and legal costs. According to the Association of Certified Fraud Examiners (ACFE), annual
losses from financial fraud have exceeded 5% of organizational revenue worldwide, and the average
loss in 2024 increased for the first time since 2016.

Traditional fraud detection methods, which rely on static rules and manual analysis, are no
longer adequate to meet modern challenges due to the growing volume of data and the increasing
complexity of financial operations. These methods cannot process large datasets in a timely
manner or recognize complex anomalous behavior patterns. Consequently, the implementation of
machine learning and artificial intelligence technologies has become increasingly relevant, as they
enable the creation of automated, adaptive systems for real-time fraud prediction.

The study developed a step-by-step approach for detecting fraudulent anomalies using machine
learning, which includes data preparation and preprocessing, building and training classification
models, and evaluating their effectiveness. The performance of seven popular machine learning
algorithms was analyzed, including linear regression, decision trees, random forest, neural
networks, Gradient Boosting, XGBoost, and SVC.

The research demonstrated that ensemble methods such as Random Forest, Gradient Boosting,
and XGBoost are the most suitable for fraud detection tasks. These models consistently delivered
high performance across different datasets, including when working with imbalanced data, which
is typical of real financial transactions. The study also confirmed the importance of proper
parameter tuning and accounting for class imbalance to improve model accuracy.

Applying the proposed approach enables financial institutions to significantly enhance
operational efficiency, minimize financial losses, and strengthen client trust, providing
comprehensive protection for the financial system in a dynamic digital environment.
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