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Abstract

Critical infrastructure, including energy, transport, and healthcare systems, is becoming increasingly
interdependent and vulnerable to cascading risks. Traditional decision support systems typically operate
within a single domain and rarely account for cross-domain conflicts. This paper introduces a conceptual
model of a Conflict-Aware Collaborative Intelligent Decision Support System, integrating three key
components: a cross-domain influence matrix for identifying conflicts between subsystems of critical
infrastructure, multi-criteria decision analysis with an additional conflict impact criterion, and a human-
Al collaborative cycle that harmonizes algorithmic recommendations with expert knowledge. The
proposed approach is illustrated using examples from energy, transport, and healthcare, where potential
conflicts are identified, and alternatives ranked using the TOPSIS method. The results demonstrate that
incorporating conflict awareness and human-AI collaboration enhances the transparency, adaptability,
and resilience of decision support systems in critical infrastructure management.
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1. Introduction

The security of critical infrastructure, including energy, transport, healthcare, and communication
systems, is a fundamental element of the effective functioning of modern society [1]. The reliability
and stability of these objects are crucial for both national security and the well-being of citizens.
Factors directly affecting the stability of critical infrastructure include increasing complexity,
interdependence, and digitalization. These factors create an environment in which decisions made
in one domain can lead to conflicts or cascading consequences in others [2]. For example, energy-
saving strategies in smart grids could reduce electricity availability for hospitals or emergency
services, while traffic optimization measures might hinder evacuation efforts during emergencies.

Traditional decision support systems are often focused on analyzing and optimizing processes
within a single domain [3]. These systems rarely consider conflicts that may arise between
different domains or model the systemic consequences of localized decisions [4]. Such limitations
restrict the practical applicability of these systems, especially when there is an urgent need to
prevent the spread of risks and enhance the resilience of critical infrastructure during crises.

Rapid advancements in artificial intelligence (AI), multi-criteria decision-making (MCDM), and
risk modeling allow for more effective handling of uncertainty, complex system interconnections,
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and dynamically changing conditions. Modern tools (models, methods, algorithms) are effective at
detecting deviations in large data streams, evaluating trade-offs between alternatives, and
automating routine decisions [5, 6]. However, despite these advantages, many of these tools allow
for isolated decisions, often within a single sector, and fail to account for cross-domain impacts. As
a result, the lack of a unified, conflict-aware approach limits their practical value in critical
infrastructure management, where decisions have intersectoral impacts and may result in
cascading effects.

This paper proposes a conceptual model of Conflict-Aware Collaborative Decision Support
Systems (CIDSS), which extends the capabilities of traditional decision support systems (DSS). This
extension is achieved through the integration of three key components:

e Identifying conflicts between interdependent subsystems using influence matrix models.

e Performing multi-criteria risk analysis using fuzzy logic methods and entropy-based
indicators to assess uncertainty.

e Implementing human-AI collaboration (HAIC), enabling more effective real-time decision-
making.

Thus, we present a unified model that identifies and quantifies conflicts between subsystems,
integrates collaboration mechanisms to enhance resilience, transparency, and continuous
functioning of critical infrastructure.

2. Prior Work

Recent research has significantly advanced the development and implementation of DSS and
MCDM methods to solve problems in various applied scientific domains. These studies have shown
that MCDM is an effective tool for comparing alternatives across multiple criteria, which is
especially necessary when analyzing complex systems [7, 8]. For instance, studies [9, 10] have
proven that MCDM has become foundational in solving modern engineering and environmental
problems. However, these solutions tend to focus on optimization within a single domain and do
not account for cross-domain conflicts.

Equally interesting and relevant are studies focused on anomaly detection and cybersecurity
threats in critical infrastructure. Recent publications highlight the limitations of traditional defense
mechanisms in addressing increasingly complex and rapidly evolving cyber threats [11, 12]. The
growing digitalization of critical infrastructure significantly increases the potential for cyberattacks
and system failures. As a result, new detection and prevention tools are being developed. For
instance, the paper [12] explored unsupervised anomaly detection models integrated into IIoT
technologies. This approach proved effective for detecting cyberattacks in near-real time. A
systematic review of adaptive anomaly detection methods for cyber-physical systems demonstrated
that models combining rapid adaptation and real-time data processing are the most promising for
identifying evolving attacks [11]. Additionally, the study [13] stressed the importance of combining
supervised and unsupervised methods for improving anomaly detection accuracy in critical
infrastructure. Research [14] described a combination of digital sensors and intelligent data
analysis for Al-based anomaly detection in smart city IoT networks, offering practical
recommendations to enhance the resilience of smart cities against cyber threats. However, these
studies primarily focus on anomaly detection without proposing integrated mechanisms for
harmonizing decisions across sectors.

Another relevant area of research is the application of fuzzy and entropy methods for handling
uncertainty. These methods are especially useful when the parameters of conflicts and risks lack
clear, unambiguous interpretations. For instance, [15] applied Enhanced Entropy-Fuzzy DSS in risk
management for hydraulic engineering projects, enabling the processing of complex, ambiguous
information for more accurate risk assessments. A fuzzy Shannon entropy model was used for
ranking water management scenarios under uncertainty [16]. Similarly, [17] combined fuzzy DSS



and unstructured data processing techniques to optimize energy systems, showing how fuzzy
models enhance decision-making reliability in uncertain conditions. These and other approaches
are well-suited for evaluating uncertainty, but are generally limited to specific tasks.

Furthermore, research on HAIC in decision-making processes has gained traction. Works
[18,19] propose methods for integrating human expertise with Al capabilities in decision support
systems. These studies suggest multi-channel decision support architectures where decisions are
made through interactions among multiple channels. In case of conflicts between these channels,
decision-making is entrusted to competent experts. In [20], a decision tree framework for selecting
evaluation metrics for HAIC across different modes balances both quantitative and qualitative
measures. The study [21] outlines seven interaction patterns between Al and humans, emphasizing
the need for well-designed protocols to ensure effective collaboration. These studies demonstrate
that Al can serve as an effective partner in decision-making, rather than replacing human
expertise. A related direction is represented by the work [22], which developed a neural network
system for predicting anomalous data in applied sensor networks. Their results illustrate how AI-
based predictive models can support human experts by detecting abnormal patterns and preventing
decision conflicts in real-time monitoring systems.

Thus, current research demonstrates a wide range of approaches to DSS design. However, most
of them have been implemented in isolation: either within one sector or without considering cross-
domain consequences. This creates a need for conflict-aware collaborative decision support
systems that can integrate various approaches and ensure the harmonization of decisions to
improve critical infrastructure resilience.

3. Methodology

In this study, we propose a conceptual model for Conflict-Aware Collaborative Decision Support
Systems in critical infrastructure systems. This model integrates conflict identification, multi-
criteria risk analysis, and human—-AI collaboration. The model emphasizes the need to identify
relationships between subsystems to prevent conflicts during decision-making. Both Al tools and
expert knowledge will be utilized to harmonize decisions.

3.1. Influence Matrix Modeling

The first important task of the developed model is to identify and describe interdependencies
between subsystems of critical infrastructure. The model uses an influence matrix M = (m;), where
the elements contain formalized information about the relationships between decisions made in
one subsystem and their consequences for other subsystems. This approach is based on the concept
of cross-impact analysis, where matrices define pairwise direct impacts between variables
representing the complexity of social, economic, and technological systems [22]. The rows of the
matrix correspond to the subsystems where decisions are made, and the columns correspond to the
parameters that can change as a result of the decisions made. The element m; indicates the degree
of influence of the decision in subsystem i on the parameter in subsystem j, and its interpretation is
as follows:

e If m; > 0, the local decision enhances the efficiency of the other subsystem;
e If m; < 0, the decision creates threats or constraints;
e If m; <=0, there is no significant influence.

The elements of the influence matrix are typically calculated based on statistical data, expert
conclusions, and scenario simulation results [23].

The use of the influence matrix in this way helps to form the input information for multi-
criteria analysis and fuzzy-entropy methods for evaluation.



3.2. Conflict Detection

After constructing the influence matrix, a procedure for identifying cross-domain conflicts is
initiated. A conflict occurs when optimizing or improving a parameter in one subsystem leads to
deterioration of a parameter in another subsystem. Clearly, a conflict occurs if m; < 0. To reduce
noise, we propose introducing a threshold value a. Thus, the conflict set C in the system can be
formed using rule (1):

c=|(i,j)|m=<o0,

my|>al. 1)

The set described by (1) defines all identified critical conflicts in the system.
Conflicts are classified as follows:

e Direct conflicts, where a decision from one subsystem directly reduces the efficiency of
another;

e Indirect conflicts, where the impact is transmitted through a chain of consequences to the
subsystem;

e Cascading conflicts, which lead to system failures.

To identify conflicts in the influence matrix, threshold analysis, graph approaches, and
clustering are used [24].

According to the proposed concept, the identified conflicts serve as input data for the multi-
criteria risk analysis phase, and the conflict detection module acts as an intermediate module
between the formal description of dependencies and the multi-criteria risk analysis module.

3.3. Multi-Criteria Risk Analysis

The next step, after identifying the conflict set, is the evaluation of alternatives and the formation
of a set of compromise solutions. In this approach, multi-criteria decision analysis is used, which
allows for the consideration of various types of criteria, including conflicting ones, as well as cross-
domain impacts.

The mathematical formulation of the task is as follows:

o Let Az{al,GZ,...,an} be the set of alternatives representing the decisions within the
given subsystem;

. K:{kl,kz,---,km} be the set of criteria by which the influence of alternatives on the
given and other subsystems is evaluated;

o D:(d l-j)nx,n be the evaluation matrix, where d; represents the evaluation of alternative a;
with respect to criterion k;;

m
« W Z(Wl sWy,..., W, | be the vector of criterion weights, where Z w;=1;
j=1
e M =< mi,>,, «n be the matrix of cross-domain influences;

e Cbe the set of conflicts, defined as in equation (1).

The task of multi-criteria risk analysis is to identify the alternative a° € A that minimizes the
integral risk and the level of conflict, taking into account the weights of the criteria and any
constraints. Thus, the problem can be represented in the form of equation (2):

a’ GargminR(ai), (2)

a,€A



where the integral risk assessment of an alternative is defined by equation (3):
Rla)=3 w, f(d;]+w. g(k[a,) ®
J:

In equation (3) d;.j is the evaluation of alternative a; with respect to criterion k; adjusted for

conflicts; f(dl.j
the penalty function that converts the conflict value into additional risk; w. is the weight of the
conflict criterion.

Thus, the multi-criteria risk analysis problem is a task of simultaneously minimizing both risk
and conflict.

As indicated by the formulated task, conflicts in equation (2) can be integrated by penalizing
local evaluations, introducing an additional criterion that describes the conflict, and utilizing a
fuzzy representation of conflict.

Local evaluations can be penalized as follows: if alternative ai creates a conflict with another

) is the normalized utility function; k(a;) is the conflict index of alternative; g(s) is

subsystem, i.e., (i, ]) € C, its evaluations are modified according to equation (4):
Rla)=2 wf(d,J+w.-g(k.(a]] @)
=

where yij=|mij| is the intensity of the conflict, § € [0,1] is the scale coefficient.

An additional criterion describing conflict can be represented as an aggregated conflict index

©):
kla)= 2. |my|. (5)
j:lijlec

Furthermore, the application of fuzzy set theory and linguistic variables can be employed to
assess the intensity of conflicts linguistically, for instance, categorizing them as “low”, “medium”,
or “high”.

The outcomes derived from solving the problem outlined in equation (2) can provide a robust
foundation for the ranking of alternatives, incorporating both the conflicts and inter-domain risks.

3.4. Human-Al Collaboration

The final component of the proposed CIDSS is the integration of human expertise in the decision-
making process. As shown in Figure 1, the architecture consists of three key elements: the Al
Module, the Collaboration Interface, and the Human Expert.

Recommendations, . Human Expert
AlModule explanations Collabomtion Interface Resulss (weight adjustment,
. X - (visualizations, tables, .
(IIM, conflict detection, MCDM) Updated p arameters ey Feedback constmints,
< —— mp grap ¥———— final decision)

Figure 1: Conceptual model of Human-AlI collaboration as the final component of CIDSS.

According to the proposed model, the Al Module performs automated tasks such as the Inter-
domain Influence Matrix (IIM), conflict detection, and MCDM. The outcomes of these tasks are
recommendations and explanations, which are presented through the Collaboration Interface. The
Collaboration Interface, in turn, displays the results in the form of visualizations, tables, and
compromise graphs, etc., thus making the process transparent and interpretable. At this stage, an
environment is created where the user gains access not only to the final result but also to the
explanations upon which it is based.

The Human Expert stage represents the final component of the collaborative model, which
provides results in the form of a preliminary ranking or decision, as well as feedback through
weight adjustment, additional constraints, and the final decision. All of this data is fed back into the



system as updated parameters, triggering a new iteration of the analytical cycle.

Thus, the final component of the model ensures a closed-loop cycle: from automated conflict
detection and recommendation generation to human interpretation, parameter adjustment, and the
final decision-making process. This allows for the integration of the computational power of Al
with human expertise, which is critical for managing complex and interdependent subsystems of
critical infrastructure.

4. Case study

To illustrate the application of the developed conceptual model, a numerical example is presented,
depicting the interrelationships among multiple subsystems of critical infrastructure. The following
sections will outline the procedure for constructing the influence matrix, identifying conflicts, and
ranking alternatives for the selected domains.

4.1. Scenario Description and 1IM Construction

Consider a scenario involving three interrelated subsystems of critical infrastructure: energy,
transportation, and healthcare. These subsystems are crucial due to the fact that energy ensures
continuous electricity supply, which is essential for the functioning of most other sectors;
transportation encompasses logistics hubs that are critically dependent on the energy sector;
healthcare, in turn, relies both on the stability of energy supply and the accessibility of
transportation infrastructure.

In accordance with the developed concept, the interrelationships between the subsystems can be
represented using the IIM with three rows and three columns. The method for constructing this
matrix is presented in Table 1.

Table 1
Example IIM for the Energy, Transport, and Healthcare subsystems
Subsystems Energy Transport Healthcare
Energy 0 -0.7 -0.9
Transport -0.3 0 -0.5
Healthcare -0.2 -0.4 0

As seen in Table 1, decisions in the energy sector have a significant impact on transport and
healthcare, while decisions in the healthcare sector minimally affect other domains.

4.2. Scenario Description and IIM Construction

Based on the constructed Inter-domain Influence Matrix (Table 1), we perform the identification of
potential conflicts and form the conflict set C according to equation (1). In this case, it was
observed that @ = 0.4. As shown in the analysis of Table 1, the conflict set is given by equation (6):

c=((g,T),E,H,[T,H,[H,T)}. (6)

The visualization of the conflict set is presented in Figure 2.
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Figure 2: Conceptual model of Human-AlI collaboration as the final component of CIDSS.

In Figure 2, the conflict set is represented as a graph, where the edges show significant negative
impacts between the subsystems.

4.3. Multi-Criteria Analysis of Alternatives

After forming the conflict set C, we proceed with multi-criteria analysis. According to the
developed concept, we construct the evaluation matrix D. In this matrix, the rows correspond to
the alternatives, and the columns correspond to the evaluation criteria. In this model, we consider
the following alternatives for the energy subsystem:

e Al - Reducing production to save resources;
e A2 - Maintaining a stable level of production;

e A3 - Increasing production during peak periods.

The evaluation criteria are effectiveness, cost, stability, and conflict impact. The evaluation
matrix is presented in Table 2.

Table 2
Evaluation Matrix
Alternative Effectiveness Cost Stability Conflict impact
Al 0.6 0.8 0.4 0.9
A2 0.7 0.6 0.7 0.4
A3 0.9 0.4 0.8 0.2

As shown in Table 2, alternative Al is attractive in terms of cost, but it has a very high conflict
impact, significantly limiting the transport and healthcare sectors. On the other hand, alternative
A3 is more expensive but significantly reduces conflicts and increases system stability.

Based on the evaluations and the weight coefficients of the criteria, MCDM ranking is
performed. To illustrate this process, the TOPSIS method [7,26] was applied. The idea behind this
method is that the best alternative should be as close as possible to the ideal solution and as far as
possible from the anti-ideal solution. As a result of applying this method, the evaluation of the
alternatives is as follows: Ca; = 0.32, Ca; = 0.55, C43 = 0.78. Thus, the best alternative is A3, which
demonstrates the highest performance and resilience with minimal conflict impact.



4.4. Role of Human-Al Collaboration

The final stage of the Conflict-Aware CIDSS involves aligning decisions with the help of competent
experts. The results obtained in the previous section allowed us to create an initial ranking of
alternatives based on predefined criteria (effectiveness, cost, stability, and conflict impact).
However, these results reflect only the algorithmic evaluation, without considering the context,
regulatory requirements, or organizational priorities. At this stage, the expert is introduced to the
process. According to the schema in Figure 1, the expert receives a visualization of the ranking
results (e.g., using the TOPSIS method). The expert can adjust the weight coefficients, apply
additional constraints, and submit the updated parameters back to the system. The system then
automatically repeats the TOPSIS evaluation with the updated parameters. Thus, the final human-
AT collaboration ensures a transparent iterative process: Al generates recommendations through
MCDM analysis (specifically, TOPSIS), and the human expert adapts these recommendations to
real-world conditions and makes the final decision. This allows for combining computational
optimality with expert context and enhancing the resilience of critical infrastructure management.

During each iteration, the expert can modify the weight vector w based on organizational
priorities or contextual constraints (e.g., prioritizing stability over cost during emergencies). These
adjustments directly influence the TOPSIS distance measures and may change the ranking order of
alternatives, allowing the expert to explore “‘what-if’ scenarios.”

5. Discussion

The proposed concept offers several advantages over traditional DSS by incorporating a conflict-
aware approach into decision-making processes for critical infrastructure. Unlike classical DSS, this
model accounts for cross-domain impacts and conflicts, making the system more adaptable and
effective in responding to the growing interdependence of critical infrastructure systems.

The key contribution of this research is the introduction of the conflict impact criterion into
multi-criteria analysis. By including this criterion, we have shown that an alternative with the
lowest cost or highest effectiveness may be unacceptable due to its high conflict level with other
domains. This is particularly relevant in scenarios where locally optimal decisions can create
systemic cross-domain risks.

An essential feature of the proposed concept is the human-AI collaboration component. This
module enables the integration of expert knowledge into the decision-making process, which
increases trust in automated solutions. This iterative process has been shown to significantly
enhance decision-making in human-centered Al environments.

However, the model has limitations. It is sensitive to the availability of reliable data for
constructing the Inter-domain Influence Matrix, and its performance depends heavily on the
expertise and accuracy of the experts involved. Additionally, as the number of subsystems
increases, the computational complexity of the methods will rise significantly. Future research
directions include the integration of explainable AI (XAI) methods to further enhance the
transparency of the recommendations. Thus, the results confirm the feasibility of integrating
conflict-aware approaches into DSS for critical infrastructure and outline directions for future
research and improvement of the proposed model.

At this stage, the system remains conceptual. The next step will involve prototyping the CIDSS
within an existing resilience DSS environment, using simulated datasets. Potential application
domains include energy and smart city management, where conflict-aware decision support can
improve coordination between sectors during crisis response.

6. Conclusions

This paper presents a conceptual model of a Conflict-Aware Collaborative Intelligent Decision
Support System for managing critical infrastructure. Unlike traditional decision support systems,
this model considers cross-domain conflicts within critical infrastructure systems. The main



findings of this research are as follows:

1. The wuse of the Inter-domain Influence Matrix to formalize relationships between
subsystems of critical infrastructure.

2. The identification of a conflict set C which is integrated into MCDM by introducing a
conflict impact criterion.

3. The application of the TOPSIS method has been demonstrated as an example of an MCDM
technique for ranking alternatives in the energy sector, taking into account their impact on
transportation and healthcare.

4. The development of the final component of the model - Human-AI Collaboration — which
allows experts to interact with the system, adjust weights, impose constraints, and make
final decisions.

The practical significance of this approach lies in its potential to serve as a foundation for
developing decision support systems that enhance the resilience of critical infrastructure under
crisis conditions. The model can be applied in the energy, transport, healthcare, and other
interdependent domains.
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