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Abstract
Homicide information is openly disseminated across various sources such as government websites, news portals,
blogs, social media sites through which intelligence can be derived. However, conducting homicide investigations
relying on open-source intelligence poses various challenges, including complexity and epistemic uncertainty.
Both ontology and knowledge graph have demonstrated some potential in mitigating complexity and uncertainty
across various domains. However, their application in context to open-source intelligence and homicide inves-
tigations with respect to uncertainty representation is lacking. This study addresses the underlying research
gaps and thus presents two different approaches to represent open-source information and the epistemic un-
certainty associated with it using knowledge graphs to support homicide investigations. The dataset used in
the study consists of details on nine homicide cases in the Netherlands. The first approach used web ontology
language, whereas the second approach used graph-based modelling using the networkX library for ontological
modelling. Similarly, probabilistic approach and visualisation attributes such as node distance, edge width and
node colour were used to address the epistemic uncertainty associated with open-source homicide information
in the first and second approach, respectively. The two knowledge graphs were visualised using an example
of a homicide case and then evaluated on the basis of visual clarity. Both approaches demonstrated low visual
clarity when visualising an entire homicide case. However, the knowledge graph developed using the second
approach demonstrated better visual clarity. Overall, the findings signify the potential of knowledge graphs
to support investigators in addressing the epistemic uncertainty associated with open sources for conducting
effective homicide investigations.
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1. Introduction

Criminal investigations are very complex in nature. It involves deriving intelligence using information
collected from a variety of sources. One such source that has gained significant popularity in recent
years is open-source.

Information emerging from open-sources such as government websites, news portals, blogs and
social media sites has been used by the police to derive intelligence to investigate various crimes. This
intelligence derived from open-source information (OSINF) is known as open-source intelligence (OS-
INT). Over the years, OSINT has shown its potential in policing and law enforcement, from identifying
criminal behaviour to providing supporting evidence in court [1].

Among various crimes, homicides attract significantly more public attention. As a result, homicide
information is widely disseminated across various open-sources. Therefore, open-source homicide
information shows great potential in supporting police to investigate both active and unsolved homicides.

However, deriving OSINT from OSINF is a challenging task. This is because OSINT consists of
various epistemic problems such as unreliability, inconsistency and fuzziness [2]. As such, relying on
OSINT without evaluating the uncertainty associated with it can lead to wrong outcomes. Therefore,
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investigators must address the epistemic uncertainty associated with OSINT to use it for homicide
investigations.

Ontology and knowledge graph (KG) have demonstrated significant potential in addressing both
complexity and uncertainty across various domains. The existing literature shows that both ontology
and KGs have been used in the homicide domain for a variety of applications [3, 4]. However, there is
a lack of research focused on addressing the uncertainty associated with homicide investigations. In
addition, only a few studies have explored ontology and KG-driven solutions to address the uncertainty
associated with OSINT in critical domains. Therefore, this study aims to address the underlying
research gaps and explores how KGs can be modelled to represent open-source homicide information
and epistemic uncertainty associated with it to support homicide investigations?

In this study, two distinct approaches were used to develop KGs based on an existing homicide
dataset consisting of information on 9 cases in the Netherlands; implementing the following five-step
methodology: 1. Data exploration and tool selection; 2. Data processing; 3. Ontological modelling; 4.
KG visualisation and 5. Evaluation. Lastly, the KGs developed using both approaches were visualised
using an example of a homicide case and then evaluated on the basis of visual clarity.

The paper is structured as follows. The existing literature is described in section 2. Similarly section
3 describes the data and methodology used in the study. Section 4 contains the results and discussion.
Lastly, section 5 concludes the study and further highlights the contribution of this study.

2. Related Work

2.1. Homicide

Many studies have used the concept of ontology and KG in the homicide domain. Ontologies have been
used for conceptual representation and reporting of homicides as well as for legal resolution and penalty
classification [5, 6, 7]. Similarly, KGs have been implemented mostly to support homicide investigation
through approaches such as topic and evidence extraction, criminological theory representation; link
identification and prediction across entities [8, 4, 9]. In addition, few studies have implemented both
ontological modelling and KGs to map homicides and study spatial relationships across communities in
Mexico City [10, 11]. However, the existing literature demonstrates a research gap on the application of
ontology and KG to represent the uncertainty associated with homicide investigations.

2.2. Uncertainty Representation

In contrast, there are many studies that have implemented ontology and KG driven approach to represent
uncertainty associated with different crimes, except homicide. Similarly, there are limited studies that
have used ontology and KGs to address the uncertainty associated with OSINT in critical domains.

2.2.1. Ontology

The existing literature demonstrates two different ways of representing uncertainties using ontological
modelling. Firstly, few studies have used built-in ontological frameworks or languages for uncertainty
representation. For instance, Probabilistic Web Ontology Language (PR-OWL) was used in modelling
probabilistic ontologies to represent the uncertainty associated with human intelligence (HUMINT) and
OSINT reports for emergency services [12]. Similarly, the uncertainty associatedwith procurement fraud
detection and prevention in Brazil was modelled using probabilistic ontology and PR-OWL, respectively
[13, 14]. The Uncertainty Representation and Evaluation Framework (URREF) ontology was used to
evaluate the uncertainty associated with game theory and null game models-based simulation platform
for green security games by emulating realistic movement of rhinos, rangers and poachers in a park
[15].

Alternatively, domain-based ontologies have been modelled using existing uncertainty representation
approaches. Nick et al. developed a computational ontological framework based on OWL to identify



the perpetrator in a crime-scene investigation [16]. Similarly, Mason et al. developed OWL ontologies
to support the structure of evidence in a legal case to support identity judgments [17]. In both studies,
the Dempster-Shafer theory was used to address the uncertainty associated with conflicting evidence.
Similarly, a data quality aware ontology was conceptualised by Ferreira Saran and Castro Botega
to represent situation awareness in risk management systems to solve theft-based crimes [18]. In
addition, Zocholl et al. implemented an ontology-based approach to recognise illegal vessel activities
such as human trafficking while addressing various uncertainties associated with the investigation.
Aleatoric uncertainty, intent uncertainty as well as uncertainty about vague concepts and thresholds
were addressed using probabilistic logic, description logic and fuzzy logic, respectively [19].

2.2.2. KG

The existing literature shows two different ways to represent uncertainty within a KG.

Probabilistic Approach

In this approach, the uncertainty is depicted using a numerical probability estimate in a KG [20]. Few
studies have used this approach to represent the uncertainty associated with different crimes. In the
maritime domain, Shiri et al. implemented probabilistic KGs to investigate the uncertainty associated
with natural data for the investigation of piracy events [21]. Similarly, KG-based reasoning based on a
belief function framework was used to represent and manage both aleatoric and epistemic uncertainty
associated with mysterious crimes [22].

Visual Attributes Approach

This approach is widely used across many domains, including criminal investigations for sense-making
and decision making purposes [23, 24, 25]. It involves evaluating uncertainty using different visual
attributes present in a diagram. The existing literature shows many ways of representing uncertainty in
knowledge graphs or network diagrams [20, 26] However, studies focused on representing uncertainty
in knowledge graphs or network diagrams with respect to the criminal investigation domain are lacking.

3. Data and Methodology

3.1. Data

The dataset used in the study contains information about 9 homicide cases occurring in the Netherlands
retrieved from 45 open-source articles. Each case consists of information from 3-5 articles. One
common source for every case includes the De Rechtspraak (a Dutch government website that provides
information about the proceedings in court cases, judgments and the organisation of the judiciary),
whereas the remaining articles were sourced from various Dutch websites. For some cases, multiple
articles from the same source are used as well. Table 1 shows the entities and attributes retrieved from
the homicide articles.

Table 1
Overview of homicide entities and attributes present in the dataset

Entity Attributes

Source Article Title, Summary, Article link
Homicide category Murder or manslaughter
Location Province, Type of Location
Perpetrator Gender, Age, Murder weapon, Motivation
Victim Gender, Age, Cause of death, Relationship to the perpetrator



3.2. Methodology

The study implemented the following five-step methodology through two distinct approaches:

3.2.1. Data Exploration and Tool Selection

In Approach 1, the Python programming language and its libraries were selected for data processing.
Similarly, Protégé, a popular tool for managing ontologies, was chosen for both ontological modelling
and KG visualisation using the OWLviz and OntoGraf plugins, respectively [27]. With respect to
Approach 2, Python programming language and its libraries were selected for all tasks including data
processing, ontological modelling and KG visualisation. Lastly, networkX, a popular library for graph
visualisation was chosen for both modelling the ontology and visualising the KG [28].

In addition, the two different approaches were implemented to represent the uncertainty associated
with the underlying data. A basic probabilistic approach was selected to represent the uncertainty
associated with the underlying data in Approach 1. In context to Approach 2, networkX, a popular
library for graph visualisation was chosen for both modelling the ontology and visualising the KG.
Furthermore, Jacques Bertin’s graphical representations of information was selected represent the
uncertainty associated with open-source information [29].

3.2.2. Data Processing

In the second step, the data was processed using the insights developed during the previous step.
It involved cleaning the data and processing existing columns; developing new columns, and then
converting them into classes and instances.

Approach 1

First, the Dutch text was translated into English using the EasyNMT module. Then, the python data
processing libraries such as pandas were used to further process the dataset by defining the instances
of each case, attribute, entity and relationship. For every uncertain information, probabilities were
computed by dividing the number of sources pointing to specific information by the total number of
sources. Different sources presented conflicting information with respect to attributes such as the age of
the perpetrator and murder weapon. However, the probabilities were only computed from sources that
contained information and therefore rejecting sources with no information. For instance, if information
was only available from 3 of 10 sources, then the probability is computed as 100% instead of 30%. Lastly,
the processed excel file was converted into Manchester syntax, to develop ontologies based on OWL.

Approach 2

The unnecessary columns for each case were first removed and then case information in different data
frames was all merged into a single data frame. The confidence intervals were then calculated using
Term Frequency (TF) by counting non-null values and dividing the count of occurrence by the total
count for each row [30]. If a row contained no non-null values, the confidence matrix assigns it a value
of -1, indicating that no information is available for that specific variable, thereby excluding it from the
final graph.

To represent the underlying uncertainty, the source frequency for all uncertain information was
first calculated. The data was then processed to facilitate the visualisation of uncertainty based on
Jacques Bertin’s approach through visualisation aspects such as distance between nodes, edge width
and node colour variation [29]. For distance-based visualisation, a squared mapping of the confidence
values was implemented. By adjusting the “pull strength” or the metric that governs the spacing of
the nodes, the nodes with weaker correlations were positioned exponentially further apart. For edge
thickness, confidence was normalised to values within the range of 1 to 2, ensuring line visibility across
varying uncertainty levels by anchoring the minimum width at 1. Finally, for colour-based visualisation,
the values were categorised into three distinct colours: red, orange, and green with green and red



representing the highest and lowest certainty, respectively. Based on defined threshold values: red <
0.3 TF, orange < 0.6 TF and green > 0.6 TF; each data node was assigned a colour to signify the level of
confidence attributed to it.

3.2.3. Ontological Modelling

This step consisted of developing the proposed ontological model containing the necessary entities,
attributes and relationships for representing both the homicide information and uncertainty associated
with it.

Approach 1

Among the two existing methods shown in the existing literature, we selected the domain-based
ontological modelling approach instead of using an ontological framework to highlight the uncertainty
associated with OSINT. The proposed ontological model is visualised using the Protégé OWLviz plugin
as shown in Figure 1a.

Thing is a superclass that represents all the different classes that describe the homicide case. Some
classes in the ontology were further divided into sub classes such as the person class into the victim and
perpetrator sub classes and the location class into the crime scene and province sub classes. Despite
having a ”relationship” entity dedicated to each case, it was difficult to properly represent the relationship
between the victim and the perpetrator. In cases associated with multiple perpetrators or victims, it
was unclear which victim was associated with which perpetrator. So, two classes named ”IS” and ”TO”
were developed to clearly demonstrate the relationship between them. Similarly, each homicide case
contained information originating from multiple sources. Therefore, a probability class was derived to
represent the underlying uncertainty associated with open-source homicide information.

(a) Approach 1 (b) Approach 2

Figure 1: Ontological models for KG representation of open-source homicide information



Approach 2

The base structure of the ontological model comprising the 4 elements was developed including the
source node, target node, weight, and relations. After that, all the columns present in the excel file were
extracted and transferred to a designed structure. The networkX library was then used to visualise the
ontological model as shown in Figure 1b.

The ontology depicts the inter-relationship across various entities across the homicide incident such
as homicide type, cause of death, victim, perpetrator, weapon, motivation, location and relationship.
Similarly, various relationships such as ”has”, ”killed”, ”to commit”, ”using”, ”is a” and ”at” were used to
depict the relationship between entities. In particular, the victim-perpetrator relationship was depicted
using the relationship node interconnected using the ”has” edge. Lastly, a source frequency node
connected to each attribute of an entity is developed to represent the uncertainty associated with OSINF.

3.2.4. KG Visualisation

The penultimate step involves populating the processed data into the ontological models to generate
KG visualisations. First, the uncertainty associated with the underlying data is visualised using KGs.
Lastly, the entire homicide case information is visualised using both approaches.

3.2.5. Evaluation

The final step involves evaluating the KG visualisations developed in the previous step using the criteria
of visual clarity.

4. Results and Discussion

The results achieved through both approaches are demonstrated using information about a homicide
case. In February 2010, Hennie N. and Hans T., 73 and 53 years old, respectively, were both burgled and
murdered in their own separate residences in Almelo. The perpetrator, Robert K. was convicted and
sentenced to 24 years in prison.

4.1. Uncertainty Visualisation

To demonstrate how epistemic uncertainty is represented in KGs using both approaches, the perpetra-
tor’s age is used as a reference. Among the 5 available sources, 3 sources indicated that the perpetrator
was 27 years old. Among the remaining two sources, one source depicted the perpetrator’s age as 25
years, whereas the last source had no information regarding the perpetrator’s age. As null values are
excluded, 4 sources are used for uncertainty representation.

4.1.1. Approach 1: Probabilistic Approach

The probabilities of age of the perpetrator based on 4 sources is calculated as 75% for 27 years and 25%
for 25 years, respectively. Therefore, the underlying uncertainty is represented using the KG as shown
in Figure 2.

4.1.2. Approach 2: Visual Attributes Approach

First, 3 attributes: node distance, edge width and node colour were initially tested to represent uncer-
tainty based on the source frequency, as shown in Figure 3.

Among them, the node distance variation approach increased the size of the overall graph. Similarly,
representing uncertainty using both node distance and edge width variation demonstrated low clarity.
In contrast, the colour variation proved to be successful, allowing users to easily evaluate the uncertainty.
Therefore, both the edge width and the node colour variation approaches were combined to further
enhance visual clarity for the uncertainty evaluation, as shown in Figure 4.



Figure 2: Uncertainty representation using probabilistic approach

(a) Node distance variation (b) Edge width variation (c) Colour variation

Figure 3: Initial uncertainty evaluation using 3 visual attributes

Figure 4: Uncertainty representation using the combination of edge width and node colour variation

4.2. Homicide Case Visualisation

The KG visualisation of the homicide case of Hennie N. and Hans T. using Approach 1 and Approach
2 is shown in Figure 5. The KGs depict how the probabilistic and visual attributes approach can help
investigators evaluate the uncertainty associated with homicide information emerging from open
sources.

In both approaches, the visual clarity of the KGs worsened due to the presence of overwhelming
information emerging from different data sources. Based on the interpretation of the authors, the KG
developed using Approach 2 (Figure5b) shows better visual clarity compared to Approach 1 (Figure5a).

This is primarily due to the presence of visual attributes such as edge width and node colours that
enable investigators to easily depict uncertainty and identify the most reliable information. However,
this interpretation cannot be fully validated. Previous studies have already shown that visualisation
can be perceived differently by designers compared to practitioners [31, 26]. Thus, more research must



(a) Approach 1 (b) Approach 2

Figure 5: KG visualisation of Hennie N. and Hans T. homicide case

be done to evaluate the visual clarity of KGs from the perspective of homicide investigators.
It must be emphasised that KGs are not intended to only visualise all available information to deduce

the relationship across different entities. Investigators use KGs mainly for reasoning purposes by
developing scenarios, hypotheses or theories. Therefore, the visual clarity of the developed KGs will be
less affected when visualising scenarios, hypotheses or theories when compared to the entire case.

Unfortunately, no suitable scenarios, hypotheses or theories could be developed and visualised using
the existing dataset. This is because the dataset consisted of very limited information on already solved
homicides. Therefore, future studies can be dedicated to the evaluation of existing methods on unsolved
homicides.

5. Conclusion

This study explored two different approaches to represent open-source homicide information and the
epistemic uncertainty associated with it using KGs. The first approach used OWL, whereas the second
approach used graph-based modelling using the networkX library for modelling the ontologies of the
KGs, respectively. Similarly, probabilistic approach and visualisation attributes such as node distance,
edge width and node colour were used to address the epistemic uncertainty associated with open-source
homicide information in the first and second approach, respectively. The findings showed that the
second approach demonstrated better visual clarity compared to the first approach. Overall, this study
contributes to the existing ontology and KG literature by addressing the research gap associated with
uncertainty representation in the domains of OSINT and homicide investigations.
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