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Abstract

The increasing prevalence of Al systems that are build with Large Language Model (LLM) components raises
the requirement for a dedicated tool stack that allows to monitor such systems, covering training, development
and inference environments. Beside technical performance metrics like latency and throughput, regulations like
the EU AI Act require the monitoring of trustworthiness related metrics like fairness and transparency during
operation. In this paper, we describe the results of an investigation we conducted to gain an overview of the
current landscape of LLM trustworthiness metrics and their coverage in monitoring tools. Based on an in-depth
analysis of available catalogs and additional research, we identified 43 metrics and 23 tools. Furthermore, we
highlight existing gaps and potential areas for further research. The results support practitioners and researchers
in making informed decisions about the most appropriate tech stack for their Al systems.
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1. Introduction

The Organization for Economic Co-operation and Development (OECD) published a catalog that aims
to provide an up-to-date and regularly updated overview of metrics and tools' that can be used to
strengthen Al trustworthiness. However, there is no mapping between metrics and tools for researchers
and developers, and it is not possible to assess the extent to which the current metrics for LLM monitoring
are covered by the tool landscape.

In this study, we aim at

1. Identifying the most relevant metrics that can be used for LLM operation and monitoring
2. Evaluating their coverage in the most prevalent tools for LLM monitoring and evaluation

To achieve these goals, we analyze the OECD metric catalog, focusing on metrics for monitoring and
LLMs, academic literature and consider grey literature where applicable. Furthermore, we investigate
the tool landscape targeting the monitoring of LLM-based systems. Finally, we analyze these tools
in terms of their coverage of the metrics identified in the first part of our analysis. One dominant
approach in practice is to use an LLM-judge [1] and we examine this approach in more detail. It allows
for promising, efficient and scalable approaches for improving trustworthiness. On the other hand,
the “judge” LLMs are still LLMs, and they inherit the problems of the LLMs that they are supposed to
evaluate to a non-negligible extent.

The structure of this paper is as follows: In Section 2, we give background on LLM monitoring and
trustworthy Al, including related work. In Section 3, our methodology is presented. We list and discuss
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the metrics that we identified in Section 4, and the tools in Section 5. Our findings are discussed in
Section 6. Finally, we give a conclusion of our work and an outlook in Section 7.

2. Background and Related Work

Monitoring is an essential aspect of any IT system development. Nevertheless, the unique characteristics
and challenges of Al systems emphasize the requirement for monitoring of aspects like trustworthiness.
Unfortunately the trustworthiness of Al is not an objective state, and is influenced by several dimensions
that influence each other [2], adding complexity to the oversight of such systems.

The currently most widespread paradigm for developing and operating Al systems is Machine Learn-
ing Operations (MLOps), and it emphasizes the importance of monitoring in operation [3]. Pipelines
for the various phases, such as data preprocessing, training and evaluation, as well as monitoring of
these phases, are designed to ensure the quality of the artifacts. Although trustworthiness is not yet
explicitly part of the paradigm, first steps have been taken to enhance it and integrate trustworthy
Al principles into MLOps processes [4]. A 2024 survey [5] of small and medium-sized enterprises in
Germany on the implementation of MLOps found that while most are aware of its importance, few have
a well-structured approach to monitoring their Al systems. Most rely on “human-based monitoring”
and the ability of users to identify and report Al errors during inference. While this may work in certain
domains and applications, such as machine learning based classification, generative Al makes it much
more difficult to detect incorrect Al outputs.

In the following subsection, we describe the foundation of Al trustworthiness and its dimensions. After
that, we state other related work that we identified during our research, for example targeting aspects
of LLM monitoring during (pre-)training and the unique challenges that LLMs pose for monitoring.

2.1. Trustworthy Al

In addition to a list of metrics, the OECD catalogue provides a mapping to specific objectives, too.
Those objectives are Data Governance & Traceability (DGT), Digital Security (DS), Environmental
Sustainability (ES), Explainability (EXP), Fairness (FA), Human Agency & Control (HAC), Performance
(PF), Privacy (PR), Robustness (RN), Safety (SF), and Transparency (TR). Although there is no specific
description of the scope of the individual objectives, they can be understood in a generic sense. The
underlying framework of the catalogue is specified further in [6].

The objectives described before roughly map to the trustworthiness dimensions known from other
efforts in trustworthy Al research. For example, the Al Assessment Catalogue [7] defines a large
variety of testing tasks, spanning over six dimensions of trustworthiness for evaluating Al applications:
Fairness, Autonomy & Control, Transparency, Reliability, Security, and Privacy. It provides a structured
basis for evaluating Al systems, both for developers and assessors.

Furthermore, there is ongoing research on LLM-specific trustworthiness dimensions in [8] and in
[9]. In the latter work introduced, four Al safety levels (ASL) were introduced that relate model scaling
efforts to appropriate safety procedures.

2.2. Other Related Work

The rapid progress in language models (LMs) has resulted in the training of increasingly large LMs
on massive quantities of data [10]. LLMs are trained with a substantial amount of curated data and
web-based data, predominantly web-based data such as Common Crawl [11]. Data pipelines for web-
based data manage data preparation including text extraction, language identification, rigorous filtering,
and deduplication, such as the ones in C4 [12], The Pile [13], RefinedWeb [14], CCNet [15], BigScience
ROOTS [16], OSCAR [17], and FineWeb [18]. After pre-training, instruction tuning is conducted to
improve the performance of LLMs on several desired tasks [19, 20].

Trustworthiness has been considered in some of the research on pre-training pipelines for LLMs.
For example, the Ungoliant pipeline uses a pre-trained perplexity-based KenLM to filter unsafe data



[21, 22]. Furthermore, FineWeb’s pipeline includes filtering of Personal Identifiable Information [18]. In
addition, there are several ongoing research efforts on ensuring safety of LLMs by generating instruction
tuning data sets, and using them for training or evaluation. Among them are WildGuard [23] and
DecodingTrust [24]. Human evaluation as part of reinforcement learning indirectly contributes to LLM
trustworthiness [8], too.

Recent studies [25, 26] have proposed a range of tools to assess different dimensions of trustworthiness.
For example, tools that focus on assessing fairness [27] often use bias detection metrics to assess
disparities across demographic groups. While there are studies 8, 28] on the subject of trustworthiness
of LLMs, to the best of our knowledge there are no papers yet that systematically investigate the
coverage of LLM trustworthiness metrics in software tools.

3. Methodology

In the following, we describe the general methodology that we applied to identify the metrics and tools
for LLM monitoring,.

Starting point is the OECD catalog for trustworthy Al tools and metrics, which curates an up-to-date
list of trustworthiness metrics and tools, based on feedback from the community and by automated
searches in GitHub. We filtered for metrics that were tagged with the purpose “Content generation”
and the life cycle stage “Operate & monitor”. For tools, we used the tags “technical” and “operational &
monitoring”.

Additionally, we performed literature searches for metrics as well as tools, based on search queries that
we formulated using keywords commonly discussed in trustworthy Al literature (e.g., trustworthiness).
Each query included terms related to the attribute of interest (e.g., fairness, safety) combined with terms
representing measurement and evaluation (e.g., metric, assessment, framework, tool). Additionally,
each query targeted literature specifically mentioning “large language model”, “LLM”, or “generative
AT” to ensure relevance to this investigation.

The relevance of each publication was assessed based on the number of citations and judgment of the
authors of this paper. A notable difference in case of literature related to tools is that the citation count
is not as relevant, as it is a reasonable objective measure for the importance of an academic publication,
but not meaningful to assess the prevalence of a software tool. We took again the number of citations
into account if a matching publication for a tool was available, but also GitHub stars, which are used
by the developer community to mark noticeable repositories. On top of that, we also made use of the
authors’ experience from multiple industry projects that dealt with the guard-railing of LLMs. Each
tool was analyzed using publicly available websites, the tool’s documentation (if available), and a code
analysis if the source code was published. The available information was analyzed for mentioning of
the metrics that we had previously identified. While many tools appear promising, not many of them
publicly state which metrics are available. In particular proprietary tools do not reveal many details
about available metrics. Thus, they were usually not considered.

Our list of judge-based metrics was put together using a literature search on LLM-as-a-judge topics,
and additionally scanning the documentation of the most well-known software tools for LLM Testing
that were identified in the search process for the tools.

The search process was conducted between the 14th and 17th of April, 2025.

4. Metrics

In this section, we discuss the available metrics for the trustworthiness monitoring of LLMs. We start
by presenting and describing our complete collection in Section 4.1, and after that give details about the
judge-based metrics in Section 4.2.



4.1. Description of the Final Collection

In the following, we provide an overview of the metrics identified through the process described in
Section 3, categorized by their respective objective and summarize the results in Table 1. The prefix
O of an ID in the table indicates that the metric was found in the OECD catalog, while the prefix A
indicates that the tool was added based on additional research. The prefix ] shows that the metric is
based on an LLM-as-a-judge approach. It should be noted that some of the metrics from the OECD
catalog also rely on a judge approach.

In total, we analyzed 59 metrics and consider 43 of those to be both related to the trustworthiness
of LLMs and to be used in monitoring. We excluded metrics that appeared in our research, but where
the results did not reveal their suitability for either LLMs or monitoring purposes. To gain a broader
perspective, we also searched gray literature such as blog entries and articles for approaches to use
the identified metrics in LLM monitoring before deciding whether or not to include a metric in our
collection. Of these 43 metrics, 17 are listed in the OECD metrics catalog, 7 were identified during the
literature review, and 19 were identified through dedicated research on LLM-as-a-judge approaches.
Metrics of those type are discussed in more detail in Section 4.2.

To better understand the distribution of the metrics across the trustworthiness objectives mentioned
in Section 2.1, we classified the objective for each of the additional metrics that were identified. We
made the classification to the best of our knowledge and based on the documentation available for each
metric. For the metrics from the OECD catalog, we used the classification from the catalog itself.

We found that none of the metrics are suitable for the objectives of Data Governance & Traceability,
Digital Security and Environmental sustainability, so these three objectives are not listed in Table 1 at all.

Two thirds of the metrics (28) can be used to measure the Robustness of an LLM-based system, which
is not surprising as most trustworthiness dimensions aim to ensure that the Al system behaves in
an expected manner. It also reflects the fact that one of the most studied shortcomings of LLMs are
hallucinations, and the robustness objective addresses that. Performance is the second largest group,
with 20 metrics that could be used to provide insight. 14 metrics are suitable for measuring Safety-
related issues, which is probably related to the widespread awareness of issues such as prompt injection.
Explainability (10), Human Agency & Control (9), Fairness (8) and Transparency (7) are close in terms of
group size of suitable metrics. Privacy is clearly the smallest group of related metrics (4).

Figure 1 illustrates the distribution of metrics across the objectives. The blue bars represent the total
number of available metrics for each objective, while the green bars indicate the subset of metrics that
are currently addressed by existing tools. This visualization does not include additional information
beyond the one contained in Table 1, but illustrates the uneven development of assessment capabilities
across trustworthy Al objectives and highlights areas requiring enhanced tooling support. It should be
noted that the image can only serve as a general orientation, as not every metric is equally valuable but
they are all given the same weight in this visualization.

4.2. On Judge-based Metrics

Judge-based metrics rely on a recently established method to improve trustworthiness of LLMs. They are
constructed from a “judge” LLM that is given both an instruction for and an answer from the LLM under
examination, and a second instruction for the judge itself. The judge scores the answer based on these
inputs and context (if available), with the specific scoring procedure varying across different metrics.
We refer to the original work [1] for details. Judge-based metrics are typically use-case agnostic, highly
configurable and also very effective, but they fall short in terms of consistency, reproducibility and are
very sensitive to their configuration, such as the prompts that are being used for the judge LLMs. It
should be noted that is still unclear how reliable these are in general [38, 39, 40, 41], but we decided

*For comprehensive descriptions of all of the identified metrics, the reader is referred to the sources in the last column of the
table. It contains several links to overview pages from specific tools - the individual links to the metrics were not provided to
not clutter the table, but the reader should be able to navigate to them. We also did not include additional sources for the
metrics from the OECD catalog.



Table 1
Metrics for LLM trustworthiness monitoring
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OMO1 | Perplexity v v v a
OMO02 | XTREME-S v 4
OMO03 | Context Precision v v v be
OMO04 | Context Recall v v be
OMO5 | Noise Sensitivity v v ¢
OMO06 | Response/Answer Relevancy v v v bdc
OMO07 | Faithfulness v v v bd
OMO08 | Topic Adherence v v v ¢
OMO09 | Tool Call Accuracy v v ¢
OM10 | Agent Goal Accuracy v v ¢
OM11 | Factual Correctness v v a
OM12 | Aspect Critic v v 4
OM13 | Precision@k v v 4
OM14 | Attack Success Rate (ASR) v | v “
OM15 | Hughes Hallucination Evaluation v v IV a

Model (HHEM) Score

OM16 | Prometheus v ve
OM17 | SAGED v v
AMO1 Plug&Play Language Model (PPLM) v [29]
AMO02 LIME v v v | [30]
AMO03 | SHAPIley Value v v v | [31]
AMO04 | LRP score v v | [32]
AMO05 | ROUGE VIV [33]
AMO06 | BLEU v [34]
AMO7 | CLEVER score v | v [35]
JMO01 G-Eval v v v VIV vI|v|v]|I[3e]°?
JMo2 DAG (Deep Acyclic Graph) v v v VIV v|v]|eb
JM03 | Bias v b
JMo04 Stereotypes detector v f
JMO05 Sycophancy detector v f
JMo6 Output Formatting Detector v f
JMo7 Character Injection v v f
JMo8 Prompt Injection v v f
JM09 Contextual Relevancy v v bd
JM10 | RAGAS v v be
IM11 Context Entities Recall N v ¢
JM12 Task completion v v v b
JM13 Coherence, Plausibility, Correctness v v f
JM14 Multimodal Faithfulness/Relevance v ¢
JM15 Prompt Alignment v b
JM16 | Toxicity v |V bd
IM17 Harmful content detector vV IV f
IM18 Moderation? v v v [37]"
JM19 Information disclosure detector v f

@ https://oecd.ai/en/catalogue/metrics

b https://www.deepeval.com/docs/metrics-introduction

¢ https://docs.ragas.io/en/latest/concepts/metrics/available_metrics/
 https://mlflow.org/docs/latest/llms/llm-evaluate/#llm-evaluation-metrics

¢ https://www.confident-ai.com/blog/how-i-built-deterministic-llm-evaluation-metrics-for-deepeval

f https://docs.giskard.ai/en/stable/knowledge/catalogs/test-catalog/text_generation/index.html

8 Llama Guard is a special case of the Moderation metric with a specific Judge model and discrete output.
h https://www.comet.com/docs/opik/evaluation/metrics/moderation


https://oecd.ai/en/catalogue/metrics
https://www.deepeval.com/docs/metrics-introduction
https://docs.ragas.io/en/latest/concepts/metrics/available_metrics/
https://mlflow.org/docs/latest/llms/llm-evaluate/#llm-evaluation-metrics
https://www.confident-ai.com/blog/how-i-built-deterministic-llm-evaluation-metrics-for-deepeval
https://docs.giskard.ai/en/stable/knowledge/catalogs/test-catalog/text_generation/index.html
https://www.comet.com/docs/opik/evaluation/metrics/moderation

I Metric counter

25 1 o Metric counter
(covered by tools)
20
=
2 15 1
Q
10
5 -
O .
S @ 2 ) &
§§ 3 -&,('& & ‘UQO \9’% %‘é -4‘1’& e&ﬁ
‘%0 > (& NS e Q’g\ ’D’S
S S &
%*Q} & Aa &

Figure 1: Metric count by objective; “covered by tools” means the number of metrics that are available in at
least one of the identified tools (see Table 2)

that they should be included in the picture, as they are widely adapted and are promising in designing
application-specific metrics quite easily.

In the following, we describe the judge-based metrics listed in Table 1. A very general metric that
can be defined only by some evaluation criteria in natural language is G-Eval [36]. It relies on the
interpretation of the criteria by the judge model, and thus is very judge-dependent. Initially, G-Eval
was only using GPT-3.5 and GPT-4 for evaluation. With Prometheus [42], an effort was made to have
an open-source alternative replacing the GPT models. A more recent and more deterministic approach
that uses decision trees for evaluation is given by DAG (Deep Acyclic Graph)®.

Some of the judge-based metrics are actually based on a more general method called Question Answer
Generation (QAG), introduced in the context of summarization in [43]. Here, a (judge) LLM is used to
first extract all claims in an LLM’s response, and then the number of correct claims (identified again
by the judge, usually using context or even ground truth, if available) is turned into a score or ratio.
In our list, OM03, OM04, OM06, OM07, J]M09, JM10 and JM11 are defined via such a procedure. With
the increasing adoption of Agentic Al and the central role that LLMs play in such architectures, novel
metrics are constructed that are either suitable for step-by-step evaluation of Agentic Al applications
(similar to what unit tests do in software architectures), or for trajectory evaluation, ensuring that
the decision-making process of an agent is using the appropriate tools, inputs, and memory in the
appropriate spot and in the right order. Metrics OM09 and JM12 address some of these Agent-specific
aspects. We refer to [44] for a more complete picture on the topic of observability in Agentic AL

Further metrics that are not listed here are BERTScore [45], MOVERScore [46] (both embedding-
based), BARTScore [47], UniEval [48], and metrics that combine statistical and model-based approaches,
such as GPTScore [49] and SelfCheckGPT [50]. We decided to not mention them anymore here as it
was shown in [36] that they are consistently outperformed by G-Eval (which is not surprising keeping
in mind how they are constructed in comparison to G-Eval).

5. Tools

In this chapter, we discuss the available tools for LLM trustworthiness monitoring and show which
of the metrics from the previous section they cover. We stress that a thorough comparison or holistic
benchmark for the identified tools is not in the scope of this work.

*https://www.confident-ai.com/blog/how-i-built-deterministic-1lm-evaluation-metrics-for-deepeval
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Although the OECD catalog itself consists of more than 900 entries for tools, the filtering by the tags
“technical” and “operational & monitoring” leaves only 95 tools for detailed analysis. After this analysis
and the inclusion of additional tools described in detail in Section 3, we obtained 23 tools in total that
we consider to be suitable for the research goals of this paper. The complete list of tools is shown in
Table 2, along with the metrics that were identified.

In Table 2, the prefix O of an ID in the table indicates again that the tool was found in the OECD
catalog, while the prefix A indicates that the tool was added based on additional research. Some metrics
are available as a tool by themselves (e.g. LIME), so they appear on both lists: metrics and tools.

Table 2
Tools for LLM trustworthiness monitoring and corresponding metrics
ID Tool Metrics covered Licence Source
OT01  Alxploit JM08 GNU GPL v3.0 [51]
OT02 Mindgard CLI JM08, OM14 MIT a
OT03 garak JM08, OM14, JM16, JM07, JM19, OM07  Apache 2.0 [52]
OT04 LangBiTe JMO3, JM16 MIT [53]
OT05 TrojAl Detect & De- JM08, OM14, JM19, JM16, JM17 N/A [54]
fend
OT06 AlShield AlSpectra JMo08, OM14 N/A b
OT07 PiCrystal JMO03, JM16, JM17, JM08, AM06, AM05, N/A ¢
JM19, OMO6
OT08 Giskard JMO07, JM16, JM17, JM19, JM04 Apache 2.0 d
OT09 Adversarial Robust- AMO07 MIT €
ness Toolbox (ART)
OT10 Lime AMO02 BSD 2-Clause [55]
ATO1  AIF360 AMO02 Apache 2.0 [56]
AT02 Amazon SageMaker OMO05, OM06, OM08, OM11, AMO05, Apache 2.0 f
Clarify JMO04, JM13, JM16
AT03  Arize Al Phoenix OM11, JM13 Elastic License 2.0 ELv2 &
AT04 h20GPTe OMo06, OM07 Apache 2.0 h
AT05 Privacy Meter JM19 MIT [57]
AT06 MLflow OMOo6, OM07, OM16, JM09, JM13, Apache 2.0 i
JM16
AT07  Promptfoo OMO06, OM07, OMO03, OMO04, JM09, MIT [58]
IM13
AT08 Ragas JM10, JM11, JM14 Apache 2.0 [59]
AT09 DeepEval JMO1, JM02, JM03, JM09, JM10, JM12, Apache 2.0 [60]
JM15, JM16
AT10  AIX360 AMO02, AMO03 Apache 2.0 [61]
AT11  SHAP AMO3 MIT g
AT12  Opik OMO03, OM04, OM06, OM07, JM01, Apache 2.0 k
JM18
AT13  Evidently OMO7, JM01, JM03, JM06, JM09, JM13,  Apache 2.0 l

JM16, JM19

“https://github.com/Mindgard/cli ~®https://boschaishield.com/

‘https://www.quantpi.com/

https://github.com/Giskard-Al/giskard ~°https://github.com/Trusted- Al/adversarial-robustness-toolbox
/https://aws.amazon.com/de/sagemaker-ai/clarify/ £https://arize.com/docs/phoenix

Phttps://h20.ai/platform/enterprise-h2ogpte/model-validation/

Jhttps://shap.readthedocs.io/en/latest/index.html  *https://www.comet.com/docs/opik/
thttps://docs.evidentlyai.com

"https://mlflow.org/docs/3.4.0/genai/

The coverage of the metrics by the tools is shown in Figure 2 and discussed in the following.

The first result is that there are several tools available that can be used for LLM trustworthiness
monitoring, and that each of those covers at least one of the metrics that we identified. Conversely, we
observe that 11 metrics are not yet available in the tools that we identified and thus may not be applied
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Figure 2: Number of tools covering each metric; the individual diagrams correspond to the three subsets of
metrics from Table 1

easily. None of the tools contains all or at least almost all of the identified metrics, so practitioners will
likely have to rely on several tools to cover a broad range of trustworthiness aspects in their application
— at least in the near future.

What can also be seen directly from Figure 2 is that judge-based metrics are covered much more
often than the others. Specifically, the most often implemented metrics are Toxicity (JM16), and then
Prompt Injection (JM08), Information Disclosure Detector (JM19), Response/Answer Relevancy (OMO06)
and Faithfulness (OM07). All of these metrics rely on a judge approach.

6. Discussion

Metric gaps and limitations. The fact that only four metrics are available with the objective of
Privacy highlights a significant gap in current research, which is further confirmed by the generic nature
of two of these metrics. The underrepresentation of privacy objectives is concerning, particularly given
that the identified privacy metrics are judge-based and not yet included in the OECD catalog. Moreover,
the OECD catalog lacks Transparency metrics and only includes two Fairness metrics, emphasizing the
importance of incorporating additional metrics beyond the catalog.

Judge-based metrics, however, exhibit a notable lack of coverage in the objectives of Explainability
and Transparency, likely due to fact that judges only work with the given instructions and context, and
are not able to explain or reveal anything beyond that (except for what they “saw” during training).

The metrics presented in this work are subject to certain limitations. For instance, some metrics
are task-specific (e.g., ROUGE for summarization or CLEVER score and LIME for classification), while
others are scoped for other reasons such as relying on benchmarks or datasets that may not accurately
reflect real-world deployment scenarios. Most metrics also inherently depend on randomization, such
as training-test splits. Additionally, some metrics may be costly in terms of LLM usage, either due to
large data set processing requirements or the need for GPU-intensive model invocations, as for the
LLMs used in the judge-based metrics.

Tool limitations. Concerning the tools, it is noteworthy that despite the OECD catalog’s extensive
list, many tools are not technical or suitable for monitoring, resulting in a relatively small number of
relevant tools for our purpose.



We observed that the coverage of metrics by available tools is limited, with only a few metrics being
well-represented. This suggests a lag in the translation of research into usable software, potentially due
to tool developers’ focus on certain aspects of trustworthiness, such as prompt injection, at the expense
of less prominent issues.

Our emphasis on using only publicly available information and avoiding black boxes for transparency
reasons may have implications for the coverage of proprietary tools. They are not yet covered to an
acceptable degree in our work due to restricted documentation, despite the fact that some proprietary
tools have accessible documentation about the available metrics before a paywall. However, open-source
software tools, which comprise the majority of our list, are expected to have much better coverage.

7. Conclusion

In this work, we have provided an overview of the current state of trustworthiness monitoring, including
collections of available metrics and tools, to serve as a guideline for researchers and practitioners. Our
compilation highlights the trustworthiness objectives and corresponding metrics, as well as the tools
that assess them, aiming to identify areas with insufficient coverage for researchers and facilitate the
improvement of trustworthiness in specific aspects. Practitioners can use the compilations from Table 1
and Table 2 as a reference.

As the landscape of available tools continues to rapidly evolve, their capabilities are constantly
improving, too. Additionally, the utilization of Al agents — which can anyway be seen as a means
to more responsible Al [62] — will expand the monitoring component to include further aspects, in
particular in terms of safety and tracing. The recently proposed paradigm of AgentOps [44] addresses
this aspect, and will very likely be followed by others soon. Due to this very dynamic situation, the
snapshot described here is likely to be outdated soon.

What is missing is a general framework that enables easy selection of applicable metrics for specific
settings or applications. So far, it is hard to even find (not to mention implement) a set of metrics that
yields an appropriate coverage of all trustworthiness aspects in the specific setting. A possible next
step is the creation of an adaptive framework that can dynamically adjust to evolving trustworthiness
requirements and incorporate new metrics and tools as they become available. This demands for
standardized tooling and interoperability protocols to enable seamless integration and comparison of
different trustworthiness monitoring solutions. Thus, we encourage researchers and practitioners to
collaborate on the development of standardized, adaptive, and interoperable trustworthiness monitoring
frameworks.
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