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Abstract

Artificial Intelligence (AI)-based systems are experiencing widespread adoption across a broad range of appli-
cations, including critical domains such as law and healthcare. This paradigm shift prompted a push towards
the development of trustworthy Al systems, which are increasingly mandated by law and regulations. However,
assessment techniques that concretely verify the trustworthiness of Al-based systems are still lacking. Current
techniques in fact focus on traditional quality properties, providing either high-level guidelines or low-level
techniques that cannot be generalized, and are therefore not applicable to Al-based systems. In this paper, we
propose an assessment scheme that builds on a structured catalog of non-functional properties. The support for
specific non-functional properties is verified along the entire system life cycle, from data collection to evaluation,
by a set of assessment controls.
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1. Introduction

Artificial Intelligence (Al) is gaining momentum, showcasing its growing importance across industries.
The World Economic Forum states that Al will produce 97 million new jobs by 2025 and is expected to
contribute trillions of dollars to the global economy by 2030 [1] highlighting its importance. Al is used
to increase the efficiency and quality of processes in a plethora of tasks and domains, from industry
5.0 [2], to cybersecurity [3], health [4, 5], legal [6], and even military operations [7], to name but a
few. These advancements are pointing towards Al-based systems (Al systems in the following), that
is, distributed systems where Al models are used to implement end-user functionalities and manage
system life cycle [8].

At the same time, awareness is mounting over the need for trustworthy Al systems, in terms of
fairness, reliability, transparency, robustness, and privacy [9]. This demand is amplified in safety-critical
domains, where mistakes and uncertainties in Al responses could have significant consequences [10].
However, claiming trustworthiness without evidence may negatively impact the system validity and
user trust. Scholars (e.g., [11]) have indeed highlighted the need to assess the trustworthiness of Al
systems, and assessment schemes are becoming essential and mandated by law (e.g., EU AI Act [12]).

State-of-the-art assessment schemes are largely inadequate to address this urgent need. On the
one hand, Al assessment schemes (e.g., [13]) typically focus on functional properties, overlooking
essential non-functional properties such as privacy, fairness, robustness. On the other hand, they are
hardly generalizable, focusing only on a subset of the Al life cycle (i.e., dataset quality [14]) and specific
properties (e.g., privacy, fairness) and domains (e.g., healthcare, law).
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The assessment scheme in this paper aims to initially address the above gaps. Our scheme codifies
best practices into a structured catalog of non-functional properties relevant for trustworthy Al (i.e.,
reliability, transparency, fairness, robustness, privacy). Each non-functional property is linked to a
set of controls that span the entire Al system life cycle and verify whether the Al system supports the
required non-functional properties. Our scheme integrates evidence collected in each phase of the life
cycle to provide a complete assessment of system trustworthiness.

Our contribution is twofold. First, we introduce a catalog that systematically organizes well-known
non-functional properties and related controls insisting on the whole the Al system life cycle, from data
collection to Al inference (Section 4). Second, we implement an assessment process that selects the most
suitable set of properties to be assessed and related control on the basis of the target system peculiarities,
and collects and analyzes evidence accordingly, thereby supporting a reproducible assessment (Section 3).

2. Background and Motivations

Assessment schemes have been defined since the 80s to verify whether IT systems behave as expected
and meet desired non-functional requirements (properties) [15]. Assessment schemes are based on
an assessment model that defines the activities that have to be executed to prove that a target system
supports a given non-functional property according to a set of evidence collected following the assessment
model. If the evidence is successfully collected, a compliance report is issued, for instance in the form
of a certificate [15]. Several techniques can be used for assessment, such as certification [16], stress
testing [17], audits [18], to name but a few.

With the growing need for assessment schemes, researchers developed new schemes in parallel
with the advancement of IT systems, initially targeting traditional software systems (e.g., [19]) and
later extended towards cloud (e.g., [20]) and network (e.g., [21]) services, and IoT systems [22]. In
addition, assessment schemes have been developed for software produced using waterfall and agile
methodologies (e.g., [23]) in accordance to standards such as ISO/IE [24] and DO-178C [25].

As technology advanced, the scope of assessment schemes expanded beyond traditional IT systems
to address the unique challenges posed by the complex nature of Al systems, that are defined as
(distributed) IT systems where AI models play the key roles of providing end-user functionalities and
managing the system life cycle [8]. Early research on the topic primarily highlighted the importance of
end-to-end transparency [26] and reproducibility [27] of the entire Al life cycle. Research also focused
on dataset quality, emphasizing the importance of robust dataset definition and validation methods
to ensure that the data used to train the Al model are accurate, representative, and bias-free [28]. As
Al models are being deployed in safety-critical and high-stakes environments, the attention shifted
towards non-functional properties at the basis of trustworthy Al often outside the context of a concrete
assessment scheme. These non-functional properties include robustness, privacy, and security [29]. For
instance, robustness has been extensively investigated (e.g., [30]), particularly in terms of protection
against poisoning and evasion attacks (e.g., [31]). At the same time, concerns over biases prompted
research on the assessment of fairness (e.g., [32]). To further support Al trustworthiness, life cycle
management tools (e.g., MLflow [33]) have been adopted to ensure structured model documentation,
reproducibility, traceability, and reliable and auditable deployment pipelines [34].

Despite the research advances on the assessment of Al systems, significant limitations remain. On
the one hand, existing schemes are hardly applicable to Al systems in their entirety as they primarily
target traditional software components, while Al-specific schemes focus solely on assessing Al models
[35]. Furthermore, Al assessment schemes typically overlook non-functional properties, which are
increasingly mandated by law (e.g., EU AI Act) [36]. This results in inefficiencies, legal uncertainties,
non-compliance, and bias. In addition, existing Al assessment schemes mainly focus on dataset quality,
neglecting other crucial phases such as training and evaluation. The exclusion of critical aspects, such
as overfitting [37] at the training phase and inappropriate performance measures [38] at the evaluation
phase, can lead to false positives during system assessment. Finally, existing Al assessment schemes
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Figure 1: Overview of our catalog-based assessment scheme.

are hardly generalizable. They are defined for specific domains or properties (e.g., healthcare [4],
fairness [32]). This fragmentation limits the applicability and scalability of Al assessment schemes
across different sectors.

The scheme in this paper provides a first solution to these issues, addressing the need for a unified
and generalizable scheme for the assessment of non-functional properties of Al systems.

3. Our Approach

Figure 1 illustrates an overview of our assessment scheme for the non-functional assessment of Al
systems. It is built on a catalog of non-functional properties and associated controls (Section 4). The
catalog defines a set of non-functional properties modeling the expected system behavior. The catalog
also includes a set of controls; each control assesses specific aspects of the system that contribute to the
support of one or more non-functional properties. The controls are applied at different phases of the Al
system life cycle and collect evidence to verify the Al system in its entirety.

The assessment of an Al system according to our scheme consists of four steps.

« Step (1): Scope definition. It defines the assessment scope by selecting and configuring the
relevant (set of) non-functional property from the catalog in Section 4. The selection depends
on the system peculiarities, domain criticality (e.g., healthcare vs. retail), legal and regulatory
requirements (e.g., the risk level according to the EU AI Act [12]), and the objectives of the
system owner. For instance, in critical domains, Step (1) prioritizes reliability and fairness,
whereas in consumer applications, it emphasizes transparency. Step (1) also fixes the appropriate
interpretation of each selected property and configures it accordingly, since different properties
often have different definitions depending on the context [11]. Step (1) finally clarifies when and
where each property should be assessed during the Al life cycle. For instance, certain properties
may need to be assessed during data collection (e.g., fairness), while others are more relevant at
the Al model evaluation phase (e.g., transparency).

« Step (2): Control selection. It identifies the appropriate controls from the catalog in Section 4,
starting from the defined scope. Each control assesses specific aspects of the Al system to check
whether the selected (set of) non-functional property is supported. The catalog maps these
controls according to the target properties and the phases of the Al life cycle (e.g., data collection,
training, evaluation). Controls are then configured in alignment with the system characteristics
(e.g., use case, property, life cycle) where they operate. Controls are then configured according to
the scope identified in Step (1).

« Step (3): Evidence collection. It executes each control selected at Step (2) according to the
assessment scope. Each control collects a set of evidence, which is the basis to assess the Al
system. Evidence can take various forms depending on how controls have been configured and



Table 1
The catalog of our assessment scheme.

Life Cycle Phase Controls Properties
Data Integrity Fairness, Reliability, Robustness
Data Exposure Privacy, Robustness, Reliability, Fairness
Balanced Dataset Fairness, Reliability, Robustness
. Dataset Diversity Reliability, Robustness, Fairness
DataCollection Sampling Bias Fairness, Reliability, Robustness
Data Uniqueness Reliability, Robustness,Fairness
Label Integrity Reliability, Robustness, Fairness
Handling Of Sensitive Data Privacy
Overfitting and Underfitting Reliability, Robustness, Fairness
Spurious Correlations Reliability, Robustness, fairness
Training Data Snooping Reliability, Robustness, Fairness
Parameter Selection Reliability,Fairness, Robustness
Explainability Transparency
Appropriate Baseline Reliability
Appropriate Performance Measures Reliability
Base Rate Fallacy Reliability, Robustness
. Transparency In Results Transparenc
Evaluation PerforpmanceyConsistency Reliability,pRobustess
Testing On Unprocessed Data Reliability, Robustness
Assessing confidence intervals and variance Reliability
Reproducible ML lifecycle Transparency

implemented. For instance, evidence can be system logs (e.g., training checkpoints), performance
metrics (e.g., accuracy values), documentation, or direct observation of system behavior during
its execution.

« Step (4): Evaluation. It analyzes each collected evidence against the control-specific criteria
defined in the previous steps, and aggregates these outcomes across the different considered
phases of the Al life cycle phases. Analysis determines the extent to which the Al system satisfies
the non-functional properties selected at Step (1), according to the identified scope. Based on
this evaluation, a positive or negative compliance decision is finally made. In case the decision
is positive, a compliance report is issued, detailing the properties, controls, and corresponding
evidence, thus supporting transparency and reproducibility. If the decision is negative, evidence
can be used as source of remediation.

4. The Catalog

Our catalog includes five non-functional properties (i.e., reliability, transparency, fairness, privacy,
and robustness) and corresponding controls for Al assessment. With no lack of generality, we focus
on the most common definitions of the properties that consistently appear as core requirements
for trustworthy Al in major guidelines and regulations, including the EU AI Act, the NIST AI Risk
Management Framework, and recent surveys [9, 39, 40].

+ Reliability refers to the Al system’s ability to consistently perform as intended throughout its
operational life cycle, ensuring stability and the capacity to withstand failures without significant
loss in decision-making process [39]. For instance, data diversity should be prioritized to ensure
that the model is trained on representative data across all classes.

« Transparency refers to the Al system ability to make its decision-making process understandable
and explained to stakeholders (e.g., users, developers, or regulators) [41] so that the reasons
behind the decisions taken by the system can be traced and explained.

« Privacy refers to the Al system ability to protect sensitive data from unauthorized access, misuse,
and leakage, ensuring that personal information is securely handled throughout the system life



cycle, from data collection to training and inference [42]. For instance, the presence of individual
data points in the training set should not be inferred.

« Fairness refers to the Al system ability to avoid any favoritism in decision-making toward
an individual or group based on their inherent or acquired characteristics (e.g., race, gender),
ensuring careful data collection and training on diverse and representative datasets [40].

« Robustness refers to the Al system ability to maintain performance and accurate decision-
making when exposed to variations and unexpected inputs, ensuring it can adapt to changes in
the environment or input data without degradation. This ability can be compromised at various
phases of the Al life cycle if not properly managed [43].

We note that the interpretation of these properties, fixed during Step (1) in Section 3, may vary
significantly across domains. For instance, in the healthcare domain, fairness is often defined as
demographic equity in diagnosis, and reliability as the ability to provide consistent results across diverse
patient groups and imaging modalities (see Example 1). As another example, in finance, fairness is often
defined as equal treatment in loan decisions [44]. Moreover, conflicts between properties may arise. For
instance, stronger privacy can reduce transparency [45]. Such conflicts must be addressed according to
the prioritized requirements of the application domain and applicable regulations.

The other component of our catalog is controls, linked to the three phases of the Al life cycle (data
collection, training, and evaluation) on the basis of their relevance to assess the given properties.
Controls can be implemented through automated checks (e.g., detecting overfitting using validation
metrics), while others require manual review (e.g., inspecting label integrity in datasets), or statistical
validation (e.g., checking for sampling bias).

Table 1 shows the mapping between the phases of the Al life cycle, the controls, and the properties
assessed by those controls, which are detailed in Table 2. This mapping has been designed by focusing
on the possible issues that may arise, and in turn invalidate, the required non-functional properties,
during all the phases of the Al life cycle (e.g., [46]). For instance, fairness can be assessed through
controls Balanced dataset, Sampling Bias, and Label Integrity, while robustness can be assessed through
controls Overfitting and Underfitting, Spurious Correlations, and Performance Consistency.

Example 1. We illustrate the application of our catalog-based assessment scheme to an Al system in the
healthcare domain. The system is built on Federated Learning (FL) for segmenting tumor masses from MRI
(Magnetic Resonance Imaging) images. Being healthcare a high-risk domain according to the EU Al Act
[12] the system will have to comply with a set of horizontal mandatory requirements for trustworthy Al
and follow conformity assessment procedures before those systems can be placed on the Union market”
Among the mandatory requirements, reliability assumes critical importance to ensure that the system
provides consistent and accurate results in a setting where data can vary significantly across patients,
imaging modalities, and environmental conditions. To assess whether the FL-based system supports property
reliability, we follow the assessment process in Section 3, first defining the assessment scope that covers all
phases of the system life cycle, and then selecting controls accordingly.

The assessment in phase data collection focuses on verifying the adequacy and structure of the datasets.
In this context, the selected control Data Diversity inspects the diversity of the datasets. It verifies whether
the datasets contain sufficient samples, acquired using different MRI modalities and collected from the most
widely used MRI equipments. The outcome of this control is successful if the collected evidence shows that
at least three MRI vendors and T2/DWI/ADC modalities have been used.

The assessment in phase training focuses on verifying the level of generalization of the federated Al
model. In this context, the selected control Parameter Selection inspects the training algorithm to verify
whether hyperparameters have been systematically tuned without bias, avoiding over-optimization. The
outcome of this control is successful if the collected evidence shows that the Bayesian search strategy has
been used. This strategy implements a systematic approach that reduces the risk of biased performance
outcomes.



Table 2

Controls of our catalog.

Name

Description

Data Integrity

Data Exposure

Balanced Dataset

Dataset Diversity

Sampling Bias

Data Uniqueness

Label Integrity

Handling Of Sensitive Data
Overfitting and Underfitting
Spurious Correlations

Data Snooping

Parameter Selection
Explainability
Appropriate Baseline

Appropriate  Performance

Measures

Base Rate Fallacy
Transparency in Results
Performance Consistency
Testing on Unprocessed Data

Assessing Confidence Inter-
vals and Variance

Reproducible ML Lifecycle

Verifies the completeness and quality of dataset by ensuring no missing data entries or variables.

Verifies data partitioning and integrity to avoid unintended data leakage from outside the training dataset.
Verifies that the distribution of classes or categories within the dataset is balanced to avoid bias.

Verifies that the dataset represents diverse demographics and scenarios to avoid performance deficiencies.
Verifies whether the collected data fairly represents the target population to avoid bias.

Identifies redundant or repeated records in the dataset that may lead to biased learning or overfitting.
Verifies the correctness of data labeling to avoid incorrect annotations.

Verifies that sensitive personal information is properly handled and protected.

Verifies that the model has achieved generalization and learned the underlying patterns.

Verifies that the model is learning accurate associations and not being influenced by irrelevant variables.

Ensures that the training and model selection processes are free from unintended bias or data leakage from the
test set.

Verifies that the tuning of model parameters is conducted without bias, avoiding over-optimization.
Verifies that the model’s decision-making process is interpretable and understandable.
Verifies that the model is evaluated against valid reference model to avoid overstated performance metrics.

Verifies that performance metrics align with the task’s objectives, ensuring a meaningful evaluation.

Verifies that the statistical prevalence of events is properly considered to avoid misleading conclusions.
Verifies the clarity and traceability of model outputs to ensure they can be understood and audited.
Verifies that the model’s performance is consistent across different datasets and environments.
Verifies that test data includes real-world imperfections, ensuring a realistic evaluation.

Verifies that confidence intervals and variance are considered during model evaluation.

Verifies that the ML lifecycle is replicable, ensuring the model’s results are consistent and audit-able.

The assessment in phase evaluation focuses on verifying the performance of the AI model in real-world
conditions. In this context, the selected controls Appropriate Baseline and Appropriate Performance
Measure inspect the evaluation process to verify whether the federated AI model has been compared against
a centralized model built with the same model architecture and using an adequate evaluation metric. The
outcome of this control is successful if the collected evidence shows that a comparison process has been
executed.

5. Conclusions

As Al-based systems are increasingly integrated into critical applications, the need to gain confidence
in their behavior becomes fundamental. Existing assessment schemes, however, are largely inadequate
to address this challenge, thereby undermining system trustworthiness and, consequently, end-user
acceptance. In this paper, we proposed a preliminary scheme for the non-functional assessment of Al
systems. The scheme is based on a catalog that binds properties and controls to assess the target Al
system along its entire life cycle.

Future work includes expanding the catalog to include additional properties and controls, enabling a
more comprehensive assessment of Al-based system behaviors. Additionally, we will focus on composite
Al-based systems, where multiple and diverse (Al-based) services are jointly used to implement the
system functionalities and manage its life cycle. In this case, our catalog can be extended to assess
individual Al services, and the retrieved results combined with those retrieved using traditional assess-
ment schemes. A final aggregation step can then jointly analyze the collected evidence and produce an
overall compliance report. Finally, we will pursue practical evaluations on real word Al based systems
to validate the scheme’s effectiveness in operational settings.
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