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Abstract

This paper presents a comprehensive approach to evaluating the efficiency and resilience of a cyber range
designed for educational, training, and research purposes in cybersecurity. A generalized methodology for
constructing integral objective functions is proposed, enabling the combination of key performance,
reliability, and fault-tolerance indicators into a single quantitative index. Two mathematical models are
developed: the first is based on a weighted sum of metrics (throughput, resource utilization efficiency,
probability of successful session completion, and system resilience coefficient), while the second serves as
an optimization criterion for resource scheduling and load management tasks. Particular attention is paid
to a peak-load scenario that involves simultaneous execution of laboratory classes, Capture The Flag (CTF)
competitions, and research tasks. For this scenario, resource utilization coefficients are calculated for CPU,
RAM, storage, and network subsystems, as well as the probability of successful completion for all active
sessions, overall system throughput, and average response time. The results show that even with 140
concurrent virtual machines, the system operates at only about 60% of CPU capacity, with a significant
memory and network headroom, ensuring the absence of service queues and failures. Recommendations
are formulated for scaling and load distribution to maintain stable operation under stress conditions. The
proposed models can be applied not only for monitoring and performance evaluation but also for automated
scheduling of educational events, resource allocation optimization, and enhancement of training quality.
These results can serve as the foundation for the development of adaptive load management systems
capable of real-time control, thereby improving the reliability, efficiency, and cost-effectiveness of cyber
range operation.
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1. Introduction

Cyber ranges are increasingly used as a critical component in cybersecurity education and training,
providing realistic, isolated environments for practical exercises, Capture The Flag competitions, and
red/blue team scenarios. As the demand for such platforms grows, so does the need for systematic
evaluation of their performance and reliability. A cyber range must not only provide sufficient
computational and network resources but also guarantee a high probability of successful session
completion under peak load [1,3-5].

During the training of students majoring in F5 «Cybersecurity and Information Protection», an
essential stage is the acquisition of practical skills in monitoring information security events and
implementing protective measures under conditions simulating real-world attacks on organizational
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information systems. One of the most effective approaches to ensuring high-quality practical
training is the integration of a cyber range into the educational process [11,13,16].

A cyber range is a multifunctional hardware-software complex designed to conduct cyber
exercises by simulating computer attacks and enabling participants to practice effective responses.
Such a platform provides students with an opportunity to analyze complex attacks, develop
collaboration skills, and gain experience in localizing threats and eliminating the consequences of
cybersecurity incidents. Currently, several advanced solutions are available, such as the Federal
Cyber Defense Skilling Academy (CISA), the Georgia Cyber Innovation & Training Center, the SANS
Institute platform, and CyberUkraine, offering comprehensive attack simulations including phishing,
distributed denial-of-service attacks, malware deployment, network infrastructure exploits, and data
confidentiality breaches [2,9,10].

The deployment of such platforms, however, requires significant financial resources and may be
difficult for institutions with limited budgets, as the return on investment can be lengthy. This
highlights the relevance of research aimed at creating small-scale educational cyber ranges that use
open-source software and virtualization to simulate attacks [6-8]. The development of such systems
involves the joint efforts of technical, methodological, and organizational teams responsible for
architecture design, training material development, exercise scripting, planning, and testing [15,17].
Ultimately, a cyber range reproduces the infrastructure of a typical enterprise network, including
servers, workstations, network devices, corporate software, and security tools, within a virtual
environment [12]. This makes it possible to model realistic attack-defense scenarios and assess the
efficiency of technical and organizational response measures. The need to ensure reliable,
measurable, and scalable operation of such systems justifies the development of quantitative models
for evaluating their efficiency and resilience, which is the focus of this paper [14].

2. Research Methodology

The study is based on a combination of system analysis and mathematical modeling. Quantitative
indicators of cyber range operation were identified, including throughput, resource utilization
efficiency, probability of successful session completion, resilience coefficient, waiting time, and load
function. The first model represents an integral objective function constructed as a weighted sum of
these indicators, allowing the overall performance score to be determined under different operating
conditions. The second model serves as an optimization function for resource allocation tasks,
making it possible to balance performance, delay, and risk of overload.

A peak-load scenario was modeled, corresponding to 140 concurrent virtual machines running
laboratory exercises, CTF competitions, and research tasks. Resource utilization coefficients for CPU,
RAM, storage, and network were calculated, as well as the probability of successful completion of all
sessions. The sensitivity of the models to variations in weighting coefficients and load scenarios was
studied using simulation methods, including Monte Carlo techniques. The modeling process
employed orchestration systems, statistical analysis tools, and software environments such as
Python and MS Excel to validate the robustness of the proposed approach.

3. Evaluation of the Efficiency and Resilience of a Cyber Range under
Combined Loads

3.1. Technical specifications of the cyber range

- Computational Power (Rpy,): Each server has two Intel Xeon processors with 12 cores each (24
physical cores per server) running at a frequency of ~2.5-3.0 GHz. In total, 20 servers provide
approximately 480 cores (~960 threads with Hyper-Threading enabled). This is equivalent to about
1.2-1.4 thousand GHz of total frequency available for virtualization.

- RAM (R;4m): Each server is equipped with 128 GB of RAM. Therefore, the total memory volume
is 20 x 128 GB = 2560 GB (2.5 TB) available for deploying virtual machines (VMs).



- Storage Systems (Rgtorqge): Each server is equipped with local SSD drives of about ~2-4 TB. A
shared network storage system may also be available for VM images. We estimate the total available
storage capacity at ~50 TB (across all servers). Disk access speeds reach hundreds of thousands of
IOPS, minimizing input-output delays.

- Network Bandwidth (R;,etwork): The network infrastructure provides high throughput. Each
server is connected via 10 Gbit/s to the network core. Workstations are connected via 1 Gbit/s to the
training network. This configuration provides sufficient data transfer between Red/Blue Team
segments and to the Internet simulator, even under peak loads (attacks, DDoS simulations, etc.).

- Software Resources (Rsoftware): The system has a sufficient set of licenses and software.
Licenses for the hypervisor covering 20 hosts are available, allowing all servers to be used. There are
enough VM images and templates for training environments. Blue Team tools (SIEM, IDS/IPS) are
installed with 50 client licenses for each of the key products, which is sufficient for all active
participants. Overall, software resources are adequate, and no license limitations restrict VM
deployment.

3.2. Load Scenario (Calculation of U(t))

Let us consider the peak usage case of the cyber range when multiple activities occur
simultaneously: a CTF competition is underway while a training course with laboratory work is
running in parallel. We also account for minor background loads from research tasks. The event
stream intensities at time t, (the peak situation) are:

- Ucourses(to): A laboratory session is simultaneously conducted for a group of 20 students (all
workstations are occupied). Each student deploys one training VM. Hence, the course stream = 20
events (20 VM deployments).

- Ugxercises(to): In parallel, instructors (White Team) launch several autonomous training
exercises for additional groups or testing. Let this add 10 events (10 VMs for demonstration
attacks/scenarios).

- Ucef(to): At the same time, a Capture The Flag competition is held with remote participants.
Suppose 50 participants are simultaneously solving tasks. On average, each participant requires 2
active VMs (one for attack and one for defense/target). Thus, the total number of CTF events is about
100. This stream is pulsating in nature, but at the peak, we take the maximum load.

- Uresearch(to): Background research activity — for instance, administrators launch several test
VMs to verify new software or simulate an APT attack. Let this be 4 VMs at this moment.

Thus, the total intensity at time t, is:

U(ty) =26+ 10+ 100 + 4 = 140 events simultaneously

This corresponds to 140 active virtual machines running in one time interval (peak concurrent
sessions/environments).

3.3. Calculation of key performance indicators for this scenario.

Overall load L(t). To estimate the overall load L(t) we compare the requirements U(t) with the
resources R(t). Because the resources are heterogeneous, we analyze the most critical component.
In our case the computing resources (CPU) are decisive, since memory and network are used less
intensively relative to the capabilities of the servers.

CPU utilization. Each event (VM) on average consumes, say, 2 vCPUs (a dual-core VM). For 140
simultaneous VMs about 280 vCPUs are needed. The available resource is 480 cores (about 480 vCPUs
equivalent). Thus the relative CPU load

Tepu = 280480 = 0.58, {~58% of cluster capacity}

That is, more than half of the CPU resources are occupied, but there is still a substantial reserve
until the critical level (42% of the CPU capacity remains). This corresponds to a coefficient L(t,) =
0.58 (when normalized by CPU). The system operates in normal mode, L(t) < 1, there is no overload.



Memory utilization. If each VM consumes an average of 4 GB of RAM, then 140 VMs require =
560 GB of memory. This is only = 22% of the available 2,560 GB. Thus 1,4, = 0.22. Memory is not
a bottleneck in this scenario (reserve ~78%).

Network utilization. Assume that an average virtual machine generates approximately 2 Mbit/s
of traffic (including user activity, updates, attack traffic, etc.). For 140 VMs, this results in a total of
about 280 Mbit/s. Even if the traffic is unevenly distributed and reaches several Gbit/s during peaks
(for example, during a DDoS attack on one of the segments), the network infrastructure (10 Gbit/s
per server, 200+ Gbit/s core) is capable of handling the load. The approximate average utilization of
the main link remains below 3% (280 Mbit/s out of 10 Gbit/s per server). Therefore, the network
resource is not overloaded, and 1,e1work remains very low on average (only a few percent).

Conclusion for L(t). In the peak scenario, the total relative load is approximately L(t,) =~ 0.58
(58% of CPU resources, which represent the most heavily utilized component). This value is below
the threshold level of 1, meaning the system operates with a performance margin. Under such
conditions, the cyber range remains both stable and efficient, with no queues or service failures
caused by resource shortages.
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The average duration of a single session is denoted as t, and the number of sessions that can run
simultaneously is denoted as Nyg.

At the same time, there are 140 sessions. If the average session lasts, say, 4 hours (laboratory work
or a CTF task), then over an 8-hour training day one “station” can host two sessions (morning and
afternoon). With 140 parallel sessions this yields up to 280 sessions per day. Theoretically, over a full
24-hour day with continuous operation one could support about 840 sessions. In reality the schedule
is not continuous, but the cyber range can conduct several hundred training events per day at full
load, which is a very high figure. This confirms that the system throughput T is high due to the
ability to run different segments (training courses, CTF, exercises) in parallel without interference.

- Resource utilization efficiency 1. As noted, the CPU is loaded at about 58% and RAM at about
22% at the peak. One can calculate these coefficients for our scenario:

Nepu(to)= (number of events x average CPU per event) / Rcp, ~ 0.58. That is, a little more than
half of the processor cores are utilized. The rest remain free, providing a reserve in case of spikes or
additional tasks.

Rep = 972 0,583 (58.39 @
cpu — W =~ U. ( . /0)

Thus a little over half of the processor cores are engaged. The remaining cores stay free, providing
a reserve for load spikes or additional tasks.

Nram (to) = (number of events x average RAM per event) / Ryqm =~ 0.219 (21.9%). Most of the
memory remains unused; this is normal because the system is equipped with memory with a reserve
for different scenarios (some specific tasks may require much more RAM per VM).

Nstorage(to) — the percentage of storage utilization depends on how many images and data are
loaded. For example, if each of the 140 VMs uses an image of ~20 GB, then ~2.8 TB out of ~50 TB
(=5.6%) are occupied. During operation (logs, dumps) a few more percent may be added. Thus storage
is not fully utilized either.

NMnetwork(to) — as mentioned, an average network load of a few hundred Mbit/s versus the
available tens of Gbit/s gives only a few percent. Even peaks (say 5 Gbit/s when simulating a large
DDoS attack on one of the segments) will be < 3% of the core network and 50% on a single server (if
all the traffic goes through that one server).

Conclusion about 1. In this scenario resources are used in a balanced way with sufficient reserve.
The CPU is the most loaded (~60%), which is close to optimal for efficiency (not idle but not
overloaded). Other resources are used less intensively, which indicates the possibility of scaling.



Probability of successful session completion P, ... Based on the obtained L(t,) = 0.58 and the
known high resilience of the system C(t), one can expect a very high probability of successful
servicing of all sessions. Formally: Py, = P{C(ty) > Cpin N L(ty) < Limax}- Under our conditions
L(ty) is less than the threshold Lmax (which can be taken as ~1 or slightly lower), meaning the load
does not exceed the critical level.

Additionally, C(t) due to isolation, redundancy, and protection, remains high. The absence of
failures (C(t) > Cyuin) depends on several stochastic factors X ¢tacks Xinuman Xitech:

—  The probability of an external attack on the cyber range during an event is low (the system
is isolated, and Cprotection is high).

— Human factors (administrator errors) at that time are minimized through procedures and
supervision (the White Team monitors the events).

— Hardware failures are rare: the failure of 1 out of 20 servers is an unlikely event over a short
period (e.g., probability ~1-5% per day if servers are reliable). Even if a single server fails, the
system has redundancy: at 58% load, shutting down one server (~5% capacity) slightly
increases the overall L(t) to ~61% — the remaining servers can take over its VMs, or they are
automatically restarted on backup resources (thanks to the orchestrator and Crequnaancy )-
Thus, PsuccP_{succ}Psucc decreases only slightly.

A qualitative estimate of Py, .: under normal conditions (no failures), all 140 sessions complete
successfully (probability ~100%). Considering the small probability of random issues, Py, .. can be
estimated at ~0.95-0.99 (95-99%). In other words, nearly all sessions complete successfully. The
system was designed for reliable operation, so even at peak load, infrastructure-related failures are
rare.

For comparison, if the load were critical L(t) — 1 simultaneously with low resilience (e.g., a
hardware failure occurs, C(t) < Cnin)), Psuce would drop sharply. Our cyber range, however, due to
resource reserves and system resilience, maintains a high probability of successfully conducting all
planned activities.

Average waiting/response time 1. Under moderate load (L < 1) the automated orchestration
system provides quick resource allocation for new events. An M/M/1 queuing model for estimating
waiting time gives an approximate formula.

. U® ®)
R(@®) (R(t) = U(®))

If one interprets R(t) as the total throughput (e.g., the number of VMs that can be initialized per
unit time) and U(t) as the intensity of requests to start VMs, T can be estimated. At low load t will be
close to zero (requests are serviced almost immediately). When L(t) = 0.58 the waiting time is still
small; only at very high loads does it grow significantly.

A simplistic formula may yield a negative denominator (which would mean that 140 simultaneous
requests exceed a linear throughput of 20 VMs/minute). However, in practice the orchestrator
launches VMs in parallel on many servers, so the effective throughput is much higher. If we
distribute 140 launches across 20 servers, each server needs to start only 7 VMs, which is quite
feasible.

Thus the above calculation shows that the described cyber range (20 HP servers, 26 workstations,
a powerful network) has significant resource reserves R(t) and a high resilience coefficient C(t). At
typical and even peak loads U(t) the system operates efficiently: the overall load is maintained below
the threshold (L(t) < 1), resources are not saturated, failures and queues are minimized.

In this scenario we see that even with a combined load (simultaneous CTF + training courses) the
system does not reach its limits. This means that the cyber range can scale to even more complex
events. For example, the residual resources allow the number of simultaneous participants to be
increased.



4. Objective Functions for Evaluating Cyber Range Performance

Let us explore the objective functions for evaluating the operation of the cyber range.

For a formal evaluation of the cyber range’s performance, quantitative indicators reflecting
various aspects of its operation are considered. The key metrics of cyber range efficiency include the
following.

- Throughput T: the number of events or sessions serviced per unit time. Higher throughput
means greater efficiency and productivity of the system (more users or events processed in a given
time).

- Probability of successful session completion Py, : the proportion of sessions that finish
successfully (without failures). This metric characterizes the reliability and success of the system -
a high value of Py, indicates a low frequency of errors or failures (for example, P, .. =0.98 means
that 98% of sessions proceed without disruptions).

- Resource utilization efficiency n: reflects how efficiently the resources of the cyber range (CPU,
memory, etc.) are used. It can be defined as the ratio of utilized resources to available resources (e.g.,
average CPU load) or as the ratio of performance to resource consumption. High ) means that
resources are not idle but are also not overused.

- Resilience coefficient C(t): a measure of fault tolerance or resilience of the system as a function
of time. This coefficient may be defined in different ways — for example, as the level of maintained
functionality during failures or attacks, the speed.

5. Model 1. Generalized integral evaluation of cyber range efficiency

Model description. The first model combines the main performance indicators of the cyber range
(efficiency, success and resilience) into a single integral evaluation. This is achieved by calculating a
weighted sum or other combination of metrics using weighting coefficients. The idea is similar to
the scalarization technique in multi-criteria optimization: each criterion is assigned a weight and
they are summed into a single index. Such an approach is often used to obtain a performance score
that accounts for multiple KPIs (Key Performance Indicators).

Formalization. Suppose we need to take into account three groups of indicators corresponding to:

efficiency (E) - reflects productivity and the rational use of resources;

success (S) — reflects reliability and quality of work (absence of failures);

resilience (R) — reflects resistance to overloads and failures.

Then the integral objective function can be written as a weighted sum:

Fi=a-E+pB-S+V"'R, (4)
where o, B and y are weight coefficients corresponding to the importance of each group of indicators.
The sum of the weights is usually normalized (for example o + B + y = 1), but this is not mandatory
— the weights can be selected according to priorities without normalization.

Component details.

Let us define which specific metrics are included in E, S and R.

The efficiency component (E) may combine throughput capacity and resource efficiency, as well
as take delays into account.

E=fTn1t)=w r +w 1 + w ‘ ©)
— e B TTref 77nref TTref’

where Tref, Nref, Tref denotes certain reference (normalizing) values for scaling, and 7, T, 77 are local

weights within the efficiency component (these can be selected or assumed equal for simplicity). Thus
E increases with increasing throughput and resource efficiency, but decreases as waiting time
increases. Including t with a minus sign means that large delays reduce the overall score.

The success component (S) can be directly represented by the probability of successful session
completion, i.e. S = Py .



If necessary, this component can be extended with other reliability indicators, such as the
frequency of errors or error rate. In this case Py, is a convenient metric between 0 and 1 that
directly reflects the fraction of successful operations (the closer to 1, the better).

The resilience component (R) may take into account the resilience coefficient C(t) as well as the
system’s behavior under load L(t). One way to define R is to assess the ability to maintain
performance at high load. For example:

Thigh 10ad (6)

)

R = fr(C,L) = Cq

v Tnormal
where Cg,4 is the average value of the resilience coefficient over a certain interval or scenario, and
Thigh 1oad/Tnormar is the ratio of throughput at peak load L(t) to throughput under normal
conditions. Such a formula gives an intuitive understanding of resilience: if at peak load the system
maintains, say, 80% of its nominal throughput, then it is sufficiently resilient. In the general case one
can simplify by assuming R = Cg,,4 or another aggregated resilience metric if data are available.

Substituting these components into the formula for F; yields the full integral evaluation. For
example, one possible expression (with normalization of metrics) may look like this:

(7)
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where o, B and y are the weights for efficiency, success and resilience, respectively. In practice the
choice of specific forms fg, fs, fr may vary. The main thing is that these three groups of criteria are
combined linearly with given weights. Such a linear performance index converts a multidimensional
assessment into a single number that can be tracked over time or used to compare different
configurations of the range. Similar approaches are used in network management, for example to
compute a hotspot score — an integral “hotness” index of a network segment, which is a weighted
combination of many KPIs (failures, delays, overloads, etc.) with corresponding weights.

Stochastic weight coefficients. The weights o, § and y can be regarded as random (stochastic)
parameters if the significance of the criteria changes by scenario or is not clearly defined. This means
that instead of fixed values one can specify probability distributions for the weights and perform a
Monte Carlo analysis, calculating the expected value, variance and distribution of F1 over many
random weight realizations. Stochastic weights make the integral function flexible and better suited
for practical situations where priorities may change; for example, under high load resilience should
be a priority, while under normal load efficiency becomes more important.

Interpretation. The value of the integral function F1 provides a generalized assessment of the
cyber range’s efficiency. Its economic and practical meaning is that it combines different aspects of
performance into a single score that can be used by decision-makers. An increase in F1 typically
indicates improvements in throughput, reliability or resilience and a reduction in delay. Conversely,
a decrease points to problems that require attention.

—  The efficiency component (with weight ) reflects the productivity per unit of resource and
has the economic meaning of return on invested resources. The more tasks processed (T)
with full use of memory, storage and network (n ~ 1) and minimal delay (t — 0), the higher
the return.

—  The success component (with weight ) shows the quality and reliability of the service. A
high P;,.. means fewer failed sessions, i.e., less wasted effort and time. In practical terms
this may mean fewer reworks, higher user satisfaction and saving human and machine
resources.

—  The resilience component (with weight y) characterizes the stability of the system under
stress. If the system is resilient it will avoid expensive downtime and recover quickly after
problems. Economically this reduces losses from interruptions and ensures continuity of the
educational process.



Thus the objective function F1 allows management or automated monitoring systems to quickly
assess how balanced and well the cyber range is performing overall. Its value can be used to compare
different periods, configurations or event types: an increase signals improvement, while a decrease
suggests the need for optimization.

6. Model 2. Alternative objective function for optimization tasks

Model description. The second objective function is intended for direct use in optimization
problems such as scheduling tasks on the cyber range or modelling usage scenarios of its resources.
It can serve as the fitness function for algorithms (genetic or heuristic) that search for the best
schedule.

Main idea. Build F2 so that it explicitly reflects the trade-offs between different goals important
in planning. In the context of scheduling or resource management of the cyber range one usually
has to balance:

— maximizing throughput (so as to serve as many sessions as possible in the available
time);

— maintaining a high probability of success (not overloading the system until success
decreases);

— minimizing waiting time for new sessions (users should not wait long for their turn);

— efficient use of resources (avoiding both idle time and over- load ing) ;

— ensuring resilience (avoiding operating modes close to failure).

Based on this, one can propose an objective function of the “benefit minus cost” type. For example,
maximize the number of successfully completed sessions per unit time (this is the benefit) while
minimizing delays and the risk of failure (the costs).

Possible formalization. Consider a certain plan or allocation scenario X (for example, a schedule
for launching N sessions on the available servers, or a distribution of resources among competing
requests). Define the function as a sum of weighted terms:

F; (X) = CZ/ (Tsucc (X)) + .B/ (navg (X)) - V/ (E(X)) - 5/ (Lpeak (X)) (8)
Explanation of this expression:

- Tsucc(X) — the effective throughput for plan X, ie., the number of sessions successfully
completed per unit of time, can be expressed as P, under the conditions of implementation
X (since not all initiated sessions will successfully complete under high load). This term, with
the coefficient a/, reflects the objective of maximizing the number of successful services per
unit time — in effect, a pursuit of high productive throughput.

—  TNawg(X)- the average resource utilization efficiency under scenario X is included with a
positive weight 8/ in order to encourage full loading of the cyber range. For instance, if the
servers operate at only 50% capacity on average, the plan can be improved by consolidating
tasks (within reasonable limits so as not to compromise the session success rate). This
component ensures that resources are not wasted, which is particularly important in
scheduling problems where resources are costly or limited.

—  7(X) - the average waiting time (or total waiting of all tasks) in plan X. It is subtracted with
coefficient y’ (we penalize waiting). Thus optimizing F2 stimulates solutions where each
session starts quickly and resources are used productively.

—  Lpeqr(X)— the peak load or overload index in scenario X may represent, for example, the
maximum number of concurrent sessions or the percentage of resource utilization at the most
loaded moment. Including the term &/ (Lpear (X)) (or alternatively & / (Lpear (X))-

5/ (Lsqfe(X) to penalize exceedance of a safe threshold) ensures that any plan pushing the



system into a risk zone of overload receives a lower score. This penalty is directly related to
system resilience: it indirectly promotes plans that maintain the load at a stable, sub-critical
level, thus preserving system reliability and avoiding scenarios where C(t) experiences a
sharp decline.

The coefficients o', B’, y’and " are tuned according to the priorities of the problem. For instance,
if the most critical objective is to serve the maximum possible number of users, o’ can be assigned a
very large value while the penalty terms are kept smaller. Conversely, if avoiding waiting queues is
a higher priority, B’ can be increased, and so forth.

The presented form of F2 is just one possible variant. Depending on the type of optimization
problem, the alternative objective function can take other forms. We give a few examples.

—  Multiplicative form (geometric):

FZ/ (X) = TPsyccC, ©)
which essentially maximizes throughput, success and resilience simultaneously. This criterion is
strict: if any of the factors is small, the product decreases sharply. It can be useful if you need to
ensure high performance on all criteria and avoid trade-offs.

—  Benefit-to-cost ratio

TPsycc (10)

o+
where the numerator is an indicator of successful performance and the denominator is a composite
cost metric (average waiting time and the risk of failure, expressed as C or probability of failure).
The goal would be to minimize this ratio of cost relative to benefit.

Regardless of the specific form, F2 serves as the objective function for planning, i.e., the criterion
that the optimization algorithm attempts to improve by exploring possible scenarios for using the
cyber range.

Interpretation of F2. Practically, this function can be viewed as the “utility” of a given way of
operating the cyber range. Maximizing F2 means finding a schedule or resource distribution that

Fz//(X) =

ensures:

— as many sessions as possible are successfully completed in the given period (users get results
and the system delivers maximum value);

— resources work productively without idle time (which justifies investment in the
infrastructure);

— users/tasks hardly wait (time is money; reducing waiting increases the efficiency of the
personnel and equipment);

—  at the same time there are no extreme loads such that the system begins to fail or accumulate
queues (that is, a balance is maintained where the system operates in a stable regime without
risk of accidents, which could lead to longer recovery and additional expenses).

In other words, F2 can be associated with the economic benefit from operating the cyber range in
mode X minus the operating costs/risks of that mode. This makes it very convenient for planning:
the plan with the highest F2 will be the most profitable.



7. Practical application of the objective functions

7.1. Simulation modeling

Both functions F1 and F2 can be used as criteria within simulations. For example, by modeling
different load scenarios L(t) (gradual traffic growth, sudden peaks, node failures, etc.), F1 can be
calculated for each scenario as an aggregated score. This allows for comparison of scenarios and
identification of “bottlenecks.” F1 drops sharply under a certain type of load, this signals that the
cyber range requires improvement under these conditions (e.g., scaling resources, optimizing code,
etc.).

It is also possible to introduce weight distributions a, B, y for different scenarios to model varying
customer requirements or situations (for instance, for educational purposes, session success might
be more important, whereas for stress-testing, fault tolerance is prioritized). Simulation with
stochastic weights provides a distribution of possible integral scores and demonstrates how
consistently the system meets different requirements.

Below in Figure 1 we provide graphs that illustrate the impact of individual key variables on the
values of the objective functions F1 and F2. For each graph all other parameters are fixed at typical
levels and one variable is changed.

The parameters are set as T=0.8 (moderate throughput), n=0.6 (60% resource utilization),
Pscc=0.95 (95% success rate), and R=C=0.9 (high resilience). It can be observed that as latency
increases, the value of F1 decreases linearly. The minimum latency (left side of the graph)
corresponds to the maximum F1=3.3, while approaching the threshold value (1.0 on the graph)
reduces F1 to approximately 2.2. This demonstrates that response speed critically affects the overall
efficiency: even with high throughput and success rates, excessive delays significantly reduce system
effectiveness. This behavior aligns with practical metrics — for example, the mean time to respond
(MTTR) should be minimized to reduce the impact of incidents.
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Figure 1. Dependence of the integral evaluation F1 on the reaction time t (normalized).



— F

0.8} ?
0.6}
0.4}
0.2}
0.0}

LI:'\I 1 1 | 1 1 1
0.0 0.2 0.4 0.6 0.8 1.0

Lpeak

Figure 2. Dependence of the optimization function F2 on the magnitude of the peak load Lycax.

Under zero peak load (an idealized case with no peaks, L,qqc = 0, the target function F2=0.
(arbitrary units). As Lpeq. increases to 1 (i.e., 100% resource utilization), F2 decreases almost linearly
to nearly 0. This reflects the negative effect of peak loads: the closer the system approaches full
resource exhaustion during peak moments, the lower the overall efficiency according to the F2
criterion. In practice, this corresponds to the need to avoid operating at the system’s maximum
capacity — it is recommended to maintain a resource margin (e.g., keeping CPU and memory
utilization below ~70-90%) to ensure stability.

In Figure 2 it can be seen that at Ly.qc = 0.5 (50% load) the function F2 is still quite high (~0.4-
0.5), whereas at L,pqc =1.0 it is almost zero, indicating an undesirable regime without resource

reserves.

7.2. Three-dimensional dependencies and interaction of parameters

Next we will examine the dependencies of the objective functions on two variables
simultaneously. The 3D surfaces illustrate the joint influence of parameters on the resulting
indicator.
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Figure 3. Surface of F1 in the coordinates T (reaction time) and T (throughput capacity).

Here n = 0.6, Py, c.=0.95, R=0.9; the weights o = p = y = 1. The bright yellow area (in the far left
corner) corresponds to the minimum reaction time (t ~ 0) and maximum throughput (T = 1); in this
case F1 reaches its highest values (= 3.3 on the graph). The purple area (on the right closer to the
viewer) corresponds to a large delay (t ~ 1) and low load (T = 0), giving the smallest F1 ~ 1.5. The
surface shows an approximately linear dependence: F1 increases proportionally to T and inversely
to 1. As system throughput increases and delays decrease simultaneously, the integral assessment
improves almost in a straight line. This picture confirms that to maximize F1 it is necessary to ensure
a balance of high performance and low delay. In practice this means that scheduling on the cyber
range should strive to achieve the best task execution (maximum events/transactions) while meeting
response time requirements (for example, not exceeding the time limit for processing a request).
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Figure 4. Surface of F2 in the coordinates T (throughput capacity) and Py, .. (probability of success).

Parameters for building Figure 4: 1 =0.6, R=0.5, Lpex=0.8 and the weight coefficients
o’ =B’ =y = 1.1t can be seen that the maximum value of F2 is achieved at the point where T is close
to 1 (high load) and P;,.is close to 1 (high reliability). On the graph, this region corresponds to a
slight peak (yellow—-orange “bump”) at T~1, Py cx~1, where F2~0.3. Conversely, if either the load is
very low or the success probability is far from 1, F2 takes on negative values (purple plane at the
bottom, ~0.6). This indicates that for a high F2, the system must operate near optimal conditions:
executing many tasks successfully. Low Py, significantly reduces the target function even at high
TTT, which aligns with the requirement to maintain a success rate of at least 95%. For example, at
Piycc=0.6, even maximum throughput (T=1) does not yield a high F2 due to substantial losses from
failures.

Thus, the surface demonstrates a nonlinear interaction: efficiency according to F2 drops sharply
if Psucc decreases, and this cannot be compensated by increasing T. The optimum is reached near
the far-right corner (maximum success probability and high load). In practical terms, this confirms
that cyber range planning must ensure high reliability when scaling load — for example, by providing
additional resources or fault-tolerant mechanisms — so that even at peak load the probability of
successful execution remains 295%.



7.3. Automated scenario analysis

Consider several potential scenarios or configurations for using the cyber range (e.g., different
schedules or different resource allocations among components). By calculating F1 for each scenario,
it is possible to rank them according to overall efficiency. However, it is more appropriate to use F2,
especially when optimization is the goal.

For example, search algorithms (genetic algorithms, greedy methods, or dynamic programming)
can be employed to adjust scheduling parameters with the aim of maximizing F2. In this way, the
system automatically identifies the scenario that provides the best trade-off between the number of
tasks served, speed, and reliability. During such analysis, F2 serves as the objective function that the
algorithm attempts to optimize.

Constraints can also be incorporated into the function — for instance, ensuring that Psucc does
not fall below a certain threshold or that t does not exceed a specified maximum. These constraints
reflect critical requirements that cannot be violated. Automated analysis thus explores different
alternatives (possibly using queue or load simulations) and, using F2 as the evaluation criterion,
selects the optimal scenario.

7.4. Adaptive planning and real-time management

If the cyber range operates in real-time with variable load (e.g., student groups connect for
training at different times), the target functions can be integrated into an automatic load
management system. For instance, a monitoring system continuously calculates the current F1, and
if it detects a downward trend (due to increasing t or decreasing Py, ..), it can alert a dispatcher or
an automatic orchestrator to take action (e.g., scale infrastructure, postpone the launch of new
sessions, etc.).

A more advanced approach involves an adaptive controller that dynamically adjusts the schedule
to maximize F2. This can be implemented via a prioritization system: under high load, the penalty
weights for T and overload are increased, making the scheduling algorithm more conservative and
preventing queues from growing excessively. When the load decreases, the efficiency weight can be
raised again to utilize all available resources. In other words, the coefficients a, 8,8, 7 in F2 can
adaptively change depending on the system state or external priorities, while the management
system continuously makes decisions aimed at maximizing the current value of the target function.

7.5. Use in schedule planning

For long-term planning (e.g., scheduling training sessions for a week in advance when the number
of participants and types of tasks are known), F2 can be used to identify the optimal allocation of
sessions over time and resources. This is a typical scheduling problem with an optimality criterion.
The F2 model allows formulating it as an integer programming or queue optimization problem,
where the variables represent how many sessions to run in parallel in each time slot, how many
resources to allocate, and so on. The objective is to maximize F2 (or minimize F2 if it is more
convenient to treat it as a cost function). Solving such a problem provides an optimal (or near-
optimal) schedule. For example, it may show that it is better to run no more than N sessions
simultaneously to keep Py, above 95%, while other sessions are queued, slightly increasing T,
because the overall trade-off is more favorable. This approach ensures that scheduling decisions are
based on a quantitative criterion rather than intuition, selecting the timetable that best balances the
given priorities (efficiency vs. service quality).

7.6. Limitations

Despite the development of two formalized models (F1 and F2) and their simulation-based
analysis, the present study has several limitations. In particular, the obtained results are still of a
model-based nature. Therefore, future research will focus on verifying the proposed models using
empirical indicators of the cyber range system’s performance and stability.



Several simplifications were also applied during the modeling process. Specifically, an average
workload on the virtual machines of the cyber range was assumed. Moreover, the weighting
coefficients a, §, and y were determined experientially based on priority. To enhance objectivity, the
next stage of the research should involve formalizing their determination through multi-criteria
optimization methods, such as NSGA-II or NSGA-III [18, 19].

At this stage, it will also be appropriate to compare the proposed models with existing approaches
to assessing cyberinfrastructure performance, including the methodologies developed by MITRE and
NIST. The implementation of these refinements in future work is expected to improve the
reproducibility of the results and enable the integration of the models into cyber range monitoring
systems.

7.7. Comparing strategies and configurations

If different architectural configurations of the cyber range exist (e.g., varying numbers of servers,
different load balancing algorithms, or different security protocols that can affect performance), the
target function F1 can be used as a single metric for comparison. For example, configuration A yields
F1=0.8 under typical load, while configuration B yields F1=0.9. This may indicate that configuration
B is generally better in terms of overall efficiency, success rate, and resilience. If the configurations
have different strengths (one offering higher throughput, another better resilience), comparisons can
be performed using different sets of weights a, f, y, reflecting various usage scenarios. This enables
selecting the configuration that is optimal according to the specified priorities. This highlights an
important point: involving experts to determine the weights is a way to formalize requirements for
the cyber range. Depending on their input, the weights are adjusted, and the system is optimized
according to these criteria.

Finally, let us emphasize that the proposed objective functions are tools for decision-making.
They help to quantitatively measure what has been qualitatively formulated as requirements for the
cyber range. Combining metrics into one objective makes it possible to focus on maximizing useful
work while minimizing resource consumption and losses. Their application helps to ensure an
integrated approach to management and optimization.

In conclusion, it should be emphasized that the proposed target functions serve as decision-
making tools. They help quantitatively measure what has been qualitatively formulated as
requirements for the cyber range. By combining key metrics into a single indicator, we obtain a clear
and manageable parameter. Its practical significance lies in balancing performance and quality:
maximizing useful work with minimal resource consumption and losses (due to delays or failures).
Applying these functions in practice—whether for monitoring or automated planning—enables
organizations to operate their cyber ranges more efficiently, ensuring a high return on investment
in infrastructure and training, while simultaneously maintaining high quality and reliability in
educational or testing processes.

8. Conclusions

This study introduced a systematic approach to the quantitative evaluation of cyber range
performance and resilience under combined load conditions. Two mathematical models were
proposed: the first (F1) is formulated as an integral objective function that aggregates key metrics
such as throughput, resource utilization efficiency, probability of successful session completion, and
system stability into a single performance score. The second model (F,) was developed as an
optimization function for resource scheduling, enabling decision-makers to balance performance,
latency, and risk of overload in a formalized manner.

Simulation experiments, including Monte Carlo analysis, were performed for a peak-load scenario
involving 140 concurrent virtual machines executing laboratory exercises, CTF competitions, and
research tasks. The results demonstrated that CPU utilization remains below 60 percent, memory
and network subsystems operate with sufficient reserve capacity, and the probability of successful



session completion exceeds 95 percent, ensuring that the system maintains a high level of availability
and service quality even under stress conditions. Sensitivity analysis confirmed the robustness of the
proposed models to variations in weighting coefficients and workload distribution, making them
applicable for a wide range of educational and research scenarios.

The proposed objective functions can be incorporated into monitoring dashboards as formal key
performance indicators (KPIs) and used for continuous performance tracking, benchmarking of
different configurations, and proactive detection of potential bottlenecks. In addition, the
optimization-oriented model F2 provides a decision-support tool for administrators, allowing
adaptive resource allocation and dynamic load balancing based on current operating conditions.

Future work should focus on expanding the models to handle heterogeneous workloads with
prioritization schemes, integrating predictive analytics to forecast performance degradation, and
implementing automated control loops for real-time orchestration. The use of machine learning
techniques for anomaly detection, workload classification, and predictive scheduling represents a
promising avenue for further improving the efficiency, resilience, and cost-effectiveness of cyber
range infrastructures.

Overall, the study provides both a methodological and practical contribution to the design and
operation of educational and research cyber ranges, offering tools that can help institutions enhance
the quality of training, increase resource utilization efficiency, and ensure long-term scalability of
their platforms.
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