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Abstract
As arti	cial intelligence (AI) becomes increasingly important to organizational operations, cybersecurity
risks are evolving.  Aging employees,  accounting for a growing percentage in the workforce,  remain
underrepresented in cybersecurity research despite their  central role in organizational knowledge and
continuity.  This  study  investigates  how  age-related  cognitive  changes,  digital  self-e cacy,  and
socioemotional factors shape older workers’ engagement with cybersecurity in AI-enabled workplaces.
Drawing on  interdisciplinary  literature,  we challenge  the  common portrayal  of  older  workers  as  a
monolithic, at-risk group and highlight the heterogeneity in their cybersecurity behaviors. Using a mixed-
methods approach by combining cognitive assessments and interviews, this research aims to develop a
conceptual  framework  that  supports  inclusive  cybersecurity  strategies.  By  foregrounding the human
dimensions  of  digital  transformation,  the  study contributes  to  both  information systems  theory  and
practical e"orts to build secure, age-inclusive AI-empowered digital infrastructures.
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1. Introduction

Organizations  around  the  world  are  racing  to  integrate  arti	cial  intelligence  (AI)  into  their
operations. Less than three years since the launch of ChatGPT, 92% of companies report plans to
increase investment in AI over the next three years [1]. These tools promise transformative bene	ts:
enhanced e ciency and productivity, improved decision-making, and advanced capabilities like
anomaly detection and automated risk scoring [2]. 

However, while organizations integrate AI into their activities, this new technology is radically
changing the digital environment in which they operate. This transformation introduces new forms
of complexity and risk, particularly in the realm of cybersecurity. Threats like phishing, ransomware,
and social engineering attacks are not new, but AI has the potential to make them more sophisticated,
scalable, and di cult to detect [3, 4]. 

Nevertheless,  human  involvement  remains crucial  in  maintaining overall  security.  Without
proactive guidance and continuous support in the fast-evolving digital environment, employees may
become a potential weak link in the cybersecurity defenses of future organizations [5].

The human factor is especially critical as the workforce ages. From 2010 to 2023, the employment
rate of individuals aged 55 and over in Europe increased by nearly 20%, and by 2030, one in three
workers in advanced economies is projected to be over 55 [6]. These employees contribute vital
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institutional knowledge, technical expertise, and mentorship [7]. As life expectancy continues to rise 
[8], the well-being of aging employees is important for both public health and public 	nances, as 
continued work has been linked to better health outcomes and improved quality of life [6, 9]. Yet 
their integration into digital transformation e"orts,  particularly those concerning cybersecurity, 
remain uneven.

Studies have consistently shown that age plays a signi	cant role in how individuals adopt and 
utilize technology. Previous research has examined how age a"ects technology acceptance, with 
older adults o2en report lower self-e cacy in using technology [10, 11, 12], which can impact their 
job performance and satisfaction if not addressed properly [9]. In addition, they appear to be more 
susceptible to deception, possibly due to changes in socioemotional factors related to aging, and are 
less likely to report fraud or use available security tools, even when they are aware of potential 
threats [13]. Cybersecurity threats powered by AI, such as deepfakes and voice impersonation, prey 
on older adults’ trust and perceptual limitations [14].

These challenges underscore the need to understand how the distinct characteristics of aging 
workers shape their cybersecurity behaviors, especially as AI-driven systems become embedded in 
the modern workplace. Responding to growing calls for a more nuanced approach [13, 15], this study 
explores the intersection of technological innovation and demographic inclusion. Prior research has 
o2en treated aging employees as a homogeneous group, focusing on improving training practices 
without considering the diverse personal experiences, cognitive and socioemotional abilities, and 
learning preferences among them [16].

The proposed study argues that cybersecurity strategies in AI-enabled environments must be 
informed by a deeper understanding of how aging employees perceive, respond to, and engage with 
technology. While past studies have highlighted de	cits in digital literacy (the ability to use digital 
tools) and digital awareness (understanding the broader implications of technology), there is still 
limited agreement on the role of age-related cognitive declines versus contextual or institutional 
factors in aggravating these challenges [12, 13, 17, 18, 19].

This  study  seeks  to  address  that  gap  by  establishing  a  foundational  understanding  of  the
underlying causes of barriers to digital engagement among older workers, by examining the impact
of cognition factors on technology acceptance and cybersecurity perceptions. To this end, developing
a robust framework will be essential for guiding future research in this area. The implications of this
study are threefold. It will investigate older workers’ perceptions of cybersecurity in AI-powered
digital  transformation  for  organizations.  It  will  then  identify  and  analyze  the  di culties  and
challenges  they  encounter  in  adopting  AI-mediated  cybersecurity  practices.  The  research  will
eventually develop a conceptual framework to support the integration of aging employees into the
evolving digital environment. This integration is crucial for promoting both technological security
and workforce inclusivity.

2. Literature Review

2.1. Human Risks in AI-powered Cybersecurity

The  rapid  integration  of  AI  into  organizational  infrastructure  has  reshaped  the  cybersecurity 
landscape. AI-powered systems now play a pivotal role in risk detection and assessment, anomaly 
identi	cation,  and  predictive  threat  analysis,  allowing  organizations  to  respond  promptly  to 
cybersecurity threats [2].

However, the same technologies that empower defenders are also being exploited by malicious 
actors. AI's capabilities—pattern recognition, natural language generation, and automated decision-
making—have made cyberattacks more convincing, scalable, and di cult to detect. Deepfakes, voice 
cloning,  and  sophisticated  phishing  emails  can  now be  generated  at  scale,  mimicking trusted 
individuals or organizational communications with alarming precision [3, 4, 14].

In the evolving landscape of cybersecurity, the human factor remains critical: human mistakes, 
complacency, and lack of awareness can make employees one of the weakest links in even the most



sophisticated cybersecurity defenses [3, 15, 20]. As organizations become more digitally complex,
aging  employees  are  expected  to  navigate  the  changing  cybersecurity  risks,  but  face  unique
challenges that may require ad-hoc support and training [21].

Studies  suggest  that  age-related  socioemotional  changes  may  make  older  workers  more
vulnerable to deception [13, 14, 22]. At the same time, research indicates that older workers o2en
face barriers to digital  engagement, including lower self-e cacy,  reduced exposure to evolving
technologies, and inconsistent access to relevant training [10, 12, 18, 19].

Nevertheless, the nuance of human factors in organizational cybersecurity strategies is rarely
addressed accurately. Older employees are generically considered “at risk”, overlooking the distinct
psychological, experiential, and institutional factors that shape their behaviors [13, 15, 16]. As AI
systems become more embedded  in daily  operations,  it  is  essential  to confront  the  social  and
cognitive dimensions of aging employees’ perception of cybersecurity risks.

2.2. Understanding the Complexity of Older Employees’ Cybersecurity 
Behavior

Age a"ects individuals’ cognitive abilities in di"erent ways and to varying degrees [23]. Furthermore,
varying cognitive facets are impacted more than others, for example, autobiographical memories are
not as susceptible to degradation (although some details will become more vague); whereas memories
of newly learnt information can decline quite quickly [24]. Age-related cognitive decline can o2en
a"ect abilities such as reasoning (speci	cally ;uid reasoning), decision-making, learning, attention,
speed of processing information, etc. [25]. Therefore, age-related cognitive changes can make certain
individuals more susceptible to online deception,  older workers do not necessarily have higher
cybersecurity risks. Research reveals that, while age is an indicator of di"erent technology-related
behaviors, older adults are actually more likely than younger individuals to create strong passwords
and engage in security practices such as regular so2ware updates [12,20, 26, 27]. This contrast
highlights the importance of recognizing the nuanced relationship between age and cybersecurity
behaviors.

Moreover,  older workers are far from homogeneous.  Recent studies have shown substantial
variations within this demographic in terms of their digital skills, exposure to technology, age, and
education [16, 26].  For instance, individuals aged 50-59 are generally more open to technology
compared to those over 60, and higher levels of education are associated with greater comfort and
adaptability to technological development. Nevertheless, while there has been some research on the
rapid digital transformation of business following the COVID pandemic, the speci	c impacts of the
ongoing integration of AI remain underexplored.

Personal characteristics and professional experience also play a role in how aging individuals
engage with digital transformation. Traits such as openness to technology and ;exibility in goal-
setting can in;uence one’s ability to adapt to digital changes, and these traits can vary widely even
among individuals in the same age group [26]. Furthermore, access to digital resources and training
is not consistent across di"erent countries and contexts. Komp-Leukkunen [28] emphasizes that
access  to  digital  training  and  cybersecurity  support  is  not  consistent  across  national  and
organizational contexts, reinforcing existing disparities and limiting the e"ectiveness of one-size-
	ts-all strategies.

Despite the growing attention to digital transformation in recent years, research on how the
integration  of  AI  speci	cally  a"ects  older  workers’  experience,  behaviors,  and  inclusion  in
cybersecurity  practices  remains  limited.  As  digital  transformation  continues  to  evolve,
understanding this intersection is crucial for both technological innovation and workforce equity. 

2.3. The Value and Vulnerability of Aging Workers in a Digitalized Workplace

Aging  employees  are  central  to  the continued  success  of  organizations  by  providing valuable
institutional knowledge,  maintaining operational consistency,  o"ering expertise,  and serving as
mentors [7, 9]. With their growing presence in the workforce, their continued involvement also



brings broader societal bene	ts: working in later years is linked to enhanced quality of life, reduced
reliance on healthcare services, and the sustainability of pension systems in the long run [6, 9].

Nevertheless, the ongoing digital transformation driven by AI in organizations and the increasing
complexity of cybersecurity infrastructures present signi	cant obstacles to the inclusion of aging
workers. Previous research has highlighted the impact that age can have on technology acceptance
and studies consistently indicate that older employees tend to exhibit lower con	dence in using new
technologies,  leading to lower engagement  with digital  platforms and reduced participation in
cybersecurity training [10, 12, 18]. This can be attributed to age-related cognitive decline and limited
prior exposure to digital systems [22, 28].

Moreover, training programs are frequently not tailored to the needs of older learners, failing to
accommodate varying levels of digital literacy and diverse learning preferences. As a result, many
older workers may not be adequately prepared for the digital demands of the workplace [19, 20, 29].
If organizations are to fully bene	t from the skills and knowledge of their aging workforce, they
must design cybersecurity strategies and learning interventions that are not only technologically
advanced but also socially inclusive.

2.4. Summary

The literature consistently highlights that older workers encounter signi	cant challenges in adapting
to AI-driven digital transformation and cybersecurity systems. These di culties are o2en linked to
age-related cognitive changes, lower technological acceptance and self-e cacy, and persistent gaps
in  digital  literacy  and  awareness  [10,  12,  13].  As  cyber  threats  become more  psychologically
manipulative, particularly through tools such as deepfakes and voice impersonation that require
increased abilities to identify deception, older adults may be especially vulnerable [14, 30].

However, a closer look at the research reveals a more complex situation. Contrary to common
beliefs, older adults display heterogeneous cybersecurity skills: many are receptive to technological
changes and generally follow recommended cybersecurity practices [12, 20]. The consensus across
the  literature is  that aging employees  are not a  homogeneous group.  Variability in education,
professional exposure, digital skills, and even personality traits means that their engagement with
cybersecurity is shaped by far more than age alone [16, 26]. 

Instead, factors like socioemotional aspects, context, and especially the quality of cybersecurity
training play a crucial role in determining the cybersecurity readiness of older employees in AI-
powered workplaces [15, 19, 29]. Inclusive training, tailored to personal learning styles, cognitive
capacities, and motivational needs, has the potential to not only bridge skill gaps but also enhance
self-con	dence and long-term digital participation. In general, however, a more inclusive approach,
able to empower and support older employees to participate in AI-driven digital transformation is
essential for cybersecurity readiness.

2.5. Research Gaps

Despite growing scholarly attention to older workers in AI-driven digital environments, critical gaps
remain  in our  understanding  of  their  cybersecurity  engagement.  One  major  limitation  is  that
research o2en groups aging employees together as a single demographic,  which overlooks the
diverse cognitive, socioemotional, and experiential factors that in;uence their interactions with AI
systems [16]. 
Cybersecurity  strategies  should  consider  broader structural  and cultural  dimensions,  including
design  inclusivity,  learning  requirements,  organizational  culture,  and  adaptability  [13,  15,  31].
Furthermore, while studies demonstrate digital literacy gaps in older adults, it is unclear whether
these are primarily due to age or other barriers such as lack of institutional support [17, 18]. In this
regard, there is a need for research to examine older workers and their cognitive abilities, to get more
precise understanding of how and at what point age-related cognitive decline impacts the way older
workers engage with AI systems and cybersecurity.

These gaps reveal a great need for inclusive, context-sensitive, and psychologically informed



research. Understanding how to best help aging employees navigate cybersecurity challenges in AI-
enhanced organizations is not just a technological or economic issue but a social one also. Addressing
this complexity is crucial for designing e"ective policies and supporting security and inclusivity in
the digital workplace.

3. Proposed Research Methods: Mixed-methods Study

A  mixed  method  approach  will  examine  cognitive  abilities,  cyber  security  perceptions,  and
knowledge,  technology acceptance,  and  use  of  AI  supportive  technology.  Participants  will  be
recruited from a variety of organizations within Finland who have an AI initiative. The sample will
include employees who have direct access to using AI to support their organizational roles. The
participants will be of the age of 45+ as cognitive decline usually starts a2er the age of 40 years old
[24]. We will aim to recruit 15-25 employees (or more until saturation has been reached) as, although
this study will be mixed-methods, it will have a stronger qualitative approach.

Ethical considerations will be taken into account, and ethical clearance from the institution’s
ethical  committee will  be sought.  Participants’  consent will  be  obtained, information including
privacy policies are provided to the participants, and data collected is kept con	dential and coded.

3.1. Cognitive Ability

Di"erent cognitive facets decline as people get older and at di"erent speeds due to the aging process
[23]. With the retirement age being around 65 years old for many countries globally, we propose to
examine middle-aged adults (from 45-50 years old), and older adults (from 60-65 years of age) [32,
36].

Cognitive  abilities  can  include  several  di"erent  aspects,  such  as  memory,  attention,
comprehension,  processing speed, and ;uid intelligence/reasoning [25].  Not all cognitive facets
decline with age, and some are not as strongly impacted. However, there are some cognitive abilities
that  are  a"ected  more  strongly,  for  example,  ;uid  intelligence  which  includes  reasoning  and
problem-solving applied to processing new and novel information, that is less dependent on familiar
experiences, has been noted to start declining in early 40’s. With regard to memory, forming new
memories declines with age, while autobiographical memories formed in the past tend to be stable.
However, the accuracy for details declines. With regards to divided attention, learning new tasks
while simultaneously performing other tasks also declines with age. This is an important skill that
mainly a"ects productivity [24].

There are many tools to measure cognitive abilities and cognitive decline. Many instruments that
measure cognitive decline, are o2en not sensitive enough to “normal” functioning, and are more
sensitive to those experiencing the onset of dementia. Therefore, for the purpose of the proposed
study,  we will  measure  the  cognitive  abilities  (rather than decline),  using the Wechsler Adult
Intelligence Scale (WAIS) 	2h edition, to measure: ;uid reasoning, working memory (including
learning and attention), and processing speed [25]. Wechsler Adult Intelligence Scale (WAIS) is a
prominent standardized test for measuring cognitive abilities within adults and older adolescents
[33] that was originally developed in the 1950’s and has been revised many times since. The tests can
be administered in paper form or digitally, but for consistency, within the study, the test will be
provided digitally.

3.2. Interviews

We propose to conduct semi-structured interviews using questions developed from the literature,
and established guidelines [34].  Collecting  qualitative data via  conducting interviews  are o2en
chosen “since they enable researchers to step back and examine the interpretations of their fellow
participants  in  some  detail”  [35,  p.  78].  Interview  questions  will  center  around  cybersecurity
perceptions, technology acceptance, and ease of use in terms of AI supportive technology within
organizations. Half of the interviews will be conducted before their cognitive abilities are evaluated,



and half of the participants will have their cognitive abilities evaluated before the interviews to
eliminate  any  participant  bias  from  evaluating  their  cognitive  abilities  	rst.  Furthermore,  the
interviews will take place on a di"erent day to that of the cognitive tests to reduce fatigue. The
interview data will be transcribed and coded by at least two coders who will be guided and use
veri	ed data analysis methods [34].  All interview data will  be analyzed using  content analysis
because of the prior background knowledge and understanding of the topic being explored.

4. Conclusion

Arti	cial intelligence is becoming integral to organizational operations, with many organizations
introducing AI initiatives into work practice. With a growing global aging population, it is important
to investigate how age-related cognitive changes, digital self-e cacy, and socioemotional factors
shape older workers’ engagement with cybersecurity in AI-enabled workplaces. Within the proposed
study, we will not only consider age, but examine cognitive decline, as age-related cognitive change
is di"erent for every person and is varied in the abilities that are declining. These results will allow
us to challenge the common portrayal of older workers as an at-risk group, generalized speci	cally
on their age alone, and highlight the heterogeneity in their cybersecurity behaviors. Our 	ndings
will result in the development of a conceptual framework and could yield concreate suggestions that
support inclusive cybersecurity strategies. Our 	ndings could also advance IS literature through
contributing and extending factors of technology acceptance models. Through highlighting human
factors of digital transformation, this study will have implications for both information systems
theory and practical e"orts to build secure, age-inclusive AI-empowered digital infrastructures.
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