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Abstract
Cyber resilience has emerged as a complementary concept to cybersecurity, expanding the traditional predict-
and-protect paradigm to include business continuity and adaptive capacities. However, much of the literature
remains normative, emphasizing what organizations should do, rather than analyzing what cyber resilience looks
like in practice. This paper presents a theoretical framework for analyzing cyber resilience in organizations.
Drawing on resilience theory and socio-technical systems theory, the framework identifies four interdependent
capabilities—anticipate, withstand, recover, and adapt—and uses the principle of joint optimization to examine
how technical and social elements interact within and across these capabilities. The framework was developed
using a concept analysis method and is designed to be applied to empirical data, such as interviews or case studies.
Its key contribution is to enable structured analysis of how resilience manifests, and how different capabilities
compensate for one another depending on the system’s state. We argue that the organization is constantly
evolving and changing, meaning that observations are of a temporary system state that has already begun to
change. However, analyzing snapshots of the system’s capabilities can help identify areas for improvement.
Future research can apply the framework to understand the mechanisms underlying cyber resilience.
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1. Introduction

Cyber resilience has emerged as a complementary concept to cybersecurity, offering a broader perspec-
tive on how organizations prepare for and respond to digital threats. With the rise of complex and
persistent cyber threats, some limitations in traditional cybersecurity approaches have become visible.
One such limitation is the tendency to assess risks only at a technical level, estimating, for example,
a server’s vulnerability without fully understanding the operational consequences of system failure
[1]. As digital systems become more interconnected and embedded in everyday operations, there is
a growing need for an approach that accounts not only for infrastructure and software but also for
organizational behaviour, human decision-making, and the ability to adapt under pressure [2]. Cyber
resilience responds to this need by expanding security beyond ”predict and protect” to include how
organizations withstand, recover from, and learn from disruptions [3]. In doing so, cyber resilience
reflects a shift in how cybersecurity is conceptualized within modern organizations. By recognizing that
adequate security is about building stronger technical defences and enabling socio-technical systems,
where technology and people operate together, to remain functional in the face of uncertainty [4].
This reframing has contributed to the increasing use of the term across various contexts. Today, cyber
resilience is prominently featured in policy documents, risk management strategies, and industry
standards, signaling its growing relevance in fields ranging from national infrastructure protection to
organizational IT governance [5].
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Despite the growing attention to cyber resilience within politics, industry, and research, there remains
a lack of structured, theory-informed approaches to analyze the behaviors and responses that promote
resilience in organizations during cyber incidents. While many cyber resilience frameworks exist, most
adopt a normative stance, defining what resilience should look like, rather than capturing how it is
promoted in practice. This normativity often fails to recognize the ambiguity in resilience-related
situations found in reality [6]. As Benoît Dupont et al. [7] argues, the issue with such normativity is
further complicated by a lack of empirical research on how professionals and their organizations make
sense of resilience and how they navigate conflicting demands in practice. This limits our understanding
of how human and organizational factors practically promote or impair the resilience activities typically
prescribed in the literature. There is a lack of ways to analyze resilience in practice, and this has resulted
in a lack of empirical studies. To address this gap, we propose an analytical framework that captures
how resilience emerges within socio-technical systems, rather than prescribing how it should function.
The aim of this study is to take a first step towards operationalizing cyber resilience by developing
a framework that supports empirical analysis of resilience in organizations. This framework focuses
on four core capabilities and their socio-technical configurations. Therefore, this article explores the
research question: How can cyber resilience be analytically framed and assessed to reflect its emergent,
socio-technical, and behavioral characteristics during cyber disruptions?

2. Background

The concept of resilience, originating in physics and material science, describes how systems respond
to external disturbances or stress. It was initially used to characterize the ability of materials to absorb
energy and return to their original shape. Over time, the concept has been adopted across various
disciplines—including ecology, psychology, engineering, economics, and, more recently, cybersecurity,
each adapting the term to suit different system behaviors and contexts [8].

2.1. Cyber Resilience

Holling [9], a foundational researcher in ecology, outlines two distinct interpretations of resilience. The
first, often referred to as engineering resilience, emphasizes stability and the capacity of a system to
resist change and quickly return to an equilibrium state following a disruption. This interpretation
has influenced engineering and economic theory, where performance is measured regarding efficiency,
control, and recovery time. The second interpretation, ecological resilience, concerns how systems
behave far from equilibrium. It highlights the ability to absorb shocks without losing functional integrity,
even when facing disturbances that may fundamentally alter the system’s structure or behavior. Instead
of returning to a previous state, a resilient system may reorganize into a new, stable state that still
fulfills essential functions. Ecological resilience is based on the idea that variability, redundancy, and
diversity promote a system’s ability to survive disruptions and adapt over time. However, applying this
thinking to organizations, which usually prioritize efficiency and control, suggests that organizations
are limited in their ability to tolerate variation and transformation. Therefore, strategies that maximize
short-term results, like lean processes and cost-savings, may inadvertently reduce the long-term
resilience by eliminating room and diversity that promote adaptability [3]. These two views reflect
fundamentally different assumptions about how systems behave under stress. While engineering
resilience aims for preservation and control, ecological resilience embraces uncertainty, adaptation,
and transformation. Despite being based in ecological systems, Holling’s [9] work provides valuable
insights into guiding decision-makers in highly coupled areas like critical infrastructures, organizations,
and digital environments, where resilience must balance efficiency and adaptability to thrive. As
cyber attacks become increasingly unpredictable, with potential complicated and sometimes complex
consequences, the ecological view of resilience offers a more suitable foundation for understanding
how organizations survive and evolve through disruptions.

Organizational cyber resilience ought to be viewed through the lens of ecological systems, as this
provides a more realistic and flexible conceptual foundation for cyber resilience than the engineering



Figure 1: Engineering and Ecological Systems, adapted from [10]

model. While engineering resilience builds on the idea of a closed system perspective with clear
boundaries and predictable ways of recovery, an organization is an open system continuously being
shaped by its interaction with the environment. An organization’s survival depends on its relation to
external and internal actors and conditions [11]. This has important implications for how we approach
resilience. Instead of understanding resilience as just a return to a previous state, resilience must be
understood as something that emerges over time, shaped by uncertainty, adaptation, and learning.
Much of the existing literature on cyber resilience, however, remains normative—focused on what
resilient organizations should look like, rather than how resilience is actually achieved in practice. As
Duchek [12, p. 223] notes, “we do not really know how resilience may be achieved in practice,” which
makes it challenging to design for. This highlights a central limitation of engineering-based models:
they assume that resilience can be planned and built into systems in advance. But in organizational
contexts, resilience is not simply a property of design; it is a situated, ongoing process that unfolds in
action [3]. Because engineering models rely on predictability and control, they struggle to account for
the ambiguity, improvisation, and social dynamics that shape how resilience is enacted during actual
disruptions. This further supports the view that an ecological perspective offers a more suitable basis
for understanding how cyber resilience is enacted in organizational settings. With this foundation
in place, we can now begin to consider how resilience relates to and differs from core cybersecurity
practices.

An organization can have cybersecurity without being cyber resilient, but it cannot be cyber resilient
without cybersecurity [3]. Cyber resilience builds on the foundational cybersecurity routines, but
extends further by including contingency planning, adaptive capacity, and system-level robustness [6].
However, with the increasing complexity and unpredictability of cyber threats, more than preventative
controls are required. Resilience becomes decisive when traditional risk management fails to predict
or mitigate disruptions. In such situations, resilience takes over from risk management and works
as a continuous cycle of prediction, reaction, and adaptation [3]. Instead of only trying to prevent
intrusion, resilient organizations can absorb and work through the attacks, minimizing the operational
impact of an attack. Despite this extended scope, the concept of cyber resilience has been criticized
for its vagueness and lack of operational clarity [13]. Scholars note that the term is widely used but
inconsistently defined, undermining its value for research and practice [14]. This ambiguity makes it
difficult to design for resilience, assess its presence, or integrate it meaningfully into organizational
strategy. To move beyond this challenge, it is necessary to unpack what resilience does, rather than
what it is. One way to do this is to consider resilience as a set of capabilities that unfold over time—some
of which can be planned for in advance, while others emerge in response to disruption.

Resilience can be understood to operate across two dimensions: planned and adaptive resilience
[15]. Planned resilience is about preparedness, actions taken before a disruption occurs. These can
be risk management, crisis exercises, or technical controls. These actions create the foundation for
the system’s robustness and its ability to identify and manage potential risks in an early stage. On
the other hand, adaptive resilience is about developing new abilities during or after a disruption. This
dimension is activated when something unexpected happens, requiring actions that were not accounted
for in prior plans. Flexibility, improvisation, and organizational learning are central aspects here [15].
These two dimensions are interdependent. Planned resilience enables adaptive resilience, and better



preparedness results in a greater ability to act flexibly in crisis. Further, the results from the adaptive
efforts are valuable input for future planning: What did we learn, and how can it be incorporated into
the organization’s preparedness? Resilience occurs when planned and adaptive capabilities collaborate.
When the planned actions are not enough, the adaptive elements—such as incident response and
improvised problem solving—need to take over and assume greater responsibility [16].

2.2. Cyber Resilience Capabilities

To explore how resilience may be understood and analyzed, it is helpful to consider four core capabilities:
anticipate, withstand, recover, and adapt. These capabilities are not drawn from a single unified definition
but recur across literature on cyber resilience, system resilience, and crisis response [17, 18, 19, 20].
Rather than presenting a new theory, this paper builds on and integrates existing ideas to support
a more structured understanding of cyber resilience. In this paper, cyber resilience is defined as the
capacity of a system, in this case, the organization, to continuously deliver its intended outcomes by
anticipating, withstanding, recovering from, and adapting to adverse cyber events [21, 7, 17]. While
these capabilities may take different forms depending on context, they offer a conceptual structure for
analyzing how resilience is promoted and enacted over time.

• Anticipate refers to the organization’s ability to recognize and prepare for potential disruptions.
This might involve formal activities such as risk assessments, scenario planning, or technical mon-
itoring, but also includes informal practices like cultivating situational awareness, encouraging
knowledge sharing, or drawing on intuition based on experience.

• Withstand is the ability to absorb and contain the effects of disruption without losing core
functionality. It includes technical protections and social and organizational factors such as team
cohesion, trusted leadership, and the ability to make decisions under stress.

• Recover focuses on restoring function after a disruption. This may involve structured processes
such as incident response, system restoration, and more improvised efforts like sensemaking,
re-prioritization, and mobilizing internal networks to stabilize operations.

• Adapt is about making longer-term changes based on lessons learned. It can include refining
processes, updating policies, restructuring systems, or shifting organizational norms. Adaptation
may be incremental or transformational, often based on insights gained during recovery.

2.3. Socio-Technical Systems Theory and Joint Optimization

Organizations are best understood as socio-technical systems, meaning they are composed of both
technical and social elements that interact to shape system behaviour [22]. A socio-technical system
(STS) consists of two interdependent elements: the technical and the social. The technical element
includes infrastructures, supporting artefacts, and digital systems, while the social element comprises
people, roles, norms, and work practices. These elements are interconnected and should not be viewed
as separate or isolated; they function as part of a larger whole [23]. STS are made up of humans
using technology to carry out tasks within an organization to achieve defined objectives [24]. The
social dimension aims to design work environments and organizational structures considering people’s
psychological needs. It is not just about doing the job efficiently, but about people: doing meaningful
work, feeling a sense of belonging to the group or organization, and feeling responsible for what they
do. The purpose of the technical dimension is to provide the organization with technologies enabling
it to achieve its goals [25]. Understanding the technical and social differences is central to how we
think about cyber resilience. Resilience is not something that resides in a technical solution or an
individual. Instead, it emerges from how social and technical elements work together to respond to
disruption [4]. In this sense, resilience is an emergent property, a characteristic of the whole system
that none of the parts have when taken separately. Cyber resilience, then, is not simply about having
the right defences; it is about how the system as a whole anticipates, withstands, recovers, and adapts
to disruptions. To support this kind of system-wide resilience, it is not enough to develop the technical
and social components in isolation. They need to be designed and managed together.



Joint optimization is a central principle of socio-technical systems theory. It suggests that a system’s
social and technical parts must be co-developed to create sustainable system performance. If an
organization aims to improve functions or efficiency through isolated changes in technology or social
factors, it will create an imbalance. Technology and humans affect each other, and it is in the interaction
between these that the actual functioning of the system is shaped. Therefore, it is suggested that
a system cannot be understood or enhanced if the interdependent relationship of the components
is ignored [22]. Technology shapes how people work, while people’s behaviours, habits, and needs
influence technology. For example, suppose an organization introduces an advanced cybersecurity
software without considering how the business operates or providing support to understand it, there is
a risk that it will be used incorrectly or not at all. Similarly, a strong security culture is insufficient if the
technical measures that support secure behaviour are missing. For the system to work, technology and
human factors must evolve in tandem and with each other [26]. Joint optimization means designing
and managing a system’s social and technical elements in parallel, so they support each other and work
together to achieve overall system performance.

3. Research Approach

The research approach is based on Näsi [27]’s concept analysis model, as presented in Nuopponen
[28], which outlines four interrelated phases. First, a knowledge foundation is established through
a literature review. Second, relevant concepts are distinguished from related or overlapping terms
(external analysis). Third, the internal structure and relationships of the selected concepts are examined
(internal analysis). Finally, conclusions are drawn in the form of a structured framework intended
to support empirical analysis. The process began with a review of the literature on cyber resilience.
We noted that most contributions are normative in nature and offer limited solutions for analyzing
what organizations do in practice. To address this, we traced the conceptual roots of cyber resilience
in resilience theory, identifying two main perspectives: engineering and ecological. We chose the
ecological perspective as our main perspective to frame resilience as a dynamic property of open systems.
We then returned to the cyber resilience literature and identified four commonly cited capabilities:
anticipate, withstand, recover, and adapt. These capabilities form the foundation of the framework. To
analyze how these capabilities manifest in practice, we introduced snapshots, temporary representations
of the system’s state before, during, or after a disruption. Each snapshot allows for examination of
which capabilities were active and how they interacted. Finally, we applied socio-technical systems
theory to assess the alignment between technical and social components within each capability. The
principle of joint optimization was used to identify potential imbalances. The outcome is an analytical
framework intended for use in empirical case studies.

4. Results

The analytical framework brings together two perspectives: organization as a socio-technical system
and resilience as an emergent property of that system. In this framework, the organization is understood
as an open, dynamic system that consists of independent social and technical components. Drawing on
the ecological systems thinking, resilience is conceptualized not as returning to a fixed equilibrium, but
as the system’s ability to remain functional within or across different states of stability or “basins of
attraction” [9]. Stability in the system is maintained through the ability to predict, absorb, and respond
to disruptions. However, when a disruption exceeds the system’s ability to absorb, recovery and
adaptation become necessary to establish a new form of stability. Thus, resilience is not a fixed property
gained from a technical tool (document templates, software, etc., intended to support an activity [29])
or plan but a system-level behavior that evolves over time [3]. This dynamic understanding of the
system’s behavior is the foundation for how the analytical framework is applied different moments in
time, where every capability has different roles before, during, and after an incident.

To capture how resilience is manifested over time, the framework uses the concept of “snapshots”,



discrete analytical moments. To analyze an incident includes identifying what the organization did
before, during, and after the disruption. At each stage, different resilience capabilities may be utilized
or emphasized; different states are shown in Figure 2. For example, in a stable state, its anticipatory
capabilities, such as risk assessment, crisis management plans, or protective actions, are likely to be
visible before a disruption. These are aimed at preserving a desired state. Other capabilities emerge
when the situation changes, such as during an attack. Withstand and recover become more central
as the organization works to contain the disruption and restore core functionality. By breaking the
timeline of an incident into analytical moments, we can observe how resilience is not constant, but shifts
depending on the system’s state and the nature of the threat. This structure supports a nuanced analysis
of how these capabilities work in practice and provides a foundation to examine the socio-technical
balance within each capability.

Within each capability, the framework allows for analysis on the degree of alignment between the
social and technical components using the principle of joint optimization. Joint optimization does not
mean that we are aiming for a consistent 50/50 distribution of social and technical components, but
rather to find a state where the social and technical elements are mutually supportive and proportionate
to the needs of the situation [22]. To clarify, some situations might refer to balance as a highly technical
solution supported by a minimal social component, such as training or understanding how to operate it.
Other situations might require a social component to dominate, while the technical tool is supportive.
Imbalance occurs when one dimension is overdeveloped or overloaded without sufficient support
from the other [26]. For instance, an organization is recovering from an ongoing cyberattack and has
deployed an advanced backup system to restore data. However, if staff are unsure how to access or
activate the system under pressure, or if communication between IT and operational teams is unclear,
the recovery process may stall. In this case, the technical component is strong. Still, the lack of social
support, such as training, clear roles, or communication routines, creates an imbalance that weakens
the overall recovery capability. This places pressure on one part of the system, weakening the overall
capability. By identifying these imbalances in the different phases of an incident, the analysis can show
where resilience is constrained not by a lack of effort but by a lack of integration. Joint optimization
is, therefore, not the result but a diagnostic measure for evaluating the effectiveness and coherence of
each capability within the socio-technical system.

Figure 2: Engineering and Ecological Systems, adapted from [30]



5. Discussion

To illustrate cyber resilience, we utilize the basin of attraction model (see figure 2). The basin of
attraction stems from ecological resilience theory and is commonly used to visualize how systems
respond to disturbances [31]. In this analogy, the ball represents the organization and its position in
the current operational state, and the basin walls symbolize the organization’s resistance to change.
The steepness of the basin walls illustrates an organization’s ability to absorb disruption. With a
shallow basin, even a moderate disruption could affect the organization, and disturbances can affect
and unbalance its current state. From this perspective, resilience is not only about resisting change but
also about the system’s ability to maintain a position and adapt and change into a new position when
facing a disruptive change [3].

Working with cyber resilience requires shifting between an open and a closed system perspective.
An open system perspective views the organization as dynamic, constantly interacting with and shaped
by its environment. It acknowledges the organization’s system-of-systems nature, where internal
subsystems are interlinked and influenced by external factors such as political, economic, ecological,
societal, and technological. In contrast, a closed system perspective treats the system as temporarily
bounded and stable, enabling analysis and targeted intervention [9]. We must accept that the system is
constantly in flux to get closer to operationalizing cyber resilience. Any observation or assessment is a
temporary system state that has already begun to shift. However, without these analytical snapshots,
it would be impossible to identify what capabilities are active, how they interact, and what can be
strengthened or redesigned. Whenever the system is affected by internal or external factors, there will
be a shift in its state and balance; this shift triggers a response among the four resilience capabilities. The
capabilities, anticipate, withstand, recover, and adapt are not independent silos. They form a holarchical
structure, where each capability supports the others but may carry different weights depending on the
system’s state. If one capability is weak or underdeveloped, another must compensate. For instance,
when anticipation fails to detect a threat, the pressure to withstand or recover from that disruption
increases. This interdependence and compensating relationship mean resilience is not evenly distributed
but dynamically negotiated across capabilities. Different capabilities take on greater responsibility as the
system shifts from stability to disruption and possibly reconfiguration. In the early phases, anticipation
may dominate; during a crisis, withstand and recover become central; and in the aftermath, adapt carries
the load. These shifts are not linear. Instead, feedback loops between the system’s changing state and
the activation of capabilities shape how resilience is enacted in practice. Understanding this internal
logic is key to analyzing how resilience is sustained or strained over time. Much of the complexity
lies in the transition between the feedback loops. Understanding how organizations move between
anticipating, withstanding, recovering, and adapting, and how one capability feeds into or compensates
for another, offers a promising direction for further research.

6. Illustrating the use of the framework

In each case, the analysis considers what was done and how these actions were supported technically
and socially. If a technical backup system was in place but no one knew how to activate it, this would
indicate an imbalance under the recover capability. Conversely, if recovery efforts were coordinated
effectively between IT and operational staff, it might suggest a high degree of joint optimization.
This way, the framework supports a structured, socio-technical interpretation of resilience-in-practice
without reducing it to checklists or static maturity models.

To demonstrate how the framework can be applied, Table 1 presents an example based on a hypo-
thetical incident. The example shows how observed or reported actions during different phases of
an incident can be categorized under the four core capabilities. Each entry is then assessed based on
whether it reflects a technical, social, or socio-technical response, followed by an interpretation of how
well joint optimization is achieved. This allows for a structured analysis of strengths and imbalances in
how resilience is enacted across the socio-technical system.



Table 1
Example of socio-technical analysis of resilience capabilities

Capability Observed action or quote Type Joint Optimization Analytical reflection

Anticipate “We conducted a technical risk
assessment of our IT systems.”

Technical Imbalance Risk assessment focused on
system vulnerabilities, but ex-
cluded end-user perspectives.
Potential blind spots.

Withstand “We had redundant servers, but
staff were unsure how to switch
between them.”

Both (weak
social)

Imbalance Technical infrastructure was in
place, but operational knowl-
edge was lacking. Highlights de-
pendence on social readiness.

Recover “After the attack, we activated
our incident response plan and
convened the crisis team.”

Both Balanced Recovery involved both planned
technical responses and coordi-
nated social action. Illustrates
effective integration.

Adapt “We held a debriefing, but no
formal changes were made.”

Social Imbalance Reflection occurred, but in-
sights were not translated into
structural or technical adapta-
tions. Learning remained super-
ficial.

Using the analytical framework, we expect to gain a better understanding of the activities in the
four capabilities enabling cyber resilience in organizations, taking one step towards operationalization.
This includes evaluating the relationship between the capabilities and whether they are supported by a
socio-technical balance of people and technology, or if resilience is constrained by misalignment.

7. Conclusion and Future Directions

This paper set out to address a gap in the cyber resilience literature. While the concept has gained
widespread attention, it is often treated normatively, with limited tools for analyzing what organizations
do to be resilient in practice. Our motivation has shifted focus from what resilience should look like to
how it is enacted within organizations. We address the research question: How can cyber resilience be
analytically framed and assessed to reflect its emergent, socio-technical, and behavioral characteristics
during cyber disruptions? by developing an analytical framework grounded in resilience theory and
socio-technical systems thinking. The framework identifies four core capabilities: anticipate, withstand,
recover, and adapt, and provides a structure for analyzing how these capabilities are activated across
different system states. By incorporating the principle of joint optimization, the framework also
highlights how technical and social components shape the effectiveness of each capability.

Future research could apply this framework to empirical case material to further assess its usefulness
and refine its components. Doing so could support a deeper understanding of how cyber resilience
is operationalized within real-world contexts. We hope this framework will support researchers and
practitioners alike in making cyber resilience more observable and actionable.
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