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Abstract
The presented study reports the results of developing a hybrid random sequence generation system that  
combines both hardware and software components to achieve high performance and strong statistical  
quality. The proposed system integrates three primary components: a conventional webcam serving as a 
physical entropy source, cellular automata functioning as a nonlinear post-processing mechanism, and the 
Java SecureRandom library acting as the software-based random number generator. Such an architecture 
aims to merge the advantages of physical randomness with the reproducibility and speed of software 
generation. Previous research demonstrated that an ordinary webcam can be utilized to generate random 
bit sequences with a throughput exceeding 100 Mbit/s. Although these sequences exhibited significant 
randomness, their statistical parameters did not fully satisfy the core NIST standards. In particular, the  
value distribution of  the generated elements lacked uniformity,  despite displaying sufficiently chaotic 
behavior. While this shortcoming is not critical, further refinement was considered beneficial. To address 
this issue, linear cellular automata based on chaotic rules were incorporated. This modification improved  
the statistical quality of the output sequences but resulted in a noticeable reduction in performance.
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1. Introduction

Random number generators (RNG) play a crucial role in modern cryptographic systems, as they 
serve as the fundamental source of unpredictability required to ensure the confidentiality, integrity, 
and authenticity of information. By producing data sequences that are statistically random and 
unpredictable,  RNGs enable  the  generation  of  cryptographic  keys,  the  establishment  of  secure 
network connections, and the maintenance of robust authentication mechanisms [1]. In practice, 
random numbers are applied in a wide range of domains—from the creation of session keys and 
digital  signatures  to  load  balancing,  data  integrity  verification,  initialization  vectors,  PIN  and 
password  generation,  and  simulation  of  stochastic  processes  in  scientific  and  financial 
computations [2, 3].

Unlike the generation of single random values, the production of random number sequences 
introduces additional challenges and requirements. Beyond meeting the fundamental NIST SP 800-
22 statistical standards, a high-quality random sequence generator must also demonstrate sufficient 
productivity rate to support real-time cryptographic operations. For practical implementations, a 
performance rate of at least 100 Mbps is typically considered the minimum threshold for effective 
integration into modern high-speed communication and security systems. Achieving this balance 
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between statistical quality and performance is one of the key objectives in the design of advanced  
RNG systems.

RNGs implemented purely in software are commonly referred to as pseudo-random number 
generators (PRNGs). These systems rely on deterministic algorithms, meaning that the sequence of 
generated numbers is completely determined by an initial value, or seed. Although the resulting 
sequences can appear random, they are not truly unpredictable if the underlying algorithm or seed 
is known. Nevertheless, software-based RNGs are widely used because they can fully comply with 
NIST  requirements,  ensuring  excellent  uniformity,  randomness,  and  reproducibility  under 
controlled conditions.

One of the major advantages of software-based generators is their predictable performance and 
scalability. Their output rate and efficiency depend primarily on the computational power of the 
system, including the CPU clock frequency,  number of processing cores,  and operating system 
efficiency in managing multithreaded tasks. Advanced implementations, such as those integrated 
into programming libraries like Java’s SecureRandom or OpenSSL’s RAND_bytes, can achieve very 
high throughput levels, making them suitable for most cryptographic applications..

2. Literature review

The deterministic nature of pseudo-random number generators (PRNGs) remains a fundamental 
limitation,  particularly  in  applications  that  demand  true  unpredictability  and  high  levels  of 
cryptographic strength. Since PRNGs operate according to predefined mathematical  algorithms, 
their output sequences are entirely determined by an initial value, or seed. Consequently, if an 
attacker is able to infer or reconstruct the internal state or the seeding mechanism of the generator, 
it  becomes  possible  to  predict  all  subsequent  outputs,  effectively  compromising  the  entire 
cryptographic system.

This  inherent  vulnerability  emphasizes  the  necessity  of  developing  hybrid  random number 
generation systems, which integrate software algorithms with physical entropy sources such as 
electronic or thermal noise,  optical  sensors,  micro-phone input,  or user interaction data.  These 
physical process-es introduce a level of unpredictability that cannot be reproduced by deterministic 
algorithms alone, thereby enhancing the entropy and security of the generated sequences.

From a theoretical perspective, a PRNG based on mathematical computation can achieve an 
unbounded or effectively infinite sequence length, meaning it can continuously produce random 
numbers without entropy depletion. However, this advantage comes at the cost of predictability – 
since the generation process follows a known algorithmic model,  its  randomness is  ultimately 
simulated  rather  than  intrinsic.  Thus,  despite  the  potential  for  high  performance  and 
reproducibility, the primary drawback of purely algorithmic approaches lies in their susceptibility 
to reverse engineering and the absence of true physical randomness [4, 5].

True random number generators (TRNGs) generate random numbers from the inherent chaos of 
real  physical  stochastic  processes,  such as photocurrent,  thermal  noise in resistors and diodes, 
radioactive decay, etc. [6]. The main advantage is complete randomness and unpredictability. 

The main limitations of true random number generators (TRNGs) stem from their relatively low 
performance rates and, in some cases, suboptimal statistical characteristics when compared to their  
software-based analogues. Because TRNGs rely on the measurement of physical phenomena—such 
as thermal noise, radioactive decay, or optical fluctuations—their generation speed is inherently 
constrained by the physical process itself and the sampling frequency of the measuring system. 
Moreover, these physical entropy sources often require precise calibration, environmental stability,  
and complex circuitry to ensure consistent output quality. As a result, TRNG devices tend to be  
costly, technically intricate, and difficult to maintain in long-term or large-scale implementations 
[7].

From the standpoint of software engineering and applied cryptography, this situation creates a 
strong motivation to investigate hybrid and adaptive methods of  random sequence generation. 
Such approaches aim to combine the high entropy and unpredictability of hardware-based sources 
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with  the  high  performance,  flexibility,  and  scalability  of  software  algorithms.  In  recent  years,  
research  in  this  direction  has  focused  on  integrating  physical  entropy  sources—for  example,  
webcams, microphones, or hardware sensors—with software-based post-processing modules that 
refine and normalize the statistical properties of the output sequences.

Therefore, exploring new hardware—software architectures for random number generation is 
both  theoretically  significant  and  practically  relevant.  These  hybrid  systems  can  potentially 
overcome the trade-off between true randomness and computational efficiency, providing secure, 
high-speed,  and statistically reliable random sequences suitable for modern cryptographic,  data 
protection, and simulation applications [8, 9].

3. Main part

In previous studies [10, 11], the webcam was examined as a potential source of entropy for random 
number generation. The ability of a standard consumer webcam to produce image data at a rate of  
approximately 25 frames per second in SVGA resolution (800×600 pixels) provides a substantial 
data throughput, making it an attractive candidate for use in high-performance random sequence 
generators. Each captured frame contains numerous sources of micro-level randomness, including 
sensor  noise,  variations  in  lighting,  and  subtle  environmental  fluctuations,  which  together  
contribute to a significant level of entropy.

Subsequent experimental investigations have confirmed that webcam-based entropy generation 
exhibits  strong  randomness  and  high  unpredictability  of  output  sequences.  Under  optimal 
conditions, theoretical calculations suggest that a high-resolution webcam can achieve data rates of 
up to 5 Gbps, making it one of the most promising low-cost physical entropy sources for practical 
cryptographic and simulation applications.

Nevertheless,  this  approach  is  not  without  limitations.  The  statistical  characteristics  of  the 
generated  sequences,  when  evaluated  according  to  NIST  SP  800-22  standards,  reveal  certain 
deviations from ideal uniformity. Specifically, the distribution of generated elements tends to be 
non-uniform,  although  the  overall  sequence  remains  sufficiently  chaotic  and  unpredictable,  as 
illustrated in Figure 1. This imbalance does not completely disqualify the webcam as an entropy 
source  but  indicates  the  need  for  additional  post-processing  or  normalization  techniques  to 
improve compliance with statistical quality requirements [12].

Figure 1: Histogram of typical distribution of elements of RNS obtained from one frame of web 
camera
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The  histogram  shown  in  Figure  1  illustrates  the  value  distribution  of  the  random  sequence  
generated  using  a  webcam-based  RNG.  The  diagram reveals  that  the  occurrence  frequency of 
certain byte values varies noticeably across the output stream. For instance, byte 15 appears in only 
0.1% of cases, whereas byte 55 occurs approximately 1.0% of the time. Such deviations indicate that 
the overall  distribution of values is not perfectly uniform, which suggests the presence of bias  
within  the  generated  sequence.  In  some  limited  contexts,  for  example,  non-cryptographic 
stochastic simulations, such irregularities may be considered acceptable. However, for applications 
that require strict compliance with NIST SP 800-22 statistical standards, this behavior is regarded as 
unsatisfactory and requires correction.

The overall shape of the distribution is chaotic and irregular, which in itself can be interpreted  
as  a  positive  characteristic,  since  higher  chaotic  behavior  often  correlates  with  improved 
randomness and unpredictability. Nonetheless, this same property can also lead to unintended side 
effects.  Specifically,  the distinctive statistical pattern of the generated sequence may serve as a  
unique “fingerprint” of the particular webcam used, reflecting the inherent noise characteristics of 
its optical sensor and electronics. In certain scenarios, especially those involving privacy-sensitive 
or  security-critical  systems,  such  device-specific  signatures  may  be  undesirable,  as  they  could 
potentially be exploited to identify or trace the entropy source.

Nevertheless, generating raw random number sequence (RNS) output in SVGA mode already 
demonstrates a data rate of up to 200 Mbps, which is a notable performance indicator for a low-
cost,  consumer-grade entropy source.  By increasing the camera’s resolution and frame capture 
rate, the achievable rate can be significantly improved. Theoretical estimations indicate that, under 
optimal conditions and with modern high-resolution webcams operating at full HD or higher frame 
rates,  the data generation speed could potentially reach up to 5  Gbps.  This  performance level  
positions webcams as a promising foundation for the development of high-performance hybrid 
random sequence generators,  combining physical entropy acquisition with software-based post-
processing to achieve both speed and statistical robustness [13, 14].

To mitigate the disadvantages of raw random sequence generation, the computational power of 
cellular automata (CA) was employed. Among the well-known chaotic rules (30, 90, 105, 150), rule 
30 was selected as the most chaotic one [15].

As  demonstrated  in  previous  research  [16,  17],  applying  first  10–20  iterations  of  cellular 
automata–based  post-processing  is  sufficient  to  adjust  the  distribution  histogram  of  webcam-
generated random sequences to a statistically satisfactory and nearly uniform shape, as shown in 
Figure 2.

Figure 2: Histogram of value distribution of elements of RNS obtained from one frame of web 
camera and processed by CA-30 (10 iterations)
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Figure  3  indicates  that  the  resulting  distribution  histogram  closely  approximates  the  normal 
(Gaussian) distribution for continuous values or the Poisson distribution for discrete ones.

Figure 3: Histogram of value distribution of elements of RNS obtained from one frame of web 
camera and processed by CA-30 (20 iterations)

However, this improvement in statistical quality comes at the cost of performance degradation.  
Each  iteration  introduces  additional  computational  overhead,  significantly  increasing  the  total 
processing  time.  Experimental  results  show that  after  approximately  10  iterations,  the  overall  
generation speed of the system decreases by about an order of magnitude compared to the initial  
configuration. In the specific experimental setup, SVGA resolution at 25 frames per second, the 
effective throughput was reduced from approximately 200 Mbps to around 20 Mbps.

4. Hybrid generation algorithm

This paper proposes a hybrid approach to pseudo-random number sequence generation based on 
the  integration  of  a  webcam,  cellular  automata,  and  the  SecureRandom library.  The  structural 
diagram of the proposed hybrid generator RNG is given

Figure 4: The schema of an aforementioned hybrid algorithm
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A random number generation module based on a webcam. A post-processing mechanism for the 
generated  sequences  using  chaotic-type  cellular  automata.  A  software  pseudo-random number 
generator based on the SecureRandom function (with the use of initial seed conditions).

The extraction method for random number sequences (RNS) from webcam frames is detailed in 
[11,  14]. The received sequence of bits from the webcam is post-processed according to certain 
rules  of  cellular  automata,  after  which  the  obtained  sequences  act  as  initial  conditions  for 
generating sequences of random numbers using the SecureRandom library and the function... 

For  this  purpose,  the  research  employs  the  built-in  Java  SecureRandom  library—a  well-
established component designed to provide cryptographically strong random number generation. 
SecureRandom serves as a  core element of  the Java Cryptography Architecture (JCA) and can 
integrate multiple entropy sources and algorithms depending on the selected security provider. 
This  study  presents  a  comprehensive  analysis  of  the  library’s  security  features,  internal 
mechanisms, and entropy acquisition methods, as described in the literature [18, 19].

The most reliable method of random number sequence (RNS) generation involves using a pre-
generated list of random numbers as a seed. In this investigation, the seed list was derived from the 
aforementioned hybrid generation method:

SecureRandom secure = new SecureRandom();
byte[] randomsFromWebCam = new byte[440];

secure.setSeed(randomsFromWebCam);

The  Java  code  fragment  presented  above  illustrates  the  initial  implementation  of  the 
SecureRandom object,  which serves  as  the  core  component  of  the proposed random sequence 
generation system. The SecureRandom class is part of the standard Java Development Kit (JDK) 
and  therefore  requires  no  additional  Maven  dependencies  or  external  libraries,  ensuring  full  
portability and seamless integration across various software environments [20–22].

To evaluate the quality and statistical robustness of the generated sequences, the NIST SP 800-
22  test  suite  was  employed.  The  results  of  these  tests  serve  as  a  benchmark  for  comparing 
software-based randomness with the hybrid webcam–cellular automata–SecureRandom approach 
proposed in this study.

In this implementation, the value 440 is used as a so-called magic number, representing the 
minimum  seed  length  required  to  satisfy  the  NIST  SP  800-22  standard  for  adequate  entropy 
initialization. This seed ensures that the generator starts with a sufficiently large pool of random 
bits, providing a robust foundation for producing statistically sound and cryptographically secure 
random sequences. The chosen seed length aligns with established cryptographic best practices,  
achieving a balance between security, performance, and compatibility within existing Java-based 
security frameworks.

The paper presents a study of sequences generated by the secure random function. The study  
covers 10 RNS with a volume of 100 MB (20). The results of the study are presented in Table 1.

In this work, the sequences generated by a hybrid generator were tested using NIST tests. For  
this purpose, an array of 100 sequences, each 100 MB in size, was generated. The research results  
are presented in Table 2.

For the experimental analysis, 100 random number sequences (RNS) were generated using the 
aforementioned hybrid algorithm shown on Figure 4. The size of each RNS is equal to 100 MB.

According  to  the  experimental  results,  the  proposed  hybrid  generation  method,  unlike  a 
generator, based on a webcam and a secure random function, successfully produces statistically 
secure random sequences. As demonstrated by the study, out of the 15 standard tests included in  
the NIST SP 800-22 suite, all tests were passed at a high level, confirming the overall reliability and 
robustness of the generated sequences.

In this study, a 440-byte seed was employed, which satisfies the minimum entropy requirement 
but may still limit performance in certain high-complexity tests. Therefore, additional research is 
necessary to determine the optimal trade-off between seed size, generation throughput, and the 
overall statistical quality of the produced random number sequences.
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Table 1 
NIST testing results (WebCam & SecureRadom)

# Test name True Percentage

1 Frequency (Monobit) 100

2 Block Frequency 100

3 The Runs Test 100

4 Longest Run of Ones 100

5 Binary Matrix Rank 100

6 Discrete Fourier 100

7 Non-overlapping Template Matching 20

8 Overlapping Template Matching 80

9 Universal Statistical 100

10 Linear Complexity 100

11 Serial 100

12 Approximate Entropy 100

13 Cumulative Sums 100

14 Random Excursions 50

15 Random Excursions Variant 60

The obtained NIST testing results are presented in Table 2.

Table 2 
NIST testing results Hybrid generator (WebCam & CA & SecureRandom)

# Test name True Percentage

1 Frequency (Monobit) 100

2 Block Frequency 100

3 The Runs Test 100

4 Longest Run of Ones 100

5 Binary Matrix Rank 100

6 Discrete Fourier 100

7 Non-overlapping Template Matching 96

8 Overlapping Template Matching 96

9 Universal Statistical 100

10 Linear Complexity 100

11 Serial 100

12 Approximate Entropy 100

13 Cumulative Sums 100

14 Random Excursions 96

15 Random Excursions Variant 96
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In  the  conducted  experiments,  the  generation  performance  of  the  SecureRandom-based 
implementation reached approximately  2  Gbps,  confirming that  the  proposed hybrid  approach 
effectively combines high statistical reliability with exceptional data throughput. 

The research results indicate that the proposed pseudo-random sequence generation method 
can be applied to the development of cryptographically secure encryption techniques and used in  
various cryptographic applications.

5. Information encryption method based on a new Hybrid PRNG 

This paper also provides an example of using the developed hybrid RNG generator in information 
encryption methods. Figure 5 shows a diagram of the proposed method of information encryption 
using a hybrid RNG generator. The proposed method is implemented in Java. 

Figure 5: Scheme for implementing the information encryption method based on a hybrid RNG 
generator

The proposed method is implemented in Java. The encryption algorithm flowchart is shown in 
Figure 5.

Research on the method using the example of encrypting different types of information. In the  
case of text message encryption, the original message is converted into 8-bit sequences according  
to the ASCII code. 

The proposed method also allows encrypting graphic information (images). When encrypting 
images, the R, G, and B color gradations are read from each pixel of the image and represented as a  
sequence of 8-bit binary numbers. 

The generated key sequence of real numbers is converted into an 8-bit binary representation 
using the following formula [24]:

zn= 2− 1 bn1+2− 2 bn2+...+2− L bnL (1)

where L is binary representation length (L = 8).
In the first stage of the algorithm, bitwise addition of the information and key sequences is  

performed using the XOR operation.
To increase the impact of changes in the input data on the encrypted data, a modified diffusion  

transformation was used as an additional encryption stage, which ensures the dependence of the 
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values of the previous bytes of the input information on the subsequent bytes of the encrypted  
information. The diffusion transformation is determined by the following formula:

C (k )=φ (k )⊕{[S (k )+φ (k )]mod N }⊕ I (k −1) (2)

where I (k− 1) is the previous byte of input data, φ (k) is a chaotic function, for which either a 
logistic mapping or a modified cosine mapping can be used:

φ ( k+1)= 3,99 φ ( k )[1− φ ( k )] (3)

The reverse diffusion process can be described by the equation:

S (k )={φ (k )⊕C (k )⊕ I (k −1)+N −φ (k ) } mod N (4)

The so-called additional parameters for diffusion conversion are two additional values:  C (0) 
and φ (0), the so-called additional parameters for diffusion conversion are two additional values.

The  decryption  process  is  performed  in  reverse  order  with  the  same  initial  condition  and 
control parameter values for discrete mappings used in encryption, since this encryption algorithm 
is symmetric. The method was tested using color image encryption as an example. 

Figure 6: Initial a) encrypted b) and decrypted c) image

Based  on  the  results  of  image  encryption,  it  can  be  concluded  that  a  modified  diffusion 
transformation with an additional parameter for encryption should be used as the final stage of 
encryption. with different values of which, when encrypting and decrypting information, there is  
no identity between the transmitted and received information, indicating the high cryptographic 
strength of the developed method.

6. Conclusions

This paper proposes a hybrid RNG generator based on a combination of sequences generated by a 
web camera, chaotic cellular automata, and the SecureRandom function.

The use of chaotic cellular automata as a mechanism for post-processing sequences generated 
by a web camera has significantly improved the statistical properties of the generated sequences, 
and the use of random sequences generated by a web camera as the initial entropy value for the  
software generator, in particular the Java SecureRandom library, made it possible to create a hybrid 
generator of pseudo-random sequences that effectively combines the unpredictability of hardware 
with the efficiency of software, ensuring stable and continuous generation of random sequences.

Research on sequences generated by a hybrid generator using the NIST SP 800-22 test suite  
showed that all tests were passed at a high level, confirming the overall reliability and stability of 
the generated sequences. Therefore, this hybrid pseudorandom sequence generator can be used to  
build cryptographically secure encryption methods and for use in cryptographic applications.
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The paper also proposes a method for encrypting information using this hybrid generator as a key 
sequence generator.

Based on the results obtained using this method on the example of color images encryption, it  
can be concluded that when encrypting and decrypting information, there is no identity between 
the transmitted and received information, which indicates the high cryptographic strength of the 
developed method.

Declaration on Generative AI

While  preparing this  work,  the  authors  used the  AI  programs Grammarly  Pro  to  correct  text 
grammar and Strike Plagiarism to search for possible plagiarism. After using this tool, the authors 
reviewed and edited the content as needed and took full responsibility for the publication’s content.
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