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Abstract

This article examines a dynamic model of a computer information security system, taking into account
factors that affect its stability. The stability of the protection system is analyzed, and the dependence of its
behavior on parameters that affect the level of security is considered. The protection system is presented
as a dynamic system in a mathematical sense, the state of which changes according to the given laws of
evolution. Theoretical research was carried out using mathematical models formulated in the form of
differential equations, with their subsequent implementation in the MATLAB/Multisim environment. The
phase portraits of the system indicate its stability in the working range of parameters even under
conditions of maximum external influence. The scientific novelty of the work lies in the presentation of a
computer security assessment system in the form of a nonlinear dynamic model that takes into account
the relationships between key security parameters. Unlike existing studies that focus on individual
aspects (antivirus protection, cryptographic algorithms, access policies), the proposed approach allows for
a quantitative assessment of the impact of a set of internal and external factors on the stability of the
system, as well as determining the dynamics of its behavior in real time.
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1. Introduction

The problem of protecting information from unauthorized access and unwanted influence has
existed for as long as the concept of valuable information itself. With the development of
automated control systems, network technologies, and personal computers, the issue of data
protection has taken on new relevance.

The problem of ensuring computer security has become increasingly complex in recent decades,
as information technologies have deeply penetrated into all spheres of human activity. Modern
information systems are exposed to a wide spectrum of threats, ranging from hardware and
software failures to sophisticated cyberattacks aimed at disrupting the confidentiality, integrity,
and availability of information. According to recent reports by ENISA and ISO/IEC 27001
standards, the number and diversity of threats are steadily increasing, requiring more advanced
and adaptive protection mechanisms.

Traditional approaches to computer security mainly rely on separate tools such as antivirus
software, firewalls, cryptographic protocols, and access control policies. While these methods
remain effective for mitigating specific types of threats, they do not provide a holistic view of the
system’s resilience, particularly when complex interdependencies between parameters are
considered. In this context, mathematical modeling of computer security systems as dynamic
nonlinear systems has gained importance, since it allows for the quantitative evaluation of
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challenges, the present study aims to develop and analyze a nonlinear differential model of a
computer protection system, focusing on its stability and the dynamic impact of both internal and
external parameters. Such an approach not only complements existing studies but also provides a
universal framework for quantitative assessment of information security at the level of an
individual computer [1, 2].

Factors contributing to increased information security requirements include: growth in data
volumes and their concentration in shared databases; multitasking and real-time operation;
automation of data exchange over long distances; the development of global networks and financial
systems, which have become targets of cybercrime [3, 4].

Therefore, studying the impact of computer system parameters on the effectiveness of
information protection is a task of both practical and theoretical importance.

2. Problem statement

Recent studies on computer and information security can be divided into two major directions. The
first group focuses on practice-oriented solutions, including protection against hardware and
software failures, recovery of lost data, and methods of countering malicious software and fraud
[5-11]. These works provide valuable insights for practitioners, yet they often lack a systemic view
of the computer as an interconnected dynamic system.

Article [12] examines the issue of quantitatively determining the level of information security
on a personal computer depending on the impact of internal and external threats. Factors such as
user identification and authentication, data integrity and authenticity control, backup, access
control, firewall operation, auditing, antivirus protection, as well as risks associated with software
and hardware failures are considered [13]. The impact of the speed and volume of data leakage, loss
of trust between users, and system scale on the level of security is analyzed separately. decay; as
well as fluctuations taking into account dissipative characteristics. At the same time, the study does
not consider the behavior of the system in nonlinear coordinates, which limits the completeness of
the analysis.

Articles [14-17] develop mathematical models based on nonlinear systems of equations to
assess the impact of dynamic parameters, in particular network centrality indicators, distance, and
interaction between social network users, on the level of information security. These works
demonstrate the significant potential of nonlinear modeling for assessing security, but they do not
directly address computer systems as objects of study.

Work [5] provides practical recommendations for protecting computers from hardware and
software failures and virus attacks, and also discusses means of diagnostics, detection of operating
system errors, recovery of lost data, and improvement of operational reliability. A similar example
is given in study [6], which focuses on detecting and countering hacking techniques, methods of
protection against malicious software, combating Internet fraud and spam, and ensuring parental
control of access to unwanted resources.

Further analysis [7-11] indicates the existence of a significant body of practice-oriented work
investigating the reliability and security of personal computers. In particular, [7] presents
recommendations for preventing technical failures, ranging from software installation errors to
local network construction problems. The study [8] emphasizes the growing role of the computer
as a universal tool for work, study, leisure, and creativity, while drawing attention to the
multifactorial nature of the hardware selection process. Article [9] provides a detailed overview of
measures to counter viruses, spyware, and fraudulent practices, as well as methods for ensuring
data confidentiality.
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The work [10] consistently highlights the evolution of approaches—from the basic concepts of
“‘computer virus” and “software protection” to specific methods of countering information
destruction. Work [11] focuses on the most common technical malfunctions, methods of their
elimination, and data recovery. At the same time, these studies lack a systematic analysis of the
computer as a dynamic nonlinear system, which reduces the possibility of quantitatively assessing
its level of protection. Article [18] discusses the specifics of managing shared computers in
educational laboratories, with a particular focus on advanced access control mechanisms in the
Microsoft Windows SteadyState operating system.

The study [19] emphasizes the need for strict validation of access policies through formal
checks, penetration testing, and analysis of the adequacy of diagnostic information in wireless
sensor networks. At the same time, the “classic” parameters of network protection have been
studied, but specific aspects of interaction between system elements remain insufficiently
researched.

The practical effectiveness of antivirus solutions is assessed in [20], where laboratory tests and
real-world examples establish the advantages of Bitdefender Antivirus Plus and Norton AntiVirus
Plus, recognized as the “editor’s choice.” At the same time, the authors note that the market is not
limited to these products.

Article [21] presents a broader approach to security policy analysis based on process algebra
(Communicating Sequential Processes), bi-modeling, and generalization of formal methods for
modeling non-interference policies.

The growth in cyber threats has necessitated mathematical modeling of the behavior of
malicious objects, as emphasized in article [22]. The proposed stochastic model for designing a
cyber defense system is based on probability theory methods and a system of differential equations
for describing attacks. The study [23] considers another direction—the construction of a data
encryption system based on nonlinear differential equations with partial derivatives. An
architecture using the DES algorithm and “onion” encryption of databases is proposed, which
provided a 25% increase in the level of protection compared to traditional solutions.

In [24], the authors proposed a model predictive control (MPC) model for nonlinear cyber-
physical systems, taking into account deception attacks and constraints on executive mechanisms.
The model guarantees the root mean square stability of the system and demonstrates effectiveness
in counteracting destabilizing factors. This study is similar to the proposed approach, as it also
analyzes the dynamics of systems with nonlinear parameters, but the emphasis is on CPS control
rather than on a single computer.

In [25], a multi-level model of situational awareness was created using machine learning
methods (Random Forest), which allows nonlinear patterns in network security to be taken into
account. Although the model is more focused on big data analytics, the approach confirms the
relevance of integrating nonlinear methods into cybersecurity assessment tasks.

Article [26] creates a model for assessing cyber threats in microcontrollers, which takes into
account various factors of information influence and optimizes threat parameters. This approach is
relevant because it expands the application of mathematical models to internal hardware
components, which is related to your topic (hardware failures and malfunctions).

The work [27-31] proposes a security model for socio-cyber-physical systems that takes into
account not only technical but also social factors, including the influence of social engineering. The
mathematical basis is based on a modification of the Lotka—Volterra equations. This confirms the
trend toward using nonlinear system models to describe security in conditions of complex
interrelationships. The study in [28] presents a systematic review of modern ML/DL methods for
ensuring security in cloud environments. It emphasizes the importance of adaptive protection
systems capable of operating in dynamic environments, which has parallels with the approach of
modeling computer resilience as a nonlinear system.
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Current research confirms that nonlinear mathematical models and machine learning methods are
the dominant approaches to assessing cybersecurity. Summarizing the results of the analysis of
literary sources [5-28], we can conclude that there is significant scientific and practical work in the
field of information security and computer system functioning. At the same time, existing studies
mostly focus on individual aspects—antivirus protection, technical reliability, access control, or
cryptographic methods. However, there are no studies in which a computer is considered as an
integral dynamic nonlinear system with complex interrelationships between parameters, which
significantly limits the possibilities for developing universal quantitative models for assessing the
level of information security.

The analysis of existing studies highlights both the achievements and the limitations of current
approaches in assessing computer security. While practice-oriented works provide valuable
recommendations for addressing software failures, malware protection, and access control, and
mathematical models demonstrate the potential of nonlinear and stochastic methods, the literature
still lacks an integrated approach that considers the computer as a dynamic nonlinear system with
interdependent parameters. This gap defines the direction of the present research.

The aim of this work is to develop a methodology for assessing the level of security of computer
systems, taking into account both external and internal influencing factors. To achieve this aim, it
is necessary to: model a nonlinear system of computer protection; investigate its stability under
conditions of both absence and presence of destabilizing factors.

In this study, the apparatus of nonlinear differential equations, fuzzy cognitive modeling, and
fuzzy set theory was applied to describe weakly formalized processes of information security. The
mathematical models were implemented in MATLAB and Multisim environments, which enabled
the construction of block diagrams of the protection system, the simulation of external attacks, and
the evaluation of the dynamic behavior of the system.

This methodological framework provides the foundation for the subsequent sections, where the
proposed models are analyzed in detail, and their effectiveness in capturing the dynamics of
computer security is evaluated.

3. Modeling of nonlinear protection system

The suggested model considers the impact of the following factors: data integrity control, access
control, firewall operation, antivirus protection, auditing, backup, as well as factors related to
software and hardware failures.

The system of nonlinear differential equations, which allows us to determine dynamics of the
protection indicator depending on the parameters, has been obtained. Analytical solutions and
numerical modeling demonstrated that even under weak nonlinearity it is possible to evaluate
quantitative characteristics of the influence. Let’s imagine a linear model of the computer.

A dynamic system is considered to be specified if the coordinates defining its state and the
operator describing the evolution of the initial state over time are given. The mathematical
representation of such systems can be implemented in the form of discrete models, systems of
differential equations, partial differential equations, integral and integro-differential equations,
systems with impulse effects, hybrid systems, or Markov processes. To describe the level of
computer security, let us consider a linear model [12]:

%= Z(Z,+Q+W+F+V+Zy+ Z)+(C +CyI
17 (1)
= L ARy A)- (CpprC )

where Z —coefficient reflecting the impact of additional information protection measures (e.g.,
combating electromagnetic interference, physical protection, etc.); Q—coefficient reflecting data
integrity and authenticity control (value 0...1); W—coefficient reflecting the separation of access to
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information (value 0...1); F—coeflicient reflecting the operation of a firewall (packet filter)—used to
control incoming and outgoing traffic (value 0...1); V—coeflicient reflecting antivirus software
(value 0...1) Z ,,—coefficient reflecting software component failures and malfunctions (value 0 or
1); Z,—coefficient reflecting hardware component failures and malfunctions (value 0 or 1) C, —
coefficient reflecting the impact of personal data leakage speed; C,—coefficient reflecting the
impact of the amount of personal data on its leakage; I ,—coefficient reflecting user identification
(value 0 or 1); A—coefficient reflecting user authentication (value 0 or 1); R—coefficient reflecting
data backup (value 0...1); A,—coefficient reflecting auditing (used for monitoring, logging) (value
0...1);. C,,—coefficient reflecting the impact of security on information leakage. C ;,—coefficient
reflecting the impact of system size on security.

Since the linear model does not take into account the actual relationships between parameters,
the system (1) is supplemented with nonlinear components: (2):

dar_ Z(Z,+Q+W+F+V+Z, + Z)+(C +C )+ L, I"+ LI+ ...

dt
7 ()
e I,A(R+A)-(Cyy+Cy)I+K,Z°+K, Z°...

where L,, L;, etc. K, K;, etc. are some linear operators.
We consider the nonlinearity of the system to be weak, which allowed us to find solutions for
each equation of system (2) using the method of successive approximation, setting:
I=1,+1,+1,+...,dI=0;
Z=Z+Z,+Z;+...,dI=0;

dI= 0,ﬂ: 0 and dZ= 0,Ez 0,
dt dt
I=1,sinwt,Z= Z,sinwt.

The following system of equations was obtained (3):

a_ Z(Z,4Q+W+F+V+Z +Z)+(C +C )~ Lz(Issinza)t)— LS(IgsinSwt)—

dt
== L A (R+Ay)- (C g+ C ) I+ K,(Zsin® wt)- K,(Z;sin’ wt)- ...

The system of equations is presented in the following form (4) (Figure 1):

%z Z+ B, 1-Y L. Iisin"wt,
k=2
o 4)
dz k .k
e B,I-Y K,Z;sin"wt,
k=2

where
a=Z +Q+W+F+V+Z +Z,, = C +Cy,
B,= Id(R+ Ad)_ (Cd2+ Cdl)'
Figure 1 illustrates the results of numerical modeling of the proposed nonlinear protection
system under different parameter configurations. To provide a more detailed interpretation, the

figure is divided into several subplots (a-f), each highlighting specific aspects of the system’s
dynamics.
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Figure 1 (a-f): Dependencies of the protection indicator on the components of model (4)
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The results illustrated in Figure 1 confirm that the proposed nonlinear differential model
adequately reflects the resilience of the computer protection system. In all considered cases,
including scenarios with destabilizing factors and varying degrees of nonlinearity, the system
eventually converges to a stable state. This demonstrates the robustness of the methodology and its
suitability for quantitative evaluation of computer security under different operating conditions.

Further transformations using the elimination method led to the following system:

dt’ Wy

a_1(dz 1
e B,

63

+—y (kKkZ(];sink_lwtcosa)t))

®)



All found expressions (5) are substituted into the first equation of system (4):

dl_1(dzZ 1 Koo ko
o= +—Y (kK,Z,sin" 'wtcoswt)). (6)
dt ﬁz(dtz a)k:2( ke )
or:
2 oo
d f_ ﬁld—Z— aﬂZZ=iz (kKngsinkfla)tcosa)t)+
dt dt W -y
) i )
+B,Y K Zysin*wt- B,y L I sin‘wt.
k=2 k=2
Joint solution of the corresponding homogeneous equation:
Z- B Z-ap,Z=0. (®)

The characteristic equation took the form: >~ 8. A- a .= 0. Provided that the discriminant is
q 1 2

positive:

PiVBi+4ap,
) .

The solution to a homogeneous equation is defined as:
popiraap,  p-piraap,,

Z . (t)=c e 2 +cye 2

©)

D= ﬂf+4aﬁz>0:’\/11,2=

Stable oscillatory trajectories were obtained. The general solution of the inhomogeneous
equation was found by the method of variation of arbitrary constants:
predpirdap, po-Npirdap,,
Zy(t)=c(t)e ° +c(t)e

where ¢,(t),c,(t) found from the system:

c,(t)e ? +c,(t)e 7 =0,
22 4 p  BirBirsap, (2. 4 g B-Vfi+dap,
, + +4 R e I - +4a PoNpireap,,
cl(t)ﬁl \/ﬁl ﬁze 2 +cz(t)ﬁl \/ﬁl ﬁZe 2 :N(t)’
2 2
where
N(t)= iz (kK, Zysin"" ' wtcoswt)+
® o
o o N (10)
+B8,Y (K Zssin“ot)- B, ¥ (L, I;sin" wt)
k=2 k=2

The final dependence of the protection indicator takes into account the influence of the main
system parameters (Figure 2).

 pepiraap,
t _ﬁl_\/ﬂ1+4aﬂzse 2 s
Z(s)=[ (N(s)-e ° \/Zj)ds-
Lo ﬁ1+4aﬁ2
11
p-piraap, (an

! - b Apiraap, . 2
—f(N(s)—e ? ———)ds
b \/sﬂ1+40(,[32
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Figure 2: Dependencies of the protection indicator on the components of model (11)

A system of nonlinear differential equations was obtained, which allows determining the
dynamics of the protection indicator depending on the parameters. Analytical solutions and
numerical modeling showed the stability of the system even with weak nonlinearity.

3.1. Investigation of the stability of the protection system in a computer

To assess stability, the analysis of the differential of the protection function was used (Figure 3).

dififZ2)

Zp £ i v

Figure 3: Differential of the protection function

Since the conditions for the existence and uniqueness of the solution to the Cauchy problem are
satisfied, the trajectory of the system is the projection of the integral curve onto the phase space.
The intersection of two different trajectories is impossible, which confirms the stability of the
solutions.

The initial differential equation of the system:

2 oo
25— ﬁl%— ap,Z= %Z (kKkZ(’;sink_la)tcosa)t)+
k=2
- k. k D k. k - k.. k (13)
+B.Y (K Zysin“wi)- B, (Lilysin"wi)= B, (LiIysin" wt).
k=2 k=2 k=2

To solve equation (12), a block diagram in the MATLAB/Multisim environment was used
(Figure 4).
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The stability of the CM protection system in the presence of influences on it has been investigated.

The behavior of CM resembles the behavior of a biological object. Assumption: the amplitude of
influences is nonlinear in time. Therefore, the following considerations are acceptable. A system
was considered in which the impact of harmful objects on the system and the immune response of
the system were modeled. It was assumed that the dynamics of the harmful object correspond to
the logistic model. The growth of a harmful infection depends on its initial status, the decline
caused by the immune response, and its own density effect, while the change in the immune
response depends on its initial status, natural decline, stimulation leading to an enhanced response,
and damage caused by the harmful object. Finally, the relative characteristic of the damaged organ
depends on the density of the harmful object and its natural degeneration. Then the dynamics of
the system is represented by differential equations [24]:

dP 2
—= fP- yIP- f,P

%= pu— ol+bIP- nyIlP

, (14)

where: P(t)—density of harmful objects, I(t)—immune status of the system, f—growth rate
coefficient of the harmful object, y—decay rate coefficient of the harmful object due to its
interaction with the immune system of the network, and f,_coefficient of intraspecies interference
of harmful objects. y—growth rate of the immune system, a—coefficient of its natural decay rate,
b—stimulating growth rate of the immune system due to its interaction with harmful objects, n—
coefficient of its decay rate due to interaction with a harmful object. a—coefficient of growth rate of
the damaged node due to a harmful object. This is nothing more than a system of equations of the
“predator-prey” type.

— ofi
1} o .
cod = " "
il Corman 3 o | 1=} w 5
— b - o - L ..
= I o " _— e
= Ll a —
i - —_— - i &+ | o
i o & L r -
— 1 ¥ e Ha
u r = || w— * ==}
- - - . -
_____ i L ety T
rra rara v} 1} o0
[
s, !
——— == — - — - L
i » o = axer
e I + =i - 3 —era
| s ( of P o] m y i -
- k - L - h|
—a - — = ety i "
- - ——1 o
F o 3 . T Y,
" v ol L o |
" o i - d - - - o I+ o T
[ " = e RS ¥ —a ] ¥
w o e - U= i 7 P, - =i LN o ety -
...... 1 f— E 1] " I
mi% - I b & "' :1- - I e [P i -
- b r
W " — 4 1= —vye U — —
— o | e Y — — 3 ——— nm 1 i
" — i = S i " - o R
..... » i ' ol —
1k o - b i
. " o N || — .
= | o - | + £ = e i
. L K o "Rl = " " M - = ;
L1 = | i . | | ==am
- e 1= e nl o - : o
e — - " - r
W (™} et w— * ki .- "
— s ¢ Jof— | ¥ et | B B 1 e bl e
w me S v e - ! r e B
s ey | | g oy R ——
* = b e | . B N i m i o ol
; vt 1 i | ey
w e P
- + - L
i W W
" "= = "
— - ¥ — g n "
P of e o of — I . -
= el e — ! . 2
= mi =

Figure 4: Block diagram of the phase portrait program in Multisim, taking into account the attack
block

The results of the program are shown in Figures 4-7.
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Figure 6: Phase portrait of the protection system against user interaction parameters in the
absence of influence

Phase portraits of the protection system are shown in Figure 7.
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(a) — dynamics of the protection (b) — dynamics of the protection
index without external attacks index under external attacks

Figure 7: Amplitude of oscillations of the protection system in the presence of influences: a —from
the parameters of influences—0.3 per (13); b—maximum value of the amplitude of influence

Phase portraits of the protection system are shown in Figure 8.
The results demonstrate the system’s capability to maintain stability even in the presence of
destabilizing factors.
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Figure 8: Phase portrait of the protection system: a—from the parameters of influences—0.5 per
(13); b—maximum value of the amplitude of influence

4. Discussion of the results of the study of the level of protection of
the computer’s information space

The proposed methodology allowed us to consider the computer protection system as a dynamic
nonlinear system, where the security level is described by a system of differential equations. Unlike
traditional approaches, which mostly focus on individual aspects (antivirus protection,
cryptographic algorithms, or access policies), the proposed model integrates the influence of key
factors, including authentication, auditing, firewall operation, backup, and software and hardware
failures. The results of analytical and numerical modeling showed that even under conditions of
weak nonlinearity, it is possible to obtain quantitative characteristics of the influence of factors on
the level of security. The constructed phase portraits confirmed the stability of the system in the
working range of parameters, as well as the absence of bifurcations, which indicates the stability of
the proposed approach.

A comparison with existing works indicates the novelty of the results. In particular, studies [ 25]
considered stochastic attacks and predictive control for cyber-physical systems, but there is no
analysis of the influence of internal computer parameters on system stability. In [26], machine
learning methods were applied for situational awareness, but without mathematical formalization
of the interaction of factors in the form of differential equations. The proposed model allows
combining mathematical rigor with the practical possibility of assessing the impact of parameters
in real time, which confirms its potential for use in monitoring and adaptive protection control
systems.

The obtained phase portraits confirm the stability of the system and the absence of bifurcations
in the working range of parameters (Figures 5, 7). This indicates the stability of the system.

Overall, the proposed methodology not only demonstrates the feasibility of representing
computer protection as a dynamic nonlinear system but also opens avenues for extending this
approach. The integration of fuzzy cognitive modeling and probabilistic methods makes it possible
to incorporate stochastic and weakly formalized factors, including user behavior, social engineering
techniques, and random hardware or software failures. This provides a foundation for creating
hybrid models capable of adaptive decision-making in real time. Consequently, the presented
results can be viewed as a step toward developing universal frameworks for assessing and
improving the resilience of information security systems across both standalone computers and
complex network infrastructures.
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5. Conclusion

The study proposed and analyzed a methodology for assessing the level of computer security by
representing the system as a set of nonlinear differential equations. The developed model
integrates both external and internal factors of influence, including user authentication, auditing,
firewall operation, antivirus protection, software and hardware failures, and data leakage processes.
Numerical modeling carried out in MATLAB and Multisim demonstrated that the system maintains
stability within its operational range, even under destabilizing influences.

The main findings of the study can be summarized as follows:

1. A system of nonlinear differential equations has been developed to assess the level of
computer security.

2. It has been established that the protection system remains stable even under conditions of
maximum external influences within the operating range of parameters.

3. The obtained graphical interpretations (phase portraits and dependencies of the protection
index on parameters) allow quantitative assessment of the influence of factors on the level
of security.

4. The proposed methodology can be used to monitor and improve the effectiveness of
information protection systems in personal computers and network environments.

Unlike traditional approaches that address only isolated aspects of computer security, the
methodology presented in this work allows for a holistic evaluation of the computer as a dynamic
nonlinear system. This novelty ensures higher diagnostic accuracy and the possibility of
identifying critical parameters that most significantly affect the level of protection.

The practical significance of the study lies in its potential application for real-time monitoring
of computer security, early detection of cyberattacks, and prediction of their consequences.
Moreover, the model can serve as a foundation for developing intelligent decision-support systems
in the field of information security.

Future research should focus on extending the model to strongly nonlinear regimes,
incorporating hybrid types of threats such as combined DDoS and social engineering attacks, and
integrating the proposed methodology with machine learning algorithms to enable adaptive
security management.
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