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Abstract
This paper addresses the challenge of detecting multi-vector attacks in Internet of Things (IoT) networks  
by  leveraging  Graph  Attention  Networks  (GAT).  A  novel  method  is  proposed  for  modeling  IoT 
infrastructure as a weighted directed graph that captures not only the physical topology but also logical 
relationships and dynamic interactions between devices. Nodes represent heterogeneous IoT elements — 
including  end  devices,  routers,  and  gateways  —  while  edges  denote  communication  channels  with  
assigned weights  based  on telemetry  features.  The  method introduces  a  structured  representation  of 
telemetry  in  the  form  of  feature  vectors  extracted  from  time-series  data,  enabling  the  detection  of  
behavioral  deviations  at  both  node  and  network  levels.  Multi-vector  attacks  are  formalized  as 
transformations of the graph’s structure and dynamics, allowing for the analysis of complex propagation 
chains involving devices,  links,  and control nodes.  A GAT-based architecture is  developed to process  
these representations, applying attention mechanisms to identify relevant contextual dependencies in the 
graph.  The  proposed  detection  pipeline  consists  of  a  telemetry  converter,  an  interpreter  for  node 
classification, and a training module based on binary cross-entropy loss.  Experimental  validation was 
conducted  using  real-world  datasets,  covering  a  wide  range  of  attack  scenarios  and  device  types. 
Comparative  analysis  with  other  graph-based  methods  (GCN,  GraphSAGE,  GAE)  demonstrates  the 
competitiveness of GAT in terms of accuracy, F1 score, and ROC-AUC — achieving a ROC-AUC of 0.955 
while maintaining interpretability and scalability.
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1. Introduction

Internet of Things (IoT) devices are widely used in smart homes [1,2], agriculture [3,4], logistics 
[5,6], healthcare [7,8], city infrastructure [9,10], and for monitoring environmental parameters [11-
13], enabling real-time interaction between the physical and digital levels. The rapid growth of the 
IoT  has  led  to  the  formation  of  heterogeneous,  dynamic  environments  with  limited-resource 
devices, open interfaces, and minimal protection. This makes such systems vulnerable to multi-
vector  attacks  that  exploit  various  layers  —  from  end  nodes  to  routing  and  control  logic. 
Traditional  detection systems based  on signatures  or  anomalies  often prove  ineffective  due  to 
delays in creating new signatures, a lack of labeled data, and frequent changes in topology. To 
overcome these limitations, machine learning-based approaches are a promising method. Machine 
learning methods have become widespread in various fields, including materials science [14–18],  
medicine [19–21], financial analytics [22–24], engineering [25–27], and cybersecurity [28–30].
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Approaches  to  detecting  intrusions  in  IoT  networks  increasingly  rely  on  deep  learning.  A 
promising direction is the use of graph neural networks (GNNs). Among them, graph attention 
networks (GAT) provide selective aggregation of information from neighboring nodes. This paper 
proposes a GAT-based model for detecting multi-vector attacks in IoT networks by combining 
graph representations with device  telemetry.  The method formalizes  both physical  and logical 
topologies to detect anomalies in nodes and interactions between devices using real IoT data with 
attack scenarios.

2. Overview of detection and protection methods

To  develop  an  effective  approach  for  detecting  multivector  attacks  in  IoT  networks,  existing 
research in this field has been analyzed. 

In the article [31], the authors propose the Top-K Similarity Graph Framework (TKSGF) for 
detecting  intrusions  in  IoT  networks.  Unlike  traditional  graph  methods  based  on  physical  
connections, TKSGF constructs graphs based on Top-K attribute similarity, which improves node 
representation. GraphSAGE is used as a GNN model for scalable training. The influence of graph 
directionality, K value, and GNN architectures is investigated. Experiments on the NF-ToN IoT and 
NF-BoT IoT datasets show that TKSGF outperforms traditional ML methods and other graph-based 
approaches in terms of accuracy and robustness. In the paper  [32],  the authors propose a new 
approach to detecting intrusions in IoT networks by combining Self-Supervised Learning (SSL) and 
Markov Graph Convolutional  Network (MarkovGCN).  This  approach allows for  effective  work 
with unbalanced data and new attacks with a small number of samples. SSL reduces dependence on 
large  labeled  sets,  while  MarkovGCN detects  network  structures  and  enriches  node  and  edge 
features  with  context.  Experiments  on  the  EdgeIIoT-set  dataset  showed  high  performance 
(Accuracy – 98.68%, Precision – 98.18%, Recall – 98.35%, F1 – 98.40%), outperforming traditional ML 
methods. In the article [33], the authors analyze current methodologies for labeling network data in 
the field of cybersecurity, emphasizing that most open datasets quickly become obsolete due to 
changes  in  attacker  behavior  and the  complexity  of  the  labeling  process.  Common automated 
methods generate  synthetic  traffic,  hiding key features  for  distinguishing between normal  and 
malicious activity, while approaches involving non-experts are limited by data quality and volume. 
The authors emphasize the need to develop a consistent labeling methodology for the continuous 
creation  of  representative  datasets,  which  is  critical  for  the  implementation  of  new  ML  and 
statistical threat detection methods.  In the study [34], the authors propose a new approach to IoT 
security, using a graph algorithm to build a network model and then evaluate it using a GAT-based 
intrusion detection system (IDS). This approach allows for the complex interrelationships between 
IoT nodes to be taken into account. The NSL-KDD dataset was used to evaluate effectiveness, and 
the  analysis  was  performed  using  key  metrics:  F1-score,  Recall,  Accuracy,  and  Precision.  The 
results confirmed the high accuracy, scalability, and stability of GNN-IDS in countering modern 
threats in IoT systems.

The article [35] creates an optimized Long Short-Term Memory (LSTM) model for detecting 
anomalies in network traffic using three hyperparameter optimization methods: Particle Swarm 
Optimization (PSO), JAYA, and Salp Swarm Algorithm (SSA). The NSL-KDD, CICIDS, and BoT-IoT 
datasets were used for the study. Performance was evaluated using the metrics Accuracy, Precision, 
Recall,  F-score,  TPR,  FPR,  and  ROC.  A  comparative  analysis  showed  that  SSA-LSTMIDS 
outperforms other models on all three datasets, demonstrating the best accuracy and the lowest  
false positive rate. The article [36] proposes an improved system for detecting intrusions in IoT 
networks based on Self-Attention Progressive Generative Adversarial  Network (SAPGAN).  The 
proposed approach involves collecting IoT data, preprocessing it with local least squares to recover 
missing  values,  and  selecting  optimal  features  using  a  modified  War  Strategy  Optimization 
Algorithm (WSOA). Based on the selected features, traffic is classified as “Anomalous” or “Normal.” 
Testing  on  various  types  of  attacks  (flood,  DDoS,  brute  force,  etc.)  showed  that  SAPGAN 
outperforms traditional models in accuracy by 18–27% and reduces computation time by 13–26%. In 



the  article  [37],  the  authors  propose  a  hybrid  deep Attention-CNN-LSTM model  for  detecting 
intrusions in networks, which combines Convolutional Neural Networks (CNN), Long Short-Term 
Memory (LSTM), and a self-attention mechanism to extract the most informative features. CNN is  
used to extract spatial features, while LSTM is used to model temporal dependencies. Testing on 
the NSL-KDD and Bot-IoT datasets showed an accuracy of 94.8–97.5%, improving MCC and F1-
score. The study confirmed the contribution of each component, especially the attention layer. The 
model  provides  processing of  over  1,200 records/s  with a  delay of  less  than 35 ms,  making it  
suitable  for  high-traffic  environments.  In  the paper  [38],  the  authors  propose  an  IoT-enabled 
Cyberattack Detection System (IoT-E-CADS) for detecting cyber threats in smart energy metering 
infrastructure using machine learning methods. The two-level system first applies the Isolation 
Forest algorithm to detect anomalies and attacks in real time, and then the Decision Tree algorithm 
to identify cyberattacks and false data injections. The developed device was tested at Quantanics  
TechServ Pvt.  Ltd.  (India)  with  10 smart  meters,  where it  successfully  detected two simulated 
attacks. The system achieved 95% accuracy, demonstrating its effectiveness for commercial use.

The article  [39] presents a new network intrusion detection system (NIDS) based on graph 
neural networks, specifically the E-GraphSAGE model. The authors justify the use of GNN in this 
field by the fact that network traffic flows are naturally represented in the form of a graph, which 
allows  for  effective  consideration  of  both  the  structural  connections  between  nodes  and  the 
characteristics  of  the  connections  themselves.  The proposed approach allows for  simultaneous 
consideration of network topology and the characteristics of connections between devices for more 
accurate detection of intrusions in IoT environments. Based on the results of experiments on four 
relevant  datasets,  the  model  demonstrated  superiority  over  modern  methods  in  terms  of  key 
classification  metrics.  The  results  confirm the  effectiveness  of  GNN in  anomaly  detection  and 
highlight the promise of further research in this area.

The  article  [40]  discusses  the  problem of  detecting  network  intrusions  in  Edge Computing 
environments,  where  traditional  methods  often  prove  ineffective  due  to  the  complexity  and 
dynamism of network data. Although graph neural networks  show potential in this area, most 
existing solutions are based on simplified graph construction methods that do not reflect the real  
behavioral  relationships  between  nodes.  This  leads  to  overfitting,  limited  extraction  of  graph 
information, and reduced classification accuracy,  especially in multi-class scenarios.  To address 
these  shortcomings,  this  paper  proposes  the  BS-GAT  method,  a  graph  neural  network  with 
attention that  takes into account the behavioral  similarity between nodes.  A new approach to 
graph construction is proposed, which integrates the weights of behavioral connections into the 
attention mechanism, allowing for more effective consideration of both structural and contextual 
information. The results of experiments on modern datasets confirm the effectiveness of the model: 
in  binary  classification,  all  key  metrics  exceed  99%,  and  in  the  multi-class  case,  the  accuracy 
exceeds  93%,  which  indicates  a  significant  advantage  of  the  proposed  approach  over  existing 
solutions.  The study [41] addresses the issue of intrusion detection in Internet of Things (IoT) 
networks,  where  the  high  complexity  and  heterogeneity  of  the  environment  pose  significant 
challenges for building effective protection systems. Although graph-based deep learning methods 
are already showing promise in the field of cybersecurity, most existing approaches form graphs 
based on physical connections, which does not always adequately reflect the relationships between 
nodes. This paper proposes a new concept, the Top-K Similarity Graph Framework (TKSGF), in 
which the graph is constructed based on the similarity of node attributes rather than physical 
connections.  The GraphSAGE model  is  used to extract  node representations,  which allows for 
scalability.  Study  [42]  investigates  the  problem of  automatically  detecting  malicious  outbound 
traffic from IoT devices. The authors tested several combinations of neural networks (CNN, LSTM, 
CNN-LSTM) on  KDDCup99,  NSL-KDD,  UNSW-NB15,  WSN-DS,  and  CICIoT2023  datasets.  The 
CNN-LSTM configuration performed best — achieving up to 96% accuracy and 0.94 F1 score with 
low false positive rates. The authors note that combined spatial and temporal feature extraction 
ensures stability even in the presence of data imbalance, though highly resource-intensive models  
may be difficult to deploy in edge scenarios.



The authors of [43] proposed a fuzzy inference-based network traffic analysis system that uses  
only packet headers for classification (no payload). They defined nine linguistic variables and a set  
of if-then rules for TCP-SYN flood and other attacks. Results show high classification effectiveness: 
outperforming traditional binary fuzzy methods while reducing the load on network infrastructure. 
However, the solution has scalability limitations for complex attacks and requires enhancement of 
the rule knowledge base. In [44], the issue of network attack detection in cyber-physical systems is 
addressed using rule-based logical neural networks. The authors implemented an IDS solution that 
analyzes multivariate time series from sensors directly through a combination of logical rules and 
neural elements. The model is adapted to heterogeneous cyber-physical environments and showed 
higher classification accuracy compared to traditional statistical and rule-based approaches. In [45], 
a method for anomaly detection in IoT device traffic is proposed based on a modified Z-index,  
which does not require model training or labeled data. The approach builds a profile of normal 
device behavior, uses median and MAD for noise and outlier resistance, and applies exponential 
smoothing and cumulative deviation indices to detect both short- and long-term anomalies. The 
practical  implementation  with  generated  logs  (4804  devices)  showed  up  to  91%  accuracy  for 
interval-based anomalies, with an average F1 score ≈ 0.86. The method is attack-type independent, 
operates  in  real-time,  and  is  suitable  for  resource-limited  devices.  A  weak  point  remains  its 
sensitivity  to  recurring  patterns,  which  are  difficult  to  detect  without  additional  contextual 
analysis.

3. Formalization of IoT network structure and attack vectors in the 
form of a graph

Present a system for detecting multi-vector attacks on an IoT network in the form of a graph that 
formalizes its topology, functional relationships, and the dynamics of interactions between devices.  
This approach will allow for the effective use of graph attention networks (GAT) for analyzing 
traffic structure,  detecting  anomalies,  and modeling potential  attack vectors.  Figure  1  shows a 
general scheme of the mesh IoT network and attacks on the network. 

Figure 1: Presentation of the general scheme of the mesh IoT network and attacks on the network.

Based on the presented mesh topology, the IoT network is described as a directed weighted 
graph:



G=(V , E , A , X ,W ) (1)

where each component performs its function in the graph structure. The set of nodes is denoted 
as V, the set of edges as E. 

For analytical modeling, the following additional components are added:

• X∈ R|V|×d – a matrix of node features, where is the number of descriptors or parameters 
describing each node

• A∈ {0,1}|V|×|V|
 –  a  binary  adjacency  matrix  indicating  the  presence  or  absence  of  a 

connection between nodes

• W :E→R+ – a weight function on the edges that specifies the strength or priority of the 
connection between nodes

The set of nodes V in the graph model of the IoT network includes three categories of elements:  
end devices  V ED,  routers  V R and critical network nodes  V R.  The  V ED group includes sensors, 
actuators and other devices that generate or consume data – they are the most numerous and  
vulnerable to attacks. V R nodes are responsible for routing traffic between end devices and higher 

levels of the network, forming the main framework of the mesh structure. V C nodes, in particular 
C1, act as data concentration points or gateways connecting the local network with analysis and 
management systems. This structure allows you to model functional relationships and risk areas 
within the framework of detecting multi-vector attacks. 

The nodes are divided into three functional groups:
• V ED – end devices ed1 , ed2 ,…,edn
• V R – routers R1 , R2 ,…, Rn
• V C – controllers (control units / gateways) C1

Let's write the total set of nodes:

V=V ED∪ V R∪ V C (2)

The set of edges E represents all possible connections between network nodes and reflects both 

the physical and logical topology of interactions. Each edge eij=(υi , υ j)∈ E reflects the transfer of 

information or  control  commands from node  υi to  node  υ j To describe  different  directions  of 
interaction in the IoT system, the set of edges is divided into two disjoint subsets - internal and  
external connections.  E int – internal connections between nodes within the IoT segment  Eext – 

external logical connections from V C controllers to external systems, such as a control center or 

ML module.  Physical  edges  within  E int can be  implemented via  wireless  technologies  such as 

ZigBee, BLE, LoRa or other low-power protocols.  Eext edges, on the other hand, operate over IP-
oriented  protocols  (e.g.,  MQTT  or  HTTPS)  and  connect  controllers  to  cloud  infrastructure  or 
higher-level systems. This separation allows us to separate local (network) interaction channels 
from channels  leading to  external  objects,  including interfaces  to  cloud systems,  gateways,  or 
control controllers. Formally, this is specified as follows:

E=E int ∪ Eext , E int∩Eext=R (3)

Thus, the set  E includes both local routes that provide telemetry and command transmission, 
and global channels through which integration with the outside world is implemented.

The interaction between the nodes of the set V is implemented through directed edges of the set 
E, which form routes for transmitting data, commands, and control logic within the network and 
outside. The end devices V ED generate telemetry, which is transmitted to the routers V R through 
the edges:

eij∈ E int ⊆ V ED×V R (4)



To display the logical connections of the IoT network with external information systems, a set 
of logical (non-physical) nodes is introduced:

V ext={υext
1 , υext

2 ,… ,υext
n } (5)

where υext
n  are nodes such as a ML engine for data processing, a security event control center  

(CHCC), a cloud storage, or a central telemetry collection server. They are not part of the physical 
topology of  the  IoT segment,  but  act  as  endpoints  for  logical  communication  channels.  Thus, 
external edges are defined as:

E int ⊆ V CV ext (6)

That implement the transition from IoT protocols to IP-oriented technologies. In the reverse 
direction, control commands can flow through V C and V R to the actuators in V ED. Thus, the edges 
in the graph not only reflect physical or logical connections, but also determine the permissible 
paths for  data  circulation between network subsystems,  taking into  account  the limitations  of  
protocols, topology and security policies (Figure 2).

Figure 2: Graph representation of a mesh IoT network.

Based on the  formalized  model  of  the  IoT network,  a  directed  graph was  constructed  that 
reflects both the functional structure of the system and potential attack vectors.

The graph defines three main categories of nodes: end devices, routers, a central controller, as 
well as external components — a machine learning (ML) module and a control center (Control 
Center). The connections between nodes model data transmission channels, routing, and control 
commands.

The nodes under attack are marked in red in the graph:
• ed2 — a compromised end device from which false data can be injected or an attempt to  

spread malicious traffic is made
• R2 — a router that is the target of a DoS attack or route manipulation (redirecting traffic 

through itself for further control)
• C1 — a network controller potentially affected by a policy change or infiltration
In addition to the nodes, the edge between nodes  R1 and C1 is also highlighted in red, which 

symbolizes the attack vector on the communication channel. Such an attack can be implemented as 
traffic interception, injection of forged packets, or delay/blocking of messages transmitted from the 
router to the controller.



Within  the  graph  model  of  the  IoT  network,  each  attack  vector  is  considered  as  a 
transformation of the basic structure of the graph G  that describes the current state of the system. 
In this graph, the node set  V includes all devices in the network, the edge set  E represents the 

directed links between them, the matrix X∈ R|V|×F contains the numerical attributes of each node, 

the adjacency matrix A∈ R|V|×|V| reflects the presence of links, and the vector W ∈ RF (specifies 
the weights or importance of the edges (for example, bandwidth or channel reliability). Each attack 
vector α k is a targeted action that modifies one or more of these sets, leading to a new state of the  

network G , potentially unstable or vulnerable.
In IoT systems, attacks are almost never limited to a single vector of influence. Due to the 

complexity of the topology, the branched network structure, the presence of diverse device types,  
and  the  multi-level  control  model,  security  breaches  often have  a  combined  nature.  Attackers 
employ multiple  strategies  – either simultaneously or  sequentially – by targeting end devices, 
routers,  communication channels,  and control  nodes.  This  defines the category of  multi-vector 
attacks.

A multi-vector attack involves several  directions of  influence that reinforce each other.  For  
instance, compromising a sensor may enable influence over a router, which in turn may provide  
access  to  the  gateway.  Such chained  effects  are  extremely  difficult  to  detect  when events  are 
analyzed in isolation. Therefore, an integrated model is required that can formalize both individual  
vectors of influence and their combinations. With in the proposed model, three fundamental types 
of attack vectors are distinguished:

αmulti=αED+α c h+α ctrl (7)

Where  αED denotes the compromise of an end device,  α c h represents an attack on the data 

transmission channel, and α ctrl refers to interference with the operation of a controller or gateway. 
In this expression, each component corresponds to a specific functional domain of the IoT network.  
Collectively, they model a chain attack, which may begin, for example, with the compromise of an 
end device and culminate in the takeover of the system’s control logic.

A matrix representation was used to analyze impact scenarios. This approach made it possible  
to  formalize  the  relationships  between  all  network  components  and  assess  the  intensity  and 
direction of impact. It also made it possible to identify critical escalation paths.

M a=(m j) ,mi , j∈ ΩED ,c h ,ctl i , j=1…n (8)

where M α is the mutual influence matrix within the IoT system. 
Each  element  of  this  matrix,  m_(i,j),  reflects  the  presence  and  type  of  influence  between 

component F i and F j. If influence exists, it is defined by a type from a predefined set that includes 
the three main categories of attack vectors. Thus, the matrix not only captures the existence of  
interactions but also classifies them according to the source of the attack.

Ω=Ωed ,Ωc h ,Ωctrl (9)

The Ω set represents three main categories of attack vectors within an IoT network. Ωed refers 
to compromises targeting end devices (sensor data tampering, data injection, malware installation).  
Ωc h refers to  attacks on communication channels  (packet  interception,  traffic redirection).  Ωc h 
covers manipulations targeting control blocks or gateways. Each subset reflects a separate level of 
impact.  This  allows for  the  formalization of  escalation  scenarios  at  different  levels  of  the  IoT 
system.

Each subset covers typical attack operations at the corresponding level – from data interception 
to manipulation of  control logic.  To provide a more detailed view of the components,  a block 
structure of the IoT system was introduced.



(10)

The  matrix  M IT describes  the  modular  structure  of  the  IoT  system,  where  each  logical 

subsystem  F i consists  of  a  set  of  subcomponents  F i , k,  where  i=0. . N IT.  The number of  such 

subsystems is  defined by the  parameter  N IT,  which represents  the  total  number  of  functional 

blocks in the network. In turn, A IT , i denotes the set of compromised areas, formed as a union of all 

locally affected components that belong to the corresponding F i. The resulting impact matrix can 
be expressed as:

M r=( mr ,1,1 ⋯ mr ,1 , N VP

⋮ ⋱ ⋮
mr ,1 , N IT ,1

⋯ mr , N IT , N VP

) (11)

where mr , i , j is a numerical or logical estimate of the impact from the i-th element on the j-th 

object, N IT is the number of logical subsystems, and NVP is the number of vulnerable objects in the 
system. 

This formalization reflects the structure of  risks  and allows building an automated analysis 
system that identifies nodes with the highest number of incoming and outgoing connections. It also 
assesses critical attack propagation paths and supports scenario testing for protection mechanisms.  
Representing a multi-vector attack as a graph allows us to move from an intuitive description to a 
formalized  model.  This  model  covers  the  structural  and  behavioral  characteristics  of  an  IoT 
network.  Such  formalization  is  a  basic  prerequisite  for  creating  an  effective  mechanism  for 
detecting and responding to complex compromise scenarios.

4. Telemetry modeling and feature extraction

To link the formal topology with the actual dynamics of events in the network, we introduce the 
set T,  which represents telemetry data describing the current parameter values of devices in the 
network over a given time period. This telemetry serves as the primary source of information for 
constructing feature vectors  xi, evaluating node states, and identifying behavioral anomalies. We 
define the set T as follows: 

T={T i|υi∈ V } (12)

where each T i is a time series of measurements for node υi and has the following form:

T i={t i1 , t i2 ,…, t iτ }, t ik∈ Rd (13)



where τ  is the number of time points, and d is the number of parameters (features) recorded by 
the device at each time step k; for example, RSSI, CPU load, latency, battery level, etc. 

These time series reflect the behavior of devices in the network and form the foundation for  
constructing  node  feature  vectors  xi,  analyzing  network  state,  and  detecting  anomalies  using 
statistical methods and the model. Since the set  T contains dynamic elements, we do not use the 
entire  series  but  only  selected  fragments  within  a  fixed  time  interval  [ta , tb],  introducing  a 
temporally localized subset of telemetry:

(14)

The description of the set of telemetry vectors T [t a , tb] provides information about the behavior of 
each node in the IoT network within the specified time interval. It allows for the assessment of 
both local and global changes in network state, detection of deviations in device parameters, and 
construction  of  a  structured  model  G[t a , tb] used  for  anomaly  detection.  The  feature  vector  xi 

summarizes the telemetry data of node υi∈ V  over the interval [ta , tb], characterizing its functional 

state based on metrics  t i
k. It serves as input to the GAT model used for analyzing and detecting 

anomalies.

xi=[ RSSI
LATENSY

POWER LIMIT
CPU
…

]∈ RM (15)

The content of  the feature vector  xi depends on the type of  node and the set  of  available 
telemetry metrics. It may include parameters such as RSSI, latency, CPU usage, packet loss, power 
consumption, battery level, queue size, or other device state indicators. If needed, the feature set 
may also  include  latent  characteristics  obtained using an autoencoder  or  other  dimensionality 
reduction techniques. The features are formed based on aggregated telemetry values over the time 
interval [ta , tb], for example, by calculating the mean, variance, maximum, or trend.

The structure of the graph G[ta , tb] ,, which represents the relationships between nodes of the IoT 

system within the specified time interval, is constructed by forming the edge set E⊆ V ×V , where 
each edge ei , j=(υi , υ j ) denotes the presence of a data transmission channel or logical interaction 

between devices υi and υ j. Using the adjacency matrix A ij, we represent the structure of the graph 
required for computations in the GAT model, allowing us to define the connections between nodes 
and control the flow of information within the neural network.

A ij={1 ,  if there  exists  an  edge ei , j∈ E  between  nodes υi  and υ j
0 ,otherwise

(16)

A ij=1 indicates that node  υi transmits information and  υ j receives it during neural network 

computations. To provide a more accurate description of node interactions, a weight matrix 

W ∈ Rn×n is introduced, where the weight W ij represents the degree of influence from node υ_i 

to υ j:

W ij={link metric if (υi , υ j)∈ E )
0 ,  otherwise

(17)



The weight value is  based on the characteristics of the data transmission channels and the 
behavioral parameters of the node.

For the generalized representation of node  υi, obtained after passing through n layers of the 

GAT, we define the vector  hi xij. It integrates the local behavior of the node (telemetry, features) 
and the structured context (interactions with neighboring nodes and their features).

hi
(n+1)=σ( ∑

j∈ N ( i )
aij

(n )W (n )h j
(n )) (18)

At each GAT layer, the new representation of node υi at level n+1 is computed as a nonlinear 
representation of the weighted sum of its neighbors’ features. Aggregation weights are determined 
using the attention mechanism, which dynamically defines the importance of each node υ j∈ N ( i ) 
in the context of  υi. The evaluation mechanism is activated by a nonlinear function σ (ReLU або 

ELU), and aij
(n ) defines the attention coefficient of node υ j with respect to υi.

The threshold value θ for anomaly decision-making can be either fixed or adaptive. In certain 
scenarios, it is appropriate to use statistical or quantile-based approaches that take into account the 
current distribution of scoring values in the network. This enables better adaptation to changing 
system conditions. The interpreter makes the anomaly decision for the representation of node υi 
according to the algorithm described below.

Algorithm 1 Workflow inference-based anomaly detection 
using GAT-interpreterRequire:Graph representation 
G=(V , E , X ) ,GAT−generated node embeddings hi∈ R

dEnsure:Anomaly detection result y i∈ {0,1} for each node υi∈ V1: Begin2: Input data preprocessing3:Extract telemetry T [ta , tb]  and compute embedding hi via trained GAT model4: Score calculation5: For each node υi∈ V , compute anomaly score:6: si=hi ,C i7: Where C i – local or global context (e.g., neighborhood deviation)8: Threshold estimation9: Determine adaptive or static threshold θi using statistical rules:10: e.g. θi=μs+ λ ∙σ s11: Decision rule12: if si>θi  classify node υi  as anomalous :13: y i=1(anomaly)14: Else y i=0  (normaly)15: Output classification vector y⃗=[ y1 , y1 ,…, y1n]16: End



The decision-making algorithm implements the classification rule for the behavior of network 
node υi, based on the feature vector hi generated after passing through the GAT block. A scoring 
function is used to produce a numerical value s_i that reflects the degree of deviation in the node's 
behavior in the context of its neighbors. The decision is made by comparing s_i with an adaptive or 
fixed threshold  θi,  calculated using statistical rules as  θi=μs+ λ ∙σ s.  As a result, a classification 

label  y i∈ {0,1} is assigned, where 1 indicates an anomaly and 0 corresponds to a normal node 
state.

The GAT model is refined by adjusting its parameters based on the observed behavior of nodes  
in the IoT network. Training is performed iteratively as follows: at each step, the network receives 
input feature vectors xi and generates corresponding representations hi, which are then analyzed 
by  the  interpretation  module.  The  obtained  results  are  compared  against  expected  labels  or 
statistical references.

Algorithm 2: Workflow training module for GAT-based 
anomaly detectionRequire:Graph structure G=(V , E , X ), telemetry dataset T [ta , tb] initialized GAT modelEnsure:Trained GAT model with optimized parameters W ,aij1: Begin2: Preprocess telemetry data T [t a , tb] to generate node features 
X={x1 , x2 ,…, xn }3: Construct graph G=(V , E , X )4: Initialize GAT model parameters W and attention weights 
aij5: for each e∈ {1 ,…, E } do6:      for each node υi∈  do 7:               Compute node embedding hi using GAT8:               Infer anomaly score or label y i9:      end for10:    Compute loss L(h,y) (binary cross-entropy)11:    Back propagate gradients and update W, aij12: end for13: Output: Trained GAT model14: End

To optimize the model parameters, a binary cross-entropy loss function  L(h,y) is used, which 
allows for an accurate assessment of the discrepancy between the predicted and expected anomaly 
values at each training step.

Figure 3 presents the proposed architecture of the GAT-based anomaly detection model for IoT 
networks. It is built upon the coordinated interaction of three core components: the converter, the 
interpreter, and the training module. Input data in the form of telemetry T [t a , tb] enters the system 

through a data collection pipeline. The converter generates a feature vector  xi that reflects the 
functional state of the node within the specified time interval. The interpreter then constructs the 



representation hi using the attention mechanism, which takes into account both the node’s local 
features and the structure of its neighborhood in the graph. This representation is passed to the 
training module, which estimates the probability of anomalous behavior and optimizes the model 
using the loss function.

Figure 3: Architecture of the GAT model.

The simulation results  demonstrate  that  combining the structural  representation of  the IoT 
network with telemetry interpretation via  a  GAT model  enables  the construction of  a  flexible 
mechanism for detecting complex, multi-vector attacks.

5. Evaluation of the effectiveness of the method

In the course of the experimental modeling, both publicly available and synthetically generated IoT 
datasets were utilized. Public datasets such as UNSW BoT-IoT were used at the initial stage for 
baseline evaluation,  while  a  custom-generated dataset  was  employed to  simulate  ZigBee-based 
telemetry from low-power IoT devices.  The synthetic data included frame-level attributes (e.g., 
RSSI, LQI, sequence number) and was created using a controlled Python-based simulation pipeline. 
The datasets cover a wide range of parameters including wireless signal characteristics, device-
level  metrics,  behavioral  anomalies,  and  logical  communication  patterns,  and  include  labeled 
instances  of  various  attacks  such  as  DoS,  spoofing,  scanning,  privilege  escalation,  and  data 
poisoning.

For the purposes of this study, each dataset was preprocessed and transformed into a graph-
based format, where nodes represent IoT devices and edges represent communication channels 
(physical  or  logical).  Node attributes include both telemetry data and signature-based features, 
which serve as input to the graph neural network.

Figure  4  illustrates  the  sequential  transformation of  raw IoT telemetry  into  feature  vectors 
suitable for processing by graph neural networks. The first block contains raw dataset values such 
as CPU, RAM, network traffic, protocol, and class labels. 

The second block shows the normalized form of the feature vectors xi, corresponding to the first 
level  of  preprocessing:  percentage values of  CPU and RAM were converted to numerical  form 
(from 0 to 1), and packet count values were scaled. 



The third block illustrates the formation of hidden-space vectors hi, obtained through a linear 

transformation of the features xi (emulating the weighted aggregation mechanism in GAT). Each 
vector becomes part of the subsequent aggregation process within the device's subgraph.

Figure 4: Sample transformation of raw data into the unified node feature representation.

This  output  represents  the final  result  of  the model’s  forward pass  on a  single  data  batch, 
enabling the computation of the loss function and subsequent training.

Figure 5 shows a visualization of the transition from a time series of network traffic to the graph 
representation of IoT devices.

Figure  5: Visualization  of  the  transition  from  network  traffic  time  series  to  the  graph 
representation of IoT devices.

On the left, the time series of the feature pkt_count (packet count) for individual devices is 
shown; red dots indicate anomalous nodes. On the right, a constructed graph is presented, where  
each vertex corresponds to a device and edges reflect feature similarity in the hidden space. This 
transformation serves as the basis for further processing by the graph neural network.

Figure 6 illustrates the processing results of IoT devices within the graph neural network across  
multiple training epochs. Each row originally corresponded to a single network device at a specific 
point in time. The vectors h1 , h2 , h3 represent the hidden features of the node, formed based on its 
local neighborhood in the graph.



Figure  6: Processing  results  of  IoT  devices  within  the  graph  neural  network  across  multiple 
training epochs.

During the experimental modeling, the model’s classification performance was also evaluated 
based on the learned node representations hi. The model’s ability to correctly determine whether a 
node  belongs  to  the  "normal"  or  "anomalous"  class  within  the  graph  structure  was  assessed. 
Standard classification metrics were used for this purpose: accuracy, recall, precision, F1-score, and 
ROC-AUC — the latter capturing model stability under varying decision thresholds. 

A comparison of four graph-based models was performed, namely GCN, GraphSAGE, GAE, and 
the proposed GAT. The results of the performance comparison are presented in Table 1 and Figure 
7.

Table 1
Comparative evaluation of GNN models on IoT anomaly detection task

Model Accuracy Precision Recall F1-Score ROC-AUC

GCN 0.93 0.9 0.94 0.92 0.95

GraphSAGE 0.927 0.89 0.89 0.91 0.94

GAE 0.918 0.88 0.91 0.89 0.92

GAT 0.925 0.89 0.93 0.91 0.955



Figure 7: Performance comparison of four graph-based models: GCN, GraphSAGE, GAE, and GAT

The  GCN  model  demonstrates  an  accuracy  of  0.93  and  an  F1-score  of  0.92,  indicating  its 
effectiveness in tasks with clearly defined classes.  GraphSAGE shows only a slight decrease in 
accuracy while maintaining stable recall and precision values. GAE, being an autoencoder-based 
model, underperforms across all metrics but remains suitable for unsupervised learning.

GAT, although ranking second or third across most metrics, achieves the highest ROC-AUC 
value of 0.955.  This highlights its strong ability to distinguish between normal and anomalous 
nodes under varying threshold conditions. These results suggest that GAT has substantial potential  
for analyzing long-term behavioral  trends in network structures,  despite  some decline in local  
classification accuracy.

6. Conclusions

The proposed approach to detecting multi-vector attacks in IoT networks is based on the use of 
graph  attention  networks.  This  allows  for  the  structural  properties  of  the  network  and  the 
behavioral  characteristics  of  devices  to  be  taken  into  account.  Building  a  graph  model  using 
telemetry  and  structural  connections,  along with  applying attention  mechanisms for  weighted 
aggregation of information, ensures high sensitivity to complex multi-vector attacks. Experimental 
results have shown that the GAT model is capable of effectively detecting attacks. A comparative  
analysis  with  other  GNN-based  models  confirmed  the  competitiveness  of  GAT  in  anomaly 
detection tasks. In future work, the main focus will be on improving the accuracy of the model and 
the value of the F1-score.

Declaration on Generative AI

AI tools were used solely as translation and proofreading aids. All content was originally 
authored by the submitting party.
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