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Abstract
Nowadays, means and services devoted to spreading news, information and opinions on the Internet are in-
creasingly targeted by attacks aimed at inoculating malicious content with the aim of creating harmful effects
on users, such as altering their perception of reality as well as influencing their opinions and choices. Plenty
of promising solutions have been proposed to detect and classify such contents, according to their nature and
scopes. Minor emphasis has been posed on choosing, for specific application contexts, the most effective way to
warn users about dangerous contents. In this paper we first categorize different types of misleading information,
identifying for of them peculiar aspects. Then, we report different methodologies that have been proposed to raise
users’ attention against potentially malicious contents. We argue that different alerting tools provide reasonable
protection in specific contexts while no general solution is still available for guaranteeing users’ security.
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1. Introduction

Recent advances in the ICT have made available a variety of services and tools that enable people to
communicate with a speed and quality never seen before. In addition, new media such as instant mes-
saging, file sharing and social networks, have allowed them to access, exchange and spread information
well beyond the domain of private communications. Nowadays, even individuals are able to reach a
vast audience with self-produced contents aiming at promoting their creativity, beliefs, opinion or their
own “version of facts”.

On one hand, such level of connectivity exposes the users to criminals who try to convince them
to release sensitive/financial information. On the other hand, we are witnessing an uncontrolled
proliferation of information sources that challenge the prominence of traditional channels, without
guaranteeing comparable quality and reliability. This phenomenon has raised numerous concerns as
such an ungovernable and pervasive information flow might undermine the opinion formation process
and the very reality perception among the public.

Regrettably, in recent years, the practice of deliberately disseminating misleading contents has been
increasingly employed by malicious actors such as criminal organization or hostile states, to confuse
and manipulate public opinion in order to pursuit political or economic objectives.

In this regard, the plague of fake news, which has raised the attention of institutions and academia in
recent years (in particular since the COVID-19 pandemics), represents only the ”tip of the iceberg” and
is just one of the different types of manipulative campaigns based on the dissemination of malicious
and misleading content. Other threats are related to the dissemination of propaganda with the aim of
spreading hatred and mistrust in public opinion (e.g. hate speeches) or pushing the most vulnerable and
marginalized individuals towards radical attitudes, that might motivate sensational and violent actions.
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We observe that often the definitions of such contents (i.e., fake news, misinformation and disinfor-
mation) are used interchangeably while, in reality, all these refer to well distinct criminal activities.
Although they are framed within the more general context of information disorder, methods to recognize
and thwart these activities have to cope with their wide variability in nature, form, mean and intents.

Many promising solutions have been proposed to this purpose. For example, detection of hate
speech and radicalization messages mainly leverages opinion mining techniques and emotional analysis,
whereas approaches that have proven to be effective for fake news recognition, range from tracking
suspect contents back to their origin to analyzing their content seeking specific key words and sentences.
Such solutions builds upon well-established technologies such as Deep Learning, Blockchains and
Provenance analysis. Nevertheless, we argue that a comprehensive framework for mitigating the
impact of misleading contents should necessary include mechanisms aimed at involving the public in
the discernment process, with particular regard to those tools that should raise alerts or tag suspect
information to trigger the users’ attention. On this point, we notice that the current literature has not
converged on a well-defined approach, yet, while many user warning systems are thought to fit specific
context and applications. In addition, we highlight that within the industry (e.g., among social media
players) the adoption of user warning measures seems far from having reached any stability.

To the best of our knowledge, there is no comprehensive studies that consider all involved aspects at
the same time.

2. Misleading contents classification

Controversial contents represent a complex and multidimensional phenomenon that profoundly affects
communication processes and public perception of reality. They concern various forms and strategies,
each characterized by specific methods of creation, dissemination, and impact. A comprehensive
understanding of the terms associated with controversial contents is essential for analyzing the social,
political, and ethical dynamics related to the circulation of information in digital and non-digital
contexts.

The term information disorder is increasingly replacing ”fake news” in discussions about information
pollution. While fake news represents a specific type of information disorder, it is an inadequate term to
capture the full complexity of the phenomenon. Even if the term means false or misleading information
presented as news. It can be considered a generic term, in literature there is still no agreed definition of
it and in 2017 Council of Europe Report (Executive Summary)[1], announced: they refrein from using
the term fake news for two reasons. First, it is woefully inadequate to describe the complex phenomena
of information pollution. The term has also begun to be appropriated by politicians around the world to
describe news organisations whose coverage they find disagreeable. For these reasons Council of Europe
Report (Part 1: Conceptual Framework)[1] proposes to use the following three terms that represent a
breakdown of the different types of information disorder:

• Mis-information refers to inaccurate or incorrect information shared unintentionally without
malicious intent. It is typically spread due to misunderstandings, misinterpretations or lack of
verification, unlike disinformation. Instead other authors, e.g., [2], define misinformation as
regardless of intent.

• Dis-information refers to false or misleading information that is intentionally created, dissemi-
nated, or promoted to cause harm, deceiving individuals or influencing public opinion for specific
purposes. It is often strategically designed to manipulate perceptions, exacerbate divisions, or
achieve political, economic, or ideological goals. Disinformation can take the form of fabricated
narratives, or distorted interpretations of factual events, and it typically involves a deliberate
element of deceit by its originators. Notice that have the authors in [2] defined misinformation
regardless of intent, they consider disinformation as a subset of misinformation.

• Mal-information consists of genuine information that is shared with the intent to harm, manip-
ulate, or mislead. Unlike disinformation, which involves falsehoods, malinformation is based on



verifiable truths but is used selectively or out of context to cause harm to individuals, groups, or
institutions. Examples include making private information public (doxxing), leaks of confidential
data, or the dissemination of truthful information in ways that provoke unnecessary outrage or
fear.

So fake news can be categorized as either misinformation or disinformation, depending on the intent
behind its creation. Propaganda is a related term used to describe information, true or false, that is
spread to persuade an audience, often with a political motivation.

3. Attack techniques: Individual Compromise Versus Public Opinion
Manipulation

Malicious contents have been used in the last decades in order to achieve several goals and for attacking
different sets and types of targets. Traditional cyberattacks typically exploit device/software technical
vulnerabilities in order to gain unauthorized (read and/or write) access to sensitive data. In principle,
these types of attacks do require high-level technical skills on the attacker side and might not involve
any human on the target side. Whenever malicious contents has to be conveyed to humans, as pointed
out in [3] the attacker successful techniques leverages different social/psychological mechanisms and
human vulnerabilities. However, depending on the type of attack target, the specific set of vulnerabilities
and mechanisms lead to different types of attacks. We envision two major types of attack categories,
the ones targeting a single or a small group of humans, the more classical social engineering, and the
ones targeting public opinion, currently known as information disorder attacks.

3.1. Targeting individuals or small groups

Whenever the attack target is a single human being or a small group, typically the attack tries to
convince the target user(s) to perform specific actions like releasing sensitive information or providing
access to valuable resources. From the attacker point of view, these attacks are typically motivated by
financial gain and the attacker is either a single person or a group of criminals.

Themost widely known attackmethod in this context is phishing, where the attacker sends specifically
crafted messages to users in order to induce them to execute the target operations. According to ENISA
Threat Landscape 2024 [4], phishing is the still the preferred method for targeting users’ credentials.
Phishing attacks can be performed using different media like email, websites [5], SMS [6] (smishing),
social media [7] or even phone calls (vishing). Messages used to manipulate victims’ behaviour often
create a sense of urgency, curiosity, or fear, compelling recipients to reveal credentials or click malicious
links by overriding their critical thinking [8].

Although phishing is an old, well-established and known attack strategy, it has evolved over time
into a number of more sophisticated variants. In its standard definition, phishing attacks consists in
sending a message to users without any particular information on the specific user the message will
reach. Spear phishing attacks are more targeted techniques since the messages that are sent to users are
crafted using specific information on the user/set of users, generally obtained via OSINT techniques.
The use of such information, e.g., published on the company website, allows the attacker to generete
high credible messages. A further more specialized phishing variant is known as whaling that targets
high value individuals like CEOs of CFOs. Clearly, the higher is the value of the target, the greater is
the amount of work and information the attacker tries to gain in order to be successful in the attack.
The main reason for which phishing attacks are still successful is attacker adaptability. Indeed, as
public awareness increases, since new technologies are available, attacker crafts messages that use
more complex psychological manipulations and adapting to currently available technology trends. For
example, the 2025 APWG Phishing Activity Trends Report [9] highlights the increased use of QR codes
embedded in phishing messages leading victims to phishing sites or malware downloads.



Generative AI is increasingly used for the [10, 11] the creation of tailored phishing campaigns, using
information retrieved using OSINT techniques. These technologies tend to be a cheap, yet effective,
solution for spear phishing attacks.

Another type of attack is known as pretexting, in which the attacker tries to create a a deceptive
scenario on order to gain victim’s trust in executing a specific operation. A typical example of pretexting
may be a person who pretends to be a bank employee that needs to obtain access codes for home
banking. There may be multiple interactions, using different communication means, between the victim
and the attacker. Unlike phishing, that typically uses the urgency a psychological stress to indice the
victim to perform the desired actions, pretexting tries to induce the victim to trust the attacker. A
similar type of attack is piggybacking in which the attacker tries to gain the trust of the victim while
entering a restricted (physical) area, e.g. pretending to be an employee whose badge is not working.

Baiting tries to induce the desired victim’s behaviour by exploiting her curiosity promising free gifts
like gift cards, free music/access to services and so on. These promises may induce the victim to follow
a predefined path that typically leads to malware downloading or to provide sensitive information like
credi cards data. Notice that baiting may also be implemented using physical objects, like digital devices
intentionally left in public spaces. Along this line, a varian of baiting is quishing [12] that consists in
leaving QR codes in public spaces with messages that leverage on victims curiosity. While baiting uses
curiosity or desire, scareware use fear to indice a desired behaviour. A typical scareware attack consists
in sending messages to a victim containing false alarms and proposing an easy way out to close the
issue, e.g., a letter from the police threatening to arrest the victim if a fine is not paid on time using a
link in the message.

3.2. Mass Manipulation

Information disorder techniques aims at shaping the public opinion perception or belief of a large
(possibly targeted) audience, or of the general public. Example of information disorder campaigns
are the one trying to influence political elections, polarizing the opinions in groups or discouraging
participation in public events/campaigns.

In this field, disinformation campaigns play a central role. There are two key issues of such campaigns.
The former is the generation of false information, either disinformation or malinformation in our original
classification. The latter is the use of digital platforms and social media to spread such information, in
order to achieve the original goal and pose significant threat to the public health, fair elections and so
forth. These type of disinformation campaigns are typically much more effective than the traditional
propaganda. The possibility of reaching a large number of subjects in very few time, of targeting
specific groups of users with specifically crafted messages, the lack of borders and the possibility of
using multiple (apparently different) sources leading toward the same thesis, along with the reduced
capacity of people of distinguishing the truth from fabricated facts, make this tools very effective.
Computational propaganda [13] uses modern tools like algorithms, LLMs and big data to generate

and distribute sequences of properly crafted messages with the intent of modify public opinion using
social media as main communication mean. This type of propaganda is typically used by state actors
or political parties to shape public opinion or discredit political opponents. One possible technique
is astroturfing, the deliberate creation or manipulation of public opinion to give the appearance of
grassroots support but is actually orchestrated and funded by a concealed entity. It applies to a
particular agenda, organization, or product. This term is derived from AstroTurf, a brand of synthetic
grass, symbolizing a manufactured facade of organic support. Astroturfing often employs fake online
profiles, scripted testimonials, or coordinated campaigns to amplify specific viewpoints or suppress
dissent. It is widely regarded as deceptive and unethical, as it undermines authentic public discourse and
can distort decision-making processes in areas such as consumer behavior and politics [2]. Similarly, by
flooding an attacker tries to spam social media to shape a narrative or drown out opposing viewpoints.

Deepfake [14] refers to synthetic media, typically videos or images, created using artificial intelligence
to manipulate or fabricate content that appears real. Often generated through machine learning
techniques such as generative adversarial networks (GANs), deepfakes can convincingly alter facial



expressions, voices, and other features. While they have legitimate applications in entertainment
and education, deepfakes raise ethical and security concerns due to their potential use in spreading
misinformation, blackmail, or political manipulation.

Fabricated content is a form of information disorder consisting of entirely false information deliberately
created to mislead, deceive, or manipulate audiences. Unlike manipulate information (altered or
distorted), fabricated content is entirely constructed without basis in fact or reality. It can manifest
as fabricated news articles, fake social media posts, or fictional narratives masquerading as genuine
reports, often intended to influence public opinion, incite emotions, or achieve political, financial, or
social objectives.
Hate speech refers to communication, whether verbal, written, or symbolic, that denigrates, dis-

criminates against, or incites hostility, violence, or prejudice toward individuals or groups based on
characteristics such as race, religion, ethnicity, gender, sexual orientation, or disability. It is characterized
by its intent or potential to harm societal cohesion and individual dignity and is often scrutinized within
legal, ethical, and sociopolitical frameworks. Hate speech is distinct from other forms of controversial
speech due to its capacity to fuel social tensions and perpetuate systemic inequality.

A hoax is a deliberate act of deception intended to mislead individuals or groups into believing
something false. Hoaxes are premeditated and often designed to provoke emotional reactions, garner
attention, or achieve financial or ideological gains. Hoaxes can take various forms, including fabricated
news stories, fraudulent discoveries, or staged events, and are considered a significant source of
misinformation.

3.3. Classifying mis/dis-information attacks

As usual, the classification of social engineering and information disorder attacks can be done using
different categories. We have already partially mentioned the classification done in [3], where the
authors classify social engineering attacks along three axis The first one is name effect mechanisms,
that are persuasion, social influence, cognition & attitude & behavior, trust and deception, language &
thought & decision, emotion and decision-making. The second feature are human vulnerabilities, i.e.,
cognition and knowledge, behavior and habit, emotions and feelings, human nature, personality traits,
individual characters. The latter is the attack method that includes 16 attacks scenarios.

Since our focus is on alerting systems, we propose a classification whose primary axis is the cardinality
of the target size, i.e, either one/small groups or public opinion. Indeed, the alerting systems need to act
in completely different ways, e.g., blocking immediately a fraud directed to a specific user instead of
marking as ”potentially fake” some post on a social media group.

Given the primary classification feature, we consider three more feature to be relevant for the purpose
of defining the alerting systems. The first one is the objective of the attack. Example are financial
gain, credential theft and so on. The primary attack objective on one hand provides a measure of the
resources put in place to carry out the attack that, in turn, helps to identify the degree of specificity
the attacker is using, e.g., phishing vs whaling. Furthermore, this dimension also provides an indicator
on the urgency with which alerting/protection measures need to be raised. For example, users should
be alerted immediately of a financial fraud, while the effect of fake news on group behaviour requires
multiple events and more time.

Another important feature to be considered is the psychological factor that are used to induce users’
behaviour. In general, attacks targeting individuals are more likely to use personal psychological factors,
while attacks targeting the public opinion are more likely to use social influence and cognitive biases.
The latter important feature to consider is clearly the attacks technique, that is crucial to identify the
threat and alert the user.

4. Security warning systems

In Section 3, we introduced the different types of misleading content and highlighted the features that
distinguish them on the basis of their target and goals. Such differentiation Such differentiation neces-



Characteristic Individual-Targeted Social Engi-
neering

Public Opinion-Targeted Social
Engineering

Target Single User or Small, Specific Group Broad Audience or General Public
Attack Objective Direct Financial Gain, Credential/-

Data Theft, System Access, Mal-
ware Installation

Political/Societal Influence, Nar-
rative Shaping, Belief/Behavioral
Change, Discrediting Opponents

Psychological Factor Urgency, Fear, Curiosity, False
Trust, Greed, Shame

Cognitive Biases, Emotional Am-
plification, Social Proof, Authority,
Consistency

Representative Techniques Phishing (Spear, Whaling), Pretex-
ting, Baiting, Scareware, Tailgating

Disinformation Campaigns, Com-
putational Propaganda, Astroturf-
ing, Deepfakes, Framing, Hate
Speech, Hoax

sarily reflects in the corresponding warning systems. In particular, we observe that social engineering
attacks show features that make their detection less error prone (e.g., IP spoofing, phishing attempts).
As a result, notification mechanisms can take more decisive actions, such as preventing the user to
interact with the suspect content. In contrast, in information disorder campaigns malicious contents
are spread through patterns that do not significantly deviate from the ones of legitimate contents (not,
at least, as far as the final user can observe) on a small scale— thus requiring greater user involvement
into identify and evaluating the trustworthiness of signaled contents.

4.1. Early measures against social engineering attacks

Since its advent, the use of the World Wide Web to provide services to a growing broad audience (often
lacking of any technical expertise) and to support increasingly sensitive activities, such as healthcare,
financial services, and citizenship-related services, has been accompanied by a significant rise in the
intensity and severity of security threats. In particular, attack techniques based on social engineering
have proven to be particularly challenging to be countered without involving the user in the process.

To this end, plenty of solutions aiming at helping users in recognizing threats from e.g. misleading
pop-ups, phishing e-mails and counterfeit web pages were initially proposed. Such solutions relied
on equipping e-mail agents and web browser with “security toolbars” that used to notify the users of
potential risks. Furthermore, the rising adoption of SSL and HTTPS protocols provided indicators (e.g.,
the state of the padlock icon) to alert users when they came across sites that could not be authenticated.
The effectiveness of these warning systems has turned out to be quite limited[15, 16, 17].

In the following years, several field studies were carried out to examine how users respond to security
warnings and to suggest ways to design more effective notification systems. Web browsers, which had
become the main tool for accessing the internet, introduced a new generation of notification systems
with improved performance. These active warning systems interrupt user navigation when a security
risk is detected, requiring the user to take specific actions to address the issue. While these systems
showed greater effectiveness, their performance varied widely depending on the type of user and the
design and usability of their interface[18, 19].

4.2. Dealing with false reviews

Companies that sell products online often rely on customer review systems to promote their offerings.
This exposes them to the risk of receiving fake reviews, that can jeopardize their image and their
business. Here, we focus on strategies that can be suitable to handle suspect reviews once they have
been detected, in order to mitigate their impact on new potential customers. For example, TripAdvisor
removoves suspect contents and, possibly suspends the user who posted it [20, 21]. Other companies
follow a more prudent and flexible strategy, by framing or marking controversial reviews and adopting
progressive measures against potentially fraudulent users. In particular, Yelp [22] moves such content
to a less evident position on the web site and do take them in account in computing scores and statistics.



However, within this application scenario, “censorship” has been criticized [23].

4.3. The contribution by social networks

Social networks, aware of their responsibility in the proliferation of controversial content, have imple-
mented a range of measures over the years to combat this phenomenon.

Facebook (now Meta), was among the earliest players to recognize the impact of fake news. Initially,
the platform relied on third-party fact-checking organizations to verify the accuracy of news reported
by users. Subsequently, warning labels, as “Disputed” or “Rated false” tags, were introduced to mark
potentially false or misleading content, as well as measures to reduce the visibility of such content in
users’ feeds. However, the effectiveness of these measures has been the subject of debate[24]. Studies
have shown that warning labels do not always deter users from sharing fake news. Moreover, by
reducing the reach of some content, Facebook’s algorithms may still contribute to political polarization
and the creation of “echo chambers” [25].

X (formerly Twitter) also adopted a similar approach and introduced warning labels for tweets
containing false or misleading information. In addition, the platform implemented mechanisms to
suspend those accounts that systematically spread disinformation. However, the provider has been
criticized for the slowness and ineffectiveness of its measures. In particular, the platform’s algorithm has
been accused of amplifying the spread of fake news and inciting hatred[26]. Afterwards, the platform
chosen to move to a user reporting mechanisms called “community notes” [27].

YouTube has focused its efforts on removing content that violates its policies on disinformation, such
as videos that promote conspiracy theories or false medical cures. In addition, YouTube has introduced
information panels to provide context and verified information on controversial topics. Nevertheless,
content moderation on YouTube remains challenging, due to the huge amount of videos uploaded
daily. Furthermore, it has been shown that YouTube’s recommendation algorithm can contribute to the
radicalization of users, suggesting videos carrying extremist or conspiracy messages [28].

TikTok, also focuses on removing content that violates its policies, such as videos inciting violence or
discrimination. However, TikTok has faced criticism for its lack of transparency in moderation and for
struggling to combat disinformation, especially during crises or elections [29].

5. Discussion

Warning systems essentially differ in how they trigger the users’ attention and prompt them to take
actions; the content of the warning; and the subject of the notification.

Warning systems can issue contextual or interstitial notification. A contextual warning appears
nearby the content it is referred to and does not restrict user activity. Marks, flags and frames fall in this
category. Interstitial warnings interrupt the user and demands interaction. Such systems present dialog
boxes or interactive elements that overlaps the underlying content, temporarily restricting access until
a disclaimer has been viewed or a specific user action is taken.

Authors in [30] compares the performance of these two types of notification considered metrics
include users’ interaction with the warning message (e.g. click rate, time spent in reading the disclaimer),
additional users’ actions such as searching the web for alternative information and abandoning the
reported contents. As expected, interstitial notifications promise better effectiveness, though their
acceptation depends on their friction: a property that measure the perceived extent of the restrictions.

The content of notifications ranges from simple icons to labels such as ’not recommended’, or pop-up
windows containing brief explanatory text and links to alternative sources of information related to the
flagged content. These elements may be generated either by human moderation teams or automatically.

Warnings can be related to different aspects of the message, including: its content; its emotional load;
the identity and the supposed reliability of the sender; or the trustworthiness of the source website [31].

In general, users appear to accept warning systems to prevent the spread of misleading contents
as long as flagging criteria are transparent and explainable [32, 33]. Nevertheless, the effectiveness



of warning messages is strongly related to user demographic characteristics such as the age and the
education level [34].

Misleading content appear to be majorly spread through social networks, due to their diffusion and
pervasiveness. These platforms adopt different contrast strategies both on their own and relying on
third party entities such as professional fact-checkers. In the latter case, these entities are allowed to
access the data through specific APIs and according to certain policy. Both have not reached ad adequate
stability yet. This makes difficult to implement warning mechanisms that achieve those adequate levels
of usability and transparency that make them effective as expected. A possible solution to this problem,
beyond regulatory improvements, may be the development of platform-independent warning system.
Researches in this field are very rare though are worth of future investigation.

The design of a comprehensive framework for evaluating the performance of warning systes also
looks an hot topic [35, 24]. Several works propose qualitative and quantitative evaluation criteria [30, 36].
However, we must notice that these proposals address different use cases and are still difficult to compare.

6. Conclusion

Currently available techniques for behavior manipulation can be essentially partitioned into two cate-
gories, based on the size of the set of users that are targeted by the attack. Attacks targeting single/small
groups, tend to focus on immediate gain of sensitive/financial data. In contrast, whenever the intent is
to alter social perspectives, attacks orchestrates widespread influence to shape collective narratives
and achieve broader societal or political outcomes. The complexity of this landscape has been further
increased by the introduction of tools that use artificial intelligence for content generation/manipulation.

Significant efforts have been devoted to the development of solutions for detecting misleading content
and limiting its dissemination. In our opinion, however, much remains to be done in designing tools
that actively involve users in this process.

Existing warning systems still have a limited effectiveness due several factors. In this paper we
aim at highlight some of them. First, the development of any warning system strictly depends on the
proprietary technologies of the different platforms (e.g., social networks) and their policy about data
dissemination. Second, the definition of comprehensive framework for effectiveness measurement is
still due.
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