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Abstract

The massive increase in the attack surface caused by an exponential volume of data has highlighted the importance
of continuous research in the field of cybersecurity, which in turn has become increasingly data-driven. The
availability and quality of cybersecurity datasets are therefore fundamental for the reliability of predictions and
the implications in innovation in this domain. However, there are numerous challenges regarding the availability
of good-quality cybersecurity datasets. This work addresses these challenges by proposing an approach to publish
cybersecurity dataset metadata and to assess the quality of these datasets, considering their specific properties.
The differential of our approach is the integration of the FAIR (Findable, Accessible, Interoperable, Reusable)
principles into the evaluation process. This approach was implemented as a composite of software modules.
First, a FAIR Data Point repository was instantiated to publish metadata about cybersecurity datasets. Secondly,
the Athena Evaluator module was implemented to analyze the metadata published in the repository based on
a set of specific quality metrics and on metrics aligned with the FAIR principles. Additionally, to support the
creation and management of different metadata schemas for the various types of cybersecurity datasets, we have
also developed an easy-to-use form design tool, named FAIR Data Point metadAta Schema ediTor (FAST), that
provides agility and flexibility to the metadata repository platform. Last but not least, we created a metadata
schema for network traffic datasets based on the lightweight Athena-o ontology, which provides a semantic basis
for describing the properties of these datasets.
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1. Introduction

The ever-increasing number of digital threats requires a continuous advance in cybersecurity research
and practices, which are becoming increasingly data-driven [1]. In this scenario, cybersecurity datasets
play a key role, serving as the basis for training machine learning models, validating intrusion detection
systems, analyzing malware, and investigating new vulnerabilities [2]. The availability and quality of
these datasets are therefore fundamental to the reliability of predictions [3] and to driving innovation
in the field of cybersecurity.

However, there are still a few quality cybersecurity datasets available to be reused [4]. The main
concerns about sharing cybersecurity data are the challenges of preserving privacy and standardizing
the data publication format [4]. The relative scarcity of cybersecurity datasets is compounded by the
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lack of a central registry and inconsistent provenance information. In addition, most cybersecurity
datasets are outdated, and much of the information related to attack data is redundant [5]. With regard
to the quality of a cybersecurity dataset, there are clear challenges in obtaining, maintaining, and
publishing it. Besides, there is a shortage of consistent metrics, and researchers limit themselves to
evaluating quality based on the reputation of the authors [5].

These challenges result in a central problem: the lack of a formal procedure to publish metadata
and evaluate the quality and reliability of cybersecurity datasets. This work directly addresses this
problem by proposing an approach to publish dataset metadata and evaluate the quality of these
datasets, considering their specific properties. A differential of our approach is the integration of the
FAIR principles [6] into the evaluation process. They provide guidelines for the publication of digital
resources such as datasets, in a way that makes them Findable, Accessible, Interoperable, and Reusable
[6]. By incorporating the FAIR principles, we not only aim to measure the technical quality of the
cybersecurity datasets but also to promote better data management and reuse practices. As a secondary
objective, we aim to contribute to increasing the availability of and trust in high-quality cybersecurity
datasets.

To achieve these goals, a metadata repository has been implemented to support flexible schemas,
adapted to the specific properties of the various types of cybersecurity datasets. Quality evaluation is
carried out by the Athena Evaluator software, which analyzes the metadata published in the repository
based on a set of specific quality metrics and also metrics aligned with the FAIR principles. To support
the creation and management of these metadata schemas, we have also developed a lightweight ontology,
which provides a semantic basis for describing the properties of cybersecurity datasets.

This article is organized as follows: Section 2 presents related work. Section 3 presents the Athena
approach. Section 4 presents the implementation of this approach in the context of network traffic
datasets. In Section 5, we present a case study on the evaluation of the CIC-DD0S52019 dataset. Finally,
in Section 6, we conclude the paper and discuss the next steps in our research.

2. Related Works

The related work was organized to cover research that evaluates the quality of cybersecurity datasets
and research that focuses on FAIR data management. Data quality assessment is a well-established field
of research in several areas [7], but its specific application to cybersecurity datasets presents unique
challenges related to the dynamic, heterogeneous, and sensitive nature of these data [8]. Gharib et al. [9]
conducted a study of existing cybersecurity datasets between 1998 and 2016, and presented an evaluation
framework for cybersecurity datasets with eleven proposed criteria: complete network configuration,
complete traffic, labeled dataset, complete interaction, complete capture, available protocols, attack
diversity, anonymity, heterogeneity, feature set, and metadata. These eleven criteria are evaluated
according to a weight that can be defined on the basis of the organization’s request or the type of
Intrusion Detection System (IDS) selected for the test. In Sharafaldin et al. [10], a specific cybersecurity
dataset was developed, and the quality of this dataset was compared to other synthetically generated

datasets. This comparison was based on the eleven criteria proposed by Gharib et al. [9] in his framework.

However, although the evaluation structure proposed by Gharib et al. is quite complete, containing a
range of quality criteria and a quantitative approach to evaluating these criteria, there is a gap related
to checking the timeliness of the dataset. In Ring et al.[11], a survey focused on cybersecurity datasets
was carried out, where a collection of fifteen properties was established as a basis for identifying and
comparing these datasets. These properties cover a range of criteria and are grouped into five categories:
general information, nature of the data, volume of data, recording environment, and evaluation, but do
not create a scoring structure to evaluate these criteria. Furthermore, despite agreeing with the FAIR
Principles, this work does not go into these principles.

Regarding related work on FAIR data management in the field of cybersecurity datasets, Raza
et al.[12] uses the FAIR Principles as a framework for data management and evaluation, reinforcing the
importance of making data Findable, Accessible, Interoperable, and Reusable. The article proposes a
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Table 1
Related works

[9] [10] [12] [11] [13] [14] [4] Thiswork

Cybersecurity Dataset quality X X X X X
FAIR Principles adequacy X X X X X
Customizable cybersecurity metadata X
Lightweight ontology X X

methodology for developing and evaluating fair-compliant datasets, although it is in a different domain
of cybersecurity, focused on Large Language Models (LLMs). Silva et al. [4] proposed an approach to
support cybersecurity dataset publishing for machine learning tasks following FAIR principles and
involving, among others, anonymization and preprocessing of data. This approach addresses the limited
availability of cybersecurity datasets, providing an environment to facilitate and motivate the creation
of these datasets for publication. However, the emphasis of the approach is on generating higher-quality
data in line with the FAIR principles, rather than covering a process of evaluating the dataset prior to its
publication. The research carried out by Gébel et al. [13] has a focus on the creation and optimization of
datasets in the context of cybersecurity, with an emphasis on digital forensics. It addresses the challenges
and best practices for creating high-quality datasets, although it does not explicitly address the fairness
of datasets. Mombelli et al. [14] addresses the application of the FAIR Principles and metadata quality
in the field of digital forensics. The paper evaluates metadata completeness and compliance with the
FAIR Principles in 212 datasets from NIST’s Computer Forensic Reference Dataset Portal (CFReDS). The
results indicate deficiencies in metadata quality and the need for better data management standards.
Providing important insights into the ongoing need to improve metadata management in cybersecurity
datasets.

Unlike the aforementioned works, this paper combines data management and quality assessment in
the field of cybersecurity. The Athena approach was based on three fundamental pillars: a customizable
FAIR Data Point repository, a lightweight support ontology called Athena-o, and the Athena Evalu-
ator software for evaluating specific cybersecurity metrics and FAIR metrics. By incorporating FAIR
principles as a new dimension of quality assessment, we aim not only to measure the technical quality
of cybersecurity datasets but also to promote best practices in data management and reuse. Table 1
summarizes the differential of the Athena approach.

3. Athena Approach

The Athena approach aims to evaluate the quality of cybersecurity datasets and to help promote
better data management and sharing practices. To this end, we integrate the analysis of the intrinsic
properties of cybersecurity datasets with the evaluation of their compliance with the FAIR principles.
Our approach is extensible, capable of adapting to the diversity of datasets in the cybersecurity domain,
such as network traffic and malware datasets. The Athena approach is based on three fundamental
pillars: a customized metadata repository, a lightweight support ontology called Athena-o and the
Athena Evaluator software. Figure 1 gives an overview of the Athena approach, and each stage is
detailed below.

Quality evaluation begins with the publication of the dataset through a set of descriptive metadata,
stored in our customized repository. This repository has been implemented to be flexible, allowing the
definition of specific metadata schemes for different types of cybersecurity datasets. The central idea is
that quality is not an absolute concept, "quality data must be intrinsically good, contextually appropriate
for the task and clearly represented to the data consumer” [15]. In the step Select a Cybersecurity
Dataset Type, the person responsible for publishing the cybersecurity dataset metadata, in this approach
called the Publisher, selects the most appropriate metadata schema to describe their type of cybersecurity
dataset.

79



Metadata Schema
Suitable?

Publish
Create a New Cybersecurity
Resource Dataset
Metadata

Dataset
Properties

Submit
Resource URI
for Evaluation

Selecta
Cybersecurity
Dataset type

Publisher

Request a New
Cybersecurity
Dataset Type

Create a New L

S - Cybersecurity [
8 2 Dataset
g £ Metadata ...
< | g Schema
2| E
212 Dataset
z Properties
Y
Evaluate
>—————p| Cybersecurity
. Properties
2 Update Publish
= ~— metadata Evaluation
S Record Results
w —
Evaluate FAIR
P Principles
Adequacy
—

Figure 1: Athena approach - publication and evaluation process

The Administrator plays the role of the person responsible for creating metadata schemas. If there is
no suitable metadata schema, the step Request a New Metadata Schema can be triggered and the
Administrator can Create a New Cybersecurity Dataset Metadata Schema informing the necessary
properties. The definition of these schemas is supported by our lightweight ontology, which provides
semantic relationships to describe the properties consistently. Moreover, this task should provide a
form editor facility, which allows users to create these schemas, facilitating the extensibility of the
approach. Details on the implementation of the metadata repository, the lightweight ontology, and the
form editor will be presented in section 4.

In our approach, a dataset is registered in the repository as a resource. So, in the next step Create a
new Resource, a new digital resource is created containing metadata records from a specific dataset
according to the selected metadata schema. Once the resource has been created, in the step Publish
Cybersecurity Dataset Metadata the Cybersecurity Dataset metadata is recorded and made available
for evaluation.

When the Publisher Submit Resource URI for Evaluation, the Evaluator software starts interacting
with the metadata repository with the URI of a resource provided. At this stage, the dataset will undergo
two types of evaluation. In the step Evaluate Cybersecurity Properties, the dataset will be evaluated
based on a set of metrics defined on the basis of specific cybersecurity properties. These properties,
from a general perspective, can cover aspects such as data timeliness and relevance. The selection
and weighting of the metrics can be adjusted depending on the type of dataset, giving flexibility to
the process. In addition, in the stage Evaluate FAIR principles adequacy the dataset is subjected to
maturity tests using FAIR Metrics' to evaluate its level of compliance with the FAIR principles. The
results of the evaluations are published together with the other metadata records.

'https://github.com/FAIRMetrics/Metrics/
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4. Implementation

To implement the Athena approach, a FAIR Data Point repository” was customized to support a specific
metadata schema, adapted to the specific properties of the various types of cybersecurity datasets.
The FAIR Data Point follows the Data Catalog Vocabulary (DCAT)?, and one of its main differential
characteristics is its flexibility, i.e., it may be customized to describe different types of digital objects,
which are defined as sub-classes of DCAT Resource. This work takes advantage of this feature, using
the inheritance of DCAT’s general properties and focusing only on specific features of cybersecurity
datasets.

Although the Athena approach aims to cover a variety of cybersecurity datasets, its initial imple-
mentation and validation focused on network traffic datasets. In the context of cybersecurity, network
traffic datasets have specific characteristics that need to be considered, such as the year in which the
traffic was generated, which is different from the year in which the dataset itself was published; the
incidence of malicious traffic and the corresponding types of attack; whether the traffic was labeled
or not; and the type of network on which the traffic was generated. Ring et al. [11] summarized this
set of properties into five categories: general information (year of traffic creation, public availability,
normal traffic, attack traffic), nature of the data (metadata, format, anonymity), data volume (count
and duration), recording environment (traffic type, network type, complete network) and evaluation
(predefined, balanced, labeled divisions).

In this section, we first describe the lightweight ontology named Athena-o (subsection 4.1), which
reused concepts of existing ontologies, conforming to the Interoperability principle. From this ontology,
we derived the Athena metadata schema (subsection 4.2), which included the properties already men-
tioned by Ring et al. [11], extending the DCAT schema. Finally, the Athena Evaluator (subsection 4.3)
was implemented using the FAIR metrics API', which already implements metrics to evaluate datasets
concerning the FAIR principles. However, we implemented new specific metrics to evaluate the network
traffic datasets, based on the specific properties defined in the Athena metadata schema.

4.1. Athena-o

The Athena-o lightweight ontology, shown in Figure 2, was developed to provide a semantic basis and
interoperability in the selected properties that describe cybersecurity datasets. This ontology defines
new concepts, as well as reuses existing classes from well-known ontologies and vocabularies, such as
Dublin Core (DC)*, TOUCAN Ontology (ToCo)’, Unified Cyber Ontology (UCO)° and National Institute
of Standards and Technology (NIST) glossary’.

By extending the DCAT Dataset concept, Athena-o reuses the already well-established properties
relating to dataset metadata such as dcterms:format and dcat:byteSize. In this article, we focus on the
specific features of cybersecurity datasets. Athena-o introduces the Cybersecurity Dataset concept
(at:CybersecurityDataset), which specializes the DCAT dataset concept (dcat:Dataset), of which, in
turn, the Network Traffic Dataset (at:NetworkTrafficDataset) concept is specialized. Furthermore,
specific properties have been defined for the Network Traffic Dataset concept conforming to the
properties defined by Ring et al. [11], such as the year of traffic creation (time:yearOf TrafficCreation),
and the kind of traffic (at:kindOf Traffic), whose values may be real, emulated, or synthetic. The Traffic
concept inherits from the UCO Network Flow concept (uco:NetworkFlow), which can be specialized
into two concepts: Normal network traffic (at:NormalTraffic) and Anomalous network traffic
(at:AttackTraffic). The Attack Traffic concept is connected to the Attack Type concept (nist:attack),
reused from the NIST Glossary, through the property at:isClassifiedBy. This concept has two properties
that represent the attackers’ IP (at:AttackerIP) and the victims’ IP (at:VictimIP).

*https://app.fairdatapoint.org/
*https://www.w3.org/TR/vocab-dcat-3/
*https://www.dublincore.org/
*https://github.com/QianruZhou333/toco_ontology/
Shttps://unifiedcyberontology.org/
"https://csrc.nist.gov/glossary/
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Figure 2: Athena-o: a lightweight ontology for the Athena approach

According to Ring et al., a dataset description must include the network configuration through which
the traffic flowed. Thus, Athena-o reuses the Physical infrastructure (net:Physicallnfrastructure) and
Device (net:Device) concepts from the Toco Ontology. The former includes a property that represents
the type of network from which the data in a dataset was collected (at:typeOfNetwork), and the latter
represents the devices that are part of a network infrastructure. In addition, nist:hasPublicAvailability and
nist: Anonymity properties represent the availability and anonymization of a dataset, respectively. Finally,
at:hasPredefinedSplits, at:hasLabel, and at:isBalanced properties represent metadata that are useful for
performing effective machine learning tasks. These properties provide respectively information if a
dataset includes predefined subsets for training and evaluation, if datasets are labeled or not and if
datasets are balanced with respect to their class labels.

The applicability of the approach to other types of cybersecurity datasets (e.g., malware) is possible
through the extension of the Athena-o ontology, in which case a new class would be added as a subclass
of Cybersecurity Datasets. This extension of the ontology and the subsequent creation of a metadata
schema are performed by the Administrator, based on the new properties submitted by the publisher,
as described in Section 3.

4.2. Athena Metadata Schema

The Athena metadata schema is expressed in RDF (Resource Description Framework) using the Shapes
Constraint Language (SHACL) [16] and the Data Shapes Vocabulary (DASH)®. The former is rich in
establishing constraints for validating the schema instantiations, while the latter is an extension of
SHACL with new constraints and target types, and also includes components to fix constraint violations.
Moreover, SHACL includes constructs such as sh:order and sh:group that can aid in the construction of
form layouts, and DASH also includes constructs that are particularly useful for form configuration,
such as dash:TextFieldEditor.

Athena-o guided the creation of the corresponding metadata schema, but some simplifications were
made. The choice for the enrichment of the schema with SHACL and DASH languages was required
by the FAIR Data Point implementation. Listing 1 shows a fragment of the Athena metadata schema
created for describing the Network Traffic datasets. Note that it begins with the declaration of the
DatasetShape element that has the dcat:Dataset as its target class. For simplification reasons, besides
the dataset element, all the other elements of Athena-o were mapped into properties associated to the
dataset element. The DASH constructs inform the FAIR Data Point user interface elements, so it can
organize and configure the properties in a form for capturing metadata values.

For example, the publicAvailability attribute is defined as a drop down menu (Select field), which
guides the user in choosing one of the pre-defined options. According to Athena-o, a Network Traffic

Shttps://datashapes.org/dash/
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Dataset contains Traffic that may be Normal or Attack Traffic. Note that, to describe the dataset
metadata, there is no need to represent its content, but it is important to indicate if it includes Normal
or Attack traffic. Thus, Attack/Normal traffic properties are defined as boolean datatypes. Similarly, the
Attack type is also defined as a property associated directly with the dataset, indicating what types of
attack it includes.

Listing 1: Metadata Schema Fragment for Network Traffic Datasets

:DatasetShape a sh:NodeShape ;
sh:targetClass dcat:Dataset ;
sh:property [
sh:path time:year ;
sh:name "Year of Traffic Creation" ;
sh:datatype xsd:integer ;
dash:editor dash:TextFieldEditor ;
dash:viewer dash:LiteralViewer ;
sh: minCount 0 ;
sh:maxCount 1 ;
sh:group :generallnformation ;
sh:order 0 ;

1

sh:property [
sh:path at:publicAvailability ;
sh:name "Public Availability" ;
sh:datatype xsd:string ;
sh:in ( "No" "On request (o.r.)" "Yes" ) ;
dash:editor dash:EnumSelectEditor ;
dash:viewer dash:LiteralViewer ;
sh: minCount 0 ;
sh:maxCount 1 ;
sh:group :generallnformation ;
sh:order 1 ;

1

sh:property [
sh:path at:NormalTraffic ;
sh :name "Normal Traffic" ;
sh:datatype xsd:boolean ;
dash:editor dash:BooleanSelectEditor ;
dash:viewer dash:LiteralViewer ;
sh: minCount 0 ;
sh:maxCount 1 ;
sh:group uco:NetworkFlow ;
sh:order 2 ;

1

sh:property [
sh:path at:AttackTraffic ;
sh:name "Attack Traffic" ;
sh:datatype xsd:boolean ;
dash:editor dash:BooleanSelectEditor ;
dash:viewer dash:LiteralViewer ;
sh: minCount 0 ;
sh:maxCount 1 ;
sh:group uco:NetworkFlow ;
sh:order 3 ;

]

sh:property [
sh:path nist:attack ;
sh:name "Attack Type" ;
sh:datatype xsd:string ;
dash:editor dash:InstancesSelectEditor ;
dash:viewer dash:LiteralViewer ;
sh: minCount 0 ;
sh :maxCount 100 ;
sh:group uco:NetworkFlow ;
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sh:order 4 ;
1

Finally, we highlight that the created schema is easily extended or adapted to other types of cyber-
security datasets. A user-friendly form design tool, named FAIR Data Point metadAta Schema ediTor
(FAST), was implemented to automate the schema generation. It allows schema designers to configure
a user interface form by dragging and dropping interface components into a canvas in a visual way.
Then, the form is automatically transformed into a SHACL/DASH specification of the schema, which
in turn is the input to the FAIR Data Point schema configuration. Figure 3 shows an example of the
FAST interface tool, where, for example, the Attack Traffic property is defined with a Boolean field type.
While adding all properties and their respective field types, the SHACL/DASH code can be viewed and
edited.

Drag-and-Drop Form Editor

Field Types General Information é
Tt :generallnformation X
3 Number Field
B Year of Traffic Creation @ 13 X
@ Date Field
E2 Public Availability & & X
© DateTime Field
¥ Boolean Field
Network Traffic €
@ URI Field
uco:NetworkFlow x
¥ Select Field
4 Normal Traffic @& & X
2 Attack Traffic @ % X
& Attack Type @ o X

Figure 3: Form editor for Network Traffic datasets metadata schema.

4.3. Athena Evaluator

Athena Evaluator is an application developed in Python whose function is to evaluate cybersecurity
datasets in two aspects: the first aspect relates to the intrinsic properties of these specific types of
datasets, described through a metadata schema, and the second relates to the compliance of these
datasets with the FAIR Principles. To do this, Athena Evaluator interacts with the FAIR Data Point APT’
and executes the evaluation metrics based on the published metadata of a given dataset.

In our implementation with focus on Network Traffic datasets, Athena Evaluator applies the quality
assessment metrics based on the values of the following metadata: Year of Traffic Creation, Public
availability, Normal Traffic, Attack Traffic, Anonymity, Complete Network, Predefined Splits, Balanced,
Labeled according to the metadata schema.

Since new attack scenarios emerge every day, the age of a cybersecurity dataset plays a very important
role [11]. Older datasets may not fully reflect the risks that exist today, since attacks have new variants
launched all the time. To evaluate timeliness, the logic Fuzzy [17] is used to define the degree of

*https://app.fairdatapoint.org/swagger-ui/index.html/
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pertinence of the year of creation of the data set in “Old”, “Medium” and “Recent” categories. For the
purpose of this research, we established a specific range of time covers from 1998 to nowadays (2025)
because the relevance of the datasets generated in this period with the following intervals: Old [1998 to
2007], Medium [2003 to 2019] and Recent [2016 to 2025]. The pertinence of the year the dataset traffic
was created to one of the sets is calculated using a triangular pertinence function [17]. Regarding the
anonymization metric, the problems of compromised privacy occur when the payload is not encrypted
in a dataset with real traffic. So, most datasets have their payloads removed or anonymized, which
decreases the usefulness of the dataset but maintains the privacy of the information [9]. Datasets with
synthetic or emulated traffic do not suffer from this issue and can keep this information available.
Therefore, the evaluation of this metric is directly related to the type of traffic in the dataset, which can
have three values: Real, Emulated, and Synthetic. If a dataset has a real traffic type, it means that the
data needs to be anonymized; otherwise, if the traffic type is emulated or synthetic, it makes no sense
for the data to be anonymized.

Moreover, the dataset is evaluated based on the presence of the following properties: Public availability,
Normal and Attack Traffic, Complete Network, Predefined Splits, Balanced, Labeled according to the
metadata schema. Finally, the relevance of a dataset is evaluated by a metric that weights the number
of its citations (obtained through its DOI). In this metric, the number of citations is attenuated and
correlated with the score assigned to the year in which the traffic was created. This approach helps
that a dataset’s historical popularity does not overshadow the usage-based relevance of more recent
datasets. Concerning the FAIR principles, Athena Evaluator implements a selected set of FAIR metrics'.
The score for each sub-principle is the average of the corresponding FAIR metrics. The compliance of
the evaluated dataset with each of the principles is as follows:

Findable: Metrics are used to verify the existence of globally unique and persistent identifiers
associated with the dataset in order for them to be found and resolved by computers. Globally unique
means that the identifier is guaranteed to refer unambiguously to exactly one resource in the world,
and persistence refers to the requirement that this globally unique identifier is never reused in another
context and continues to identify the same resource, even if that resource no longer exists (F1) [18]. In
addition, metrics are used to verify the richness of the metadata description (F2). According to Jacobsen
et al. [18], it is hard to generally define the minimally required “richness” of this metadata, except that
the more generous it is, both for humans and computers, the more specifically findable it becomes in
refined searches. Furthermore, the principles (F3) metadata clearly and explicitly include the identifier
of the data it describes, and (F4) metadata are registered or indexed in a searchable resource are also
evaluated.

Accessible: One of the main objectives of identifying a digital resource is to simultaneously provide
the ability to retrieve the record of that digital resource, in a given format, using a clearly defined
mechanism: thus, retrievability is a facet of FAIR accessibility [18]. In this case, a set of metrics is
used to check the level of recoverability of the data, including authentication/authorization protocols if
necessary (Al.1 and Al.). In addition, the FM-A2 metric is used to verify that metadata is accessible,
even when the data are no longer available (A2). It is important that consumers have, at the very least,
access to high-quality metadata that describes those resources sufficiently to minimally understand
their nature and their provenance, even when the relevant data are not available anymore. There is a
continued focus on keeping relevant digital resources available in the future [18].

Interoperability: Achieving a “common understanding” of digital resources through a globally
understood “language” for machines is the purpose of principle I1. To evaluate this principle, we
used the FAIR Metrics to verify the use of a knowledge representation language, vocabularies and
ontologies (I1 and 12). In addition, references to other related resources are included in order to verify
that the knowledge representing one resource is linked to that of other resources to create a significantly
interconnected network of data and services (I3) [18].

Reusable: Digital resources and their metadata must always, without exception, include a license
that describes under what conditions the resource can be used, even if it is “unconditional”. Here,
metrics are used to verify the presence of a clear and accessible license (R1.1) and a detailed description
of the provenance of the dataset (R1.2).

85



5. Case Study

For the case study, we selected CIC-DD0S2019'° because it is widely recognized for intrusion detection
research, especially for Distributed Denial of Service (DDoS) attacks, contains a wide variety of DDoS
attacks in real time and is used by researchers to find the best characteristics and the best model to
detect this type of attack with minimal execution time and cost [19]. For this dataset, we collected the
metadata needed to populate our FAIR Data Point repository, using the support of the schema defined
for network traffic datasets (Section 4.2). We then submitted the dataset for evaluation by the Athena
Evaluator software. Figure 4 shows the metadata collected and published according to the created
metadata schema and Figure 5 shows the results of the evaluations carried out by Athena Evaluator.

In Figure 4, we point out that the Network Traffic Datasets metadata schema is informed using the
conformsTo predicate of the Dublin Core Terms [20]. In addition, metadata from the DCAT Resources
and Datasets classes, such as dcterms:license and dcterms:rights are inherited to compose, together with
the Network Traffic Datasets schema, the metadata records of the CIC-DD0S2019 dataset.

In the first part of the evaluation, metadata for the year of traffic creation, public availability, normal
traffic, attack traffic, metadata, anonymity, complete network, predefined splits, labeled and balanced
are collected by Athena Evaluator through the FAIR Data Point API’ and submitted for evaluation
according to the specific metrics detailed in Section 4.3. The degree of pertinence of the year of traffic
creation of the CIC-DD0S2019 dataset in “Old”, “Medium” and “Recent” categories was calculated using
a triangular pertinence function, receiving a higher score for having a higher degree of membership to
the "Recent” set. In addition, the dataset is publicly available, contains benign traffic as well as more
up-to-date DDoS attacks (DNS, SNMP, NTP, WebDDoS, MSSQL, UDP, LDAP, NetBIOS, SSDP, PortScan,
UDP-Lag, and SYN), has a complete network configuration, and makes a good amount of metadata
available to the community. Regarding the anonymity metric, since it is a dataset that contains an
emulated traffic type, anonymization is not necessary. Furthermore, since it is a labeled dataset, it
received the maximum score in this metric. On the other hand, because it is not balanced and does not
contain predefined subsets, it did not score in these categories. Finally, its relevance was calculated
considering the number of citations and the age score of the dataset.

In the second part of the evaluation, Athena Evaluator assessed the conformity of the CIC-DD0S2019

dataset to the FAIR principles, focusing on its metadata published in the FAIR Data Point repository.

The CIC-DD0S2019 dataset performed excellently in the evaluations regarding the principles F1, F2, F3,
and F4 due to its rich metadata description and a globally unique and persistent identifier through its
DOL Regarding the Accessibility principle, using HTTP as a communication protocol and publishing
its metadata in the FAIR Data Point, which allows for an authentication and authorization procedure
when necessary, enabled a good score in these principles (A1.1 and A1.2). Furthermore, the metadata
records are available in RDF format, contributing to the principle (I1), and to the use of "vocabularies"
such as Dublin Core*, ToCo®, UCO® and NIST glossary7 (I2 and I3). For this last test, two metrics were
used, in which any Linked Data found was tested for the resolution of a subset of properties (predicates)
present and whether these are handled for other Linked Data, failing only the latter. Finally, the dataset
was evaluated concerning a clear and accessible data usage license through the dcterms:license and
dcterms:rights (R1.1) and if associated with detailed provenance (R1.2) metadata through, for example,
the dcterms:publisher, dcat:contactPoint, dcat:landingPage metadata present in the FAIR Data Point.

The aim is not to score on all the principles, but to encourage the community to provide more
accessible, interoperable, and reusable datasets for the advancement of cybersecurity research. By
evaluating cybersecurity datasets from this perspective, our study not only contributes to understanding
the quality of this specific dataset but also exemplifies the practical application of the FAIR principles
for promoting open science and data reuse in a cybersecurity context, encouraging their adoption in
future datasets. The Athena Evaluator code is available at Github'’ for evaluation by the community
and reproduction of the results presented here.

"https://www.unb.ca/cic/datasets/ddos-2019.html/
"https://github.com/comp-ime-eb-br/S2C2-IME/tree/main/deliverables/ AthenaEvaluator/
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CICDDOSZO19 & Edit @ Settings il Delete

CICDD052019 contains benign and the most up-to-date common DDoS attacks, which resembles the true real-world data (PCAPs). It also
includes the results of the network traffic analysis using CICFlowMeter-V3 with labeled flows based on the time stamp, source, and
destination IPs, source and destination ports, protocols and attack (CSV files).

¢ Network Traffic Dataset Profile

General Information Nature of the Data
sion 1.0
of traffic creatio 2019 Yes
English
Public availabilit Yes * Packet
Network Traffic * CSVFiles Heene cezerol.0
TRUE TRUE Right CCST.2019.8888419
TRUE {eywo ¢ DDos Attack
Evaluation
¢ DDoS ding p ddos-2019.html
P fined No
Recording Environment Balanc No
CICDD0S2019
Complete network Yes
yes

Distribution of CICDD0S2019 in CSV and PCAP format

vork Small Nework Issued 06-07-2025 Modified 06-07-2025 Media Type text/csv

i of traffi Emulated

Figure 4: FAIR Data Point repository with a specific metadata schema for cybersecurity datasets.

ATHENA Evaluator
Insira a GUID:
GUID* DOI
https://app.fairdatapoint.org/dataset/7499ba86-0ded-4ab1-9ch8-f744b50d0f70 0.1109/CCST.2019.8888419 ®
1. Cybersecurity Dataset Quality Evaluation 2. FAIR Principles Compliance Evaluation
Dataset: CICDD0S2019
Year of Traffic Creation F1

Relevance Public Availability R1.2 F2
R1.1 F3
Labeled Normal Traffic

13 F4

02 04 06 08 1 ) 02 04 06 08 .

Balanced Attack Traffic
12 A11
Predefined Splits' Metadata
" A2
Complete Network Anonymity
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Figure 5: Athena Evaluator with the result of the evaluation of the CICIDS2019 dataset in relation to its specific
properties and its compliance with the FAIR principles.

6. Conclusion

This article presented an approach to publish dataset metadata and evaluate the quality of these datasets,

considering their specific properties and integration of the FAIR principles into the evaluation process.

To this end, the Athena approach was based on three fundamental pillars: a customized FAIR Data
Point repository, a lightweight support ontology called Athena-o and the Athena Evaluator software.
The FAIR Data Point has been implemented to support flexible metadata schemas, adapted to the
specific properties of the various types of cybersecurity datasets. Quality evaluation was carried out
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by the Athena Evaluator software, which analyzes the metadata published in the repository based
on a set of specific quality metrics and also metrics aligned with the FAIR principles. To support the
creation and management of these metadata schemas, we have also developed a lightweight ontology,
which provides a semantic basis for describing the properties of cybersecurity datasets. We present a
case study evaluating the CIC-DD0S2019 dataset, demonstrating the viability of integrating specific
properties with FAIR principles, thus structuring a systematic approach with a formal procedure for
evaluating cybersecurity datasets. The FAIR Data Point implementation is flexible and can be extended
to accommodate new properties and other types of cybersecurity datasets.

By assessing specific properties of cybersecurity datasets as well as potential areas for improvement
from a metadata perspective, we provide guidance for researchers involved in creating new datasets.
Furthermore, by assessing cybersecurity datasets from this perspective, our study not only contributes
to the understanding of the quality of this dataset but also exemplifies the practical application of the
FAIR principles to promote open science and data reuse in a cybersecurity context, encouraging their
adoption in future datasets. The goal is not to score on all principles, but to encourage the community
to provide more findable, accessible, interoperable, reusable, and higher-quality datasets to advance
cybersecurity research.

This study focused on the evaluation of dataset quality based on its metadata and the FAIR principles,
without delving into the performance of models. For future work, we suggest carrying out a comparative
analysis of the impact of the quality characteristics of the evaluated datasets on the performance of
different intrusion detection algorithms. In addition, applying this evaluation methodology to other
network security datasets could further enrich the understanding of data quality in the area. Finally, we
intend to conduct empirical studies that provide further evidence of the applicability of our approach
across diverse scenarios and perform a comparative evaluation of other automated frameworks, thereby
allowing for a more comprehensive understanding of their performance and the potential advantages
of our approach. In this paper, we briefly describe the metrics used to evaluate the datasets. A detailed
description will be provided in a future publication.
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