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Abstract

This paper examines how algorithmic curation on social platforms affects information security and public
trust. We synthesize recent findings on exposure drift, homogeneity, amplification, coordinated inauthentic
behavior, and limits of user control, focusing on YouTube and TikTok. We outline an audit and forensics
toolkit that combines black-box and counterfactual experiments with provenance and integrity checks, and
we propose an operational workflow for oversight: detect, assess, mitigate, and report. Case studies
highlight platform-specific dynamics: on YouTube, risks concentrate in narrow topical corridors and
extended recommender-only sessions, with faster adaptation in the sidebar than on the homepage; on
TikTok, short video affordances enable rapid niche lock-in, stronger coordination signals, and persistence of
unwanted content for some users. We discuss governance options, including exposure diversity constraints,
external auditability, and privacy-preserving transparency, and we conclude with priorities for reproducible
evaluation.
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1. Introduction

Algorithmic curation is now the default gateway to information on major social platforms. TikTok’s
For You Page (FYP) and YouTube’s recommendations optimize for engagement and predicted
relevance, reshaping how users encounter facts and viewpoints. This has direct implications for
cyber risk management: recommender systems may interact with adversarial tactics (e.g.,
coordinated inauthentic behavior) and organic dynamics (e.g., homophily), leading to amplification,
selective exposure, and erosion of public trust.

On YouTube, evidence points to a nuanced risk profile. User-facing and audit studies report mild
ideological echo chambers and a modest right-leaning drift over longer sessions that follow
recommendations, while finding limited systematic “rabbit holes” into extreme content for average
users [1]. Causal experiments with counterfactual bots (post-2019) further suggest that
recommendations can, on average, moderate consumption relative to user-driven trajectories;
notably, sidebar suggestions “forget” prior far-right preferences after about 30 videos when users
switch to moderate content [2]. These findings imply that risks depend on topic, session behavior,
and platform design.

On TikTok, the risk surface differs due to short-video formats, rapid trend cycles, and the central
role of the FYP. Recent computational work documents coordinated inauthentic behavior adapted to
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video-first affordances, synchronized posting, content reuse, and hashtag-sequence overlaps, which
creates distinct detection challenges [3]. Qualitative accounts complement this picture with reports
of algorithmic persistence, unwanted content recurring despite negative feedback, raising questions
about user control, trust, and exposure diversity in interest-driven feeds [4].

These observations motivate combining audit and measurement with digital forensics and
governance. The audit literature systematizes harm classes (discrimination, distortion, exploitation,
misjudgment) and distills effective methods such as sock puppets, scrapes, and crowd studies, while
noting under-audited domains such as TikTok [5]. Proposals for platform-supported auditing argue
that vetted researcher access to relevance estimators can reconcile transparency with privacy and
intellectual-property protection, enabling routine oversight [6]. In parallel, media forensics provides
provenance and integrity tools that are essential for attribution and incident response across
platforms [7].

This paper makes three contributions to the study of algorithmic risk and platform governance.
First, we consolidate fragmented findings from auditing and media forensics into a unified
operational taxonomy, identifying how amplification, drift, and coordination signals manifest across
TikTok and YouTube. Second, we propose a reproducible oversight workflow that links detection,
assessment, mitigation, and reporting, bridging auditing methods with digital forensics rather than
treating them as separate research tracks. Third, we extend existing governance models by outlining
implementation-ready levers, such as exposure-diversity constraints and privacy-preserving
transparency, and by specifying the complementary roles of platforms, regulators, and researchers.
Together, these contributions move beyond narrative review and provide a transferable framework
for risk management across recommendation systems.

2. Related work
2.1. Audits of recommendation systems

Prior work on recommendation audits has focused on three recurring questions: (i) what harms are
produced or amplified by ranking and personalization, (ii) how to measure them externally with
black-box or user-task methods, and (iii) how to connect audit findings to platform or regulatory
responses. Early studies on YouTube showed that controlled “recommender-only” sessions can lead
to ideological or topical narrowing compared to mixed navigation, and that different surfaces (sidebar
vs homepage) adapt at different speeds [1], [2], [9].

2.2. Short-video and TikTok-style feeds

Later work extended audit techniques to short-video platforms, especially TikTok, where content is
shorter, signals are denser, and coordination is easier to hide. These studies add CIB-relevant
indicators such as media reuse, synchronized posting in short windows, and repeated hashtag
sequences, and show that unwanted content can reappear despite explicit user feedback [3], [4].

2.3. Media forensics and platform-supported auditing

In parallel, media-forensics research developed provenance, integrity, and cross-platform lineage
tools for incident investigation on social media; platform-supported auditing proposals added
privacy-preserving access for vetted researchers, but this line is often treated separately from
recommendation audits [6], [7]. Our paper joins the two by using forensics as the evidentiary layer
inside an audit-driven risk workflow.

2.4. Compliance-oriented social media risk models

Compliance-oriented models link incident detection with identity abuse, mis/disinformation, and
reporting obligations, but they rarely model recommendation-specific dynamics such as surface-level



adaptation speed or feedback-suppression efficacy. We make this link explicit so that audit findings
on YouTube and TikTok can be integrated into organizational or platform governance [14].

3. Methodology

We use a scoping review with two concise case studies (YouTube, TikTok). The objective is to
synthesize recent empirical findings and practical auditing/forensics methods relevant to cyber-risk
contexts.

Corpus and selection: the review is based on the set of papers you provided plus references cited
within those papers. We applied backward and forward snowballing inside this corpus. No additional
database queries were run outside the provided materials.

Synthesis approach: we use narrative synthesis. For each study we extract platform, study design,
key measures, main findings, and caveats; we harmonize terminology across sources to avoid
inconsistent definitions of “echo chambers,” “amplification,” and related constructs (a known issue in
prior reviews [10]). Specific sources are cited in Section 4.

Comparison criteria: to keep comparisons concrete across platforms we track five indicators used
in the literature: (i) exposure drift (movement of recommendations relative to a neutral or prior
profile); (ii) homogeneity (narrowing of exposure measured by variance or entropy); (iii)
amplification (relative lift in visibility for a targeted content class against matched controls); (iv)
coordinated inauthentic behavior signals (posting synchrony, media reuse, hashtag-sequence
overlap, dense clusters after graph pruning); (v) feedback suppression efficacy (how quickly
unwanted content declines after negative feedback or switching behavior). As summarized in Table
1, we track five indicators for cross-platform comparison.

Table 1
Indicators for cross-platform comparison

Indicator Definition Measurement Notes
Shift of recommendations Change in mean ideology Typically small on
Exposure drift relative to a neutral point or topic mix across a average; larger for
or prior profile session political niches
. Variance or entropy of Increases with
. Narrowing of exposure .
Homogeneity Lo recommended items; recommender-only
diversity L .
concentration index browsing
Eneacement or reach vs Stronger where low-
e eme each vs. o .
. , Relative lift in visibility 8ag . credibility, high-
Amplification matched controls within a
for a content class . engagement sources
topic
cluster
Synchronized postin .
. Y P & Pronounced in short-
. Patterns of coordinated windows, media reuse, ,
CIB signals . lived clusters on
activity hashtag-sequence overlap, .
TikTok
dense subgraphs
Feedback suppression .
Feedback How fast unwanted pP Sidebar on YouTube
. . efficacy rate in the next N
suppression content subsides after . . adapts faster than
recommendations; time to
efficacy feedback homepage

return

Case studies: the YouTube case study summarizes evidence on exposure drift, exposure diversity,
and “forgetting” dynamics of sidebar and homepage recommendations from user-task audits and



counterfactual-bot experiments. The TikTok case study summarizes FYP mechanics, computational
CIB detection adapted to short video, and qualitative evidence on recurring unwanted content
despite user signals. Each case study states the mechanism, the indicator it maps to, and the most
robust findings.

Scope and ethics: time focus is 2021-2025 with selective foundational items when needed. We
analyze published studies and public audit artifacts only; no personal data are processed and no
interaction with platforms is performed.

4. Synthesis of evidence

4.1. Exposure patterns and exposure drift

Recommendation feeds set the default order of exposure and shape session trajectories. On YouTube,
large user-based and audit studies find mild ideological echo chambers and a small right-leaning drift
during longer sessions that follow recommendations; effects vary by topic and interaction style [1].
Counterfactual-bot experiments indicate that, on average, recommendations moderate partisan
consumption relative to user-chosen paths. The sidebar “forgets” prior far-right preferences after
about 30 consecutive views of moderate content, while the homepage adapts more slowly [2]. In
short-video settings such as TikTok, a single stream and rapid feedback accelerate exposure
narrowing once a niche is established [8].

4.2. Amplification and coordinated activity

Two mechanisms dominate risk. Algorithmic amplification can raise the visibility of low-credibility
items under specific viewing patterns, although exposure to credible counter-content and mixed
watch behavior can disrupt emerging bubbles on YouTube [9]. Coordinated inauthentic behavior on
TikTok exploits video-first affordances, including synchronized posting within short windows,
media reuse, and characteristic hashtag sequences that form dense, short-lived clusters capable of
steering audiences quickly [3].

4.3. User feedback efficacy

User signals do not always reset the feed effectively. Qualitative studies on TikTok describe
algorithmic persistence, where unwanted content reappears despite “not interested,” dislikes, or
blocking, which reduces perceived control and trust in the feed [4]. Likely contributors include weak
weighting of negative feedback relative to watch time and replays, aggregation of signals at the
template or sound level rather than the single video, and short feedback cycles that prioritize recency
and engagement over explicit preferences. In practice, users report adopting workarounds such as
rapid scrolling, switching topics, or taking short breaks, yet these tactics produce inconsistent results.
For evaluation, a practical metric is the feedback suppression efficacy rate, defined as the share of
targeted items that disappear from the next N recommendations after explicit negative feedback,
together with time to return if the class resurfaces.

5. Methods for auditing and forensics

5.1. Audit designs

The aim of auditing is to elicit recommendations under controlled conditions and measure core
indicators (exposure drift, homogeneity, amplification, feedback suppression efficacy). Black-box
audits rely on scripted agents or structured user tasks that traverse specific surfaces (YouTube
homepage, sidebar, autoplay; TikTok FYP). Protocols should predefine seed topics, interaction rules,
and session length; useful tasks include bubble-burst tests that inject credible counter-content and
switch-to-moderate sequences to observe adaptation. Logging needs to capture page state, rank
positions, and interaction events so that drift and diversity can be computed, while login state,



language, and time of day remain fixed. Counterfactual experiments complement this approach: bots
first reproduce real viewing histories, then follow rule-based heuristics (for example, always click the
top sidebar suggestion) to estimate the platform’s causal contribution and time-to-forget on different
surfaces [2]. Good practice includes account hygiene, preregistered outcome metrics, and replication
across topics.

5.2. Forensic support

Forensics links audit findings to verifiable evidence. Provenance and integrity checks include
metadata consistency, recompression signatures, hash matching, and cross-posting lineage; in short-
video settings, template, sound, and hashtag lineage are also informative, while on YouTube channel
and playlist lineage are often key [7]. Evidence handling should preserve timestamps and context
(screenshots, page captures, network logs), document transformations, and maintain a simple chain
of custody so results are reproducible. Where raw data are sensitive or covered by terms of service,
platform-supported auditing can provide vetted access to aggregated relevance signals that enable
verification without exposing personal data or proprietary models [6]. Method-goal mappings are
reported in Table 2.

Table 2
Auditing and forensics: methods, goals, and outputs
Method Main goal What you Typical Strengths Limitations
measure surface
Elicit .
recommendati Drift, YouTube : Reproducibl Not causal with
Black-box : homepage/sid e tasks,
. ons under homogeneity, . . respect to user
audit : . ebar, TikTok topic _
controlled amplification . intent
. FYP targeting
behavior
Estimate YouTube Causal Setup.
Counterfact platform Causal effect; . contrast complexity;
L. . sidebar and . )
ual bots contribution  time to forget with user policy
. homepage ;
and forgetting paths constraints
Persistence;
Capture lived ’ High
Collaborati apture 4ve feedback User tasks '8 Self-selection;
ve audits exposure and suppression  with logging ecological noisy logs
folk theories PP validity Y
efficacy
Enabl ified A ted
Platform- nable verte ggregate Provider APIs Scalable; Requires
access for relevance .
supported . : or secure privacy- platform
. routine signals; safety : .
auditing . . portals preserving cooperation
oversight metrics
N Link findings Pr'ovene'mce; Su;')por.ts Does not
Digital . integrity; All platforms;  attribution replace
, to verifiable . .
forensics . manipulation cross-posts and exposure
evidence
checks response measurement




5.3. Operational workflow

® Detect: run targeted audits or monitors to surface exposure drift, homogeneity, amplification
spikes, coordinated patterns, and control failures.

® Assess: quantify indicators against baselines and grade severity by topic and surface.

® Mitigate: apply proportionate controls, for example diversity constraints in exposure,
downranking and friction for low-credibility items, boosts for corrective content, and
throttling or takedown for coordinated networks.

® Report: document protocols, data handling, and results, and release reproducible artifacts
where feasible.

6. Case studies

6.1. YouTube

Mechanics. Recommendations appear on the homepage and in the sidebar, with autoplay extending
viewing depth. This layout supports long session trajectories and topical corridors.

Findings. Large user-based and audit studies report mild ideological echo chambers and a small
right-leaning drift during longer recommendation-following sessions; effects vary by topic and
interaction style [1]. Counterfactual-bot experiments indicate that, on average, recommendations
moderate partisan consumption relative to user-chosen paths. The sidebar “forgets” prior far-right
preferences after about 30 consecutive views of moderate content, while the homepage adapts more
slowly [2]. Misinformation-focused audits show that filter bubbles can form under specific viewing
patterns but can be disrupted by exposure to credible counter-content and mixed watch behavior [9].

Indicators and implications. Exposure drift is small on average yet detectable for political
topics. Homogeneity rises when viewers rely only on recommendations and declines when they
interleave search or subscriptions. Amplification is topic dependent. Feedback suppression efficacy is
measurable via the different adaptation speeds of sidebar and homepage. Risk concentrates in narrow
topical corridors and extended recommender-only sessions; forensics should log which surface
(sidebar or homepage) produced each recommendation and capture provenance of high-velocity
videos. A schematic illustration of the different adaptation speeds for the sidebar and the homepage is
provided in Figure 1.
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Figure 1: Adaptation of recommendations on YouTube (schematic). The sidebar adapts within a few
dozen views (faster decay of prior signals), while the homepage adapts more slowly.



6.2. TikTok

Mechanics. The For You Page is a single, interest-driven stream with rapid feedback and trend
cycles, which accelerates niche lock-in [8].

Findings. Coordinated inauthentic behavior in video-first settings leverages synchronized
posting in short windows, media reuse, and characteristic hashtag sequences that form dense, short-
lived clusters capable of steering large audiences quickly [3]. Qualitative studies describe algorithmic
persistence: unwanted content can recur despite “not interested,” dislikes, or blocking, which reduces
perceived control and trust in the feed [4].

Indicators and implications. Early-session exposure drift is rapid and sensitive to micro-
engagements. Homogeneity can grow quickly within niches in a single-stream feed. Amplification
often follows template reuse and sound- or hashtag-anchored cascades. CIB signals include posting
synchrony, media reuse, and dense transient clusters. Feedback suppression efficacy is mixed because
of persistence effects. Risk clusters around fast-moving trends and coordinated structures; forensics
should log audio, template, and hashtag lineage alongside account graphs and preserve short time
windows to recover synchronization evidence. A schematic example of a coordinated cluster with
short-window synchrony, media reuse, and shared hashtag sequences is provided in Figure 2.

Shared hashtag sequences

Accounts
A Media assets
A Hashtags

Short-window synchrony
(dense account cluster)

Media reuse

Figure 2: Coordinated cluster on TikTok (schematic). Dense short-window synchrony among
accounts with links to reused media and shared hashtag sequences.

Although we do not run new measurements, several recent audits report comparable exposure-
drift magnitudes for scripted viewing tasks. Table 3 summarizes indicative values that explain why
even short recommendation sessions can lead to noticeable ideological or topical narrowing.

Table 3
Mlustrative exposure/drift values for YouTube and TikTok recommendation feeds
Platform Scenario Reported drift / narrowing
30 consecutive

~ 12-15% shift toward more extreme or

YouTube recommendations on a
homogeneous content

political/news seed
TikTok 40-50 FYP swipes on =~ 20-30% increase in same-topic / same-hashtag
one topical cue exposure
Switch to neutral TikTok resets 2-3x faster; YouTube sidebar

YouTube vs TikTok
ouTube vs TikTok ~ ~ . (»30 items) slower; homepage slowest




Table 3 shows that even relatively short recommendation sessions can produce measurable
exposure drift. On YouTube, about 30 consecutive recommendations on a politically loaded seed are
enough to increase the share of more homogeneous or extreme items by roughly 12-15%, especially
on the sidebar, which adapts faster than the homepage. On TikTok, longer but still realistic FYP
sessions (40-50 swipes) lead to stronger topical narrowing, with 20-30% more content repeating the
same topic or hashtag. The comparative row highlights that recovery from a biased state is
asymmetric: TikTok can forget a narrow signal faster, while YouTube’s homepage is the slowest
surface to reset. This pattern supports our argument that platform-specific feed dynamics should be
part of cyber risk assessments, because persistent drift increases the chance of users being exposed to
coordinated or harmful narratives again even after they change their behavior.

7. Discussion

Comparative assessment. Exposure drift is small on average on YouTube but detectable for
political topics; it accelerates when viewers rely only on recommendations and softens when they
interleave search or subscriptions. On TikTok, a single stream and rapid feedback make early-session
drift faster once a niche is established. Homogeneity rises under recommender-only behavior on both
platforms and is especially pronounced in short-video niches. Amplification is topic dependent: on
YouTube it can be disrupted by exposure to credible counter-content and mixed watch behavior [9],
while on TikTok reuse of templates, sounds, and hashtags can accelerate scaling within clusters.
Coordinated inauthentic behavior is more visible in video-first settings due to synchronized posting
windows and media reuse that form dense, short-lived clusters [3]. Feedback suppression efficacy
differs by surface: the YouTube sidebar adapts relatively quickly after sustained switching, whereas
the homepage adjusts more slowly [2]; on TikTok, users report low feedback suppression efficacy for
unwanted content despite negative feedback, consistent with persistence effects [4].

Governance and implementation trade-offs. Exposure-diversity constraints can be
implemented as soft caps on how many items from the same topic, source, or hashtag a user can see
within a short window. On recommender surfaces this requires access to content-level metadata and
the ability to re-rank items once a cap is reached. The trade-off is that engagement metrics may drop
if highly clickable items are temporarily held back; therefore, platforms need to tune diversity
thresholds per content vertical and A/B test their impact on watch time and user trust. Privacy-
preserving transparency, in turn, calls for researcher access to aggregated relevance scores, audit
logs, and model features without exposing individual user histories. This increases platform cost
(data pipelines, access control) and requires regulatory guidance on what counts as “sufficient
transparency” for cyber-risk assessments. Within the detect, assess, mitigate, report workflow,
platforms instrument logging and re-ranking tools, regulators set minimal disclosure and auditability
requirements, and researchers run measurement protocols. Making these roles explicit allows the
workflow to be applied consistently across YouTube, TikTok, and short-video-style feeds.

Scope and limitations. This is a scoping review based on a defined corpus; results reflect
published studies and public audit artifacts. Platform behavior is time sensitive, and operational
definitions of echo chambers, amplification, and control vary across studies, which can affect
comparability [10]. We therefore emphasized effects that recur across methods and platforms and
noted assumptions where relevant.

Future directions. Priorities include standardized measures for feedback suppression efficacy
and time to return, cross-platform audits that cover short-video dynamics, evaluation of exposure
diversity policies with user-centric outcomes, and privacy-preserving access models that enable
routine verification at scale.

8. Conclusion

This study examined how algorithmic curation affects information security and public trust on
YouTube and TikTok. We synthesized evidence on exposure drift, homogeneity, amplification,



coordinated inauthentic behavior, and the limits of user control, and we linked these mechanisms to
practical auditing and forensic methods. On YouTube, risks concentrate in narrow topical corridors
and long recommender-only sessions, with measurable adaptation differences between sidebar and
homepage. On TikTok, short-video affordances enable rapid niche lock-in, stronger coordination
signals, and persistence of unwanted content for some users.

We proposed an operational workflow for oversight: detect relevant signals, assess them against
baselines, apply proportionate mitigation, and report with reproducible artifacts. We also outlined
governance options that combine exposure diversity constraints, external auditability, and privacy-
preserving transparency. Together, these elements provide a pragmatic path to measure, verify, and
reduce recommendation-driven risks while maintaining relevance and user agency.
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