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Abstract

The article substantiates the conceptual foundations for developing Ukraine’s national cybersecurity
strategy for critical infrastructure in the context of digitalization, hybrid threats, and escalating
cyberattacks. The number of registered cyber incidents increased by 62.5% in 2023 and almost 70% in
2024, confirming the need for an integrated cyber risk management system. The proposed model provides
a multi-level hierarchy including a national cybersecurity coordinator, sectoral authorities, critical
infrastructure operators, a scientific council, and international partners. Ukraine faces a shortage of about
100,000 cybersecurity specialists, yet the market is growing dynamically — from $35 million in 2016 to
$138 million in 2024, with projections of $209 million by 2029. The developed strategy aims to ensure the
cyber resilience of critical sectors, align with the NIS2 Directive, strengthen public-private partnerships,
and enhance international cooperation, reducing economic losses and increasing trust in state
institutions. The formation of a national strategy for cyber protection of critical infrastructure is a key
element of national security under digitalization and hybrid threats, combining risk-based management,
legal frameworks, workforce development, and partnerships to enhance resilience and integrate Ukraine
into the global cybersecurity system.
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1. Introduction

Critical infrastructure facilities (CIF) (energy, transport, banking and financial system, government
IT resources) is increasingly exposed to cyberattacks in the condition of modern digital
transformation of public administration and the economy. According to the State Service for
Special Communications, in 2023 the number of recorded cyberattacks against state bodies of
Ukraine increased by 64% compared to 2021, and in the energy sector — by 50%. The losses from
cybercrime worldwide are estimated at over $8 trillion annually (Cybersecurity Ventures, 2023),
which is about 9% of global GDP [1-2].

In the context of hybrid threats, it is critically important for Ukraine to form a holistic national
cyber-protection strategy based on the principles of proactivity, risk-oriented regulation, and
international coordination. Public-private partnership is an important factor, as about 80% of
critical infrastructure facilities belong to the private sector.

Implementing a cyber-protection strategy should encompass not only technical and legal
dimensions, but also human resources, educational programs, and integration into the global
cybersecurity system. This will improve the state's resilience to cyber challenges and reduce
potential losses, which, according to EU forecasts, could reach 1.5% of global GDP by 2030 in the
absence of proper protection.
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The purpose of the paper is to substantiate the principles and tools of the national CIF cyber-
protection strategy, which combines risk-oriented regulation, public-private interaction and
readiness for incidents.

2. Results

In 2024-2025, the EU significantly updated the framework for cyber resilience of critical sectors
through NIS2 and related implementing acts: ENISA summarizes the state of country capabilities
and offers policy recommendations (Reviews of the State of Cybersecurity of the Union-2024,
Technical Guides on the Implementation of NIS2 2025). This reinforces the requirements for risk
management, incident reporting and oversight at Member State and sector level [3].

Ukraine relies on the Cybersecurity Strategy (Decree No. 447/2021) and the updated legal
framework for the protection of critical infrastructure (Law No. 1882-IX with amendments in force
until August 22, 2024). In parallel, state reports of the State Service for Special Communications
and Information Protection (SSSCIP) record the evolution of threats and lessons learned from three
years of cyber warfare, highlighting the need for interagency coordination, incident management,
and international cooperation [4].

Practical guidelines for CIF operators are offered by ENISA (NIS2 implementation guidelines,
sectorial threat landscapes) and CISA (CPGs as a baseline for IT/OT). These materials specify
control measures, evidence of compliance, and mapping of requirements to standards, which is
convenient to integrate into national policies and departmental regulations.

Current tasks include synchronizing sectorial regulation with NIS2/CER, building a national
system of supervision, registration of entities and incident reporting processes, as well as
developing the capabilities of competent authorities. Tracking the transposition of NIS2 shows the
uneven progress of states and the importance of clear secondary acts and methodological materials.
To date, 14 out of 27 EU Member States have implemented the NIS2 Directive into national
legislation (Fig. 1) [5-6].
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Figure 1: Implemeiltation of the NIS2 Directive by EU Member States into national
legislation (NIS2 Directive Transposition Tracker; NIS2 Technical Implementation)

The rapid digitalization of critical sectors — energy, transport, communications, finance, healthcare,
public services, water supply and the defense-industrial complex - is accompanied by the
escalation of hybrid threats. The changes come amid a sharp increase in cyber incidents:

2,543 cyberattacks were recorded in Ukraine in 2023 - 15.9% more than in 2022. Of these: 347
attacks on government agencies, 92 on energy, 81 on telecommunications, 32 on transport, 30 on
finance, 12 on medicine [7]. In 2024, the number of attacks increased to 4,315 incidents - almost 70%
more than the previous year [8]. Attackers are spreading malware, phishing, and account
compromise; the target is energy, government, defense, and telecommunications.



At the same time, energy infrastructure is under massive physical and cyber attacks. Thus, in
August 2024, about 8 million households were left without electricity as a result of airstrikes. About
half of the electricity generation capacity (including 6 GW at the ZNPP) and half of the high-
voltage substations were destroyed or damaged in 2022-2023. A massive missile and drone strike in
March 2024 knocked out 80% of the power capacity of one of the private energy companies
(DTEK), cutting off power supply to 1.9 million people [9].

In January 2024, the APT44/Sandworm cyber group attacked more than 20 energy, water, and
heating facilities. For example, in Lviv, heating and hot water were turned off for over 600 homes
during the frost.

In addition, there is a critical shortage of cybersecurity professionals. According to estimates
from the State Special Communications Service, Ukraine may lack up to 100,000 such specialists.
Despite this, the cybersecurity market in Ukraine is actively growing: in 8 years it has grown 4
times — to 138 million USD in 2024. The forecast is +50% over the next five years to $209 million
[10].

The formation of a national strategy for cyber protection of critical infrastructure facilities
should be based on clearly defined methodological foundations and principles. It should provide a
comprehensive approach that integrates cyber, physical and information security into a single
resilience management system. Risk-orientation is of particular importance, which involves
prioritizing measures taking into account industry threat scenarios and the possible impact on the
provision of socially important services. The strategy should be proactive and include security on
default, which means establishing requirements for secure software development, architectures,
networks, and supply chains at the design stage. An important condition is compatibility with
global standards, in particular ISO/IEC 27001/2, 62443, NIST CSF and other cyber resilience
standards for OT/ICS.

According to SSSCIP and CERT-UA, the number of cyberattacks in Ukraine in 2024 increased by
almost 70% — to 4,315 incidents compared to 2,541 in 2023. The response system processed about 3
million information security events, of which 28,000 were critical, and analysts directly processed
1,042 cyber incidents in 2024 [11]. In 2023, 1,105 cyber incidents were recorded - 62.5% more than
in 2022 [12]. The cybersecurity market in Ukraine grew to $138 million in 2024 and is projected to
grow to $209 million within five years [13].

Within the framework of the National Cybersecurity Strategy for Critical Infrastructure, a clear
organizational model of state governance is envisaged, defining the roles and responsibilities of key
stakeholders. The model provides for the functioning of a central coordinating entity — the
National Cybersecurity Coordinator or Cyber Center, responsible for strategic planning, policy
development, sectoral CSIRT certification, and centralized data exchange on cyber threats. Across
specific sectors — such as energy, transportation, and others — competent authorities carry out
supervision, maintain an inventory of critical infrastructure objects, approve cybersecurity plans,
and conduct compliance audits. The National CERT/CSIRT processes cyber incident reports,
coordinates response actions, and disseminates alerts and early warnings.

Critical infrastructure operators are tasked with implementing protective measures, managing
risks, reporting incidents, participating in training activities, and ensuring the continuity of
essential services. The scientific and expert council is responsible for developing risk assessment
methodologies, standardization, workforce training, and threat analysis. At the international level,
partner organizations facilitate cyber intelligence sharing, joint exercises, and mutual assistance in
the event of major incidents.

In addition, the governance model includes the creation of a dynamic registry of critical
services, functions, and corresponding operators. This registry is formed based on criteria such as
scale of impact, interdependencies, cross-border effects, irreplaceability, and level of digitalization.
Such a model ensures management flexibility and timely updates of information on critical
infrastructure assets.
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Figure: 2. Structural Model of the National Cybersecurity Center with Different Levels
and Units

In Figure 2, the organizational structure is presented in a hierarchical form: at the top level is the
national coordinating body/Cybersecurity Center, which directly interacts with the national
CSIRT/CERT and competent sectoral authorities. In parallel, a scientific and expert council
operates, providing methodological support, standardization, and training resources. At the
sectoral level, critical infrastructure operators implement the practical application of cybersecurity
measures. Finally, the entire structure is connected with external international partners, who
provide intelligence sharing, training, and operational support.

Thus, the presented model of the National Cybersecurity Center reflects the organizational
architecture of the cybersecurity management system at the state level. It demonstrates multilevel
interaction between central security agencies, governmental structures, scientific and analytical
units, CERT centers, and sectoral coordinators. Such a hierarchical configuration ensures
coordination of actions among national entities responsible for detecting, preventing, and
responding to cyber incidents and establishes a foundation for cooperation with international
cybersecurity structures. The organizational interconnection between levels enables rapid
information response, standardized data exchange, and efficient decision-making in crisis
situations.

However, the effective functioning of this structure requires not only organizational
coordination but also a strategic vision for risk management, the distribution of responsibilities,
and the development of policies and standards for protecting critical information resources.
Therefore, the next logical step is the formation of a national cybersecurity strategy for critical
infrastructure, presented in Figure 3. This model summarizes approaches to creating an integrated
system for countering cyber threats, combining technical, organizational, regulatory, and
international components.

Figure 3 presents a hierarchical system: at the top level is the national risk management model,
which integrates subsystems for monitoring, assessment standards, and incident classification.
Below are sectoral subsystems responsible for risk assessment and response. At the level of critical
infrastructure operators, architectural controls and functional support are implemented. All
components are interconnected through information exchange channels and regular updates of

risk models. External structures — analytics, testing, and backup systems — are integrated into the
process of strategic improvement.
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Figure3: Model of the National Cybersecurity Strategy for Critical Infrastructure
Objects

The presented model reflects a comprehensive approach to the development of a national
cybersecurity strategy for critical infrastructure objects. It demonstrates the interconnection
between security requirements, challenges, assets, potential threats, and the roles of key
stakeholders. The implementation of such a system ensures the resilience of critical sectors —
energy, healthcare, transport, and digital services — through the integration of technical,
organizational, and international mechanisms for countering cyber threats.

Thus, the structural model of the National Cybersecurity Center (Fig. 2) serves as the
organizational foundation, while the model of the national cybersecurity strategy (Fig. 3)
represents the conceptual framework within which this structure operates. The interconnection
between them ensures a systemic approach to cyber risk management — from centralized
coordination, data collection, and analytics to the implementation of strategic decisions at the
sectoral level and among critical infrastructure operators. This approach enables the transition



from a reactive to a proactive cybersecurity model, which is a key prerequisite for building a
resilient national security system in the digital environment.

In the context of forming a national cybersecurity strategy, operational readiness and response
should be based on a unified incident management procedure that defines clear RACI matrices
between operators, sectoral authorities, and the national CERT, as well as standardized reporting
formats using TLP, MITRE ATT&CK, and vulnerability taxonomies. Information exchange
channels should include tactical (IoC, TTP), operational (response statuses), and strategic (trends)
levels [11-12]. It is advisable to implement “SOC as a Service” for small and medium-sized
operators, integrate OT telemetry with profiling of normal technological parameters, and automate
typical cases — such as phishing, lateral movement, or equipment failure — using SOAR platforms.
An important element of enhancing system resilience is regular training and exercises: annual
cross-sector tabletop scenarios, technical drills, OT labs for scenario practice, and mandatory
recovery simulations with measurable RTO/RPO metrics [15-16].

Public-private partnerships should be implemented through intelligence information sharing
platforms (ISAC/ISAO models), operational bulletins with TLP marking, and automation using
STIX/TAXII protocols. To encourage voluntary data sharing, it is necessary to introduce “safe
harbor” mechanisms and incentives such as tax reliefs, modernization grants for OT, and vouchers
for audits and penetration testing. The legal framework of the strategy should define the status of
critical infrastructure objects, establish baseline and sectoral cybersecurity control profiles, set clear
incident reporting procedures with materiality thresholds, timelines, and sanctions, as well as
certification processes aligned with international standards, and mandatory SBOM (Software Bill of
Materials) requirements for supply chain security. Protection of personal and critical data is
achieved through classification, harmonization of access control regimes, and specific storage
requirements [4-6].

It should be noted that an effective national CIF cyber protection strategy is not just a “list of
technical measures,” but a holistic system of policies, institutions, processes, and competencies. The
key consists in the combination of risk-oriented regulation with operational readiness supported by
sustainable funding, measurable key performance indicators (KPIs), public-private partnerships,
and international cooperation. The proposed model creates a roadmap for increasing the cyber
resilience of critical sectors and protecting socially important services in the long term.

3. Conclusion

Thus, the formation of a national strategy for cyber protection of critical infrastructure facilities is
a key factor in providing national security, as it allows for systematic risk management, increased
resilience of vital services, and reduced consequences of cyberattacks.

The strategy should be based on risk-oriented management, which enables optimal resource
allocation and reduced incident response time. The priorities include updating legislation and
creating CIF registers; financing cyber protection (NATO countries' spending on cybersecurity
increased by an average of 20-25% in 2022-2023); personnel training (Ukraine has a deficit of up to
100 thousand cybersecurity specialists); public-private partnership, since about 80% of CIF belong
to the private sector [14].

The expected results are increased cyber resilience of critical sectors, reduced economic losses
(which, according to EU estimates, could reach 1.5% of global GDP by 2030 without adequate
protection), and strengthened public trust in public institutions [1-2].
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