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Abstract

Database administration is an essential but often underrepresented area in academic curricula due to the complexity
and infrastructural demands of teaching elevated-privilege operations. Existing LMS-based autograders support
only restricted SQL practice and cannot accommodate administrative tasks such as user management, backups,
or performance tuning. To address these limitations, we developed an extension to CodeRunner in Moodle that
enables full administrative interaction with Microsoft SQL Server, MySQL, and PostgreSQL using temporary,
isolated Docker containers. This architecture provides each student with a safe, fully privileged environment for
engaging in realistic, hands-on work. We deployed this solution in a new Database Administration course and
evaluated it through surveys, task completion data, and performance tests. Students reported high satisfaction
with the system’s usability and realism, confirming the feasibility and effectiveness of the proposed approach,
while also indicating areas for future refinement.
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1. Introduction

Standard introductory database courses focus primarily on classical topics: SQL syntax covering queries
(Data Query Language, DQL), data definition (Data Definition Language, DDL), and modification (Data
Manipulation Language, DML), data modeling, transactions, triggers, and basic query optimization.
In more advanced courses, some curricula also cover analytics topics such as window functions, data
warehouses, or NoSQL systems [1, 2, 3, 4]. In contrast, hands-on experience with database internals
or building a database engine from scratch is much rarer and typically limited to specialized systems
courses [5, 6].

The general structure of database courses can be outlined in the ACM/IEEE-CS/AAAI program
recommendations Computer Science Curricula 2023 [7]. Based on them, it is clear that apart from cases
where the purpose of the course is to create a simplified database engine, most of the classes focus on
teaching how to use databases from a regular user’s perspective.

In computer science education, autograders play a significant role, allowing instructors to automati-
cally evaluate hundreds of small programming tasks while providing students with the ability to practice
independently, outside of class hours. Most existing autograders were designed with the end-user in
mind, i.e., someone who submits queries but does not manage the database [8, 9, 10]. As a result, issues
related to data security, administration, and configuration of database systems are rarely taught in
practice. In this paper, we describe a practical approach to overcoming this limitation by enabling full
administrative access for students in a secure, isolated environment that supports hands-on learning of
real-world database administrator (DBA) tasks.
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Moreover, the preparation of a database autograder itself is a challenge. In the case of tasks that
require assigning temporary administrator rights to a student, the problem becomes even more difficult.
A completely different architecture is needed, allowing for the safe execution of commands in an
isolated environment. Administrative tasks are not limited to SQL alone; they often require operating
system shell support. Unlike lightweight, embedded databases (such as SQLite), typical administrative
environments rely on online, client-server systems.

Practical teaching of security issues is becoming particularly important as the IT industry puts more
focus on them. According to the WEF and Accenture report [11], 66% of organizations see the impact of
artificial intelligence on security, 72% notice an increase in the number of cyberthreats, and two-thirds
of companies report a lack of employee skills to meet their data security requirements. Meanwhile, the
OECD report [12] shows that the demand for cybersecurity specialists in Europe is growing several
times faster than in other professions. As Kohnke points out [13], database environments remain a
critical attack vector, and their protection requires specialized knowledge in configuration, auditing,
access control, encryption, and cross-platform security management. Furthermore, the issue is of such
strategic importance that national agencies, including the U.S. Department of Defense and the U.K.
Department for Work and Pensions, have published formal standards and reference designs mandating
hardening, access controls, encryption, and secure DevSecOps practices for database systems [14, 15].
Additionally, the U.S. Federal CIO Council emphasizes that “data management is critical to making
Zero Trust a reality”. It prescribes comprehensive measures such as data categorization, encryption,
identity-centric access control, continuous monitoring, and auditing across the data life-cycle to secure
databases within a zero-trust architecture [16].

To validate the relevance of such a course for DBAs, we surveyed first-year computer science students
(n = 36, multiple-choice question). Half of them (50%) expressed interest in a dedicated database
administration course — more than any other higher level database topic SQL and query optimization
(39%), implementation of a database engine (31%) or data warehouses (19%).

In this paper, we want to provide instructors with a tool that will make it easier to create courses in
the field of database administration, combining the industry’s growing needs with students’ real interest.
Our solution is based on the Moodle (https://moodle.org) Learning Management System (LMS) extended
with the CodeRunner plugin [17]. This open-source autograder uses an external Jobe sandbox server
(https://github.com/trampgeek/jobe), enabling safe compilation and execution of programs in multiple
languages. Although CodeRunner was originally designed for programming tasks, its flexibility also
extends to functions needed for teaching database administration. CodeRunner is not limited to Moodle
and can be integrated with any platform through the Learning Tools Interoperability (LTI) standard.

In the following parts of the paper, we present the work related to our contribution (Section 2), describe
the design and implementation of our solution (Section 3), the results of its evaluation (Section 4),
limitations and plans for further development (Section 5), and the conclusions (Section 6). We hope this
paper can serve as a practical reference for educators looking to introduce realistic and secure database
administration exercises in their curriculum.

2. Related Work

Although DCL (Data Control Language) commands such as GRANT and REVOKE are included in official
programming guidelines, they are rarely used in teaching practice in database courses [18]. Several
reports on experiences with teaching database administration can be found in literature, but almost all
of them are based on the Oracle system. For example, Mata-Toledo et al. presented a sample syllabus
for a course based on Oracle [19]. Thomas and Udoh described a more extensive course that included
significant application components but lacked specialized tools for teaching administrative tasks [20, 21].
Simmonds provided students with virtual machines (VMs), but also without using integrated teaching
tools [22]. On the other hand, Mir described a short, two-week module dedicated to security in Microsoft
SQL Server without dedicated technical support [23].

The high interest in the Oracle-based course reflects its historical popularity in academic environments.


https://moodle.org
https://github.com/trampgeek/jobe

According to the DB-Engines ranking for 2025, Oracle is the most popular database engine; however,
the next three are MySQL, Microsoft SQL Server, and PostgreSQL [24]. Interestingly, the annual Stack
Overflow survey results show that these three systems are among the leading database engines of the
client-server type used by developers [25]. These discrepancies may stem from long-term enterprise
adoption of Oracle, where large organizations invested early in robust vendor support. In contrast,
newer deployments often favor free and open-source alternatives.

Autograders have been used in computer science and computing education for many years [8]. The
latest review of available solutions [9] shows that instructors prefer tools that provide high flexibility
and the possibility of integration with other systems. The most commonly used evaluation methods
are approaches based on analyzing the program’s functionality or output. The necessity of further
development of existing solutions was also emphasized, to better support educational goals and the
growing needs of teachers.

In the realm of SQL instruction, work on autograders has a long tradition [10, 26, 27]. Intensive
research is also being conducted on methods of assessing the correctness of solutions, not only in terms
of the final result, but also in terms of the language concepts used. For example, whether the student
applied the required SQL concept in the solution is analyzed [28], and sometimes artificial intelligence
techniques are used for this purpose [29]. Other studies focus on the methods of allocating partial
points [30]. The effectiveness of formative assessment using practice tests has also been demonstrated:
an observational study leveraging an SQL autograder showed a causal link between engagement with
ungraded practice tests and improved performance on graded assessments [31].

Some autograders provide integration with LMS [32]. The CodeRunner plugin for Moodle [17] is
particularly popular, and in its basic version only supports SQLite. Recent work has expanded it to
support client-server engines such as MySQL, Microsoft SQL Server, or PostgreSQL [28], and DuckDB
[33].

From the perspective of preparing tasks related to database administration, one of the main difficulties
is the lack of support for DCL commands such as GRANT or REVOKE. Their use requires elevated privileges
during evaluation, which generates security risks on the server side that executes the student-provided
code. Additionally, many administrative tasks, e.g., creating backups, go beyond the scope of SQL and
require running scripts in the system shell. Solution described in [28] uses containerization only for
the permanent hosting of a shared database server, not in a dynamic and isolated manner for each
test case of a given SQL task. As a result, it does not allow for granting of temporary administrative
rights to students. From a technical standpoint, VMs and containers are the best solution for such
educational applications. The literature suggests that VMs are well-suited for educational activities,
while containers are more suitable for autograder environments [34].

Despite recent efforts, no existing solution offers full administrative control in a secure, scalable
manner for teaching purposes. So far, no integrated, multi-vendor, open-source environment supports
the creation of database administration tasks in autograders. The solution we propose in this paper fills
this gap.

3. Design and Implementation

Teaching database administration in a scalable, safe, and realistic way requires architectural choices
that go beyond traditional autograding setups. Our system provides full administrative privileges to
students in temporary, isolated environments that mimic real-world deployments. In this section, we
describe the architecture of our system and the way tasks are defined within the course. The source
code of the solution has been made available in a public Git repository (https://github.com/andre-
wojtowicz/coderunner-dba-dataed2026) under the MIT license.

3.1. System Design

Our solution extends the architecture proposed in [17, 35] based on integrating Moodle with the
CodeRunner plugin and the Jobe sandbox server. In the traditional model, the student’s answer is
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combined with a question template code and data from test cases. Afterwards, the combined code is
sent to the Jobe server, which runs it in a secure sandbox environment and returns the result to Moodle
for grading. Our extension involves adding special question templates and an extra layer on Jobe that
allows the utilization of Docker images containing appropriate database systems and dynamic creation
of containers launched only for the duration of a test case evaluation, starting from a predefined state.
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Figure 1: The extended CodeRunner system architecture with dynamic running of Docker containers
for safe execution of administrative routines in an isolated environment. Adapted from [35].

The solution’s architecture is illustrated in Figure 1. Each test case is run in a separate container
for a given task, in which a full database server operates with available administrator privileges. This
approach allows the student to execute DCL commands and administrative operations in the shell, such
as creating backups or restoring databases. Our solution significantly extends the one presented in
[28], where a common, containerized database server operated for the entire course, and only separate
databases were dynamically created for testing DQL, DML, or DDL queries.

Dynamic creation of an entire database server for each test case allows for granting administrative
privileges within the container, which enables safe testing of administrative scenarios. The isolated
container ensures a strong security boundary: even if a student misuses administrative privileges, the
risk is contained within the temporary sandbox, with no access to host resources or other student
environments. Additionally, Jobe enhances security through Linux cgroups, which limit resource
usage for each container. Moreover, our solution is scalable, as the number of containers launched
simultaneously depends on the number of Jobe workers and available hardware resources, such as CPU
and RAM.

3.2. Question Design

The system is based on CodeRunner question templates. A separate template has been prepared for
each supported database system (MySQL, Microsoft SQL Server, PostgreSQL) to define questions. The
questions are divided into two main types. The first type involves writing SQL code, which is executed
using client tools (e.g., the mysql command in the shell). Figures 2 and 4 present an example definition
and execution of this type of question, respectively. The second type is system tasks, which involve
completing the appropriate parameters of shell commands, such as mysqlpump. Figures 3 and 5 show
an example definition and execution of this type of question, respectively.

Each template contains an API implemented in Python, described in the template documentation.
The instructor can use the API in the "Extra template data" section for a given test case to prepare a
server instance, preprocess the student’s response, and execute the code to check the correctness of the
solution. Attaching additional files (e.g., SQL code creating databases) to the test case is also possible.
The correctness assessment is made by comparing the textual result of the program’s operation with
the expected pattern.

CodeRunner automatically generates the "Expected output” field based on the correct answer entered
by the instructor in the "Answer" field, which significantly streamlines the question creation process. It
is recommended that the instructor enter sample correct answers, as it allows for collective testing of
all questions in the course in the event of an update to the Docker image (e.g., to a newer version of the
database system), to check whether the way the answers are generated has changed.

Although the system’s main purpose is to enable safe practice of administrative commands, it also



supports classic SQL commands from the DQL, DML, and DDL groups. They are often necessary for
administrative tasks, such as checking whether the user has the appropriate permissions.

Since each task is defined as Python code, more advanced mechanisms can be used to evaluate
correctness. For example, before displaying the results on the screen, one can use regular expressions
to replace dynamic values (e.g., current date and time) with fixed placeholders. This approach allows
for an effective comparison of the program’s output with the expected text pattern. The flexibility of
processing intermediate and final results makes it possible to fully adapt the evaluation mechanism to

Question text

.Gr‘ant the wser ~andy@% privileges for the “SELECT™, “DROP™, and
“INSERT™ operations on the “animals™ table in the “smart_data™ db.

Answer

GRANT SELECT, DROP, INSERT ON smart_data.animals TO ‘andy '@'%";

Test case 1
Expected output

Tzer Host [k Table name Select Drop Insert
1 andy % smart data animals true true True
Extra template data
__db prepare = """

CREATE DATABASE smart data; USE smart_data:
CEEATE TABLE animals |
id INT PRIMARY EEY,
name VARCHRE (20},
OWTLET VARCHRE (20},
spacies VARCHRE (20),
sex CHARR(1)):
INSERT INTO animals WVALUES
{4, "Fluffy', 'Harold', ‘cat', "f'},
{3, "Claws" , "Gwen' , 'cat', 'm"},
{9, '"Buffy' , "Harold', 'deg', NULL):;
CEEATE USER 'andy'@':' IDENTIFIED EY 'pazzwlRd';
invoke curscr sgl(_ db prepare  , database=Hone)
invoke cursor_sgl(_ student answer , database="smart data”)
__8gl werify = """
SELECT User, Host, Db, Table name,
CASE WHEN FIND IN SET('Select', Table priwv) > 0
THEN 'true' ELSE 'false' END AS 'Select',
CASE WHEN FIND IN SET('Drop', Table_priw) > O
THEN 'true' ELSE '"false' END AS 'Drop',
CASE WHEN FIND IN S5ET('Insert', Table priv) > 0
THEN 'true' ELSE '"false' EHD AS 'Insert’
FROM mysgl.tables priv
WHEEE User = '"andy' AND Heost = '"%';

mmn

print {(invoke cursor sgl(_ gl werify , database=None)})

Figure 2: The sample definition of a SQL DCL question, such as GRANT, including a model answer and test case
data.



Question text

Use “mysglpump” to create a copy of the data stored in the tables
of the “academy” database whose names start with “ye™.

.

Answer

mysglpump --default-parallelism=1 --skip-tz-utc
--skip-set-charset --skip-watch-progress
--include-databases=academy --include-tables=ye®

--no-create-db --no-create-info --skip-routines

Test casze 1

Expected output

—— comment

SET @0LD UNIQUE CHECKS=@QRUNIQUE CHECKS, UNIQUE CHECKS=0;
SET @0OLD_FOREIGH _KEY CHECKS=REFCREIGHN KEY CHECKS;
SET @0OLD_SQL_MODE=RESQL MODE:

SET S0L_MODE="NO_AUTO VALUE_ON_ZERO";

SET @@SESSICN.SQL_LOG BIN= 0;

INSERT INTO ‘academy”. yelS® VALUES (1);

INSERT INTO ‘academy”. ye20* VALUES (1);

SET FOREIGHN _EEY CHECKS=@QLD FOREIGN KEY CHECES;
SET UNIQUE CHECKS=ROLD UNIQUE_CHECKS;

SET S5QL_MODE=@0LD _SQL_MODE:

e

Extra template data

__gtudent _answer = _ student answer__.strip(}

if not _ student_anawer .startswith('mysglpump’):
ays.stderr.write ("Command must start with "mysglpump'\n™)

elif _ student answer .count{'in') > 0:

gys.stderr.write ("Multiline command attempti\n™)
elae:
__8erver prepare = """
IHNSTALL PLUGIN auth socket 30MAME 'auth socket.so':
SET SE55ICH =gl_log bin = OFF; S0URCE academy.a3gl;
SET PERSIST local infile = CHN;
invoke commandline sgl(_ server prepare , database=None)
clt = ['"/usr/bin/mysglpump'] + COMMAND LINE TOCL[1:4]
clt = clt + _ student answer _ .split() [1:]
cmd_cutput = invoke commandline =gl (Hone,
databage=None, command line tool=clt)
import re
print(re.sub("*——.*%", "—— comment”, cmd output,
flags=re .MULTILINE)}

Support files

academysgl 60225, 1509 654 bytes textix-sql

Figure 3: The sample definition of a shell routine question that involves calling an administrative command,
such as mysqlpump.

educational needs.



Grant the user andy@% the privileges to perform SELECT, Answer: | GRANT SELECT, DROP, INSERT

DROP, and INSERT operations on the animals table in the ?rg ?ma;tT;?;? -animals
smart_data db. andy :

Expected Got
W User Host Db Table_nome Select Drop Insert User Host Db Table_name Select Drop Insert '

1 andy % smart_data animals true true true 1 andy % smart_data animals true true true

Figure 4: The results of evaluation of the SQL instruction GRANT.

Use mysglpump to create a copy of the data stored in the Answer: | mysqlpump --default-parallelism=1 --skip-tz-utc
tables the academy database whose names start with ve. --skip-set-charset --skip-watch-progress
--include-databases=academy
--include-tables=ye% --no-create-db
--no-create-info --skip-routines
Expected Got
v | -- comment -- comment R
SET @0LD_UNTQUE_CHECKS=@aUNIQUE_CHECKS, UNIQUE_CHECKS=@; | SET @0LD_UNIQUE_CHECKS=8@UNIQUE_CHECKS, UNIQUE_CHECKS=8;
SET @0LD_FOREIGN_KEY_CHECKS=8@FOREIGN_KEY_CHECKS; SET @0LD_FORETIGN_KEY_CHECKS=@@FOREIGN_KEY_CHECKS;
SET @0LD_SQL_MODE=a@sQL_MODE; SET @0LD_SOL_MODE=8@S0L_MODE;
SET SQL_MODE="NO_AUTO_VALUE_OM_ZERO™; SET SOL_MODE="NO_AUTO_VALUE_ON_FERO";
SET @BSESSION.SQL_LOG_BIN= @; SET @@SESSION.SQL_LOG_BIN= @;
INSERT INTO “academy” . yel9™ VALUES (1); INSERT INTO “academy™. yel9™ VALUES (1);
INSERT INTO “academy” . ye2@° VALUES (1); INSERT INTO “academy™. yeZ®" VALUES (1D;
SET FOREIGN_KEY_CHECKS=B0LD_FOREIGN_KEY_CHECKS; SET FOREIGN_KEY_CHECKS=@0LD_FOREIGN_KEY_CHECKS;
SET UNIQUE_CHECKS=@0LD_UNIQUE_CHECKS; SET UNIQUE_CHECKS=@0LD_UNIQUE_CHECKS;
SET S0L_MODE=20LD_SQL_MODE; SET SOL_MODE=20LD_S0QL_MODE;

Figure 5: The results of evaluation of the shell command mysqlpump.

4. Evaluation

We implemented the proposed solution as part of the Database Administration elective course designed
for students in the sixth semester of engineering studies in computer science. The course spanned 15
weeks and covered administrative topics for three database systems: MySQL, Microsoft SQL Server,
and PostgreSQL. Five analogous but thematically independent modules have been developed for each
of these engines. Despite similar thematic structures, each system has its configuration and syntactic
nuances, which require separate discussion and practice. Including multiple database engines helps
prevent educational vendor lock-in by ensuring that students develop broadly applicable administrative
skills rather than becoming narrowly specialized in a single technology. The topics covered: (1) server
installation and client tools; (2) users, roles, and permissions management; (3) password and data schema
management; (4) file operations, backups and recovery; (5) data partitioning.

Each weekly problem set was allocated 2 hours of lab time, and all autograded tasks together accounted
for 75% of the final grade (the remaining 25% came from a project).

We provided students with a VM running Ubuntu 22.04 system, enabling flexible local work. The
database engines were based on MySQL 8.0.41, MSSQL 2019-CU30, and PostgreSQL 14.16. After
completing the exercises and graded tasks locally, students could test and send their final solutions in
Moodle for verification with the autograder.

The course was attended by 17 students, 16 of whom completed the final survey. The questionnaire
covered both the content and structure of the course, as well as the technical solution used for task
verification. We briefly summarize the responses below.

Several aspects of the course proved particularly effective. In the post-course survey (six-level Likert
scale; 1 — very negative; 6 — very positive), students were generally satisfied with the course structure
and content (4 = 5.13, 0 = 0.72). The subject of the classes was rated as interesting and useful
(v = 4.94, 0 = 1.12). The difficulty level of the questions was rated as moderate (1 = 3.31, 0 = 0.60),
which indicates a good balance between challenge and accessibility.

However, some areas still require further refinement based on task performance. In each of the fifteen



topics, students solved several autograded tasks, and completing a topic awarded up to 5 course points
(0-5). Based on per-topic points, the lowest-scoring topics were data partitioning (p = 4.43, s, = 1.52)
and users, roles, and permissions management (p = 4.28, s, = 1.50). The respondents suggested
increasing the number of real-life scenarios in these topics. This is in line with the observation that the
appropriate selection of database content and its usage context influences engagement during learning
[36].

On the technical part of the course, the speed of the CodeRunner/Jobe environment (16 CPU cores and
64 GB of RAM) for each of the engines was rated highly; even though Microsoft SQL Server container
execution takes at average more than two times longer than two other database engines (10.0 s vs 4.0 s),
it did not affect the students’ subjective assessment of the autograder’s speed as they perceived them as
balanced. In the open-ended question about using the provided practice VM, most students declared
regular use, mainly to solve examples, test solutions, and work with course materials; in the context of
integrating three different database engines, opinions were positive.

In a separate survey question regarding the quality and clarity of the CodeRunner/Jobe environment
feedback (1 — very low, 6 — very high), the results suggest some need for further improvement (1 = 4.50,
o = 0.89). Two students reported technical problems, mainly concerning the lack of clarity of feedback
in cases of their incorrect solutions. These results are consistent with the findings indicating the
importance of feedback quality in database education [30].

5. Limitations and Further Work

Despite positive results, the current system has limitations that motivate further work.

Firstly, the system does not provide automated, context-aware hints for incorrect submissions, which
can frustrate students [30]. Future work could integrate syntax/semantics analysis and optionally
RAG-enabled language models to generate targeted guidance [37].

The second limitation is the lack of support for partial grading, which could better reflect students’
progress in complex tasks. There are already several promising technical proposals [38, 30], which can
inspire further work on implementing this function in the system.

Currently, the system supports three popular database engines. However, there is a lack of support
for Oracle, which is still significant in large enterprises. Incorporating the Oracle engine may prove
challenging. The free version has noteworthy resource limits [39], and use of this engine in spawn-
container-per-test-case manner may require a commercial license. Initial research found this server’s
start times unacceptably long for this use — further configuration tuning might solve this deficiency.

Questions are defined as separate, isolated tasks. Unlike Jupyter Notebook environments, where
building a multi-stage solution in one go is possible, each question represents an independent environ-
ment launch. Suppose an instructor wants to provide a running example through teaching material.
In that case, this may require duplicating setup code across multiple questions, potentially reducing
maintainability and instructional clarity.

Another limitation is that most tasks validate procedures in a controlled environment, whereas real
DBA work often includes diagnosing failures and handling unexpected or adversarial user behavior.
Future work could add fault-injection and “misbehaving user” scenarios inside containers to increase
realism while preserving isolation.

The system is also not adapted to check tasks requiring long-term data processing (e.g., operations
lasting a minute or longer), which would require queuing and task scheduling. Moreover, due to the
design based on single instances of database servers, the current architecture does not support scenarios
requiring communication of multiple servers (e.g., tasks related to data replication or distributed queries).
Their implementation would require the dynamic creation of mini-networks of containers, potentially
significantly extending the time it takes to evaluate a single test case.

Finally, having a safe and scalable environment that records real student submissions enables broader
research into how students learn administrative database concepts. The system could identify common
misconceptions related to DCL operations, expanding on prior work in this area [40, 41], particularly
now that Al-based code-generation tools have become increasingly accessible [42].



6. Conclusions

We presented a scalable, open-source extension to the CodeRunner autograder that enables safe,
automated evaluation of database administration tasks involving elevated privileges, such as DCL
commands. The tool is publicly available, enabling easy adoption and further development by instructors
and institutions.

A key system innovation is the per-test-case containerization, granting students full administrative
rights in a controlled and temporary environment. This allows for practical training in administrative
tasks. Replacing the container image is sufficient to update database versions.

The course evaluation showed that the students’ perception of the system’s operation, and speed is
generally positive and sufficient for effective learning. The obtained survey data and task performance
metrics are a valuable source of information for course coordinators, as they can help identify more
difficult topics and adjust the syllabus and teaching materials accordingly.

Declaration on Generative Al

During the preparation of this work, the authors used Grammarly in order to: Grammar and spelling
check. After using this tool, the authors reviewed and edited the content as needed and takes full
responsibility for the publication’s content.
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