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Abstract

The Private Set Intersection (PSI) problem certainly represents one of the most interesting subjects of study
in Secure Multi-Party Computation (SMPC). Beyond being extremely relevant from a theoretical standpoint,
solutions to PSI have different practical applications, from genetic to marketing, from healthcare to homeland
security, just to name a few. One particular variant deals with computing the intersection of sets of strings.
However, in numerous settings, computing the exact intersection of the sets is overabundant and even unnecessary.
Let us consider, for example, genetics: it is sometimes enough to identify pairs of genomic sequences which are
sufficiently similar, where the similarity between the sequences is measured by metrics such as the edit distance.
In this paper, we describe a two-party protocol that solves this approximate PSI variant. Specifically, we present a
meta-protocol that can be instantiated with any secure subprotocol for computing the edit distance. Our concrete
choices are then two strategies that represent the state-of-the-art: the first one is based on Yao’s garbled circuits
and breaks the computation of the edit distance into its main operations of sum, comparison, minimum and
table-lookup. The second, based on secret sharing schemes, minimizes the number of formulas to be evaluated to
compute the edit distance. The two strategies are compared in order to evaluate, when used in our protocol, time
and communication complexity. Finally, we will conclude the paper summarizing our findings and discussing
some open challenges.
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1. Introduction

The main objective of Secure Multi-Party Computation is to enable a set of independent parts -
which trust neither a third common party nor each other - to compute a known function depending of
their private inputs, while keeping the inputs private. As quoted in the excellent introduction to the
subject by Evans et al.[1], SMPC has gradually evolved during the last years, on both the theoretical
and pragmatical fronts.

Amongst the various problem in SMPC, the Private Set Intersection (PSI) problem is cer-
tainly one of the cornerstones. Let us consider two parties, Alice and Bob (we will assume that
an authenticated, secure channel has already been established between the two). Alice and Bob
respectively hold the sets A and B. We can assume their elements belong to a given universal set U,
and thus A, B C U. The parties’ objective is to compute A N B, while ensuring that:

« At the end of the protocol, Alice will not know any other element of B out of those in A N B;
« Likewise, Bob will not know any other element of A out of those in A N B;

A concise summary of different solutions to the PSI problem can be found in [2]. However, in some
settings, it may be satisfactory to the parties that an element of A is merely sufficiently similar to an
element of B, in order to put it in the computed intersection. That is, we are interested in finding close
pairs of elements (a,b) € A x B such that dist(a, b), which is a properly-selected distance metric, is a
“small quantity". This variant is known as Distance-Aware PSI [3].

Our Contribution. In this paper, A and B are sets of strings and, speaking of metrics, we will deal
with the edit distance. As in [4], we shall refer to our problem as to the Levenshtein Distance-Aware
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Private Set Intersection (LDA-PSI) problem. We follow the same treatment detailed in [4]. We will
present a meta-protocol for solving the LDA-PSI problem that can be instantiated with any secure
subprotocol for computing the edit distance. Then, we will focus on two efficient methods to compute
the edit distance in the SMPC setting. The first, based on circuit garbling, by Zhu et al. [5], and the
second, based on SSS by Vanegas et al. [6]. Finally, we discuss the feasibility of our LDA-PSI protocol,
employing the two strategies.

2. Preliminaries

Let us introduce the basic theory surrounding the computation of the edit distance.

Strings. We shall refer to a set 3 of “characters” (or “symbols") as an alphabet. A string w over X is a
sequence:

W = 0109...0p, such thato; € 3,1 <i<n
The integer n is the length of w, denoted with |w|. Furthermore, let € denote the empty string, devoid of

characters. Finally, let ¥* represent the set of all strings that can be built over X.

Edit Distance. The edit distance (or Levenshtein distance) between two strings a and b intuitively
represents the minimum number of operations (insertions, substitutions or deletions of a symbol)
required to transform a into b. For instance, in order to turn “park" into “dark”, one operation is
sufficient: we can substitute the “p" for a “d". Thus, the edit distance is D(park, dark) = 1.

Wagner-Fischer Algorithm. Computing the edit distance between two given strings is a well-known
algorithmic problem. Let a = a;...a,, and b = b;...b,,, be two strings over an alphabet 2. In general,
n # m. We define the following operations on a string 03 ...0,, € ¥* and an arbitrary ¢ € [n], where

] < {1, ... n}:

+ Insertion of z € ¥ in position ¢: the output is the string 71...0;_120;...0n;

« Substitution of symbol ¢; for x € X: the resulting string is ¢1...0;_1Z0;41...0p;

« Deletion of ¢;: the resulting string is 01...0,—1041...0p.
The most celebrated algorithm for the computation of the edit distance is the dynamic programming
algorithm proposed by Wagner and Fischer[7]. Using the notation of [6], let a(*) denote the substring

aj...a;, i € [n]. Let us also define D(i, j) def D(a®, b)), Thus, our goal is to find D(n, m) = D(a, b).
The algorithm implements the following recurrence relation:

D(i—1,5) +1,
D(i,j) =min D(i,j — 1) + 1, (1)

The idea is to transform the prefix A[1...7] into the prefix B[1...j] in the cheapest way. The details of
the WF algorithm are given below.

Levenshtein Distance-Aware Private Set Intersection. Let Alice and Bob be the two parties of our
protocol, whose respective sets of strings are A, B € ¥*. Let h € N be a threshold value on which
Alice and Bob mutually agree. Lastly, let D : ¥* x ¥* — N be the edit distance function. A LDA-PSI
protocol is any protocol returning S C A x B such that the following properties hold:

« Correctness: V(a,b) e Ax B: (a,b) €S < D(a,b) <h
That is, the pair is added to the “quasi-intersection" if and only if the edit distance between the
strings does not exceed the threshold.

« Privacy: Alice gains no information on the strings b € B s.t. (x,b) € S : x € A. Likewise, Bob
gains no information on any a € A s.t. #(a,z) € S : x € B.



Let ¢ be a m X m matrix (indices starting from 1)
for (i,7) € [n| x [m] do
if a; # b; then
| t(6,5) < 1
end
t(i, ) < 0;
end
Let D be a O-initialized (n 4 1) x (m + 1) matrix (indices starting from 0)
for:=0tondo
| D(i,0) <
end
for j = 0 tom do
| D(0,§) < j
end
for:=1tondo
for j =1tomdo

D(i—1,5)+1, (deletion)
D(i,j) < ming D(i,j —1)+1, (insertion)
D(@i—1,7—1)+t(i,j) (substitution)
end
end

return D(n,m)
Algorithm 1: Wagner-Fischer Algorithm (WF) for the edit distance

3. Cryptographic primitives

The protocols for computing the edit distance we consider, use several cryptographic primitives. Let us
briefly overview the relevant ones.

Oblivious Transfer. The oblivious transfer (OT) represents one of the most important cryptographic
primitive in SMPC. Intuitively, a 1-out-of-n OT protocol allows two parties, the sender — who holds n
secrets 51, ..., S, — and the receiver — who is interested in one of them, s;, j € [n] - to share s; while
ensuring that:

« The receiver gains no information on other secrets s;,7 # j.

« The sender does not know which is the secret of interest, i.e. the sender gains no information on
J-

In the specific case in which n = 2, i.e. the receiver selects exactly one of two possible secrets to receive,
we refer to the protocol as to 1-out-of-2 oblivious transfer.
It is well-know how such a primitive is essentially equivalent to the concept of Secure Multi-Party
Computation [1]. More formally, it is indeed possible to realize SMPC without any other assumption
but the existence of oblivious transfer. Conversely, oblivious transfer can be realized by assuming the
existence of a protocol for SMPC. In the very same source, an efficient 1-out-of-2 OT protocol by Ishai
et al. [8] (generalized to 1-out-of-n by Kolesnikov et al. [9]) is also described.

Secure garbling,. First proposed by A. Yao [10] following the birth of SMPC [11], the idea of garbling
consists in a protocol that allows parties to evaluate a function, described as a boolean circuit, without
disclosing their inputs or employing trusted third parties. The main cryptographic primitives we will
need for garbling are oblivious transfer and a symmetric encryption scheme using two keys. Let 7 be
the security parameter of our two-party garbling protocol. Alice will act as the garbler, whose job will
be to “encrypt" the circuit gates.

« Let bbe a circuit wire. Alice sample two cryptographic keys k§, k? € {0, 1}" uniformly at random,
representing boolean values 0 e 1, and assigns them to wire b;



« Alice examines each circuit gate, replacing truth values 0 and 1 with keys k; and k;. Then
Alice encrypts the key representing the output with the pair of keys representing the input- For
instance, the truth table of a XOR gate whose input wires are a and b and whose output value is ¢
is transformed in:

In | Out In Out Ciphertexts
0,0 0 kKD | kS Encya i (KG)
01 1 | = [KGAY| K — | Encyg o (K7
Lo 1 ARG Encyg sy (6)
11] 0 TR | K Encyg o (K§)

« Alice then permutes the encrypted rows, preventing the output key to be deduced from the order
of the rows.

Now, Alice has to send Bob the garbled circuit (i.e. the encrypted—and-permuted truth tables), as

well as her input. Alice’s input must of course remain private. Let @ = ay, .., a, be the binary string

representing Alice’s input. Alice has substituted O for £; and 1 for k] in her input and sends the string:
kgls.w kgt

to Bob. Bob is unaware of the true value of Alice’s input since the keys were sampled uniformly at

random.

In order to evaluate the circuit, Bob must also obtain the representation of his input as a se-
quence of keys. However, Alice must not know Bob’s private input. Let b; be the ¢-th bit of Bob’s input
string. Let k‘gi, k:llj’ the uniformly-sampled keys that Alice has prepared to describe such input. Alice e
Bob execute the 1-out-of-2 oblivious transfer protocol, Vi, with Alice acting as the sender and Bob as
the receiver. Thus, Bob executes the protocol by requesting the key corresponding to bit b;, i.e. k:lb’z For

instance, if b; = 1, Bob will receive kzl”' and will gain no information on kgi. On the other hand, Alice
will not know anything about b;. Notice how the properties of oblivious transfer have been leveraged
to maintain privacy.

Bob can now evaluate the circuit. Notice how, for each gate to be evaluated, Bob can deci-
pher one row of the corresponding truth table, and one only. Namely, Bob can decrypt the row
correspoding to the ciphertext obtained with the keys that match the gate’s actual input. For instance,
let us suppose that Bob evaluates the XOR gate between his bit by = 0 and Alice’s bit a; = 1:

Ciphertexts (that Bob sees permuted)
Enckgl o (k§)
ki

Enck
Enckf%kgl

Enck

ay 1.b1
o ok

ay 1.by
1k

Bob can only decrypt the third row, since Enc oy ;b (k) is the ciphertext obtained with keys
1 ™0

k' and kgl, matching the above inputs. Bob does not gain any information on the other rows.
Bob continues to evaluate the circuit until k}, matching the output wire p, where b € {0,1},
is the circuit’s output. Of course, Bob does not know which binary value kf resolves into, but
Alice does, having generated the keys. Therefore, Bob sends k; to Alice, who can finally disclose output b.

Garbling-based approaches to SMPC tend to have a low round complexity (since the # of
rounds does not depend on the circuit), but the amount of data sent between parties is considerable: the
entire garbled representation of the circuit has to be sent over to the other party.



Secret Sharing Schemes. A secret sharing scheme (SSS)[12] is a cryptographic primitive that enables
to split a secret s in shares, each of which is assigned to one of n parties. In a threshold secret sharing
scheme, the goal is to allow for the reconstruction of the secret if and only if £ > n parties combine
their shares. On the other hand, the knowledge of < k shares yields no information on s.

We shall use the same notation as the one employed by Vanegas et al.[6]. Thus, given a string s, we will
denote a sharing of s as:

[[s]] = (81 .y Sn)

where s; represents the share assigned to F;.

Numerous SMPC protocols, such as SPDZ,x[13] are based on secret sharing. Jumping ahead, the
underlying intuition is to allow the parties to distribute shares of their private inputs and evaluate the
arithmetic circuit that describes the function, thus obtaining a share of the output. The complete output
is then reconstructed by combining the shares. Another important protocol, Tinier [14] works similarly,
but uses binary circuits.

daBits. Vanegas et al.[6] realize their edit distance protocol with Tinier and SPDZx, which run on
different domains (the binary field Fy and the arithmetic field Fyr, respectively). Some operations are
more efficient on a binary domain, such as bitwise XOR. However, linear operations like addition and
multiplication are more efficient on an arithmetic field. Thus, need arising, mixed approaches to SMPC
are born. These strategies switch between representations of elements in different domains depending
on the operation, enabling us to exploit the advantages of both; daBits (double-shared authenticated bits),
formalized by Rotaru and Wood [15], are a cryptographic primitive that aims to convert an element
from a binary domain to an arithmetic one.

Precisely, daBits transform elements of Fy in elements of For while preserving authenticity. In other
words, an element a € Fy bound to, for instance, a MAC, will retain the same authenticity guarantees
after its conversion to an element of F,.. Formally, a daBit is a pair ([b],, [0],,) where b € {0,1} isa
bit. That is, a daBit is a sharing of a bit in both a binary and an arithmetic domain. We can therefore
use daBits for domain conversion, e.g., the conversion protocols described by Damgard et al.[16],

edaBits. An edaBit (extended daBit) is a generalization of the concept of daBit. Formally it consists in a
tuple ((ry—1,...,70),7) such that:

e ("m—1,...,70) is an m-uple of random bits, secret shared in Fy;

o= Z?;_ol ;2" is an integer (being de facto the integer representation of the string r,,_1, ..., 7o)
secret shared in the arithmetic domain Fyx.

Notice how a edaBit of length m = 1 is a daBit. Escudero et al. [17] present a protocol to securely
generate edaBits of length m, which is comparatively more efficient than generating m daBits. Further-
more, [17] illustrates a protocol that makes use of edaBits for efficient integer comparison, which is
exactly what we will, referring to Vanegas et al.[6], need it for.

4. The Real-lIdeal Paradigm

The Real-Ideal Paradigm can be used to define and prove security in the context of SMPC. At the
very core of what will follow, stands the definition of functionality. Goldreich [18] defines an m-ary
functionality as a random process that maps m inputs to m outputs. Notice how this generalizes the
concept of an m-to-m function which, according to this definition, represents the special case of a
deterministic functionality.

Ideal World. Let F be a functionality. In the ideal world, F acts a trusted third-party, which as we are
in an SMPC context, does not exist in the real world. Rather, F is merely an ideal entity with respect to
which we are going to define security. Let P;, i € [n] be our parties, and z; be the input of P;. In the
ideal world:



e Pysendsx;to F,1 <i<mn;
« F(x1,...,xy,) is computed and returned to each party.

An adversary can corrupt any party, but not the trusted F. Thus, the adversary can choose x; indepen-
dently of the inputs z;, j # i belonging to other uncorrupted parties, and can only know F(z1, ..., z)
which is indeed the only message received by P; — the same as every other parties’. These requirements,
easily obtainable in the ideal world, correspond to what we would like to build in the real world, in
spite of the absence of a trusted third-party.

Real World. The best we can hope for in the real world is to let the parties execute a protocol II that
emulates the behaviour of the ideal F. Every party holds a view of the protocol, which includes the
input x;, the random bits that the party can use for random choices and the messages received from
other parties. Let us denote this view as V(21 ..., x,,) where z1, ..., z,, are the parties” inputs. In
addition, let o'l = (0!, ..., oll) be the output of the protocol on the very same input, and o!! is the
output returned to P;.

In order to prove that II is secure against given adversaries, we want to show that anything the adversary
can achieve in the real world can also be achieved in the ideal world. Having argued security in the
ideal world, it must follow that the real protocol has to be secure as well. Essentially, we are proving
that protocol II emulates F well. We will formalize this concept via indistinguishability.

Semi-Honest Adversarial Model. A semi-honest adversary, also known as honest-but-curious
adversary, can corrupt parties and gain as much information as they can from the messages they
receive. Still, a semi-honest adversary follows the intended protocol faithfully, without injecting,
dropping or otherwise altering messages. Formally, we consider an adversary to be a probabilistic
algorithm that runs in polynomial time (PPT). Therefore, any attack brought forth by the adversary
must be an efficiently computable function of the adversary’s view[1]. Thus, without loss of generality,
we can restrict our consideration to the single attack in which the adversary outputs the whole view of
the corrupted party. In order for the protocol to be secure, it must then be possible to generate a view
in the ideal world that is indistinguishable from the adversary’s view in the real world. In such a case,
the adversary will retain the same information in both worlds, and thus since we argued security in the
ideal world, the same will apply to its real counterpart. By indistiguishable, we are of course implicitly
referring to computational indistinguishability. Any PPT adversary cannot distinguish the real view
from the ideal view with non-negligible probability, due to its computational constraints.

By definition, an adversary corrupting party P; in the ideal world can access the view:
(i, F(21, ey Tp))

since F(z1, ..., Z,) is the sole message received by P;. The adversary that generates a real view from
an ideal view shall be referred to as a simulator. In order to simulate a real protocol, the simulator must
also generate the output distribution of the simulated protocol. For deterministic functionalities, such as
the one we are going to introduce, Lindell[19] provides a simple definition of security as a special case
of probabilistic functionalities. According to such a definition, a protocol II realizes the deterministic
ideal functionality F in the semi-honest model if and only if the following hold:

« Correctness: the parties’ output is correct with non-negligible probability:
v, Y(x1, ..., ), Prlo™ # F(z1, ..., z,)] < negl(n) (negligible function) 2)
« Privacy: there exist PPT simulators for the protocol’s parties’ views:
V(21 x0), VI (21, oy 20) = Simy(as, (21, .. ), 1 < i < n (3)
where the symbol = denotes computational indistinguishability by any PPT distinguisher.

LDA-PSI Functionality. Our deterministic functionality of interest is (D denotes the edit distance):



Ideal Functionality Fipa-ps|
Inputs. Alice inputs a set of strings A, Bob inputs a set of strings B.
Outputs. Alice and Bob both receive S, where S = {(a,b) € A x B| D(a,b) < h}.
Furthermore, Alice receives | B| and Bob receives |A].

5. The LDA-PSI Protocol

Our approach for the computation of LDA-PSI according to the edit distance is detailed below:

Protocol 1 LDA-PSI

Input. Alice and Bob hold sets of strings A, B — respectively, on alphabet 3. Alice and Bob also share
a common threshold ¢.

Setup. Alice and Bob set the intersection S = (). A correct and private sub-protocol D(w, w’), that
returns the edit distance between input strings w and w’, is provided to both Alice and Bob. In addition,
Alice and Bob exchange set sizes |A| and | B].

Execution. For each pair of strings (a,b) € A x B:
(1) Alice and Bob execute the sub-protocol D(a, b) and get the edit distance t';

(2) Ift’ < t, Bob sends b to Alice and Alice sends a to Bob; they both set S < S U {(a,b)};

Output. Alice and Bob output the set S

The correctness of the protocol is elementary. If the sub-protocol D is correct, then Alice and
Bob add (a, b) to set S if and only if D(a,b) < t. Thus, S will contain every pair of strings whose edit
distance is at most ¢.

We show that the protocol is also private using a hybrid model: let us assume that Alice and Bob can
access an ideal functionality Frqt-pist defined as follows:

Ideal Functionality Fegit-pist
Inputs. Alice inputs a string a, Bob inputs a string b.

Outputs. Alice and Bob receive d et D(a,b).

In this model, we define the simulators Simajice (A, S, |B|) and Simgq, (B, S, |A|) as follows:

Simagice(A, S, |B|): for each a € A,

- sends a to Frgit-pist> |B| times, and receives d (for each different b € B);
- if d < t, then sends a to Bob.

Simpep(B, S, |A]): for each b € B,

- sends b to Frgit-pist» | A| times, and receives d (for each different a € A);

- if d < t, then sends b to Alice.



Notice that Frgit-pist receives a string from Alice and one from Bob and returns the edit distance to
both parties. The parties know, as part of the setup phase, the cardinality of both sets’.

The transcript of the simulators is indeed identical to the transcript produced by a real execu-
tion of the protocol run between Alice and Bob in the hybrid model, in which the parties access the
ideal functionality. Naturally, in a real execution, the parties cannot access Frqit-pist and must run a
protocol to privately compute the edit distance. But, due to the composition theorem [18], the full
protocol that uses the secure implementation of Fggitpist is secure as well. More formally, we can
obtain the complete simulators for Alice and Bob by modifying the ones provided: specifically, we
substitute the ideal calls to Frgi-pist With calls to the simulators SimEditDist (¢, d) and SimELDist(p, d)
that exist — if we suppose the existence of a secure protocol that computes the edit distance. Notice
how the ideal functionality Fggir-pist can indeed be implemented by any of the two strategies presented

below. Therefore, our composite protocol securely implements the ideal functionality F1pa-psi.

6. Computing the Edit Distance in SMPC

We describe two strategies. The first is garbling-based. It revolves around generalizing the idea of
garbling to arithmetic circuits, in order to describe the main operations used by the WF algorithm. This
strategy has been described by Zhu et al.[5]. The second involves secret sharing schemes, as well as the
primitives of daBits and edaBits. Its starting point is, yet again, the WF algorithm. This strategy has
been described by Vanegas et al.[6].

6.1. Garbling-based Computation of the Edit Distance

Zhu et al.[5] present a protocol to evaluate the exact edit distance in a secure and generic way. This
is, however, not the first protocol of its kind. Wang et al. [21] show a different approach, based on
heuristics, that is efficient, but prone to input-specific errors.

From the pseudocode of the Wagner-Fischer algorithm, it is clear that the four operations that the
algorithm performs are sum, comparison, minimum and table-lookup (on the matrices ¢ and D).
The arithmetic circuit computing the edit distance will then use these same operations. Let us review
how Zhu et al.[5] describe their oblivious execution.

Regarding the computation of the minimum, observe that, given integers a, b, c:

min{a, b, c} = min{min{a, b}, c}

Let us define an “n-min gate" the arithmetic gate that computes the minimum among n inputs. The
above observation tells us that any 3-min gate can be reduced to two 2-min gate. This is quite crucial
as Zhu et al. show how the edit distance can be computed in such a way that, given any 2-min gate
M(a,b), it holds that:

El)\l,)\gt)\l Sa—bg)\g

where A\, \, are independent of |a| and |b|. That is to say, the difference between the inputs is
bounded by constants that do not depend on the inputs themselves. This will result in an increase in
efficiency for minimum gates.

Garbling. The underlying field is obviously not Z anymore, but rather a generic Z,, where p is
any prime (or power of a prime). Let us assume that p is prime, and let us denote with +, and x,
the operations of addition and multiplication modulo p on this field. The garbler must now choose,
uniformly at random and for each wire z, cryptographic keys k7, representing integers z € Z,. This
can be made more efficient by sampling only two values. The garbler uniformly samples £{, where 0 is
the neutral element of +,,. Then, the garbler chooses A, as the global secret of the circuit. The key k7,
for z # 0, will be calculated as:
kD < ki 4+p 2 xp A

'For the size-hiding issue see [20]



Notice how the uniformly sampled kf and A perfectly mask z. Garbling the actual output table of a
gate follows the exact same rule of binary garbling. Finally, we will refer to the wire label of wire x, on
which value z is transmitted, as w? = 07||kZ, where 7 is the security parameter and 0" refers to a string
of n 0s. Preposing the label allows the evaluator to confirm that the correct row has been deciphered
without errors (otherwise, a garbage string would have been obtained).

Addition. Given a,b € Z, on wires A, B respectively, wire-labels are constructed:
wi = 0" || kit +p a x, A
wP =07 || k§ 4+, b xp, A

The garbler also constructs w§ = w{' +, w, so that on output wire C' the evaluator computes:

wgzwf+pw£ = 07| kg +p (a+pb) xp A
which is exactly the ciphertext that corresponds to (a +, b) on wire C. This means that addition is
essentially free. No expensive cryptographic computation is performed. These considerations naturally
extend to the multiplication by a constant. Letting w: be the label of wire A and given a constant £,
the garbler sets w§ = k x, w§' and the evaluator computes:

wg =k xpwg =0"[[k§ +p (kxpa) x, A

which is exactly the ciphertext corresponding to £ x, w?. Notice that, as long as a + b < p (resp.,
k x a < p),thena+b=a+,b(resp., k X a = k x, a), and therefore the arithmetic in Z, is realized
correctly.

Equality Comparison. This operation is necessary in order to compute the terms of matrix ¢ of the
WEF algorithm, which holds the costs of substituting a symbol for another in the two input strings. Let
w? and w? be the labels of wires A and B on which values a and b are transmitted, respectively. Let
d = a — b. Obviously it holds that d = 0 <= a = b. We want to compute d and exploit the property
that d € {—(, ..., +(}. Garbling happens as usual:

« Let D be the output wire of the computation of d. We employ the previous construction for the

addition operation to calculate d, so that the garbler computes w} = wj' — wg. The evaluator
knows w?.

« Let Z be the output wire of the equality comparison operation. The garbler uniformly samples
wf e w¥ (representing “not equal” and “equal”) and sends 2¢ + 1 ciphertexts in random order.

Namely, Enc,,p (w?) and Enc,,p (wf), Vd € {—(,...,+C},d # 0 are sent.

« The evaluator can decrypt the only ciphertext that was computed via the true value of w2 Thus
the evaluator will obtain as a label of the output wire w{ <= d =0 <= a = band wf

otherwise.

This operation has linear cost with respect to the size of the interval to which a — b belongs, i.e., 2¢ + 1.
Since integer comparison has linear cost in the #bit used to represent a, b [22] this approach reduces
complexity by a factor of min{log a, log b} with bounded a — b [5].
Minimum. The comparison circuit is generalized in order to calculate the minimum between two
elements. Let us define the quantity:
x Lifx >
(@) = { e

0 , otherwise
Then we can compute the minimum as:
min{a, b} =a— (a — b)

The minimum is then reduced to a subtraction, an evaluation of (a — b) and a second subtraction. Once
more, this approach reduces time complexity by a factor of min{log a,log b} when a — b is bounded by
a constant £(. Let us detail the circuit to evaluate the (-) function:



« Let X be the input wire on which x € {—(, ..., +(} is sent; let Z be the output wire. The garbler
sends the following 2¢ + 1 ciphertext in random order: Enc, x (w?), Vi € {—(,...,—1} and

Enc,,x (w?), Vi € {0, ..., +(}.

+ The evaluator can decrypt the sole ciphertext obtained with the label associated to the value
effectively sent through wire X. Thus, the evaluator will obtain w{ if (-) has a negative argument,
ie.,ifi € {—C,...,—1} and w? otherwise, i.e., if i € {0, ..., +C}.

Table-lookup. A unidimensional table can be viewed as an associative map in which, for every pair,
the first entry is an index 0 < 4 < n — 1 and the second entry is the value a;, stored in position % :

{(0,a0),(1,a1), ..., (4,a;), ..., (n — 1,an—1)}

A table-lookup operation, can be formalized as a gate with one input wire I, with label w! representing
index ¢ and output wire O labeled wg. Garbling is carried forth as usual:

+ The garbler samples wg, for 0 < ¢ < n — 1, uniformly at random; the garbler also generates n
ciphertexts sent to the evaluator in random order: Enc, s (w,?i), Vi e {0,....,n —1}.

+ The evaluator knows the encryption of the input, wZ-I , and decrypts the only ciphertext obtained

with wZ-I , which is waoi.

In order to generalize the above to two-dimensional tables, it suffices to transform ¢ of size m x n, in
a unidimensional table ¢’ of size mn: every index (7, j) of ¢ is mapped to index im + j of t'. We are
essentially concatenating multiple rows of ¢ in a single term of ¢'.

Initial inputs. We assume that the initial circuit inputs to the arithmetic circuit are in bits and the
processing of these binary input values resembles that in binary garbled circuit protocols, i.e., the circuit
generator’s private input bits are encoded by wire-labels that are directly sent to the evaluator while the
circuit evaluator’s private input bits are translated to their corresponding wire-labels through oblivious
transfer. See [5] for details.

Complexity. The dominant cost for time complexity comes from comparisons and minimum cal-
culations. As reported by Zhu et al., the described approach reduces complexity by a factor of
O(max{log m,logn}) [5], where m x n is the size of the matrix used by the WF algorithm.

6.2. SSS-based Computation of the Edit Distance

In this section we focus on the work of Vanegas et al.[6], who also report the performance of their
construction against malicious adversaries, compared to what is done by Zhu et al. To simplify the
presentation, we will not alter their assumption of working with nucletotides, i.e., with the alphabet
{A,C.T.G}. The solution uses daBits and edaBits in order to convert binary shares [[xﬂ , in arithmetic
shares [z] o> and for the efficient computation of integer comparisons, respectively. Implementation is
delegated to protocols such as TinyOT for binary operations and SPDZ, for arithmetic ones [6]. This
is not a limitation: the protocols for generating daBits and edaBits treat SMPC as a black box: thus,
in order to instance the solution of Vanegas et al., any protocol that can instance Fe4,pits [17] can be
leveraged.

The protocol follows two main phases: during the preamble, the matrix ¢ holding the substitution
costs for the WF algorithm is computed. This happens on domain Zy. During the arithmetic part, the
WEF algorithm is executed in the SMPC context, i.e., the matrix D will be computed, on domain Z,y.
Preamble. Given the alphabet { A, C, G, T'}, observe that two bits are sufficient to encode every symbol.
For instance, we can arbitrarily define A := 00, C' := 01, G := 10, T := 11. Let (by, b1) the two bits
that encode the symbol N. Its sharing is then [[N ]] ) = <[[b0]] o [[bl]] ,)- In order to make comparison
efficient, let us extend the XOR operations to the nucleotides: N & N’ = (b @ bf,, by @ b}). Notice
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that N & N’ =0 <= N = N’, and thus XOR acts as an equality test. We then want to determine if
(N @ N’) is 0. Let us define:

S(N) =byVb = (b0+b1+b0b1) mod 2

as the logical OR of the bits. Thus, it holds: N = N’ < N® N' =0 <= S(N @& N’) = 0. The

test should return 1 if the symbols are equal, so we merely invert the result. Denoting with [[N LN ]] 9
the equality test between N and N’, we get:

[NEN],=[1-SNaN),
=1- [([[bo]]Q + Hb{)]]Q) + ([[bl]]z + [{bllk) + ([bo]b + [[bf)]b)([[bl]b + [[ /1]]2)]

Given n, m lengths of the input strings, matrix ¢ has size nm. Therefore, we can compute ¢ with nm
products in Z transmitting 4 bits (bo, b1, by, b)) to the other party, i.e., 4nm bits in totals.
Arithmetic Part. We can use daBits to transform binary shares [H] 9 in arithmetic shares [H] ok From
this point on, the parties will hold shares of the form: [[tij]] o« V(i,7). Recall that we want to compute
the terms of matrix D of the WF algorithm: in particular, we seek value D(n,m) which is the edit
distance between the input strings ay, ..., a,, and by, ..., b,,. The work of Vanegas et al.[6] also revolves
around designing an efficient computation for D. Not every term of D is necessary in order to evaluate
D(n, m). The idea is based on approaches such as the one of Cheon et al. [23]. Consider the minimum
figuring in the recurrence for D: min{D(i — 1,7),D(i,j — 1),D(i — 1,5 — 1) + t(4,4)}. Apply it
recursively for the three terms and the following formulas will be obtained:

D(i-2,j)+2, D(i-2,j-1) + t(i-1,j)+1,
D(i—2,j—1)+3, D(i—1,j-2)+3,
D(i—2,j—2)+t(i—1,j—1)+2, D(i,j-2) + 2,
D(i-1,j-2) + t(i,j-1) +1, D(i-2,j-1) + t(i,j) + 1,
D(i-1,j-2) + t(ij) + 1, D(i-2,j-2) + t(i,j) + t(i-1,j-1)

The bold terms are provably smaller [6] than some other in the list and thus computing the others is
unnecessary. Notice how the terms depending on D(i — 1,5 — 1) disappear. This holds in general: it is
always possible to express D(i, j) as minimum of the sole terms that lie on the “border" of the rectangle
of terms whose bottom-right corner is D(i, j) [6]. Formally, the (7 4+ 1)-box of D(i, j), where 7 is a
non-negative integer, is defined as the union of the following:

T={D(Gi—-7j—7),D@—7,j—7+1),..D(i—1,5)}, B={D(i,j—7),D(i,j—7+1),....,D(,5)}
L={D(i—-71,j—71),Dii-7+1,j—71),...D(,5—71)}, R={D(—7,5),D(i—7+1,5),...,D(i,5)}

Thus, we want to express D(i, j) as minimum of formulas in 7" U £ U B U R. Notice the redundance
between these sets. In fact, the terms in 5 U R can in turn be expressed as the minimums of terms in
T U L[6]. Vanegas et al. supply us with a helpful, intuitive visual description (7 + 1)-boxes: Figure (a)
shows the above sets relating to D(3, j). Figure (b) shows D(n,m), our term of interest in blue, the
(74 1)-boxes in pink and the “most complex" terms to compute in red, since they are at the bottom-right
corner of their respective boxes, assuming to have fixed the value of 7. It is entirely unnecessary to
evaluate the white terms.



The protocol makes use of the MIN, routine, as defined in [24] and [16]. It can compute the minimum
between ¢ shared integers, with ¢ — 1 comparisons and 2(¢ — 1) multiplications, in O(logq) - (r + 1)
round, where r is the #rounds required for a comparison. The work of Vanegas et al. also employs
a clever approach for the automatic generation of fomulas in the (7 4+ 1)-boxes. In this context, the
minimum number of formulas to evaluate is given as O(7 - 237) using nm /72 boxes, where nm is the
size of D. Given the complexity of MINg, the protocol is run in O(nm/72 - (37 +log 7) - (7 +2)) rounds
and makes O (nm /72 (72237 — 7)) comparisons as well as O(nm/72- (72-237+1 —27)) multiplications.
Once completed, the parties will hold shares of the form [[D(n, m)]] o that can be revealed to each other
(with protocols such as oPEN [25]). A key takeaway is the role of 7 as a hyperparameter: it induces a
tradeoff between the number of complex operations (and sent data) i.e., comparisons and products and
the number of rounds.

7. Comparing the Two Strategies

Assuming we restrict ourselves to the semi-honest model, let us summarize the parameters we need
to compare the two approaches. Let n, m be the lengths of Alice’s and Bob’s input (respectively). Let
q = |X| be the size of the alphabet. Thus, we need b = log ¢ bits to encode each symbol (with fixed
length encoding). Let C' be the number of pairs to compare: in our case, we compare every string in
Alice’s set to every string in Bob’set; therefore C' = |A| - | B].

In the garbling-based approach we use the (-) projection operator. For each entry of D; ; we use
an 8-row projection gate [5], and one more for computing the minimum. This schema requires 16nm
total garbled rows. Each row is an 16 B AES block, thus the cumulative size of the garbled rows is
16 - 16nm = 256nm B. The scheme requires an OT per symbol, costing O(m) for selections. Referring
to the ABY framework [26] and to Zhu et al.[5] we can concretely estimate the time needed for domain
conversion to sending 12B in 6us, which is negligible with respect to the previous quantity O(nm) .

In the SSS-based approach 2bnm products are executed (in parallel) during the preamble. Let ¢, be
the #rounds required for a comparison, with respect to the MIN, primitive. During the preamble we
need to reveal 2b bit for every pair of symbols, and for each of the nm entries of matrix ¢ - sending 2bnm

o def. . . .
bits in total. Furthermore, let 3y = 73 be the #boxes. The # rounds executed during the arithmetic part

is: Rasit def. R (37’ + log 7'2) - (¢r + 2). Let Ny def. Yy - (7‘2 L3+l _ 27') be the number of required
multiplications (using Beaver triples we need to send 2 shares per product). Operating in Zy: where 2¥

is the smallest power of 2 that is greater than 2°. Thus, if shares are k bit long, multiplications require

sending 2k bit i.e. 1/4 - k byte. Finally, let Nepp =

bits to generate edaBits.
The communication cost (in byte) and time complexity for each pair (a;...ap, b;...b,,) with the GC
approach is then given by:

Y- (7'2 - 23T T) be the #comparisons, using O(k)

COMMc¢c (n,m) = 256nm + O(m) Tao(n,m) =c- RTT = O(RTT)

where c is a constant and RTT denotes the Round-Trip Time for remote communication. Vanegas et
al.[6] note that the time needed for preprocessing is negligible with respect to the online phase of their
protocol, thus for the SSS-based approach we observe:

COMMgss(n, m, k,7) = 2bnm + 1/4 - k - Nypu + O(k) - Nemp Tsss(n,m,7) = O(RTT) - Ryt

Two exemplifying cases are detailed in Appendix A.

8. Conclusions

In order to evaluate the feasibility of our solution to the LDA-PSI problem, we studied two strategies to
compute the edit distance in the SMPC setting. The garbling-based strategy revolves around implement-
ing addition, equality comparison, minimum and table-lookup in order to construct the Wagner-Fischer



algorithm with garbled circuits. The SSS-based solution uses a sophisticated algorithmic approach
to automatically generate the formulas to be evaluated, discarding unnecessary terms. This solution
makes use of daBits and edaBits for domain conversion and integer comparison.

The results of our comparison are quite evident: the time complexity of the garbling-based approach
depends strictly on the specification of the network as the strategy requires a constant number of rounds.
However, the communication complexity is considerable, as the approach involves sending the garbled
rows from one party to another. The SSS based approach uses 7 as a hyperparameter that regulates
time and communication complexity. The number of formulas to compute grows exponentially with 7
while the #boxes (and thus the time) reduces quadratically with 7 growing. The theoretical comparison
in Appendix A shows this, as well as it remarks how choosing a good fit for 7 is crucial. Too high a
value and the advantage gained in terms of time is lost, due to the exponential growth of the number
of formulas. With the right value (= 1 in Case 2) the data sent is more than halved, compared to
the GC-based approach. However, it is now evident how this does not imply the strategies can be
employed for brute-forcing the quasi-intersection of the input sets. Two sets made of the 16-character
strings on the English alphabet (26 symbols), require 266 x 2616 = 2632 ~ 1.9 - 10%® comparisons, too
many for both strategies. Even shorter strings, e.g., 5 on an alphabet of size 8 - an all-too-elementary
case — would require with the GC-based approach and a LAN network with RTT = 0.2 ms, around 60
hours. We conclude that, in spite of the progress made by SMPC, a naive approach to this problem is
hardly feasible — although for reasonably small sets of strings, the garbling approach allows to perform
computation swiftly. The SSS-based approach requires less bandwidth, provided a good fit for the value
of 7, which would otherwise herald an excess of formulas to be evaluated.
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A. Comparison Case 1: Comparing Short Words

Let ¥ = {a,b, ..., z} bet the alphabet of the 26 English letters. Thus we use b = [log(26)]| = 5 bits per
letter. We consider words on X of 16 letters at most. Let us employ the garbling based approach, using
the semi-honest model and without conversions. We need to consider 16nm = 16n2 = 16(16%) = 4096
rows; using 128 bit wire-labels, we need B,y = 16 bytes per row, for a grand total of 4096 x 16 B
= 65536 B = 64 KB sent. This represents the dominant cost for communication. The cost of the
oblivious transfer operation depends strictly on implementation. The classic IKNP framwork[27][28]
needs Bor = 2(k + 1) bits per bit sent, where x = 128 is the security parameter. Thus, in our case,
258 - bm = 258 - 5 - 16 = 20640 bits are transmitted,i.e. ~ 3 KB.

Therefore, it is required to transmit COMM¢c(n, m) = 256 - 16 - 16 = 65, 536 B = 64 KB for each pair.

Furthermore, we need time t,,,, = 86 ns (43 ns for each side of the communication) to pro-
cess each row with the approach of Wang et al. [29], whose implementation [30] is used by Zhu et al.[5].
For OT, using IKNP[27][28],we need approximately ~ 150ns. In other words, executing the protocol on
a LAN with RTT = 0.2 ms, time is dominated by RTT as we require Tgc(n, m) = ¢-0.2 ms for each pair.

For the SSS-based approach, let us consider 7 € {1, 3,5} as typical values for 7 [6]:

« Given 7 = 1 we have:

k=73 = —lﬁiw = 256 boxes.

Nt = k (722571 —27) =256 - (12 - 231+ — 2. 1) = 3584.
Nemp =k (72-2%7 —7) =256 - (12 - 2%1 — 1) = 1792,

Ry = 256 (3 -1+ log 12) - (3+2) = 3840, using ¢, = 3, if we employ the strategy
of Catrina et al. [31] for comparison. For concrete values, let us consider SPDZ,x[16] [13],
used for the implementation of the MP-SPDZ [32] employed by Vanegas et al. [6]. Given out
security+statistical parameter 128 bits, Tinier requires ~ 64 B of bandwidth to compute an AND
gate [29]. Thus, executing on LAN with RTT = 0.2 ms, we have:

COMMggs(n,m,7,k) = 2-5-16-16 + 1/4 - 8 - 3584 + 8 - 1792 = 24,064 B ~ 24
KB.
Tsss(n, m,7) = 0.2 - 3840 = 768 ms.

« Given 1 = 3:
— nm __ 1818
k_TQ_ 9

= 36 boxes, having increasead n, m to the nearest larger multiple of 7.

Nma = 331, 560.

Nemp = 165, 780.

Rt =~ 1837.

Therefore:

COMMgss(n,m,7,k) =2-5-18-18 4 1/4-8 - 331,560 + 8 - 165,780 = 1,992,600 B ~ 1.9

MB.
Tsss(n, m,7) = 0.2 - 1837 =~ 367 ms.
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« GivenT = 5:

_ nm __ 2020 __
k—ﬁ—ﬁ—l(ibox

Ny = 104, 857, 440.
Nemp = 13,107, 120.
Rt ~ 1631.

Therefore:

COMMggs(n,m,7,k) =2-5-20-20+1/4-8-104, 857,440+ 8- 13,107,120 = 314, 575, 840
B ~ 300 MB.

Tsss(n,m,7) = 0.2 1631 = 326 ms.

The results are coherent to what has been experimented by Vanegas et al.[6] with words of 16 bit.
The experimental values reported are all relative to networks with similar performance values, i.e. a
bandwidth of 1 — 1.6 Gbps and 0.1 — 0.3 ms of RTT.

B. Comparison Case 2: Comparing Longer Words

Consider n = m = 128. Let us observe, in the GC-based approach, the variation which the communi-
cation complexity undergoes:

COMMgc(n,m) = 256 - 128 - 128 + O(m) ~ 4,194, 304B = 4MB
Similarly:

e T=1:

k=23 = 7128328 = 16, 384 boxes.

Nyl = 229, 376.
Nemp = 114, 688,

COMMgss(n,m,7,k) = 2-5-128 - 128 + 1/4 - 8 - 229,376 + 8 - 114,688 = 1,540,096 B

~ 1.47 MB.
o T =23
k=g = 129129 — 1 849 boxes.

Ny = 17, 029, 290.
Nemp = 8,514, 645,

COMMggs(n, m,,k) = 2-5-129-129+1/4-8-17,029,290 4 8 - 8, 514, 645 = 102, 342, 150

B ~ 97.6 MB.
e T =05
k=23 = 713%'5130 = 676 boxes.

Ny = 1,107, 551, 640.
Nemp = 553,775, 820.

COMMggs(n,m,7,k) = 25130 - 130 + 1/4 - 8 - 1,107,551,640 + 8 - 553,775,820 =
6,645, 478,840 B ~ 6.2 GB.
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