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Abstract

This paper examines the harmonisation process in cybersecurity within the European Union,
focusing on the transition from the NIS Directive to NIS 2 in selected Member States. The effectiveness
of harmonisation depends on national implementation choices, which remain highly discretionary.
A comparative analysis of Italy, Belgium, Hungary, and Slovakia reveals divergences in reference
standards, integration with adjacent legal frameworks, and supply chain risk management. While
technical convergence around international standards is evident, implementation practices remain
fragmented. ENISA’s non-binding methodological tools represent a preliminary step toward a shared
technical vocabulary. Nonetheless, achieving full harmonisation requires a systemic approach,
encompassing regulatory integration and institutional cooperation, and recognising cybersecurity as
a foundational component of the European digital space.
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1. Introduction

Over the past 10 years, the European legislator has devoted increasing attention to
cybersecurity. On the one hand, this is the result of a progressive expansion of knowledge about
the use of IT infrastructures; on the other hand, the rise in successive attacks has highlighted
the need for measures to harmonise the level of protection across all European states.'

Cybersecurity, in fact, emerges as an autonomous area that partially overlaps with other
policy domains, such as combating cybercrime, protecting personal data, and ensuring the
security of electronic communications.? In particular, initiatives aimed at coordinating critical
infrastructure—now increasingly digitalised [4]—have revealed that national strategies remain
heterogeneous and fragmented. This posed clear risks in ensuring an adequate level of
protection against external attacks. On these grounds, work began on a proposal for a directive
dedicated explicitly to cybersecurity, understood at the time as “the ability of a network or
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! The turning point can easily be attributed to the cyberattack suffered by Estonia’s IT infrastructure in 2007,
when a series of Distributed Denial of Service (DDoS) attacks managed to paralyze the country’s infrastructure at a
national level [1],[2].

* However, it is important to note that measures related to the security of information systems were already
present in the early 1990s, but at that time they focused mainly on defining security and interoperability standards
for infrastructures within the framework of the information society [3].
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information system to withstand, with a given level of confidence, accidental events or
malicious actions” [5].

The growing exposure of the European Union to cyber threats made the adoption of shared,
harmonised regulatory measures essential to guarantee a uniform level of security across
Member States. In this context, the NIS Directive represented the first attempt to build a
common reference framework. However, the difficulties encountered in its implementation and
the persistent regulatory fragmentation highlighted the inability to achieve the intended
objectives, necessitating a substantial revision. The NIS 2 Directive, adopted in 2022, aims to
overcome these critical issues by introducing stricter obligations and greater clarity in defining
the entities involved. With the implementation deadline set for 18 October 2024, it is now
possible—one year later—to formulate an initial comparative assessment of the choices made by
individual states. In particular, two key aspects will be analysed to measure the degree of
harmonisation achieved: the nature of the requirements imposed on essential and important
operators, and the approach to risk management throughout the supply chain.

The selection of these two aspects is based on one of the project Fit4MedRob's research
focuses: the development of healthcare and personal care robots in line with the legal
requirements of the European system.’ The project aims to develop robots/systems capable of
providing physical rehabilitation and personal care treatments. This result exploits the latest
technological developments, hosting sensors and computational reasoning that collect data
from the environment or patients and translate them into actions. The development of these
technologies is driven by collaboration among research institutions, healthcare providers, and
laboratories. Given that all these actors fall within the scope of the NIS 2 directive, it is of utmost
importance that the cybersecurity requirements be comparable and harmonised across Member
States to ensure smooth collaboration among partners and reduce duplication and conflicts
arising from different national standards.

This is even more important given the cyber threats to the healthcare sector, which has
become one of the most vulnerable domains due to the acceleration of digitalisation of
medical infrastructures and the widespread adoption of connected devices [6]. ENISA’s reports
consistently identify healthcare as a high-risk sector under the NIS framework, noting that
hospitals and healthcare providers face a disproportionate number of cyber incidents compared
to other critical sectors [7]. Moreover, a distinctive feature of healthcare is its dependency on
complex supply chains that also include specialised vendors and manufacturers of medical
devices. The vulnerabilities in these components can propagate across networks, creating
systemic risks that compromise both operational continuity and patient safety. The NIS 2
Directive’s requirement to address supply chain risks, therefore, assumes particular significance
in this context, as it indirectly extends cybersecurity obligations to entities not formally covered
by the directive, such as small and niche suppliers critical to medical operations. Given that
cybersecurity failures can directly impact patient safety and the continuity of medical services,
it is crucial to verify the current approaches adopted by Member States to determine whether
and how cybersecurity measures can help protect health data and maintain trust in digital
health systems. This contribution is the starting point of the research activity and will provide
the overall framework, which in the future will be developed and adapted to the specificities of
the health sector.

* ‘Fit4MedRob - Fit for Medical Robotics’ Grant (# PNC0000007), project funded by the Italian Ministry of
University and Research, under the complementary actions to the NRRP. See more at https://www.fit4medrob.it/.



The analysis will then present the modifications that have been adopted with the NIS 2
Directive (sect. 2), focusing then on the national choices regarding the technical and
organisational measures adopted (sect. 3). Specific attention will then be given to the supply
chain control imposed on essential and important entities (sect. 4), followed by conclusions
(sect. 5).

2. Harmonisation Measures in the Field of Cybersecurity

The first horizontal cybersecurity legislation was Directive 2016/1148 (NIS Directive), which
aimed to establish a high and common level of security for networks and information systems
across the European Union, thereby improving the functioning of the internal market. The
choice to intervene through a directive clearly demonstrated the difficulties of regulating a
complex sector in which individual countries’ sensitivity regarding security decisions is
particularly high. Indeed, this choice, on the one hand, left Member States broad discretion in
implementation methods; on the other hand, it preserved the possibility of adopting more
specific sectoral rules at the European level. As a result of the choice to adopt minimum
harmonisation, each country has enjoyed a certain degree of flexibility in implementing the
objectives in its national laws, without permitting measures less stringent than those outlined
in EU legislation, for instance, allowing Member States to expand the list of sectors or entities
covered by the legislation, or to set stricter deadlines for incident reporting.

Although the European Union had high hopes for achieving the objectives set by the NIS
Directive, less than a year before the implementation deadline (May 9, 2018), the Commission
began to express doubts about the results obtained [8]. While acknowledging the rapid
developments in the sector, what clearly emerged was the diversity of approaches and the often
high degree of decentralisation at the national level [9], [10], [11], [12], [13], [14]. In particular,
the document identified three main areas of difficulty. The first problem was the low level of
resilience achieved by businesses and all entities covered by the legislation. This was attributed
to the limited number of sectors covered by the legislation, which meant fewer operators were
subject to minimum security obligations, further increasing complexity as many states extended
the regulation's scope. The second problem was the existence of different levels of resilience
among Member States and sectors, resulting from inconsistencies in the procedures for
identifying operators of essential services within the same industry, leading to discrepancies
between Member States. In addition to difficulties in determining which entities are subject to
the regulation, implementing the measures proved complex due to the broad discretion left to
Member States. Security measures varied significantly, as did the thresholds for assessing
compliance with criteria for incident notification to the competent authority. National
authorities themselves, in the absence of precise standards to follow, adopted very different
measures in exercising their oversight, even with the same number of violations detected.
Finally, the third problem was the low level of awareness of cybersecurity issues among all
stakeholders, which limited response capacity. In particular, Member States failed to establish
adequate systems for sharing information on potential and actual cybersecurity threats among
themselves.

These critical points represented the main areas of intervention in the reform process that
led to the adoption of the NIS 2 Directive (Directive 2022/2555). Indeed, the European legislator's
choice is guided by two objectives: limiting the excessive discretion left to Member States and



reducing the fragmentation of protection measures. This is reflected concretely in greater clarity
regarding the scope of application, which no longer depends on states' discretionary choices
but on an objective criterion for identifying essential and important entities.* Therefore, all
medium-sized entities fall within the scope of the directive, along with a series of exceptions
for companies offering services classified as essential (such as qualified trust service providers
and top-level domain registries, as per Articles 3(b)-(g) of the NIS 2 Directive). Another
harmonisation measure concerns the definition of a more detailed set of guidelines regarding
security requirements that both essential and important entities must adopt to comply with the
regulation. In fact, the previous distinction between operators of essential services and digital
service providers was clearly outdated [16], [10], given the interactions among entities
operating in national markets. However, the system adopted by the NIS 2 Directive remains
based on a dual regime; this distinction does not affect the applicable requirements or
procedures for notifying security incidents, focusing instead on the discretion allocated to
supervisory authorities for potential audit activities and the resulting sanctions (in particular in
articles 32 and 33 NIS 2 Directive).

The NIS 2 Directive set October 18, 2024, as the deadline for national implementation,
allowing nearly two years to define national strategies and revise the previous regulatory
framework for cybersecurity. However, only half of the Member States had completed this
process one year before the scheduled deadline.” Among the most compliant countries are
Belgium, Cyprus, Croatia, Denmark, Finland, Greece, Italy, Latvia, Lithuania, Romania,
Slovakia, Slovenia, and Hungary. In the remaining states, only draft laws exist, still at various
stages of approval. The Commission, therefore, has initiated a process that could lead to
infringement proceedings against Member States that are still lagging behind. At the time of
writing, the Commission had sent a first letter of formal notice to 23 States that had not
transposed the Directive within the deadline (October 2024), followed by a reasoned opinion for
the 19 states still non-compliant, including a formal request to comply with the legislation (May
2025). The Commission is currently evaluating whether to refer the matter to the Court of
Justice.

In light of the ongoing process, it is possible to assess whether current legislative measures
already indicate progress toward achieving the goal of harmonising the level of cybersecurity
protection, and, potentially, the presence of prevailing models that could foster cross-border
adoption among Member States. To concretely evaluate this outcome, for this analysis, two
aspects will be compared: (1) the adoption of uniform requirements for regulatory compliance
(art. 21 NIS 2 Directive), and (2) the control mechanisms applied to the supply chain (art. 21 (2)
(d) NIS 2 Directive). These aspects represent innovations compared to the previous regulatory
framework, on which Member States retain a degree of discretion regarding implementation
methods.

The analysis will cover four countries selected from those that, by January 2025, had
implemented the NIS 2 Directive. This allowed us to verify in greater detail the choices of each
Member State, including national regulatory interventions. The choice fell on the first state
implementing the NIS 2 Directive, namely Hungary, and the last in the selected period, namely

* For a critique of the choice of such a purely quantitative criterion for identifying the scope of application and
the related challenges within the supply chain, see [15].

> See the wupdated list at hittps://ecs-org.eu/activities/nis2-directive-transposition-tracker/  and
https://www.openkritis.de/eu/eu-nis-2-member-states.html.



Slovakia. Then, Italy and Belgium were selected based on the information available on the ECSO
platform, which highlighted interesting elements in both countries' implementation strategies.

3. Cybersecurity Measures for Essential and Important Entities

Under Article 21 of the NIS 2 Directive, Member States must ensure that essential and important
entities have adopted “appropriate and proportionate technical, operational, and organizational
measures to manage the risks posed to the security of the network and information systems
that these entities use in their operations or in the provision of their services, as well as to
prevent or minimize the impact of incidents on the recipients of their services and on other
services.” Specifically, paragraph two of the article outlines the minimum content of such
measures, including risk analysis and information system security policies; incident
management; business continuity; supply chain security; security of acquisition, development,
and maintenance of network and information systems, including vulnerability management and
disclosure; strategies and procedures for assessing the effectiveness of cybersecurity risk
management measures; basic cyber hygiene practices and cybersecurity training; policies and
procedures related to the use of encryption and, where applicable, cryptography; human
resource security; and the use of multi-factor or continuous authentication solutions.
Although the level of detail in the regulation is much higher than that provided under the
original NIS Directive, Member States still retain discretion regarding the specific requirements
that operationalise the minimum content set out in the directive. This must also be considered
in relation to pre-existing international standards available on the market, which offer market
operators—classified as essential or important entities—a degree of uniformity and alignment
with the state of the art [17], [18], [19], [20]. In other words, the regulatory landscape must not
only address “legal” requirements but also align with internationally established cybersecurity
postures and technical frameworks. In this regard, numerous international frameworks play a
central role, among which the most relevant are the ISO/IEC 27000 series and subsequent
standards,® NIST standards,” IEC standards,® and COBIT standards.” While these standards are
largely convergent, they exhibit non-negligible implementation and semantic differences,

¢ The ISO/IEC 27000 family of standards includes information security standards published by the International
Organisation for Standardisation (ISO) and the International Electrotechnical Commission (IEC). The series provides
guidelines for managing information security within the context of a global Information Security Management
System (ISMS), similar in concept to quality assurance management systems (part of another family of standards, the
ISO 9000 series). The scope of the series is deliberately broad, not limited to privacy, confidentiality, and
cybersecurity. It applies to organisations of all types and sizes. All organisations are encouraged to assess their
information risks and address them (using specific controls) according to their needs. Given the dynamic nature of
risk and information security, the ISMS concept incorporates feedback and continuous improvement activities to
respond to changes in threats, vulnerabilities, and incident impacts. Refer to the objectives outlined by ISO/IEC JTC
1 (Joint Technical Committee 1) SC 27 (Subcommittee 27), which is responsible for developing the standards' content:
https://www.iso.org/committee/45306.html.

7 The National Institute of Standards and Technology (NIST) is an agency of the U.S. Department of Commerce
whose mission is to promote American innovation and industrial competitiveness. The two most relevant standards
for cybersecurity are the Cybersecurity Framework and NIST 800-53 rev. 5. The first is a standard initially published
in 2014 and updated in 2024, developed in response to growing cyber threats and the need for standardised practices.
The CSF provides a risk-based approach to managing cybersecurity risks. It is structured around five core functions:
Identify, Protect, Detect, Respond, and Recover, each representing a critical phase in cybersecurity risk management.
The second provides a catalogue of privacy and security controls for information systems. Initially, the standard was
used only for federal agencies; however, the latest version (rev. 5) has adopted an approach that allows general
application. See respectively: https://www.nist.gov/cyberframework and
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final.



underscoring their significance in each regulatory adaptation. Nevertheless, an analysis of
legislative measures reveals a disparity of approaches, mixing interventions that directly
correlate the requirements set out in the directive with (parts of) security frameworks developed
purely at the national level, others where international standards are mentioned and considered
equivalent, and still others proposing hybrid standards combining international frameworks
with national specificities.

For example, in Slovakia, Act No. 366/2024, which amends and supplements Act No. 69/2018
on cybersecurity, is the implementing legislation for the NIS 2 Directive.' In the text, Article §
5 identifies the security measures applicable to essential and important entities and describes
the minimum content required by the Directive. Specifically, it differentiates between aspects
related to organisational principles of cybersecurity, resource and risk management, technical
and procedural measures, and, finally, training and awareness. Although the legislation
introduces a provision dedicated to cybersecurity certification systems (Article § 5a), the
reference in Slovak law only concerns standards adopted under the Cyberesecurity Act
(Regulation 2019/881), without mentioning international standards, thus failing to provide
adequate space for intra-European coordination [21].

Conversely, the decree of the Hungarian Supervisory Authority for Regulated Activities
(SZTFH) No. 1/2025. (L. 31.) On the rules for conducting a cybersecurity audit and the maximum
fee for a cybersecurity audit," dated January 31, 2025, the framework adopts a national standard
explicitly based on the NIST 800-53A rev. 5 standard, “Assessing Security and Privacy Controls
in Information Systems and Organisations”. However, the Hungarian authority’s intervention
applies the international standard in a more binding, less flexible manner than initially intended.
In particular, Annex 5 of the decree provides the structure of the audit activity. It identifies a
rigidly defined set of checks based on interviews, document reviews, and practical tests
(functional or configuration). Thus, the Hungarian approach establishes a fixed and
standardised structure, whereas the NIST 800-53A rev. 5 framework, from which it draws,
allows for an adaptable structure tailored to organisational needs. The same rigidity is evident
in the handling of evidence, which is mandatory: failure to present documentation
automatically results in a non-compliance judgment.

The Italian approach is similar to the Hungarian one, taking the NIST standard as a reference
point but focusing on the NIST Cybersecurity Framework v. 2.0. In Italy, technical specifications
are also defined by the competent authority: Determination No. 164179 of the National

® The IEC 62443 standard consists of a series of rules concerning the security of operational technology in
automation and control systems. The series is divided into several sections that describe the technical and process
aspects of automation and control system security. The standard, published by the International Electrotechnical
Commission (IEC), is based on six general categories: General, Policies and Procedures, System, Component, Profiles,
and Assessment. See https://www.iec.ch/blog/understanding-iec-62443.

° COBIT (Control Objectives for Information and Related Technologies) is a framework created by the
Information Systems Audit and Control Association (ISACA) for managing and governing information technologies.
The framework focuses on enterprise structure and defines a set of generic processes for IT management, with each
process defined along with its inputs and outputs, key activities, process objectives, performance measures, and a
basic maturity model. See https://www.isaca.org/resources/cobit.

10 Zakon ¢&. 366/2024 Z. z. (Act No. 366/2024 Coll.) of December 12, 2024, amending the cybersecurity law. Official
English translation available at: https://www.nbu.gov.sk/data/att/3326.pdf.

! See the text of the decree at: https://njt.hu/jogszabaly/2025-1-20-8K. The decree is part of the process of
implementing the NIS 2 Directive in Hungary, defined at the legislative level by Act LXIX of 2024 on cybersecurity
in Hungary (“Cybersecurity Act”), adopted on December 20, 2024, which repeals previous regulations. See the full
text of Act LXIX of 2024 in the official English translation at: https://njt.hu/jogszabaly/en/2024-69-00-00.



Cybersecurity Agency (ACN) dated April 14, 2025, establishes the basic methods and
specifications for fulfilling the obligations under Articles 23, 24, 25, 29, and 32 of Legislative
Decree No. 138 of September 4, 2024, implementing the NIS 2 Directive.”” As stated in the
determination, ACN’s security measures are based on the National Framework for
Cybersecurity and Data Protection (NFCDP), in its latest 2025 version." This framework closely
follows the structure of the NIST standard, incorporating the latest revisions adopted in
December 2024. However, it is noteworthy that the text also includes technical measures
derived from the application of Regulation (EU) 2016/679 on the protection of personal data
(GDPR): for example, within the Identify and Protect functions, the NFCDP includes a category
dedicated to Data Management for the classification, inventory, and management of personal
data, and another dedicated to Data Security for the protection of data in transit and at rest,
with direct reference to the measures required by the GDPR. This “variant” is a positive
indicator because it signals an integration path between regulatory compliance requirements.
The presence of alternative standards on the market, which employ different methodologies
and security measures, has prompted ACN to establish a working group with national experts
to define a “methodological bridge” between the requirements of ISO/IEC 27001 and those
mandated by the NIST Cybersecurity Framework.” The result of this effort is the UNI/PdR
174:2025 standard, adopted by the Italian standardisation body on April 30, 2025." This standard
provides a mapping of requirements and measures, identifying terminological and
methodological alignment between different standards. In this way, organisations already
certified under ISO standards can determine how to extend their information management
systems to meet the requirements of the NFCDP, thereby documenting the security measures
required by the NIS 2 Directive without duplicating related economic and management burdens.

The approach adopted by the Belgian legislator, however, is different. Belgium implemented
the NIS 2 Directive through the Law of April 26, 2024, which establishes a framework for the
cybersecurity of network and information systems of public interest for public security
purposes.'® This was followed by the Royal Decree implementing the law of April 26, 2024." The
implementing measure, however, does not specify the technical measures to be adopted to
ensure compliance with national legislation. Instead, Article 5 § 1 provides that essential entities

2 Determination of the Director General of the National Cybersecurity Agency pursuant to Article 31, paragraphs
1 and 2, of Legislative Decree No. 138 of September 4, 2024, adopted according to the procedures set out in Article

40, paragraph 5, letter 1), available at:
https://www.acn.gov.it/portale/documents/d/guest/detacn_nis_specifiche_2025_164179_signed.
' National Framework for Cybersecurity and Data Protection - 2025 Edition (v2.1), available at:

https://www.cybersecurityframework.it/.

* See the project presentation at: https://www.acn.gov.it/portale/w/uni/pdr-174-2025-pubblicata-la-nuova-
prassi-di-riferimento-a-supporto-dei-soggetti-nis-certificati-iso-27001.

> UNI/PdR 174:2025 “Management System for Cybersecurity and Information Security Harmonized with UNI
CEI EN ISO/IEC 27001 and the NIST CSF 2.0 Framework — Requirements,” available at: https://store.uni.com/uni-
pdr-174-2025.

1 Law establishing a framework for the cybersecurity of networks and information systems of general interest
for public security, 26 April 2024, available at: https://www.ejustice just.fgov.be/cgi/article.pl?
language=fr&sum_date=2024-05-17&lg_txt=f&pd_search=2024-05-
17&s_editie=1&numac_search=2024202344&caller=sumé&2024202344=4&view_numac=2024202344nx2024202344f.

' Royal Decree implementing the law of 26 April 2024 establishing a framework for the cybersecurity of networks
and information systems of general interest for public security, 9 June 2024, available at:
https://www.ejustice. just.fgov.be/cgi/article.pl?language=fr&sum_date=2024-06-
24&lg_txt=f&numac_search=2024005260.

See the presentation and text of the standard at:
https://atwork.safeonweb.be/tools-resources/cyberfundamentals-framework.



are free to choose between two options: the ISO/IEC 27001 standard and the national
cybersecurity authority's standard. This means that technical compliance with either standard
is also recognised as a presumption of compliance with the NIS 2 Directive. The Centre for
Cybersecurity Belgium (CCB) immediately began drafting this standard in accordance with the
requirements of Article 4 of the Royal Decree. The result is the Cyber Fundamentals Framework
(CyFun®)," which includes a set of concrete measures for data protection, reducing the risk of
common cyberattacks, and increasing an enterprise’s cyber resilience.

Moreover, the CyFun standard mirrors the structure of European-level certification schemes,
differentiating into three assurance levels: basic, important, and essential. The contents of the
standard are based on an integration of various international standards: the NIST Cybersecurity
Framework, ISO/IEC 27001,” CIS Controls,” and IEC 62443. It is important to note that the
standard is developed based on the security measures required by the NIS 2 Directive, without
integrating them with those necessary for GDPR compliance, as seen in the Italian framework.
This difference between the Italian and Belgian models reflects two distinct approaches: while
the Italian path seeks to maintain harmony with the primary international reference in the
Western world, beginning to design a holistic vision for compliance with European regulations,
the Belgian approach tends to position itself as an exclusive model dedicated to NIS 2
implementation.

The CCB manages the scheme framework and all associated documents as the Primary
Scheme Owner. However, although CyFun is a Belgian framework, the authority hopes it will
be recognised at the European level. Indeed, this process of expanding the scope of the standard
is already underway: the Romanian National Cybersecurity Directorate (DNSC) is defining how
CyFun can be qualified as an operational framework compatible with the implementation of the
security measures required by national legislation.” The same is expected to happen in Ireland,
as the Irish National Cyber Security Centre (NCSC) has formally included it among the
reference models for implementing risk management measures required by NIS 2, alongside

18 See the presentation and text of the standard at:

https://atwork.safeonweb.be/tools-resources/cyberfundamentals-framework.

¥ In fact, the text refers to numerous ISO standards: ISO/IEC 17000 Conformity assessment — Vocabulary and
general principles, ISO/IEC 17021-1 Conformity assessment — Requirements for bodies providing audit and
certification of management systems — Part 1: Requirements, ISO/IEC 17029 Conformity Assessment — General
principles and requirements for validation and verification bodies, ISO 19011 Guidelines for auditing management
systems, ISO/IEC 27000 Information technology — Security techniques — Information security management systems
- Overview and vocabulary, ISO/IEC 27002 Information security, cybersecurity and privacy protection — Information
security controls, ISO/IEC 27006-1 Information security, cybersecurity and privacy protection — Requirements for
bodies providing audit and certification of information security management systems, ISO/IEC 27007 Information
security, cybersecurity and privacy protection — Guidelines for information security management systems auditing.
See CyberFundamentals Framework - Conformity Assessment Scheme, 7 March 2025, available at:
https://atwork.safeonweb.be/sites/default/files/2025-07/CAS%20CyberFundamentals_Version%202025-03-07.pdf, p.
5.

% CIS Controls represent baseline configuration guidelines and recommended procedures for secure system
configuration. Each guideline refers to one or more CIS Controls developed to help organizations improve their
cybersecurity defense capabilities. See https://www.cisecurity.org/controls.

' Implementation in Romania took place with Government Emergency Ordinance No. 155 of 30 December 2024
on establishing a framework for the cybersecurity of networks and information systems in the national civil
cyberspace (available at: https://legislatie. just.ro/Public/DetaliiDocumentAfis/293121), followed by Law No. 124 of 7
July 2025 approving Government Emergency Ordinance No. 155/2024 on establishing a framework for the
cybersecurity of networks and information systems in the national civil cyberspace (available at:
https://legislatie.just.ro/public/DetaliiDocument/299675).



ISO/IEC 27001 and the NIST Cybersecurity Framework, pending the implementation of national
legislation.”

What emerges from this picture is the fragmentation of national approaches, presented in
Table 1, underscoring the crucial importance of international standards, particularly those
established by NIST and ISO. However, even though these standards are frequently cited—if not
used as a presumption of compliance—the variability of recognition and possible ambiguities in
interpretation by Member States create a system that may appear (relatively) straightforward
for companies operating nationally but is highly complex for entities operating cross-border

[7].
Table 1

Comparison of cybersecurity measures for Essential and important entities

Country  Standards referred to Approach

Slovakia EU Cybersecurity Act standards Minimum content, national-centric

only
Hungary NIST 800-53A rev5 Rigid audits, mandatory evidence
Italy NIST CSF 2.0, GDPR, ISO<~NIST Integrated cybersecurity + GDPR
mapping model

Belgium  CyFun (NIST+ISO+CIS+IEC) Dual-path: ISO or CyFun

The availability of a “translation” tool for standards would meet the needs of businesses
without imposing common security measures or standardised evaluation criteria. An effort in
this direction is evident in the strategies adopted by the Italian and Belgian cybersecurity
authorities. However, the Italian model has focused only on comparing ISO 27001 standards
with the NIST Cybersecurity Framework. In contrast, the Belgian model has achieved a broader
goal by integrating more relevant standards into the new CyFun framework. A drawback of the
Belgian solution is that it has concentrated on cybersecurity in the strict sense, without
coordinating with the area that converges (though not completely overlaps) with it—namely,
personal data protection. This is precisely the added value of the Italian system.

An effort toward a “dialogue” between models adopted at the national level can be found in
ENISA’s recent initiative dedicated to implementing measures under the NIS Directive in light
of the Commission’s Implementing Regulation 2024/2690. The text,” currently still under
consultation, provides guidance to support stakeholders in implementing the technical and
methodological requirements set out in Article 2 and the annex of the Commission’s

* See the draft of the NIS 2 Risk Management Measures Guidance, presented on 4 June 2025 by the NCSC,
available at: https://www.ncsc.gov.ie/pdfs/NIS2_Draft_Risk_Management_Measures_Guidance.pdf. The text is
qualified as “draft” pending approval of the National Cybersecurity Bill.

» ENISA, NIS 2 Implementing Guidance — On Commission Implementing Regulation (EU) 2024/2690 of 17.10.2024
laying down rules for the application of Directive (EU) 2022/2555, presented for public consultation on 26 June 2025,
available at: https://www.enisa.europa.eu/publications/nis2-technical-implementation-guidance.



implementing regulation. Specifically, ENISA’s document contains practical advice on
parameters to consider for compliance with requirements, examples of supporting evidence,
and a mapping that correlates each requirement with European and international standards and
national frameworks. Although ENISA clearly states that this mapping does not represent
equivalence between standards, it serves as a starting point that highlights similar cybersecurity
requirements across different models. The document currently considers four international
standards* and an equal number of national standards® without establishing new standards or
duplicating existing ones. This approach could be expanded by progressively integrating the
choices of all Member States to facilitate comparison of the requirements provided.

4. Supply chain control

A closely related aspect is that of supply chain control from a cybersecurity perspective. As
anticipated, one of the requirements set out in Article 21 regarding security measures to be
adopted by essential and important entities is “the security of the supply chain, including
security-related aspects concerning the relationships between each entity and its direct
suppliers or service providers”. The Directive does not specify the tools or means by which
essential and important entities must implement this obligation, leaving it to the entities
themselves to verify whether organisations in their supply chain ensure an adequate and
proportionate level of security. This aspect acquires an increasing importance in the healthcare
sector, where the dependency on complex supply chains that include both research and
development areas (for instance biologists, vaccinologists or other laboratories), distributors
(such as logistics and delivery service providers), vendors and manufacturers of medical devices,
as well as other providers (such as pharmacies, assisted living, etc.) is the rule. ENISA stresses
that vulnerabilities in these components can propagate across networks, creating systemic risks
that compromise both operational continuity and patient safety. The NIS 2 Directive’s
requirement to address supply chain risks, therefore, assumes particular significance in this
context.

As a result, the supply chain control obligation can be perceived from two perspectives: on
the one hand, the entities concerned may impose cybersecurity risk management measures on
organizations in their supply chain (such as suppliers and subcontractors) and supervise them;
on the other hand, it implies that entities not falling within the scope of NIS 2 may be prompted
to adopt cybersecurity risk management measures to enter the market.

Table 2

Comparison on supply chain control

* The text takes into account the following: ISO/IEC 27001:2022, ISO/IEC 27002:2022, NIST Cybersecurity
Framework 2.0, ETSI EN 319 401 V2.2.1 (2018-04), CEN/TS 18026:2024.

% National standards include those of Belgium, Finland, Germany, Greece, and Spain, based on information
provided by the NIS Cooperation Group’s security measures working group.



Country Contractual Obligations Risk Management Extension to Suppliers
Measures
Slovakia Mandatory clauses: Supplier risk Strong indirect extension
equal security + assessments + audit via contracts
notification duties rights
Italy Mandatory clauses + due Full lifecycle Very strong indirect
diligence requirements ~ monitoring, supplier extension across supply
criticality chain
Belgium Only mandatory at the Tiered guidance; Moderate extension,

highest assurance level

voluntary uptake for
others

depends on the assurance
level

This double perspective is clearly reflected in the choices made by national legislators on
this issue, highlighting interventions that are particularly invasive in relation to the contractual
choices of the entities concerned, as described in Table 2. For example, Slovak legislation
introduces specific rules dedicated to managing cybersecurity in the supply chain (Article § 19
(2)), requiring essential entities to include in their risk assessment those associated with their
suppliers. This is linked to an obligation for the essential entity to stipulate, in contracts with
suppliers, security measures and notification obligations equivalent to those applied internally.
The essential entity can verify compliance with these measures through audit systems.

A similar approach is also provided by the NFCDP, recognised by ACN in the Italian system.
In particular, the “Govern” section includes a series of specific controls for the supply chain
(GV.SC). Not only are entities required to establish objectives, policies, and risk management
processes for the supply chain, which must be communicated and coordinated with suppliers,
customers, and partners, but they must also integrate supply chain risk management into their
overall risk management strategy and differentiate suppliers based on their criticality.
Furthermore, cybersecurity requirements must be incorporated into contracts and agreements
with suppliers and third parties, and due diligence checks must be conducted to mitigate risks
before formal relationships are established. For example, the following elements can be verified
in advance: assessment of the supplier’s security policies, verification of compliance with
international standards, analysis of risks related to supplied software, hardware, or services,
checking for known vulnerabilities in products or services, requesting security audits or
certifications, evaluation of business continuity and disaster recovery plans of the supplier,
control of the origin and integrity of components, reputational monitoring, and review of past
security incidents. Moreover, during relationships with such suppliers, entities are required to
monitor supply chain security practices throughout the lifecycle of products and services (see
GV.SC-01 to GV.SC-10 of the NFCDP).

The Belgian system, on the other hand, does not directly require all concerned entities to
include contractual clauses to manage cybersecurity risk in the supply chain. The CyFun
framework differentiates three assurance levels: basic, important, and essential. Only at the
highest, most critical level are controls provided that explicitly require entities to include
contractual clauses with suppliers and third parties, requiring them to implement adequate



measures to meet the objectives of the entity’s cybersecurity policy.” In addition, the CCB
recommends that all entities not within the scope of the NIS 2 Directive adopt adequate and
proportionate risk management measures to prepare for the possibility of being part of the
supply chain of an entity within its scope of application. In this case, they may refer to CyFun
to identify and implement the concrete measures that might be required of them.

The requirement concerning supply chain control may serve as a tool to extend, through
contractual mechanisms, the obligations of the NIS 2 Directive well beyond the boundaries
defined by its scope of application. Although the Directive explicitly excludes small and micro-
enterprises from its scope, these businesses constitute the backbone of the European market,
making it likely that a large portion of them will be part of the supply chains of essential or
important entities, as they often provide niche products or services. Therefore, it's hard to
imagine these enterprises remaining entirely outside the reach of cybersecurity measures.
While some national models, including the Italian one, specify a prioritisation criterion for
companies based on their criticality, it is easy to foresee that niche suppliers will be indirectly
incorporated into the NIS 2 framework.

Moreover, the NIS 2 Directive does not specify the type of security measures required for
the supply chain, stating that the multi-risk management approach must include “the security
of the supply chain, including security-related aspects concerning the relationships between
each entity and its direct suppliers or service providers,” where the term “including” leaves
room for other types of measures [22].

5. Conclusions

The analysis of the regulatory harmonisation process in cybersecurity at the European level,
from the NIS Directive to the adoption and implementation of the NIS 2 Directive, reveals a
complex and somewhat ambiguous picture. The European legislator’s intention to strengthen
Member States’ cyber resilience through the introduction of standard minimum requirements
and a clearer system of obligations and responsibilities for essential and important entities is
reflected in NIS 2, which represents a more mature regulatory expression compared to its
predecessor. However, the effectiveness of the harmonisation process largely depends on the
implementation choices of individual Member States, which still retain significant discretion in
defining operational measures, technical requirements, and control mechanisms.

The comparison between national models adopted by countries such as Italy, Belgium,
Hungary, and Slovakia highlights at least three levels of divergence that affect the scope and
effectiveness of the desired harmonization: (1) the selection and adaptation of reference
standards, (2) the level of integration with adjacent regulations (such as personal data
protection), and (3) the extension of obligations along the supply chain, even beyond entities
formally included in the Directive.

From a technical perspective, there is a gradual convergence toward adopting widely
recognised international standards, particularly the NIST Cybersecurity Framework and the
ISO/IEC 27000 series, which serve as a common basis for defining security measures. However,
convergence on content does not yet translate into actual harmonisation of implementation
practices. The Italian case, with the creation of the National Framework for Cybersecurity and

% See CyberFundamentals — ESSENTIAL, Version: 01.03.2023, available at: https://atwork.safeonweb.be/tools-
resources/cyberfundamentals-framework. In particular, controls ID.SC-1 to ID.SC-5.



Data Protection and the development of the UNI/PdR 174:2025 standard, demonstrates an
explicit attempt to establish methodological bridges between different standards, facilitating
organisations' transition across compliance models. This approach demonstrates an integrated
vision that considers not only cybersecurity in the strict sense but also coherence with the
European regulatory framework on personal data protection.

Conversely, the Belgian experience, with the development of the CyFun framework, offers
an interesting alternative: a national model that integrates multiple international standards
(NIST, ISO, IEC, CIS) while remaining focused exclusively on cybersecurity. The lack of
coordination with other regulatory areas, such as data protection, is a potential weakness,
especially for operators that must comply with multiple regulations simultaneously. This
confirms that, although a common technical “substrate” exists at the European level, developing
a truly shared “regulatory language” still requires significant integration work among the
different legal and regulatory cultures of individual states.

Furthermore, supply chain management emerges as one of the key factors determining the
actual scope of NIS 2 beyond its formal boundaries. The obligation for essential and important
entities to assess and monitor risks along the supply chain represents, in practice, an indirect
mechanism for extending the Directive's scope to entities not formally included within it. This
is particularly relevant for the European economic fabric, strongly characterised by small and
micro-enterprises operating in strategic and highly specialised sectors. Slovak legislation, which
explicitly requires the inclusion of cybersecurity clauses in supplier contracts, and the Italian
model, which integrates supply chain risk management into a structured security governance
system, represent examples of approaches oriented toward holistic risk management.
Conversely, the Belgian model reserves more stringent obligations only for entities classified as
essential and adopts a gradual approach based on assurance levels.

In light of the above, it can be stated that the circulation of implementation models remains
only partially achieved. While there is increasing reliance on the same technical references, the
diversity of application methods remains an obstacle to creating a single, accurate cybersecurity
market. ENISA’s initiative, with the publication of methodological guidelines and mapping tools
between international standards, represents a first concrete step toward creating a shared
technical vocabulary that can facilitate interoperability among different national models and
support businesses operating across borders. However, the absence of a legal mandate for these
tools limits their effectiveness, making it desirable to strengthen central coordination and, if
necessary, evolve toward more stringent harmonisation in particularly sensitive sectors.

In conclusion, the effective harmonisation of the European cybersecurity framework
depends not only on formal legislation but, above all, on implementation practices, integration
between regulatory areas, and institutional cooperation between national authorities and
European bodies. The dual foundation of this process—technical, represented by shared security
frameworks, and value-based, centred on protecting fundamental rights and critical
infrastructures—requires a systemic vision that considers cybersecurity not as an isolated
domain but as an integral part of the European integration project and the defence of its shared
digital space.
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