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Abstract

Critical infrastructures have been facing sophisticated cyber threats, while operational requirements, safety
constraints, and legacy architectures prevent all necessary cybersecurity solutions. Novel defensive mechanisms
that do not interfere with production systems are necessary. Cyber deception offers a non-intrusive alternative
because it enables defenders to observe adversarial behavior in parallel to real operations. Existing honeypots for
Industrial Control Systems (ICS) are largely static and produce recognizable patterns that expert attackers can
easily distinguish from real processes. We introduce a context-grounded honeypot architecture that leverages
historical process data as a secure reference for generating realistic responses through a Large Language Model
(LLM). The system maintains protocol fidelity through deterministic handling of EtherNet/IP traffic, while the
LLM generates sensor values conditioned on the current emulated state. A validation layer enforces key physical
constraints, ensuring coherence with process dynamics without exposing operational data. To enhance model
reliability, we incorporate a Retrieval-Augmented Generation (RAG) mechanism that supplies the LLM with
structured protocol and domain knowledge, improving consistency while preserving safety and isolation guaran-
tees. This hybrid approach enables realistic and physically plausible interaction patterns while operating within
the performance constraints of industrial environments. Our evaluations indicate that LLMs can augment ICS
deception effectively, and that enriched honeypots are suitable for early threat detection in critical infrastructures
with no changes to operational systems.
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1. Introduction

Industrial control systems (ICS) form the operational backbone of modern society by orchestrating the
function of critical infrastructures such as power grids, water treatment facilities, and manufacturing
plants. A series of high-profile incidents e.g., Colonial Pipeline (2021) [1], the Ukraine power grid attacks
(2015, 2016) [2], and TRITON malware (2017) [3]) shows the severe consequences of compromising an
ICS, ranging from large-scale operational outages to human safety risks. These systems are increasingly
interconnected with enterprise networks and Internet-facing services to support remote management,
data aggregation, and predictive analytics, a trend commonly described as convergence of information
technology (IT)-Operational Technology (OT) [4, 5]. While this integration offers significant operational
and management benefits, it also expands the attack surface by exposing components that were
historically isolated. Most industrial environments follow the Purdue Model, a hierarchical architecture
separating Enterprise IT (Levels 4-5) from OT (Levels 0-3). At the lower levels reside Programmable
Logic Controllers (PLCs), HMIs, drives, and field devices, while supervisory systems such as SCADA
servers and historians operate at Level 3. The interface between IT and OT is commonly mediated
through an Industrial Demilitarized Zone (IDMZ), whose security posture is increasingly framed by
Zero Trust principles. Recent studies [6, 7, 8] highlight the importance of continuous verification,
least-privilege access, and layered defenses at this boundary. In parallel, security research has explored
cyber deception as a proactive defense strategy. Rather than solely relying on detection and prevention
mechanisms, deception introduces controlled, realistic-looking artifacts or systems that lure adversaries
into interacting with monitored environments. This approach can slow attackers, reveal their techniques,
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and provide defenders with early indicators of reconnaissance or lateral movement. In ICS architectures,
where operational constraints limit the deployment of invasive security controls, early detection of
such activity becomes crucial, making deception technologies particularly valuable. The proposed
honeypot offers a non-intrusive defensive mechanism that combines two functions: early detection
of malicious activity and cyber deception [9]. We are aware that designing realistic honeypots for
industrial environments is an open challenge. Template-based systems, such as Conpot [10], rely on
static responses that attackers can fingerprint via timing analysis, malformed packet probing, or by
testing for inconsistencies between actuator states and sensor readings [11]. Recent efforts explore
Large Language Models (LLMs) as a means of increasing fidelity: LLMPot [12] shows that LLMs can
emulate Modbus and S7Comm [13] interactions, while ShelLM [14] engages adversaries in realistic SSH
sessions. However, effective ICS deception requires responses that remain consistent with underlying
physical processes. To address this challenge, we introduce a LLM-based honeypot architecture that
utilizes historical process data as a structured context for LLM-driven generation. The system targets
EtherNet/IP (ENIP), a widely deployed protocol that remains under-explored in deception research
despite its operational relevance. All values returned to the attacker are generated by a local LLM
conditioned on this evolving simulated state. Protocol semantics, packet construction, and timing
characteristics are implemented deterministically, while a physical validation layer enforces domain-
specific constraints. This approach ensures that generated responses remain coherent with process
behavior without exposing operational data, an essential requirement when leveraging real process
traces for grounding. As a further contribution, we integrate Retrieval Augmented Generation (RAG)
[15] to enhance the LLM’s consistency and domain alignment. By supplying the model with protocol-
specific and process-specific context, RAG improves the reliability of generated values and the stability
of the interaction, enabling robust performance even in complex or previously unseen tag queries.
Our experiments demonstrate that this combination of deterministic protocol logic, simulated process
context, and RAG-enhanced LLM generation yields realistic, physically plausible responses with low
latency, by supporting even practical deployment within networked ICS environments. In summary,
our results demonstrate that LLMs, when grounded in a structured process context and complemented
with targeted retrieval, can effectively augment ICS cyber deception in addition to early detection.

The paper is organized as follows: Section 3 provides background on EtherNet/IP and the SWaT
dataset. Section 2 surveys prior work on ICS honeypots and LLM-based deception. Section 4 details the
architecture and design rationale. Section 5 presents empirical results. Section 6 outlines conclusions.

2. Related Work

Early ICS honeypots relied on simple emulation to replicate device behavior. Conpot [10] is one of the
most widely used platforms, but it offers low-interaction support for protocols such as Modbus, S7Comm,
and SNMP through XML-defined device templates. While this enables rapid deployment, the resulting
responses are largely static, offering limited adaptability to unexpected queries. As shown by Vetterl
and Clayton [11], skilled attackers can identify such systems within minutes through timing analysis
and response inconsistencies. Medium-interaction designs improve realism by incorporating more
detailed protocol handling. HoneyPLC [16] emulates Siemens S7 controllers capable of executing ladder
logic, offering a more convincing interface but still relying on scripted sensor behavior and significant
configuration effort. High-interaction honeypots push fidelity further by using real ICS hardware or
full-system virtualization [17, 13]. Although highly realistic, these systems require substantial resources,
raise safety concerns when executing potentially harmful commands, and remain difficult to extend
or adapt to new device types. Their dependence on physical equipment also limits scalability and
coverage. A common limitation of traditional approaches is the generation of static responses. These
approaches fail to reproduce the nuanced, context-dependent behavior of real-world systems. Our work
addresses this limitation by using LLMs to generate dynamic, context-sensitive responses that maintain
physical coherence. Franco et al. [18] note that the use of Al in deception environments remains
underexplored, and the rapid evolution of LLMs has renewed interest in their potential application to



cyber deception. Early work focused on general-purpose services. ShelLM [14] uses LLMs to create
interactive SSH honeypots that engage attackers in realistic command-line sessions, adapting responses
based on attacker behavior. The system demonstrates improved engagement time compared to static
alternatives, but does not address domain-specific constraints present in ICS environments. LLMPot [12]
represents the first application of LLMs specifically to ICS honeypots, targeting Modbus and S7Comm
protocols. The authors use GPT-4 to generate register values and coil states, showing that LLMs can
produce convincing ICS traffic. However, LLMPot exhibits two significant limitations relevant to our
work. First, it relies entirely on OpenAI's commercial API, raising concerns about cost (continuous
operation generating thousands of queries daily), privacy (sending operational data to third parties),
and availability (dependency on external service). Second, LLMPot lacks mechanisms to ensure physical
coherence; the LLM generates values based solely on protocol context, without grounding in real
process data or validation against physical constraints. LLMHoney [19] explores LLM-based Web
application honeypots. It demonstrates adaptive behavior, but promising deception capabilities focus
just on HTTP-based services.

3. Background

This section provides an overview of EtherNet/IP (ENIP) industrial protocol. It is an industrial commu-
nication protocol developed by Rockwell Automation and standardized by ODVA. It is widely deployed
across sectors such as automotive manufacturing, food processing, pharmaceutical production, and
utility infrastructure. Unlike traditional IT-oriented protocols, EtherNet/IP is engineered to support
deterministic and time-sensitive communication among industrial controllers, I/O modules, drives,
robots, HMIs, and other field devices. ENIP adopts a layered architecture that leverages Commercial
Off-the-Shelf (COTS) networking technologies:

+ Physical/Data Link: IEEE 802.3 Ethernet.
« Network/Transport: TCP/IP and UDP/IP.
« Application: ENIP encapsulation and the Common Industrial Protocol (CIP).

The protocol supports two complementary communication modes: explicit messaging (request/response
over TCP) for configuration and diagnostics, and implicit messaging (real-time cyclic I/O over UDP)
for time-critical control tasks. This dual-mode design enables both flexible device management and
high-frequency industrial I/O. An explicit EtherNet/IP message consists of an ENIP encapsulation header,
followed by a CIP payload. The encapsulation header (24 bytes) includes the command code, length,
session handle, status, sender context, and options. The payload contains a CIP message structured as
an object-oriented request using CIP paths. Class/instance/attribute addressing is used for generic CIP
services, while tag-based operations adopt symbolic path segments. Representative commands include:

« ListIdentity (0x0063): device discovery returning vendor, device type, and product codes.

« RegisterSession (0x0065): establishment of an ENIP communication session.

+ SendRRData (0x006F): transmission of encapsulated CIP explicit messages, including tag read-
/write operations.

In contrast to protocols such as Modbus (numeric registers) or S7Comm (memory areas), EtherNet/IP
supports symbolic, human-readable tag names to address controller variables. Industrial naming
conventions e.g., FIT101 (Flow Indicator Transmitter 101), LIT201 (Level Indicator Transmitter 201),
P301 (Pump 301), facilitate maintainability but also ease attacker reconnaissance: adversaries may
enumerate common naming patterns to infer a plant’s I/O structure. A honeypot must therefore respond
plausibly to both known and previously unseen tag names to avoid detection via coverage probing.

4. System Design

In this paper, we propose a hybrid architecture that integrates dataset-derived context with LLM-driven
response. Our system uses historical process data as context for LLM generation, ensuring that all
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Figure 1: Interaction flow illustrating how the components of the proposed architecture coordinate during
request processing.

responses are synthesized and that actual operational data is not disclosed. The architecture balances
five objectives: (i) information protection, (ii) physical coherence, (iii) protocol fidelity, (iv) adaptive
coverage, and (v) operational performance.

Architecture Overview

The architecture comprises four principal components: the Protocol Handler, Ground Truth
Manager, LLM Engine, and Attack Logger, whose interactions are depicted in Figure 1. Incoming
EtherNet/IP requests are parsed by the Protocol Handler, which delegates all tag value generation to
the LLM Engine. The Ground Truth Manager provides contextual state information to guide LLM
generation, never directly exposing dataset values, ensuring zero information leakage. All LLM outputs
undergo physical constraint validation before transmission.

Protocol Handler. This component implements the EtherNet/IP protocol stack, supporting core
encapsulation commands (e.g., ListIdentity, RegisterSession, SendRRData). To emulate PLC be-
haviour, the handler generates 24-byte ENIP headers, manages session state, and applies realistic
communication delays (50 — 150 ms). Protocol semantics and packet structures are produced through de-
terministic code, preventing protocol-level hallucinations and ensuring authenticity from an attacker’s
perspective.



Ground Truth Manager. Physical coherence is ensured using historical data of the system. For
our tests, we use the SWaT testbed dataset [20], which provides 11 days of operation and 40 process
variables. However, the Ground Truth Manager is deliberately designed as a modular and dataset-
agnostic component. The subsystem can be reconfigured to ingest any time-series dataset or domain-
specific source of process data. The honeypot operates entirely as a standalone deception environment:
no live infrastructure is ever queried, and all outputs correspond to internally simulated or replayed
states. The manager supports both sequential (cycle) and random sampling modes, and introduces
low-level Gaussian noise to reduce fingerprintability. A validation layer enforces domain-appropriate
physical constraints, including min/max bounds with safety margins, pump—flow or actuator-sensor
correlations, and rate-of-change limits. When violations occur, automatic correction maintains coherent
physical behavior. This modular design ensures that the subsystem remains adaptable, allowing the
same deception framework to be deployed across heterogeneous environments by simply substituting
or augmenting the underlying dataset without modifying core logic.

LLM Engine. All tag-read requests involving process values are handled by the LLM Engine. The
model receives the current simulated state from the Ground Truth Manager, enabling context-grounded
generation aligned with ongoing process dynamics. This ensures temporal coherence across queries and
consistency with multivariable dependencies (e.g., pump—flow relationships). The engine supports both
local and API-backed execution, with local deployment preferred for privacy, autonomy, and reduced
external dependencies. All generated values are validated against dataset-derived physical constraints
before transmission. The engine optionally incorporates Retrieval-Augmented Generation (RAG) [21]
for tasks that benefit from structured examples. For protocol-focused testing, RAG provides curated ENIP
packet templates with explicit field breakdowns, supporting correct encoding and command structure
without revealing sensitive information. For value generation, RAG augments prompts with process-
state snapshots sampled from the historical dataset, improving grounding while avoiding disclosure
of operational sequences. This approach substantially improves generation quality with respect to
baseline prompting, enabling the model to produce more coherent, structured, and physically consistent
outputs. Some models achieve near-perfect protocol construction when augmented with relevant
examples, while others show more modest gains. This variability highlights the complementarity
between learning-based and deterministic components in our design.

General behavior. The architecture ensures temporal and physical consistency across the simulated
process while maintaining information protection. Temporal evolution is driven by the Ground Truth
Manager operating in cycle mode, which maintains an internal state that follows realistic SWaT dataset
transitions, preserving multi-variable dependencies (e.g., pump activations correlate with flow increases,
valve closures propagate to downstream pressure drops). For every tag read request, the LLM receives
the complete current system state, comprising all 40 process variables, as context. This grounding
mechanism constrains LLM outputs to be consistent with ongoing process dynamics, preventing
physically implausible responses such as non-zero flows when all pumps are inactive or sensor readings
violating conservation principles. Crucially, the LLM synthesizes new values rather than echoing context;
physical validation provides a final safeguard, automatically correcting any constraint violations. The
result is a unified simulation where all tag values, whether previously in the dataset or not, exhibit
coherent behavior aligned with industrial process evolution, maintaining deception effectiveness under
sustained reconnaissance without disclosing actual operational data. All interactions are recorded to a
lightweight SQLite backend, including timestamps, source IPs, session identifiers, commands, payload
sizes, and requested tag names. Since all responses are LLM-generated, logging also captures whether
validation corrections were applied. Session-level aggregation supports forensic reconstruction and
identification of reconnaissance patterns typical of ICS-targeted adversaries. Read requests follow
a unified, LLM-centric processing pipeline designed to prevent information leakage: The Protocol
Handler parses the incoming ENIP packet and extracts the requested tag name. The Ground Truth
Manager is queried for the current simulated system state, which includes all process variables but is



Table 1
LLM protocol generation success rates (6 tests per model)

Model Passed Success Rate
llama3.2:latest (3.2B) 2/6 33.3%
qwen2.5-coder:14B 2/6 33.3%
qwen2.5-coder:7B 1/6 16.7%
deepseek-coder-v2:16B 1/6 16.7%
Ilama3.1:8B 0/6 0.0%

never directly returned. The LLM Engine receives this state as context and generates a plausible value
for the requested tag, synthesizing a response consistent with process dynamics. The generated value
undergoes physical validation using dataset-derived constraints; implausible outputs are automatically
corrected. The validated value is encapsulated into a properly formatted ENIP response and transmitted.
Write requests update the internal simulated state maintained by the Ground Truth Manager to ensure
temporal coherence across subsequent reads; updates never propagate to real systems and serve only to
maintain realistic process evolution for future LLM context.

5. Evaluation

We evaluate our LLM-augmented honeypot through controlled experiments designed to answer four
research questions: whether responses maintain physical plausibility and respect industrial process
constraints; whether the system achieves real-time performance suitable for ICS protocol emulation;
whether LLMs can reliably generate valid protocol structures, thereby justifying our choice to keep pro-
tocol handling deterministic; and whether Retrieval-Augmented Generation (RAG) improves protocol
generation capabilities. To assess physical consistency, we executed a 5-minute experiment generat-
ing 832 mixed tag requests and validated each response against four key constraints: sensor range
bounds, pump-flow coupling, tank level rate limits, and type consistency. The honeypot maintained
99.2% coherence, with all minor deviations (e.g., slight range excesses or integer—float mismatches)
automatically corrected before transmission. No pump—flow inconsistencies were observed. These
results confirm that context-grounded LLM value generation, combined with a lightweight validation
layer, yields responses that remain physically coherent throughout operation. We also assessed latency
under the same workload. End-to-end response times averaged 56.8 ms, with the 99th percentile under
70 ms, comfortably within ICS timing requirements (typically < 500 ms). Performance remained stable
across the entire experiment, and the system sustained up to 25req/s before exceeding this threshold.
These results indicate that LLM-based value generation with context is fully compatible with real-time
ICS honeypot deployment on modest hardware.

Assessing Protocol Generation and the Impact of RAG

The previous experiments assume deterministic protocol handling and LLM-only value generation. To
empirically validate this design decision, we first assess whether LLMs can reliably generate binary
EtherNet/IP (ENIP) packet headers. We then evaluate whether Retrieval-Augmented Generation can
strengthen this capability. We test five models covering different capability classes: two general-
purpose models (llama3.2:1atest 3.2B, llama3.1:8B), two code-specialized models (qwen2.5-coder:7B,
qwen2.5-coder:14B), and one “advanced reasoning” model (deepseek-coder-v2:16B). Each model is
evaluated on six protocol generation tasks using distinct prompt strategies, ranging from concrete
examples with breakdown, to step-by-step byte construction, explicit validation rules, template filling,
real-world PLC scenarios, and code-execution contexts. All prompts operate at low temperature (0.1)
and explicitly request exactly 24 space-separated hex bytes representing a valid ENIP header. Table 1
reports success rates. Even the best-performing models (llama3.2:latest and qwen2.5-coder:14B) achieve
only 33.3% success (2/6 tests) despite careful prompt engineering. Common errors include incorrect



Table 2
RAG enhancement evaluation across models (3 tests each)

Model Without RAG  With RAG
llama3.2:latest (3.2B) 33.3% 33.3%
llama3.1:8B 0.0% 66.7%
qwen2.5-coder:7B 16.7% 66.7%
qwen2.5-coder:14B 33.3% 100.0%
deepseek-coder-v2:16B 16.7% 33.3%

byte counts, endianness mistakes (e.g., encoding 0x0065 as “0065” instead of “6500”), inconsistent
formatting (extra spaces, newlines), and off-by-one field offsets. While these issues are minor at the
textual level, they are catastrophic for binary protocols: a single incorrect byte suffices to invalidate a
packet. These results motivated our transition toward RAG/few-shot conditioning, which provides the
model with structured exemplars that substantially improve its protocol-related generation capabilities.
To investigate whether Retrieval-Augmented Generation can mitigate these limitations, we incorporate
a RAG layer that supplies few-shot protocol examples and realistic process context from SWaT. For each
protocol generation task, the system: (i) provides three valid ENIP packet examples with field-by-field
breakdowns (command codes, byte lengths, little-endian encoding), (ii) includes a snapshot of industrial
process state (pump states, flows, tank levels) sampled from SWaT to illustrate realistic ICS conditions,
and (iii) constructs a structured prompt that combines examples, process context, and the target packet
specification. The process context demonstrates plausible operational states but does not directly
determine packet structure; its role is to ground the generation task in realistic ICS scenarios. We test
three ENIP tasks (RegisterSession responses, SendRRData responses, and a context-aware variant with
dynamic session IDs) across all models, with and without RAG. Table 2 summarizes the results.

RAG yields substantial improvements for several models. The code-specialized qwen2.5-coder:14B
reaches 100% success (3/3 tasks), and two other models (llama3.1:8B, qwen2.5-coder:7B) improve to
66.7%. On average, success rates increase from 16.7% to 50.0%, indicating that exposing the model to
concrete protocol exemplars and structured retrieval significantly enhances its ability to emit valid
binary structures. Gains remain model-dependent: some architectures benefit considerably, while others
(e.g., llama3.2:]atest) show little or no improvement, and any residual error still produces invalid packets.
These findings confirm RAG as a powerful tool for development-time analysis and protocol-oriented
prompting, but also underscore that deterministic protocol handling remains the most reliable strategy
for a runtime honeypot, where every packet must be valid.

Summary

Our evaluation shows that the proposed architecture allows for maintaining high physical coherence
and real-time performance. The protocol-generation experiments reveal that, while baseline LLM
prompting remains insufficient, RAG/few-shot conditioning markedly improves model performance,
enabling one code-specialized model to reach 100% correctness across tasks. These results demonstrate
that LLMs are effective for context-grounded value generation and can be substantially strengthened for
protocol-oriented tasks when supplied with structured examples. The evaluation also highlights areas
for future work. Our system does not implement a physical process model: it relies solely on lightweight
plausibility checks rather than simulating the underlying industrial dynamics. As a consequence, long-
term behaviors such as slow drifts, actuator-sensor feedback loops, or multi-minute transients are not
explicitly captured, and the honeypot may exhibit simplified temporal evolution. In future work, we
plan to integrate a richer process-dynamics component to better emulate long-term physical behavior
and further strengthen deception fidelity.



6. Conclusion

Industrial Control Systems operate under strict safety and reliability constraints, yet they remain exposed
to increasingly sophisticated cyber threats. Their long-lived architectures, proprietary protocols, and
extensive legacy deployments make security upgrades difficult and often infeasible without disrupting
critical processes. These limitations increase the value of modern defensive techniques, such as early
detection and deception measures that achieve visibility into adversarial behavior without modifying
operational systems. Existing honeypots for ICS rarely deliver convincing and physically consistent
responses that protect against real attackers. This paper introduces a hybrid deception architecture
that combines real process data, LLM-generated sensor values, and deterministic protocol handling
validated against physical constraints. Two key insights emerge from our evaluation. LLMs still require
strong supervision, real data, constraints, and validation to operate safely in ICS contexts. Moreover,
high-quality contextualization matters more than model scale, enabling effective on-premise deployment
with moderately sized models. Beyond demonstrating feasibility, the system offers a practical path for
organizations to deploy realistic ICS honeypots for early warning and threat intelligence collection.
Future developments should extend this foundation toward richer physical models, multi-protocol
support, and adaptive behavior informed by attacker interaction patterns, as well as integration with
existing defensive tooling. As ICS environments grow more connected and adversaries become more
capable, LLMs represent a promising direction for next-generation cyber detection and deception.
This work provides an initial architecture, implementation, and methodology to support replication,
evaluation, and further advancement within the ICS cybersecurity community.
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