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Abstract

The growing adoption of LoRaWAN for large-scale IoT deployments makes these networks an attractive target
for cyber-attacks. While anomalous behaviours might not be difficult to detect, spotting the physical location
of attackers remains a major challenge, especially when attacks originate from mobile, low-cost, or self-built
devices.

This work introduces an integrated cyber-physical security framework that couples anomaly detection with
fine-grained wireless localization to identify and track malicious nodes. First, a supervised anomaly-based
algorithm uses features extracted from network telemetry data to detect anomalies. Second, a localization engine
leverages TDoA and nonlinear least squares estimation to scan the affected area and locate the attacker, even
in case of the attacker movement. We validate the proposed architecture, attack model, detection pipeline, and
localization strategy through experimental evaluation. For this purpose, we implemented a novel DoS attack, the
DevNonce saturation attack, which exploits the join procedure in OTAA-enabled devices to exhaust nonce space
and prevent legitimate nodes from connecting. Experimental results demonstrate the accuracy, feasibility, and
applicability of the proposed framework to real LoRaWAN environments, and have also led to the discovery of a
novel vulnerability affecting ChirpStack.
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1. Introduction

Low Power Wide Area Network (LPWAN) technologies, and in particular the Long Range (LoRa)
Wide Area Network (LoRaWAN) protocol, have rapidly boosted large-scale Internet of Things (IoT)
deployments. Long communication range, low energy consumption, and cost-effective infrastructure
make them suitable for numerous applications, ranging from smart agriculture and asset tracking to
industrial monitoring and environmental sensing [1, 2]. However, as the density and heterogeneity of
IoT and LoRaWAN-connected devices continue to increase [3], so does the attack surface exposed to
malicious actors. Since LoRaWAN networks are only designed to upload data to remote repositories,
they have a smaller attack surface than other networks, where Denial of Service (DoS) represents
anyway the most relevant threat for IoT applications. To this aim, several studies demonstrate that
LoRaWAN is vulnerable to a wide range of cyberattacks, including eavesdropping, replay, spoofing,
wormhole, Man-in-the-Middle (MitM), and jamming attempts, which may severely disrupt network
availability, compromise data integrity, or undermine users’ privacy [4, 5].

Although the LoRaWAN protocol already implements robust encryption and integrity mechanisms,
and further cryptographic protections have been proposed in the meanwhile [6], the majority of IoT
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nodes have typically weak security mechanisms, are vulnerable to tampering, and do not run security
tools due to resource constraints. Consequently, the implementation of Intrusion Detection Systems (IDS)
in the network becomes crucial for identifying ongoing attacks from malicious nodes. The potential of
Machine Learning (ML) to implement security solutions for LoRaWAN environments is not new [7],
but the design of effective algorithms remains an open research problem, due to the heterogeneity and
intermittency of LoRaWAN threats and the absence of universal indicators of compromise.

Detecting an attack, however, is only the first step. If the root cause is not eradicated at its origin, the
attack may persist and evolve to elude detection and/or mitigation measures. Locating malicious nodes
becomes therefore necessary, so law enforcement authorities can remove them and prosecute their
owners. To this aim, localization techniques based on radio measurements, such as Time Difference of
Arrival (TDoA) and Angle of Arrival (AoA), have already been investigated in LoRaWAN networks [8],
with promising results but also with limitations imposed by environmental noise, multipath propagation,
and node mobility. Furthermore, the long-range nature of LoRaWAN transmissions complicates precise
localization, especially in dynamic or hard-to-reach environments.

To address these challenges, this work proposes an integrated framework for detecting and physically
locating malicious LoRaWAN devices. In detail, the proposed system combines: (i) a dedicated IDS
that inspects network traffic at the Network Server (i.e., via the Message Queuing Telemetry Transport
(MQTT) broker in ChirpStack); and (ii) a fine-grained localization component based on TDoA and
Non-linear Least Squares (NLS) optimization.

The main contributions of this paper are the following: (i) we design an end-to-end incident response
workflow for attack detection and localization in LoRaWAN networks, integrating monitoring, Artificial
Intelligence (Al)-driven IDS components, and mobile localization platforms; (ii) we describe a new
vulnerability in ChirpStack v3.12.0 for LoRaWAN v1.0.3, found while evaluating the performance of the
DevNonce saturation attack; (iii) we develop a detection module for this novel LoRaWAN DoS attack;
(iv) we propose and evaluate a TDoA-NLS localization method, assessing its robustness across multiple
attacker mobility models.

The remainder of the paper is structured as follows. Section 2 reviews existing work on LoRaWAN
security, IDS mechanisms, and localization techniques. Section 3 defines the threat model, including
the considered DevNonce saturation attack scenario. Section 4 presents the system architecture, while
Section 5 details the detection and localization components and their implementation. Section 6 discusses
the implementation, tests, and numerical results. Finally, Section 7 concludes the paper.

2. Related work

The LoRaWAN protocol has several exploitable vulnerabilities that enable a variety of attacks [9]. IDS
solutions can detect deviations from normal patterns that indicate ongoing attacks. Such systems may
rely on various approaches, including ML-based IDS [10], or strategies like anomaly detection [11].
Since the application of ML to detect attacks targeting LoRaWAN remains an active research issue [12],
exploring new ML methodologies, such as eXplainable AI (XAI) [13], could yield significant insights
for the research community:.

Once an intrusion or attack is identified, locating the attacker becomes another crucial task [14].
Many of the aforementioned attacks involve the transmission of malicious LoRaWAN packets or
interference signals by a device positioned within the network coverage area. Additional data gathered
by a LoRaWAN gateway or even a basic passive receiver can assist in pinpointing the source. Techniques
such as Time of Arrival (ToA), AoA, and multilateration have been explored for device localization
in LoRaWAN networks [8]. TDoA-based approaches determine a device’s position by measuring the
time differences at which identical packets reach multiple gateways, offering high accuracy and energy
efficiency. Moreover, unlike ToA, TDoA requires timing synchronization only between gateways,
simplifying deployment.

Despite these advantages, various challenges hinder accurate localization of LoORaWAN devices. These
include architectural complexity and environmental conditions that may degrade position estimates [15].



Node mobility further complicates localization by altering transmission behaviours and affecting packet
arrival times. Ongoing research seeks to analyse mobility’s impact on localization precision and develop
algorithms that mitigate motion-induced errors [16]. Hybrid methods, such as integrating TDoA with
AoA, have demonstrated improved accuracy, particularly in mobile or urban contexts [17]. Advanced
optimization and estimation techniques, including Kalman filters, maximum likelihood estimation, NLS,
and ML-based solutions, have also been employed to enhance passive TDoA localization accuracy [18],
substantially improving computational performance and reducing localization errors.

3. Problem statement and threat model

Our main purpose is to detect ongoing attacks against a LoRaWAN network, and to locate the malicious
nodes that originate them. We assume that the attack can be detected by inspecting the traffic at the
Network Server (NS) or Application Server (AS), hence without the need to sniff the radio channel.
This assumption has negligible impact on the threat model because the gateway acts as a proxy for the
whole LoRaWAN data packet. Our approach splits the problem in two main components: (i) an IDS
system able to detect ongoing attacks against the LoRaWAN network, and (ii) a LoRaWAN localization
engine, aimed at physically locate the attacker, even in dynamic scenarios.

We consider DoS attacks that exploit protocol vulnerabilities. In particular, we focus on the prelimi-
nary join procedure that each node must carry out before sending packets to the LoRaWAN network.
The node initiates such process by sending a join request message to the NS. According to [3], such
frame contains the device identifier (DevEUI), application identifier (AppEUI), a device-chosen nonce
(DevNonce), and an integrity check field (MIC) computed by using a shared Application Key (AppKey).
In LoRaWAN v1.1 or greater, the AppEUI field is known as JoinEUI [19]. While both the DevEUI and
AppEUI fields are 8 bytes long and the MIC is 4 bytes long, the DevNonce is 2 bytes long and it represents
a random value generated by the device each time it attempts to join the network [20]. In LoRaWAN,
join requests with the same DevEUI and duplicate DevNonce values are discarded [21]. Such action pre-
vents connection renewals in case the same frame is received (at different times) by multiple gateways.
In case the message is correctly received, a join accept message is sent to the node. In Over-The-Air
Activation (OTAA) [19] environments, this behavior represents a potential threat, which we denote
as DevNonce saturation, under the hypothesis an attacker was able to discover the AppKey (which is
not unlikely in these scenarios). According to the LoRaWAN v1.0.3 standard, “the network server keeps
track of a certain number of DevNonce values used by the end-device in the past, and ignores join requests
with any of these DevNonce values from that end-device” [22]. Therefore, an attacker knowing both
the DevEUI and the AppKey could craft a set of LoORaWAN frames with incremental DevNonce values,
to saturate all possible slots the NS can accept. During the attack execution, the legitimate node join
process would be invalidated by malicious frames. After the entire queue is saturated, the legitimate
node would still be able to communicate on the network, but its (duplicate) messages would be discarded
by the AS, hence making the device unable to join the network and, consequently, experiencing a DoS.

Although sending all possible DevNonce values would surely lead a DoS, as the choice of the
DevNonce is random, the probability to experience a DoS increases with a larger number of malicious
frames. If we define N = 26 = 65, 536 the maximum number of possible DevNonce values, N; the
number of DevNonce stored in the NS, and N, the number of malicious frames sent (with different
DevNonce values), we compute in Eq. 1 the probability P the legitimate node experiences a DoS when
sending a legitimate join request.

min(A ) o

Let N4(t) and N;(t) represent, respectively, the number of malicious frames sent and the slots
allocated during an attack period ¢. While the definition of N;(¢) depends on the actual implementation
of the NS, being T’ the time between one malicious frame and the next one and assuming the first one
is sent at time ¢ = 0, we can define N;(t) as reported in Eq. 2.
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Hence, we define in Eq. 3 the probability P(t) a licit join request is discarded at time ¢ (and, conse-
quently, a DoS is experienced).
in(Ng(t), Ni(t
() = M Sz(\r) 1Q)) 6
We can also define Ty, the time needed to saturate all possible DevNonce slots, as reported in Eq. 4.

Although our threat can leverage a DoS through flooding, duty-cycle regulations may influence the
attack feasibility [23]. For instance, in the EU868 band, the maximum duty-cycle is 1 percent, meaning
that a device can only occupy the channel for 36s per hour in each sub-band. By regulation, after each
transmission, the node must wait a mandatory off-period before transmitting again on the same band.
The minimum off-period interval between two join requests depends on the spreading factor and the
packet time-on-air. For instance, a join request transmitted with Spreading Factor (SF) 7 and 125 kHz
bandwidth occupies the air for approximately 70ms [23], resulting in a minimum off-period interval of
about 7s. As a result, a real node could not be able to send a large number of join requests in short time.
Given our example, for Ts = 7s and IN; = N, saturating all possible DevNonce slots requires more
than 5 days (1y, = 458, 752s). Nevertheless, the actual observance of the duty-cycle is fully left to end
nodes and not enforced by the network. Therefore, the duty-cycle regulations would not have impact
on the attack effectiveness. Considering nodes ignoring or bypassing the duty-cycle, Ty, may assume a
lower value (1/100 of the value reported above, in our example): having 75 = 0.07s, we can have a
Tn, = 4,588s, equal to around 1.5 hours.

l

4. System architecture

In order to design a system able to fit our scenario, it is important to consider the following: First of all,
(i) it is needed to monitor the network components to collect information useful for detection purposes.
Hence, (ii) detection of ongoing attacks on the network is accomplished by analyzing monitored data to
identify threats against the LoRaWAN network. Finally, (iii) once an attack is detected, response activities
are triggered, by activating localization engines and autonomous response actions. To implement such
scenario, our architecture, depicted in Fig. 1, must define connections between components and provide
details on possible interaction methods.

Our system is mainly composed of two groups of components: LoRaWAN network and security
modules. While the first one includes the typical components of a LoRaWAN network, such as the
NS, AS, a set of gateways and sensor nodes, the security modules component concerns detection and
response activities. In detail, detection is accomplished by one or more dedicated modules monitoring
the NS to get network frames. Once a potentially malicious situation is detected, a new incident is
created by the incident response component, by collecting information of the LoRaWAN frame and
the gateways receiving it. In case new malicious frames are sent during the same attack, the incident
instance is enriched with such data. Such information is retrieved by the localization component, which
estimates malicious node position based on packets metadata. Once the attacker location is estimated,
such data is shared in the incident response platform, to trigger automated responses. For instance,
Unmanned Aerial Vehicles (UAVs) may be involved, by leaving the ground to empower localization by
acting as additional LoRaWAN gateways. It is worth mentioning that additional minor components
may be integrated into the architecture: for instance, a web-based interface to display data to the user.
Nevertheless, as such component and its interaction are not core activities of our incident response
pipeline, they have not been depicted in the figure, to improve readability.
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Figure 1: Architecture of the considered system

5. Security modules

In the following, we focus on describing attack detection and node localization activities.

5.1. Attack detection

By focusing on the attack introduced in this paper, we aim to develop a ML model for detecting ongoing
DevNonce saturation attacks against a LoORaWAN network. Although several approaches can be used
to detect the considered threat, such as statistical methods [24] or gradient boosting algorithms like
XGBoost [24], we adopted the Random Forest approach for its robustness [25]. In detail, our model
is designed to identify anomalies from normal conditions, characterized during training activities.
Particularly, metrics referred to each DevEUI are computed, including join requests and uplink data
frequency.

While in Section 3 we have focused on the definition of metrics used to characterize the considered
attack and its functioning, we now define useful variables able to support detection capabilities. Partic-
ularly, let 7', be the duration of our time window in seconds and let k be the index of the considered
time window. We can define a time window W* as follows.

W* =T, - (k= 1), Ty, - (k) 5)

For each DevEUI value §, we define N ]k (d) the number of join request messages in the time window
W, Similarly, N*(§) identifies the number of uplink data packets sent by 6.

To identify a DevNonce saturation attack, we define a binary classification problem. We define
a label y* € {0,1} for each time window W}, where y* = 1 indicates an anomaly, while y* = 0
indicates a normal scenario. Using supervised learning, we train and apply a random forest algorithm
that aggregates predictions from multiple decision trees [26].

Hence, for each end device J, we observe data to extract rolling statistics over a set of IV,, con-
secutive sliding windows, ending at the current time index k. Specifically, statistics are computed
by using the current window W* and the preceding N,, — 1 windows (i.e., for N, = 5, the set
{Wk*‘l, Whk=3 Wwk=2 whk-1, Wk} is considered). By considering the number of join request mes-
sages across these windows, extrapolated features include rolling (i) sum S ]’i,j (0), (ii) mean N?\f]- (6),

(iii) standard deviation U?Vj (6). In addition, we also consider the join-to-uplink ratio R¥(J), defined as:

k
R¥(5) N7 )

= NI+ ©



where we increase the denominator by one to prevent division by zero.
From the collected data and features, for each time window W), considered, we construct a vector

x(6):

x*(8) = [NE(3), NE(3), SK, (8), 1k, (6), 0%, (5), RE(5)] € RO ™)

While training our algorithm, vectors x¥(9) are extracted by analyzing data sequentially, considering
N, time windows. All vectors data are processed through a random forest classifier trained on labeled
normal/anomalous samples, to build a trained model.

For real-time detection, at run time, the x* (6) vector is computed using the same N,, time windows
and the same T, window duration adopted during training, to ensure feature consistency. Hence, a
random forest classifier using V; decision trees analyzes the extracted run-time vector to collect votes
on the predicted class (normal vs anomaly) and determine whether an anomaly is present.

5.2. Attacker localization

To successfully perform the attacker localization, we decided to develop a TDoA localization solution
based on the NLS principle and analyse the obtained accuracy considering that the attacker to localize
moves following different mobility patterns.

We assume that the packets transmitted by the attacker are received by L > 4 gateways G}, located
at coordinates (z;,y;, z;), withi = 1,2, ... L.

Denoted as t; and ¢; the packet reception time at gateways G; and G;, respectively, and d; and d;
the distances between the attacker A, located at coordinates (x4, Ya, 2,) and the gateways G; and G,
respectively, the difference of these distances can be obtained as:

dijj=di —dj = (ti = t;) - (3)

where c is the speed of light in air.
Considering the Fuclidean distance, the left-hand side of 8 can be rewritten as:

dij = \/<xa - wi)z + (Yo — yi)2 + (20 — Zi)2 - \/(xa - xj)Q + (Ya — yj)Q + (20 — Zj)2 )

Replacing 9 in 8, we obtain a hyperbola h; ; with center in G; and focus in G;. Considering one of
the gateways as the reference gateway, we can compute the (L — 1) distances between the reference
gateway and each of the remaining (L — 1) gateways and obtain (L — 1) hyperbolas that intersect
in D. Figure 2 shows a 2D scenario representation with I = 4 gateways contributing in the attacker
localization and choosing G as the reference gateway.

However, in real scenarios, packet reception times at the gateways could depend not only on propa-
gation times but also on additional factors that can affect each reception time differently. This could
cause the (L — 1) hyperbolas to not intersect in the right point, or not even in a single point, with a
consequent uncertainty in estimating the attacker position.

The proposed TDoA-NLS method reduces localization errors by minimizing the sum of the squares
of the differences between the calculated and measured distances [27].

Let consider the measured distance difference r1 ; between the reference gateway G'1 and the other
L — 1 gateways G4, = 2,3,...,L, as:

ri; =di; +ni; (10)

where d j is the true distance difference and n; ; the distance error.
The estimated attacker position p, = (24, Ja, 24) corresponds to the smallest value of the cost
function J(p,) defined as:

J(pa) = [r — d(pa)]" [r — d(pa)] (11)



Figure 2: TDoA-based localization with four gateways

where r is the vector of the measured range differences:

]T

(12)

PZ[T1,2 1,3 T1L

and d is the vector of the computed distance differences:

\/(ia —21)? + (Ja — y1)* + (2a — 21)% — \/(ia —22)? + (Ja — y2)* + (2a — 22)*
R \/(ja - $1)2 + (ﬁa - y1)2 + (éa - 21)2 - \/('ia - C53)2 + (ga - y3)2 + (éa - 23)2
d(pa) = . (13)

V@ =212+ 0o —91)2 + (Ga —21)2 = V(@0 — 20)2 + (Ja — Y1) + (Za — 21.)2

6. Experimental evaluation results

Our tests focus on evaluating the efficacy of both the detection approach used to identify an ongoing
DevNonce saturation attack, as well as localization capabilities.

6.1. DevNonce saturation attack execution

To evaluate the impact of DevNonce saturation attack, we built a test bed composed of an Arduino
Uno R3 microcontroller equipped with a LoRaWAN shield, acting as the end device. Such node is
programmed to join and repeatedly send uplink data to the network every 7; = 30s. Our network also
includes a LoRaWAN gateway, represented by a RAK7248C WisGate Developer D4H device, integrating
a Raspberry Pi as core processing unit. ChirpStack v3.12.0 has been used as network and application
server, supporting LoORaWAN v1.0.3 and embedding an internal MQTT broker service.

Such network and, in particular, the legitimate end node, has been targeted by the attacker. To
bypass duty-cycle limitations (see Section 3), we implemented the malicious node as a virtual node
directly communicating with the NS through the same LAN. Hence, in our scenario, the malicious
node impersonates both the (legitimate) gateway and sensor. In detail, our attacker repeatedly sends



malevolent join request messages with increasing DevNonce values, to saturate all N; values the NS
can store.

According to the definitions in Section 3, the aim of our tests is (i) to estimate the size of the DevNonce
queue [V, (ii) to evaluate the possibility to effectively lead a DoS on the targeted node (related to the
retrieval of P(t)), and (iii) to analyze the effective time 7'y, required to saturate the entire DevNonce
queue of the server.

In our scenario, we found that the time needed to send join requests for all 2'¢ possible DevNonce
values is 9589.089833s, equal to around 2 hours and 40 minutes. Hence, we found in this case Ts =
0.1463179s. Considering such result, our focus was given on the analysis of the targeted network after
all the malicious frames are sent, with the aim to identify V;. To this aim, we analyzed the DevNonce
queue on the server. In ChirpStack v3.12.0, the one we adopted during our tests, such queue is available
as the device_activation table of the PostgreSQL database embedded in ChirpStack. By retrieving
the list of records stored in such table, we found that 2!6 — 78 records are found. After deeply analysing
the situation, as our (greedy) attacker does not verify the reception of a join accept packet, we assumed
such number is due to some packet loss. Indeed, by sending new malicious frames “filling in” all 78
positions, we found that 216 records are found on the device activation table. We can therefore
assume IN; = 26, hence making the system vulnerable to a DevNonce saturation attack. To ensure
such statement, we powered on the legitimate node, by analysing the possibility to effectively join
the network. By doing that, we observed that the node is indeed unable to join the network. As a
consequence, we can state that N; = 26 is implemented in our system and, being during our test
N; = Ng = N, referring to Eq. 1, we found a probability of DoS P = 1. In addition, we can state that
TN, = 9589.089833s is our attack execution time.

Such results led us to conclude that the ChirpStack software in version v3.12.0 is affected by a
vulnerability, where a malicious user could saturate the entire DevNonce queue with malevolent
LoRaWAN frames. In this case, considering each single end device, adequate protection could limit the
number of DevNonce values stored in the database, to limit the effects of a saturation attack: considering
Eq. 1, by reducing N;, P decreases as well. On the other side, another protection system may extend
the DevNonce size: in case of a length of 4 bytes, hence N = 232 our attack would have taken almost
20 years to saturate all possible values.

6.2. DevNonce saturation attack detection

In order to validate the proposed detection algorithm, we set up an experimental testbed implementing
a LoRaWAN scenario. In detail, our testbed is the same of the physical scenario described in Section 6.1,
with the exception of the attack node. In this case, the malicious node is represented by the same
(minimal) hardware of the legitimate sensor: an Arduino Uno R3 microcontroller equipped with a
LoRaWAN shield.

For our evaluation tests, data retrieval is accomplished by extracting information from the MQTT
broker of ChirpStack, by accessing in particular to the gateway/+/event/up topic. Supervised
training has been accomplished by building two separate datasets. Each dataset refers to 60 minutes
of network traffic. The first dataset includes legitimate traffic only, hence, data are labeled as yk =0.
Subsequently, we built a second dataset by conducting a DevNonce saturation attack, where malicious
join requests are transmitted at random intervals T € [8, 60]. Data included in such dataset are labeled
as yk = 1. Hence, both the datasets have been combined to create a common training dataset.

For our tests, we consider windows of duration 7, = I} = 30s. The training dataset consists of
Ny, = w = 240 labeled observations D = {(x*(9), y*) iv;"l, split into training set (75%)
and testing set (25%). Stratified sampling [28] is employed to preserve the original class distribution
across both subsets. A random forest classifier is then trained on the resulting training set. In our
configuration, the model constructs /V; = 100 decision trees, whose aggregated predictions form the
final classifier. During our tests, we consider the analysis of a variable count of consecutive windows
Ny € {2,3,4,5}, hence, four different models. For each model, obtained accuracy is, respectively, 96%
(Nyw = 2), 100% (N = 3), 98% (N = 4), and 98% (N, = 5).



Testing activities have been accomplished by using the built models. In detail, we have observed a
period of T}, = 1,200s: while during first half of the capture only the legitimate node is present in the
system, in the second half the attack also takes place. Particularly, the attacker adopts T's = 8s, a value
not breaking the duty-cycle limits. Our detection algorithm has been validated for the entire duration of
the test, by considering the four observed windows N,,. For each of the IV,, windows analyzed (every
T,, = 30s), the x*(§) vector has been computed. Hence, the random forest algorithm has been applied
by using /V; = 100 decision trees, by considering the model built by evaluating the same number of
windows N,,. Considering such application, Fig. 3 reports the percentage of trees voting for anomalies,
for the different windows considered.

DevNonce Saturation Attack through Random Forest

100 —

i
Attack begins —>!

Votes for anomaly (%)

— Ny=2
Ny=3
— Nu=4
Ny=5

0 100 200 300 400 500 600 760 800 900 1000 1100 1200
t(s)

Figure 3: Results of the application of the proposed detection algorithm by adopting different observed windows
N, for a scenario with an attacker beginning at half of the observed period, until its end

By analyzing the results, it is important to consider that curves tend to rise before the attack is
executed due to data discretization. In addition, it may be evident that using N,, = 2 is not be the
right choice, as, considering for instance a detection threshold of 80%, we have anomalies detected two
times in the first half of our observation, while in the remaining part detection is less accurate than
for greater window sizes. Conversely, the best results are obtained for N,, = 5, although in this case,
the detection of the attack occurs after 90s from its beginning. The same detection time is found for
N,, = 4. Differently, for IV,, = 3, we found results similar to greater N,, but the anomaly is detected
after 30s from its beginning. In addition, in such a case, the anomaly is “voted” by 100% of the decision
trees, except for x = 900, where such number decreases to 96%. Therefore, considering the obtained
results, we can state that the use of NV, = 3 is the best choice for detection.

6.3. Malicious node localization

The proposed TDoA-NLS position estimation solution has been assessed by implementing the reference
scenario within an OMNeT++ and Framework for LoRa (FLoRa) platform. This choice has been driven
by the need to generate realistic, even if simulated, data traces about the packet reception times of the
gateways to feed as input to the Python script implementing the proposed solution and also linked to
the Incident response platform.

The scenario configuration settings are reported in Table 1.

Different tests have been performed considering the position of the attacker fixed or moving following
different movement models, as shown in Figure 4:

1. Scenario 1 - Fixed attacker: the attacker position is fixed and do not change for the entire test;

2. Scenario 2 - Linear movement attacker: the attacker position changes following a linear pattern
from West to Est at constant speed;



Table 1

Scenario configuration settings

5000

Number of gateways L

Number of packets transmitted
by the attacker N

20

Packet inter-transmission time

30s

Simulation duration

600s

Search area size

4200m x 2800m

Scenario 1: Fixed movement attacker
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Figure 4: Considered attacker movement models: (a) Fixed, (b) Linear, (c) Circular, and (d) Random

3. Scenario 3 - Circular movement attacker: the attacker position changes following a circular pattern

within the monitored area;

4. Scenario 4 - Random movement attacker: the attacker position changes following a random pattern

with constant speed and direction changes after each packet transmission;

The accuracy of the estimated positions has been measured in terms of the following statistical error

indicators [29]:

o Localization Error (LE): Euclidean distance between each actual and estimated attacker position.

It is defined as:



LE = \/(wa —Za)?+ (Ya — Ya)? + (20 — Za)? (14)

 Average Localization Error (ALE): average of the differences between the actual and estimated
device positions. It is defined as:

N
ALE = ]1]; \/Kxa - @a)Q + (ya - ?Qa)2 + (%a — 20)2] (15)

« Root Mean Squared Error (RMSE): quadratic mean of the differences between the actual and
estimated device positions. It is defined as:

1 N

RMSE = | = > [(20 = &a)* + (9 — ) + (20 — 2)’] (16)
k=1

Figures 5 and 6 show the obtained results.
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Figure 5: LE obtained in the four considered scenarios

The results demonstrate that positioning errors remain consistently low across all four evaluated
scenarios. The maximum LE reaches approximately 3.5 m for the linear movement model, with most
measurements falling below 1.5 m. The ALE exhibits a comparable trend, with values around 0.7 m for
the linear model, and even lower values ranges between 0.3 m and 0.5 m for the other three models.
Despite these variations, the differences in performance across the different attacker movement models
are minimal and do not significantly impact the overall system accuracy. Furthermore, the relative
position of the attacker with respect to the gateways does not influence the results, under the condition
that all packets transmitted by the attacker are received by the four gateways. This observation is further
supported by the RMSE values, which show a similar pattern: roughly 1.1 m for the linear models,
and about 0.7 m, 0.6 m, and 0.4 m for the random, circular, and fixed models, respectively. Overall,
these results are encouraging, indicating that the proposed solution achieves satisfactory localization
accuracy given the considered scenario and aim, the used input information, and the fact that the system
and communication technology have not been originally designed for localization purposes.
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Figure 6: ALE (a) and RMSE (b) obtained in the four considered scenarios

7. Conclusions

This work presented a cyber-physical security framework for detecting and localizing malicious nodes
in LoRaWAN networks. We introduced the DevNonce saturation attack, a novel threat exploiting
LoRaWAN DevNonce field validation during join processes. A single attacker transmitting malicious
join requests could invalidate the join request of a legitimate node. While evaluating the feasibility of
the attack, we discovered a vulnerability of ChirpStack v3.12.0.

To detect the proposed threat, we developed a supervised anomaly-based IDS based on random forest,
trained on real data. To this aim, we found that by analyzing N,, = 3 consecutive temporal windows,
we are able to detect the attack after 30s from its beginning. Hence, the approach proved to be able
to identify a running attack in limited time: considering the scenario may expand the network to a
metropolitan area, such result makes it possible to promptly advance adequate countermeasures.

While this study is mostly focused on the specific metrics in DevNonce saturation, the proposed
framework architecture is potentially scalable: the anomaly detection engine modules can be adapted
to other protocol-level threats, such as replay attacks or malicious gateway behavior.

To address the problem of attacker localization, we introduced a TDoA-NLS approach that estimates
the attacker’s position whenever its transmitted packets are captured by at least four gateways, com-
bining TDoA measurements with an NLS refinement step to enhance accuracy. Since attackers may
move, the method was evaluated under multiple movement models. Across all four scenarios, the
proposed solution demonstrated robust performance, achieving a maximum localization error of 3.5m
and yielding 92.5% of the estimates with an error below 1.5m.

Although TDoA-based localization is often associated with dense urban or industrial deployments,
this requirement does not necessarily limit the applicability of the proposed framework. In LoRaWAN
networks, the condition of having at least four receiving gateways can also be met in rural scenarios,
where gateways are typically deployed with inter-site distances on the order of 10-12 km. As a result,
reliable TDoA localization does not strictly depend on dense infrastructure. Nevertheless, localization
accuracy remains influenced by deployment characteristics such as gateway geometry, synchronization
accuracy, and propagation conditions, and may degrade in scenarios with fewer available gateways or
unfavorable topologies.

Overall, the results show that DevNonce saturation is a practical and disruptive attack, while the
proposed IDS and localization pipeline offer effective and deployable countermeasures to protect a
LoRaWAN network. Future work will focus on refining the threat model to capture more sophisticated
adversarial behaviors, including adaptive and detection-aware attackers that intentionally choose
strategies to maximize detection error. Addressing such scenarios would require a different experimental



and methodological setup, potentially involving game-theoretic optimization formulations, which is
beyond the scope of the present study. In addition, future research will explore online and adaptive
learning approaches for detection. Although these methods are not compatible with the current
experimental setup, which primarily targets known vulnerabilities, they may help overcome limitations
related to the reliance on labeled data. In this context, unsupervised techniques such as Isolation
Forest may be more suitable than Random Forest, as they do not depend on labeled data and are better
aligned with adaptive adversarial settings. Finally, an extension to the work will consider expanding
the localization framework to multi-attacker scenarios.
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