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Abstract

The global market for social robots has grown rapidly, reaching $4.26 billion in 2023, with applications ranging
from home monitoring of older adults to patient assistance in care facilities. However, their high connectivity
and exposure to sensitive data make them an attractive target for cyberattacks, raising concerns over both safety
and privacy. While prior research has primarily focused on the software and hardware of individual robots, the
security of the underlying network infrastructure has received comparatively little attention, posing a significant
risk as these devices become increasingly widespread.

In this paper, we take a first step in defining a secure network architecture for social robots. Building on
existing standards in robotics and healthcare, we identify six fundamental security and privacy requirements that
such an architecture should satisfy. We then introduce the Secure Social Robot Architecture (SSRA) as a reference
model and analyze how it addresses these requirements. Finally, we compare SSRA with related approaches,
showing that it combines multiple protections at the data and network levels. This work presents an initial yet
comprehensive analysis of the problem space, providing both a concrete architecture and a structured framework
to guide future advancements in secure and privacy-preserving social robot networks.
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1. Introduction

Technological progress in recent decades has enabled increasingly complex applications that are now
extensively used in daily life. These innovations support human labor and improve quality of life, yet
their adoption often faces resistance [1], particularly in sensitive domains such as healthcare and elder
care. In this context, concerns about unintended harm from computerized systems [2] and the growing
number of cyberattacks targeting medical devices and healthcare infrastructures [3] amplify users’
sense of vulnerability.

Nevertheless, technology offers critical advantages for healthcare. Societies worldwide face an aging
population, rising demand for home care, and shortages of nursing staff [4]—challenges intensified
by the COVID-19 pandemic [5]. Humanoid robots such as Pepper [6] and SanBot [7] (Figure 1) have
emerged as promising solutions to assist older adults and individuals with special needs, alleviating
pressure on national healthcare systems [4, 5].

Among emerging technologies, social robots stand out as autonomous agents designed to inter-
act and communicate with humans in socially appropriate ways [8]. Unlike virtual assistants, they
combine physical embodiment, autonomy, situational awareness, and conformity to social norms [9].
Despite variations in definition [10, 11], key attributes include natural interaction, perception, cognition,
efficiency, and ethical considerations.

Driven by advances in Artificial Intelligence (AI) and accelerated by the dual pressures of population
aging and the pandemic, social robots have gained momentum [12]. The market reached $4.26 billion
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Figure 1: Sanbot Nano [7]. Figure 2: A simple social robot network.

in 2023 and is expected to grow to nearly $23 billion by 2029 [13]. Already, they support healthcare by
assisting elderly patients, improving mental health care, and facilitating education [14].

Despite this progress, adoption remains limited by high hardware costs, infrastructural complexity,
software reliability issues, and evolving regulations [12]. Prior research has largely focused on robot
hardware [15, 16, 17, 14] and software [18, 8, 6, 19], while network communication—a critical layer for
interconnected systems—has received comparatively little attention [20, 14].

Figure 2 shows a typical deployment, where robots monitor patients and connect to remote servers
for data exchange and control. This enables centralized management and scalability but also increases
the attack surface. Interconnectivity creates multiple entry points for cyberattacks, exposing patients
and operators to significant risks.

Security in social robotics remains underexplored despite real-world incidents. For instance, hotel
service robots were found vulnerable to remote hijacking of cameras and microphones [21], while
other cases revealed the potential for malicious reprogramming leading to physical harm [22]. These
incidents illustrate how weaknesses at the software, hardware, or network layers can compound into
serious threats. Our work focuses on the network and data dimensions, which so far have received
limited attention.

While privacy and security of medical data are well studied in broader contexts [23, 24], no dedicated
architecture currently secures the communication and storage needs of social robots in patient care.
Existing approaches often rely on basic access control, which is insufficient against modern cyberattacks,
particularly in the Internet of Thing (IoT) ecosystem [25, 26]. This gap highlights the urgent need for a
robust, specialized security framework specifically designed for social robots.

Contribution. In this paper, we introduce a network-layer security framework specifically designed
for the unique requirements of social robots in healthcare and assistive settings. Our contributions can
be summarized as follows:

« We identify six essential core security requirements for social robot networks, derived from
standards, regulations, and prior research.

« We design Secure Social Robot Architecture (SSRA), which combines attribute-based encryption
for fine-grained access control with pseudonymization to protect patient identities, ensuring
privacy even in the presence of an untrusted server.

« We demonstrate how the newly introduced architecture satisfies the security requirements.
Moreover, we compare SSRA with representative prior works, showing how it addresses security
gaps left open by earlier approaches while aligning with key regulatory frameworks.

« We implement a Proof of Concept (PoC) and evaluate it on resource-constrained platforms,
showing that SSRA achieves acceptable latency and scalability through efficient encryption and
key rotation mechanisms.



Organization. Section 2 discusses the system and the threat model, while Section 3 presents the
security requirements. Our architecture is introduced in Section 4 and analyzed in Section 5. Section
compares our proposal with related work, while Section 7 draws conclusions by providing some insight
to the reader.

2. System and Threat Model

In this section, we illustrate the different entities involved in the social robot network through an
abstract system model. Then, we detail the threat model we consider in our work.

2.1. Abstract System Model

An abstract system model architecture is described in Figure 2, where the main entities are highlighted.
We denote a Social Robot (R) as an autonomous machine equipped with movement capabilities, audio-
visual sensors, a display, and speakers. Such robots are typically deployed in healthcare facilities [27]
or private homes [12] to interact with and monitor individuals requiring assistance. We refer to a
person under care as a Patient (P)), typically an elderly or injured individual who retains motor and
communication abilities but nonetheless requires continuous supervision.

To reduce the robot’s cost and weight [28]—and thereby increase affordability and scalability—we
assume that the core decision-making logic (e.g., a machine learning model) is offloaded to a remote
Server (S). This central entity receives data from robots and issues corresponding control commands.

Each robot is assumed to have sufficient computational resources to perform lightweight encryption.
The server is connected to a centralized Database (DB), which stores encrypted data collected by the
robots. Moreover, User (Ul-] ) represents any entity requiring access to a patient’s data. This includes
family members, caregivers, authorized operators, data processing services, or applications responsible
for robot management and control.

2.2. Threat Model

Based on the abstract system model of Section 2.1, we describe the threats that may arise when robots
collect data from patients and communicate with the Server and Users through potentially untrusted
networks.

Adversary model. We consider a network adversary with the ability to observe, intercept, or modify
traffic between Robots, the Server, and Users. The adversary may replay previously captured messages
or attempt to impersonate a legitimate entity during communication. We assume that robots may
operate over insecure wireless networks, and that the Server and Database store sensitive patient-related
information that must remain confidential. However, we consider the Server to be honest but curious.
Instead, we do not consider physical tampering with devices or compromise of the Server infrastructure
beyond passive inspection of stored data, as these aspects fall outside the scope of this work.

Security-Critical Assets. Based on the network architecture described in Section 2.1, the system
exchanges, stores, and protects the following security-critical assets:

A1: Patient data. Sensitive data generated by Robots during interaction with the patient, including
audio, video, physiological signals, and interaction-derived behavioral information.

A2: Control and management messages. Commands and configuration data exchanged between the
Server and the Robots for orchestration, monitoring, and behavioral control.

A3: Cryptographic credentials and secrets. All long-term and session secrets used for authentication
and secure communication, including cryptographic keys, Robot credentials, Server credentials, and
User access tokens.

A4: Patient and entity identifiers. Identifiers and metadata linking data to a specific entity, including
pseudonyms and access-control attributes.



A5: Communication channels. Network channels supporting communications between entities—
usually with the Server—which are used to transmit patient data, control messages, and authentication
materials.

A6: Stored medical and operational records. Data persistently stored in the Database, including
historical patient data, activity records, and system audit information.

Threats. Given the assets and adversary capabilities described above, the system is exposed to the
following threats, illustrated with representative attack scenarios:

T1: Eavesdropping. An adversary intercepts Robot-Server or User—Server communications to obtain
sensitive patient data, for instance by capturing unprotected network streams between a Robot and the
Server.

T2: Tampering. An adversary modifies sensor readings or Server commands during transmission,
potentially altering the robot behavior or corrupting stored data, e.g., through an in-path Man-in-the-
Middle (MitM) attack that manipulates messages in transit.

T3: Impersonation. An adversary pretends to be a legitimate Robot, Server, or User to send or request
unauthorized data, such as a malicious entity uploading falsified sensor readings while posing as a valid
Robot.

T4: Replay attacks. Previously captured Robot messages are replayed to mislead monitoring processes
or substitute outdated information for fresh data, for example by injecting old packets to distort the
temporal sequence of observations.

T5: Privacy leakage. Even when raw data remains confidential, metadata or identifiers may reveal sen-
sitive patient information, such as when an adversary correlates communication patterns or identifiers
to infer patient activity.

Assumptions. Robots and Users may use untrusted networks to connect to the Server. We assume
that adversaries cannot break standard cryptographic primitives (e.g., AES). Physical attacks on devices,
compromise of the Server, and sensor spoofing are out of scope for this work, as well as the security of
external mobile health devices (e.g., fitness trackers), as their security has been analyzed elsewhere [29,
30].

3. Security Requirements

In this section, we introduce the security requirements for a social robot network, denoted as SR;, forj e
{1,...,6}. These requirements are derived from established standards [31], official guidelines [32, 33, 34,
35], and relevant research contributions [36, 37] on mobile devices and medical data. Each requirement
directly corresponds to one or more threats identified in the threat model of Section 2.2, as shown in
Table 1. Such requirements cover the protection at the network level of a social robot environment,
but do not consider device-level requirements (e.g., software updates, tampering resistance), which fall
outside the scope of this paper.

Table 1

Mapping between identified threats (T1-T5) and security requirements (SR1-SR6).
Threat SR1 SR2 SR3 SR4 SR5 SRé6
T1: Eavesdropping v
T2: Tampering v 4
T3: Impersonation v 4
T4: Replay v

T5: Privacy leakage v




SR1: Integrity. Assurance of data accuracy and consistency during transmission and throughout its
entire life cycle. Beyond preventing unauthorized modification of the information when in transit, this
requirement also entails that the system can reliably detect any alteration of messages or commands,
ensuring that robots operate only on authenticated instructions and that stored records remain exact
replicas of those originally produced by the Robot. This requirement mitigates tampering attacks (T2),
in which adversaries modify sensor readings or Server commands in transit, as demonstrated in falsified
measurement attacks [38].

SR2: Confidentiality. Data must remain accessible only to authorized entities, both while in transit
and at rest. In particular, confidentiality must hold even if the Server or communication network is
considered honest-but-curious, meaning that internal operators or compromised infrastructure should
not be able to read plaintext data. This requirement addresses eavesdropping (T1), where an adversary
intercepts Robot-Server or User-Server communication, as reported in attacks against service robots
leaking audio and video data [21, 9].

SR3: Damage Control. The impact of a compromised entity or communication channel must remain
limited to its predefined scope, preventing broader system disruption. In practice, this means that (i) a
compromised Robot must not be able to upload data on behalf of other Patients, (ii) a compromised
User must be unable to escalate privileges to access data outside its legitimate competence area, and (iii)
compromise of the Server must not reveal patient identities or decrypt historical data. This requirement
relates to attack scenarios in which a compromised robot (T2 or T3) could otherwise affect data or
behavior associated with other patients or services [9].

SR4: Resistance to Impersonation. Adversaries should not be able to pose as legitimate Robots,
Users, or the Server during communication. This includes preventing both external adversaries and
local attackers on the same network from injecting traffic while masquerading as trusted devices,
and preventing attackers from leveraging stale or stolen credentials to gain long-term access. This
requirement directly mitigates impersonation threats (T3), enabled for example by rogue access points
or evil twin attacks in wireless environments [36].

SR5: No Traceability. Only authorized Users should be able to associate transmitted or stored data
with the real identity of a Patient. This requirement not only addresses protection of raw content, but
also seeks to avoid long-term linkability: even if an adversary observes communication patterns or
metadata over extended periods, they should not be able to correlate encrypted records to a specific
individual, nor track a Patient across key-rotation epochs. This requirement responds to privacy leakage
threats (T5), where an adversary or unauthorized party infers sensitive information from metadata or
identifiers, a risk highlighted in healthcare and social robotics privacy studies [37, 39].

SR6: Anti-Replay Attack. The system must prevent old data blocks from being replayed and accepted
as fresh. This ensures that an attacker cannot distort monitoring procedures by reinjecting previously
valid packets, nor trick Robots into executing outdated commands. This requirement mitigates replay
threats (T4), which are common in wireless and IoT settings [32] and may allow stale but valid data to
mislead monitoring processes.

4. A Secure Social Robot Architecture

We discuss some preliminaries in Section 4.1 and present the cryptography suite in Section 4.2. Then,
we introduce the setup phase (Section 4.3), followed by adding new users to the system (Section 4.4),
base operations (Section 4.5), and keys regeneration (Section 4.6). The overall SSRA architecture
is summarized in Figure 3. The deployment structure is also summarized in the a UML graph in
Appendix
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Figure 3: Summary of the Secure Social Robot Architecture (SSRA).

4.1. Preliminaries

Tutor. SSRA introduces a new entity in addition to the ones explained in Section 2.1 and in related
works [20, 14]: the Tutor (T;). The Tutor is a trusted entity designated by each P; to manage cryptographic
keys and authorize access to the patient’s data. This role not only reduces the exposure of sensitive
identity mappings but also ensures operational continuity and a clear separation of concerns between
data collection and identity management, making the system more resilient and privacy-preserving.
The Tutor may be a family member or a staff member responsible for the facility where the patient
resides. Although we do not consider scenarios in which P; = T;, the system could be extended to
accommodate such cases—e.g., for patients who are physically impaired but cognitively capable of
managing their own data.

Assumptions on the Tutor. Being an essential entity in SSRA, we assume that the initial Server-Tutor
relationship is established through a secure in-person setup during contract signature or social robot
deployment. This assumption is standard in healthcare, industrial IoT, and robotics systems, where
secure bootstrapping is typically performed during device provisioning or installation [40]. Moreover,
Tutors provide initial secrets to Users employing secure Out-of-Band methods (e.g., QR codes, NFC, or
hardware tokens).

Key Management. We entrust T; with the management of encryption keys and the delegation of
access to entities that require data access. Specifically, Tutors can issue keys to U}, defining for each
one a specific policy that permits access only to selected data. In this notation, i refers to the Patient P,
while j denotes an individual User. Similarly, each Patient can be supervised by one or more Robots
R{ , where i refers to the Patient P; and j indicates a specific Robot. For simplicity, we may occasionally
omit the User and Robot indices when referring to a generic entity of that type.

Connection Security. To secure the connection between robots and the Server, our architecture employs
Mutual TLS (mTLS), a strengthened version of Transport Layer Security (TLS) in which both the client
and the server must mutually authenticate. This provides strong protection against impersonation
and MitM attacks. Unlike certificate pinning—which complicates certificate management and reduces
system flexibility—mTLS enables secure, certificate-based authentication that is well-suited to stable
device environments. Furthermore, we avoid token-based and username-password authentication
mechanisms, which are more susceptible to theft and replay attacks. To support mTLS, a private
Certificate Authority (CA) is established and maintained by the Server, responsible for issuing and
managing trusted certificates for each device. In particular, the Server securely stores the root certificate
offline while acting as an intermediate CA to sign certificates for all participating entities.

Pseudonymization. To guarantee anonymity and untraceability of data, SSRA employs a
pseudonymization technique. We define the pseudonym of a patient P, as P,. A pseudonym is generated



using a pseudo-random number generator with a random seed securely maintained by S. This approach
prevents the establishment of a direct link between the Patient and their pseudonym, while still allowing
for regeneration of a new pseudonym P/ when needed by requesting a new random value and updating
the corresponding entries in the DB.

4.2. Cryptographic Suite

To ensure the confidentiality of user data, SSRA adopts Ciphertext Policy Attribute Based Encryption
(CP-ABE) [41], an asymmetric encryption scheme that embeds access policies directly into the ciphertext.
This contrasts with conventional encryption methods commonly employed in IoT systems, which often
rely on external access control mechanisms that can be vulnerable to failure [25]. By design, CP-ABE
allows the central server to store a single encrypted copy of each data block while enabling fine-grained
access control.

In SSRA, we define two categories of attributes. The first is associated with the data owner (P)), and the
second corresponds to the access restrictions imposed on specific types of data, denoted as d;. Each user
U; is granted access to one or more data types based on their role or requirements. This cryptographic
scheme offers significant flexibility, enabling the use of mathematical and logical operators, such as
AND (&) and OR (), within access policies. In SSRA, we define policies Pas:

P = P&(dy...|d)), (1)

where d;] ... |d; denotes a disjunction of the data attributes to which the User is authorized access.

During the setup of CP-ABE, two keys are generated. The master key MK; is a private key with no
associated attributes, used to generate secret keys for data access. The public key PK; is used for data
encryption and must be paired with encryption attributes. Both keys are generated by the Tutor T;,
as described in the following sections. The public key PK; is made available to each robot to perform
encryption, while MK; is securely stored by the Tutor T;.

To balance efficiency and security, SSRA adopts an envelope encryption strategy. Each data object is
encrypted with a randomly generated symmetric key (content key), while only this small content key is
encrypted with CP-ABE under the desired access policy. While several symmetric encryption schemes
are available, we adopt AES-256, as recommended by NIST [42], which provides a strong balance between
security and computational efficiency. This approach significantly reduces the computational load on
robots, since CP-ABE operations (asymmetric and more computationally expensive than symmetric
encryption) are applied only to small keys rather than large multimedia streams.

We define two encryption functions. E,, defined as follows:

Eaes(-%a Kc) = (gdata’ (2)

is used to encrypt a plaintext message block ./ using a randomly generated key K. « {0,1}*. The
second encryption function employing the CP-ABE asymmetric encryption E,,, is defined as:

Eabe(Kc’ g’:PKi) = %key,gl (3)

In the key generation phase, a function G is used to derive the user’s secret key SKg using the master
key MK; and the attribute policy 2

G(MI(I,@) = SKgJ: SKpi&(d1|~~~|dj)' (4)

To simplify notation, we may omit the explicit data attributes when it is clear which data the key grants
access to. In such cases, we write SKI-J to denote the secret key for user Ul-J , associated with patient
pseudonym P;.

SK; is then employed by Users in the decryption function D, to recover the key K, from %”key, 5as
follows:

K., PeP,

Dabe(ékeys SK@) = L (5)

otherwise.



If the decryption is successful, then K, can be used to obtain the final plaintext:

Daes(%data’ Kc) =M. (6)
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Figure 4: Setup Operations.

In this section, we describe the one-time setup procedure, summarized in Figure 4. During an initial
offline phase, the Server S and each Robot R/ exchange certificates. Subsequently, when a commercial
agreement is established between a Tutor T; and the Server operator, certificates are exchanged between
them as well. This enables the establishment of secure mTLS connections, which ensure confidentiality,
integrity, and mutual authentication. The same secure channel is later used for certificate renewal and
management via the CA when needed.

Robots are pre-configured with attributes d;, corresponding to the different data types they are capable
of collecting. These attributes, together with the Patient’s pseudonym P,, enable Robots to construct
policies Pfor encrypting each type of collected data.

Through the secured connection, a Tutor T; can add a Patient P, to the system by requesting a fresh
pseudonym P; from the Server S. This pseudonym is then linked by S to one or more robot certificates
CERTR, that are assigned to the Patient’s pseudonym. Once T, receives P,, they locally associate it with
the real identity of Patient P,. This mapping is stored exclusively on the Tutor’s device and is never
disclosed to S. The remaining exchanges are carried out over a secure mTLS connection between T; and
S as follows:

« Ssends P, to T; and to the associated Robots R{ .

« T, generates the key pair MK; and PK;, associated with P;.
« T; sends PK; back to S.

+ Sforward PK; to the Robots Rl’ .

4.4. User Adding

T; allows one or more Users Ul-j to access specific data types related to a Patient P,. Each User can be
granted a unique set of data attributes based on their actual needs, following the principle of least
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Figure 5: New user adding procedure.

privilege [43]. This process involves only T; and the new Users, without requiring any action from S, as
illustrated in Figure 5. Since granting access to a User is a sensitive operation, we assume a pre-existing
relationship between the parties, including a verification step conducted offline or via a previously
established secure channel. During this step, the parties exchange a shared secret OT P, which is used to
encrypt the subsequent key exchange:

« T; opens a secure channel with the new User Uij using OTP as the encryption key.
. Uij sends an access request to T;, specifying the desired data attributed dj, ..., d.

« T; verifies the eligibility of the required attributes;

« T; compiles the access policy # = P, & (d] ... |dy).

« T; generates the corresponding secret key SKij = G(MK;, 2).

« T, transmits the pseudonym P; and the secret key SKij to Ui] over the secure channel.

4.5. Base operations

After the setup phase, the Robot is ready to collect data and execute commands from S. The data
generated by the Robot is transmitted to S via mTLS, following the steps outlined in Figure 6 and
described as follows:

« A Robot Rll generates a random key K.

+ The Robot encrypts using symmetric encryption the payload .# using the key K, to obtain the
encrypted data block €4,-

« The Robot encrypts using CP-ABE the key K, using # = P, & (d,]...|d;) and the public key PK;.

« The Robot sends [ g, Grey,n P t] to S, where t is the current timestamp. While ¢ is sent in
plaintext, the whole message is authenticated and encrypted by the secure mTLS channel.

« Upon reception, S verifies the message validity by checking whether ¢t € (t;, ) +€), where t is the
current time and € is a security parameter. Additionally, S verifies that the certificate presented
by Rl' is legitimate and authorized to upload data for Patient P;. If both checks are successful, S
stores the new encrypted data block in the DB.

Data stored in the DB can be requested by Users based on their access privileges and decrypted
locally using their corresponding secret keys, as illustrated in Figure 7. The sequence of operations is
as follows:
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. Ul-j sends a data request to S.

« Sretrieves the ciphertexts [6q1q, Grey, ol associated with P; from the DB and sends them to the
requester User Uij .

. Ul-j performs local decryption using the function Dgpe(Ggey, o SK,-j ). The decryption fails if the
User’s SKl-j lacks the necessary attributes defined in the policy of €., o1 otherwise, the key K. is
successfully recovered.

« With K, the User can retrieve the content # = D,( G410 Ko)-

P, PK;
CERTs, CERT,, i
CERT,; + P; P, Pi, MK;
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Figure 7: Read Operation.

4.6. Key and Pseudonym Regeneration

To ensure forward secrecy, SSRA periodically (and in case of known compromise of the system)
regenerates pseudonyms and associated cryptographic keys. A naive approach would require re-



encrypting the entire database with the new keys, which is computationally prohibitive and unsuitable
for healthcare contexts where long-term data retention is mandatory.

To avoid this, SSRA leverages Proxy Re-Encryption (PRE) [44]. Each Tutor generates a new key
pair (MK, PK;") and derives a re-encryption token 7 = ReKeyGen(MK;, PK;, PK/). The server uses 7 to
transform only the CP-ABE key-wrappers €., o while leaving the bulk ciphertexts €, untouched.
This preserves forward secrecy with minimal overhead, since only small ciphertexts protecting the
symmetric keys are re-encrypted, not the large data objects themselves.

5. Analysis

Section 5.1 analyzes the security properties of SSRA, while Section 5.2 discusses regulatory compliance.
Section 5.3 investigates the scalability of SSRA, while a PoC is presented in Section

5.1. Security analysis

SR1: Integrity. In SSRA, data exchanged between R/ and S is protected by mTLS, which ensures
integrity using cryptographic hash functions to compute message digests. Similarly, communications
from S to U; are secured by TLS, maintaining integrity during data delivery to end users. These
mechanisms directly mitigate tampering attacks (T2) identified in Section 2.2, where an adversary
attempts to modify sensor data or commands in transit. However, SSRA does not prevent a compromised
robot from submitting falsified sensor data in the first place, which is outside the scope of this network
architecture and has been addressed in other works [45].

SR2: Confidentiality. In SSRA, confidentiality against eavesdropping (T1) is ensured by encrypting
all communications with mTLS and by protecting stored data using AES and CP-ABE with fine-grained
access policies. Data is encrypted before transmission under a policy & and only Users holding a
secret key with matching attributes can decrypt it. This guarantees confidentiality even under an
honest-but-curious server, since S receives and stores only ciphertexts and never observes content keys
in plaintext form. Furthermore, SSRA provides forward secrecy through the combination of envelope
encryption and PRE. When a pseudonym and its associated keys are rotated, only the small CP-ABE
key-wrappers C,,, o require re-encryption, while the bulk ciphertexts remain unchanged. This ensures
that previously encrypted data cannot be decrypted by revoked or compromised keys, even if an
adversary later obtains updated secrets.

SR3: Damage Control. SSRA limits the impact of a compromised entity, addressing the risk of local
compromise escalating into broader system disruption. This requirement corresponds to the localized
impact concerns underlying T2 and T3, where an attacker manipulating one robot or communication
channel should not affect data belonging to other patients. In SSRA, a compromised User can only access
the data they are legitimately entitled to, which is pseudonymized and restricted by attribute-based
policies. Users have read-only access and cannot tamper with stored data. If a Tutor T; is compromised,
the attacker gains access only to P;’s data and associated keys. Similarly, a compromised Robot can only
submit data linked to its assigned pseudonym, as enforced by mTLS mutual authentication. Crucially,
the pseudonym-to-identity mapping is never exposed beyond the Tutor, ensuring that a compromise
of S or an intercepted communication does not propagate to other patients or enable cross-patient
inference. Protection against device-level falsification of sensor values remains out of scope and is
addressed in prior work [45].

SR4: Resistance to Impersonation. Impersonation resistance mitigates T3, which covers Robot,
User, and Server spoofing attempts. In SSRA, mTLS enforces mutual authentication: each Robot R{ stores
the Server’s certificate CERTg, and will reject any Server impersonation attempt using an untrusted
certificate. Conversely, when a Robot contacts the Server, S verifies the Robot’s certificate against



those stored in DB and discards any unrecognized certificate. Similarly, a malicious User U; attempting
to impersonate U, cannot decrypt data for P, without possessing a valid key SK,, whose embedded
attributes must match the ciphertext policy. Since secret keys SK; embed both the patient pseudonym
and the authorized data attributes, even stolen credentials cannot be repurposed to impersonate another
User or to escalate privileges, fully aligning with the strengthened SR4 requirement.

SR5: No Traceability. This requirement mitigates privacy leakage (T5) arising from identifiers
or metadata that could allow an adversary to associate encrypted data with a specific Patient. In
particular, SSRA prevents metadata-correlation attacks by ensuring that identifiers, timings, and stored
records cannot be linked back to P; without access to the Tutor’s private mapping. In the proposed
architecture, each Patient P, is associated with a pseudonym P; known only to the corresponding
Tutor T;. This pseudonym is never transmitted with identifiable information and remains isolated
within the Tutor’s secure environment. If a pseudonym or key is compromised, the regeneration
procedure in Section 4.6 issues a new pseudonym and cryptographic key set, relinking it to the correct
Robot certificate. This rotation disrupts long-term linkability and preserves unlinkability of stored
and transmitted data. Additionally, a periodical refreshment of pseudonyms and keys ensures that
even long-term observations of traffic patterns cannot be correlated across epochs, satisfying SR5’s
requirement that adversaries remain unable to track Patients over time.

SR6: Anti-Replay Attack. SR6 addresses replay attacks (T4), where an adversary injects previously
captured robot messages into the network. In SSRA, data is transmitted periodically from Robots to
the Server S, and each packet includes a timestamp ¢ which is authenticated and integrity-protected by
the mTLS session, preventing adversaries from modifying or forging packets. Upon receiving a packet,
S checks whether ¢ falls within a valid time window (&, t, + €), where {; is the current time and € is
chosen to balance security and tolerance for network jitter. Packets containing stale timestamps are
rejected, preventing an adversary from successfully replaying old but valid data. A smaller € increases
security by reducing the replay window but may cause issues in usability due to delays or network
jitter. Therefore, € must be carefully chosen to balance security and reliability, minimizing the number
of false rejections while still preventing replay attacks.

5.2. Regulatory Compliance

Beyond technical soundness, a secure network architecture for social robots must comply with healthcare
data protection regulations, particularly the European GDPR [34] and the US HIPAA [35]. SSRA’s
design directly supports these frameworks through its combination of pseudonymization, fine-grained
access control, and strong transport security.

Under GDPR, SSRA satisfies several core principles. Privacy by design and default (Art. 25) is achieved
through pseudonymization at setup and fine-grained access control. Integrity and confidentiality
(Art. 5(1)(f), Art. 32) are enforced via CP-ABE and message integrity with mTLS, preventing both
eavesdropping and unauthorized decryption. Data minimization (Art. 5(1)(c)) is supported by attribute-
based encryption, which guarantees that each user accesses only the minimal dataset required for their
role. Finally, pseudonym regeneration contributes to GDPR Art. 17 compliance by making old encrypted
data unlinkable, although full erasure still depends on storage management policies.

HIPAA requirements are also addressed. The Privacy Rule is respected because health information is
only accessible to authorized entities, with role-based access enforced cryptographically rather than
administratively. The Security Rule’s safeguards are likewise reflected: administrative safeguards are
supported by the Tutor’s ability to manage and delegate keys in an auditable way; technical safeguards
are met through encryption, pseudonymization, and mutual authentication, covering access control
(§164.312(a)(1)), integrity (§164.312(c)(1)), and transmission security (§164.312(e)(1)); and SSRA’s damage-
control principle (SR3) aligns with the intent of minimizing breach impact, which confines the effects of
compromise to a single entity.



5.3. Scalability

SSRA scales well with the number of robots and patients, since each robot performs local encryption and
the server mainly stores and forwards ciphertexts, avoiding central bottlenecks. The only significant
workload arises during key and pseudonym rotations, which affect only the small CP-ABE wrappers
ke, of content keys rather than the bulk data. This cost grows linearly with the number of records
but is independent of record size, can be parallelized, and can be scheduled in batches during low-load
periods. Storage and network overhead remain modest, as wrappers are small compared to multimedia
data and no bulk retransmissions are needed. Key generation for rotations happens on Tutors; the
PRE-based re-encryption step is performed by the Server, avoiding load on constrained devices.

5.4. Proof of Concept

To validate our assumptions and evaluate computational requirements on the singular entities, we
developed a PoC that replicates the key encryption steps of SSRA in two different hardware environments
to assess the feasibility of the encryption scheme also in constrained environments. The tool simulates
the roles of the Tutor (key generation for master, public, and user keys), the Robot (data encryption),
and the User (data decryption).

To handle CP-ABE operations, we employed an experimental Rust library " under active development
at the moment of writing. We employed the BSW schema [41], using AES-256 as the symmetric
encryption algorithm. Our implementation includes code for key generation, encryption, and decryption,
publicly available on GitHub".

We tested the solution in two different systems to measure performance in both an x86 Ubuntu 24.04
Virtual Machine (VM) (4 cores, 4GB)—representing the capabilities of a Tutor or User device—and on an
ARM-based Raspberry Pi 4b (4 cores, 4GB)—a typical platform used in social robot development. In
both cases, we run a Dockerized version of our PoC.

We evaluated the encryption and decryption of two payloads of 1KB and 1MB to represent a typical
health parameter record and an image, respectively. Each operation was repeated 100 times, and the
results are reported in Table 2. The solution runs with very low latency on the VM and achieves
acceptable performance on the RPi, confirming feasibility in resource-constrained environments. When
the payload size increases by a factor of 1000x (from 10° to 10° bytes), the execution time grows by
less than 1.5x in constrained environments, while remaining almost constant in our VM. This result
confirms that the computational cost is dominated by the CP-ABE wrapping of the symmetric content
key rather than by the size of the data itself, demonstrating the benefit of the envelope encryption
adopted in SSRA.

Table 2
Mean operations execution time in milliseconds (with standard deviation).
Device M. KeyGen. U.KeyGen. Size Encrypt Decrypt
1KB  15.35(0.35) 22.01 (0.29)
VM 8.65(042) 928(030) 1B 1606 (0.43)  22.85 (0.39)
. 4346043 4736054 KB 7842(080)  110.03(0.39)

IMB  114.03 (0.89) 145.833 (0.19)

6. Comparison with related works

Research on social robots has traditionally focused on control and human-machine interaction al-
gorithms [46], as well as on the architecture of individual robots [46, 17, 8], covering both software

Thttps://github.com/Fraunhofer- AISEC/rabe
*https://github.com/donadelden/SSRA-PoC
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implementations [18, 47] and hardware requirements [15]. Networking aspects have also been consid-
ered: Bonaccorsi et al. [20] introduced the cloud-based “Robot-as-a-Service” paradigm, while Loza et
al. [14] discussed remote user interaction through web services. Both works recognized the importance
of security, but left it largely unexplored. Subsequent analyses have instead focused on vulnerabilities
at the device level, such as Miller et al. [48], Denning [38], and Giaretta et al. [6], or on threats to robots
deployed in public spaces [9]. By contrast, our work considers private environments such as homes or
care facilities, where distinct risks arise.

More general-purpose security architectures have been proposed in the healthcare domain [49, 23, 24].
Huang et al. [23] introduced a blockchain-based architecture for medical data management, while Tomaz
et al. [24] combined blockchain storage with CP-ABE for selective access. Although related, these
approaches are limited in applicability to social robots. Huang et al’s reliance on PRE introduces
latency and complexity, while Tomaz et al. require patients to directly manage cryptographic keys—an
unrealistic expectation in assistive and eldercare contexts. Both approaches also raise compliance
concerns with regulations such as the GDPR related to the blockchain employment [50] and struggle
with the scalability demands of continuous Robot-Patient interactions.

Table 3 summarizes how our architecture compares with these and other works. Unlike blockchain-
based solutions, our design does not face inherent conflicts with GDPR, avoids latency overheads, and
introduces the Tutor role to offload key management from patients. In addition, SSRA incorporates
mutual authentication through mTLS, replay protection, and a damage-control model that limits the
impact of compromised entities—security requirements not addressed in prior proposals. Architectures
explicitly targeting social robots [20, 14] mention security only superficially or defer it to future work,
whereas SSRA provides a dedicated network-level security layer that can complement such systems.

Finally, while continuity and fault tolerance are not the main focus of this work, earlier solutions
such as [14, 20] emphasized redundancy and buffering to improve availability. These mechanisms
remain essential for deployment resilience and should be incorporated alongside SSRA in complete
real-world systems. At the same time, social robots also raise broader privacy challenges beyond data
protection, including physical, psychological, and social dimensions [39]. Our contribution addresses
the network and data layers, while remaining compatible with complementary privacy, ethical, and
legal approaches.

Table 3
Security requirements satisfied in SSRA and main similar works in the literature. R indicates if a paper explicitly
discusses social robots (@) or not (O). Requirements can be fulfilled (@), partially fulfilled (©), or unfulfilled (O).

R SR1 SR2 SR3 SR4 SR5 SRé6

Huang et al. [23]
Tomaz et al. [24]
Loza et al. [14]
Bonaccorsi et al. [20]

SSRA

L N N NONO)
| NONON N J
| NONON N J
®OO0O0OO0
| NONONN)
| NONON N J
®OO0O0OO0

7. Conclusions

In this paper, we presented SSRA, a secure network architecture tailored to the needs of social
robots in assistive environments. It combines secure communication, attribute-based encryption,
and pseudonymization to enforce the six core security and privacy requirements derived from standards
and prior work, while remaining practical for deployment on resource-constrained platforms. Unlike
generic security frameworks, SSRA introduces a dedicated network-layer protection model together
with a privacy-preserving and usable key management scheme centered on the Tutor. This design
overcomes both the regulatory and operational limitations of blockchain-based solutions [23, 24] and
the lack of systematic security enforcement in earlier social-robot architectures [14, 20]. By natively



supporting fine-grained access control through CP-ABE, efficient key rotation with forward secrecy,
and strong identity protection via pseudonymization, SSRA provides a secure and scalable design for
social robot networks.

Despite its strengths, SSRA has some limitations. It cannot prevent compromised robots from
submitting falsified sensor data, as this lies beyond the network layer. Similarly, SSRA currently focuses
on data and network privacy, leaving out broader dimensions such as psychological or social aspects of
human-robot interaction. Another challenge arises from the reliance on Tutors as the only holders
of pseudonym-to-identity mappings, which, while maximizing privacy, may result in issues if such a
mapping is lost or compromised.

Future work should address these gaps by exploring complementary protections at software and
physical levels, such as secure hardware, intrusion detection, and anomaly detection techniques. We also
plan to investigate mechanisms for resilient pseudonym recovery, such as secret sharing or decentralized
escrow, to balance privacy with regulatory requirements. Finally, relaxing the need for the initial in-
person setup will expand the use cases of the architecture.
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A. Appendix

Figure 8 details the connections between the different components of the system and the main data

transmitted through the different communications channels.
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Figure 8: UML deployment graph for SSRA.
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