CEUR-WS.org/Vol-4198/paper34.pdf

CEUR
E Workshop
Proceedings

published 2026-04-23

Empirical Evaluation of the Resistance of Novel
Non-Algebraic AES S-Boxes to Power Side-Channel Attacks

2%,

Samuele Yves Cerini®®*, Gianluca Roascio®*!, Nicolo Maunero®®* and Paolo Prinetto®*

IScuola IMT Alti Studi Lucca, Piazza S. Ponziano 6, 55100 Lucca, LU, Italy
2CINT Cybersecurity National Lab, Via Ariosto 25, 00185 Roma, RM, Italy

Abstract

In the area of hardware security, the exploitation of Side-Channel Analysis (SCA) to attack hardware devices
has become a major issue in the last 20 years. The study of effective countermeasures is crucial, as this class of
attacks reaches higher rates of effectiveness with respect to classical cryptanalysis. While implementation-level
countermeasures are achieving promising results, the academic community has recently focused on solutions that
can reduce leakage from the cryptographic mathematical layer, regardless of the underlying hardware/software
architecture. In the field of symmetric encryption schemes (such as AES), novel substitution structures have
been proposed, claiming an improved side-channel resistance without any additional costs in terms of area,
performance or power consumption. To the best of our knowledge, most of these solutions have been studied
only from a mathematical point of view, and are still lacking practical experimentation on resource-constrained
devices.

This paper provides an empirical evaluation of the latest S-Box proposals. The necessary data has been
collected in a reference scenario with limited noise effects, targeting an unprotected software implementation of
the AES-128 algorithm running on an 8-bit microcontroller. The results indicate that, despite claims of enhanced
resistance to Side-Channel Analysis, these new countermeasures do not offer a meaningful improvement over the
standard AES implementation and are insufficient to prevent a successful attack. Moreover, when compared to
widely known implementation-level countermeasures such as masking and hiding, these novel approaches appear
far less promising: established techniques provide substantially stronger protection in practice for implementations
capable of supporting them.
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1. Introduction

The widely known Spectre [1] and Meltdown [2] attacks demonstrated that Side-Channel Analysis
(SCA) [3] can be exploited to target any computing device, from consumer-grade personal computers,
up to large scale mainframes, passing through embedded and IoT devices. Due to their physical
consistency, hardware components unintentionally release certain “clues”, such as power consumption,
execution time, electromagnetic waves, and even microsounds. These metrics, when combined with
other techniques that exploit knowledge of the internal components or the adopted algorithm, could
pose a critical threat to information security. The hardware layer of any modern device plays a primary
role in Information System security: it represents, by construction, the last line of defense against
intrusions [4]. Hardware is in fact the base which all the other layers rely on. Therefore, a hardware-
targeting attack may render useless all the defences implemented in the upper layers, like the ones
related to system and application software [5].

The research for viable countermeasures against Side-Channel Analysis presents a multitude of
methodologies and tradeoffs to evaluate. Two main approaches have been developed over time, depend-
ing on the level of abstraction adopted: implementation-level and cryptographic-level countermeasures.
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The first approach introduces patches that can be applied directly in the physical implementation
(hardware or software), trying to limit information leakage straight into the component where it occurs.
Masking [6, 7], hiding [8], switched capacitances or digital signature attenuation [9, 10] are just some
of the most common examples in this category. In general, the following scenario can be observed: the
greater the security provided by a particular solution, the greater its impact on the device performance.
Implementation-level countermeasures often incur a significant overhead, with studies suggesting a
twofold or even threefold increase in both performance cost and code size [11, 12, 13]. Such penalties
are hardly affordable for standard embedded cryptographic systems, which operate under stringent
memory and power consumption constraints.

The second approach, of far more recent development, explores possible tweaks in the encryption
schemes at mathematical and algorithmic level. The aim is to identify and eliminate those features of
current algorithms that may favor the proliferation of leakage within the implementation layer. Among
the advantages that make these countermeasures particularly interesting, there is the possible absence of
performance impacts on the underlying device, in terms of execution time, area and energy consumption.
Most of the recent proposals in this domain are focusing on the design of novel substitution boxes
(S-Box) with improved resistance to side-channel analysis. The ultimate goal is to modify widely-known
standard symmetric encryption schemes, such as AES [14], by replacing their original S-Box with
structures with better SCA-resistance properties.

To the best of our knowledge, while research on the theoretical aspects of these new countermeasures
is progressing rapidly, a similar evolution in finding empirical benchmarks and real-world results has
not been observed. Many of the latest proposals have never left the simulation domain. Therefore,
a series of extensive empirical tests are needed to prove the theoretical claims about side-channel
resistance, comparing their results with those obtained by testing an original and unprotected software
implementation of AES-128.

The present paper proposes such an evaluation on a selected set of S-Box designs. Conducted
experiments leverage the use of the ChipWhisperer™ platform [15]. An unprotected software imple-
mentation of AES-128 has been targeted, implemented on the XMEGA 8-bit microcontroller included in
the ChipWhisperer™ -Lite kit.

The remainder of the paper is organized as follows. Section 2 provides a general background on
power side-channel attacks and major countermeasures; Section 3 introduces some basic metrics to
evaluate the resistance against cryptanalysis and side-channel analysis; Section 4 analyses current state
of the art about non-algebraic S-Boxes proposals; Section 5 outlines the subjects and the methodology
of our study; Section 6 reports experimental results obtained; Section 7 concludes the paper.

2. Background

2.1. Power Analysis

Power analysis capitalizes on the observation that the power consumption of an integrated circuit
is subject to variation in accordance with the toggling activity of its individual transistors [16]. The
exploitation of such behavior requires the attacker to tamper with the circuit board where the device
under attack is located. The cryptographic activity of the device is recorded by collecting a multitude of
power traces. In such phase, also called online analysis, the malicious actor creates as many plaintexts
as necessary (assuming an encryption operation) to be encrypted by the device. For each sent plaintext
P;, a power trace T; related to that specific execution is recorded. At the end of the process, the actor is
in possession of N [P;, T;] plaintext — trace pairs, where N corresponds to the number of encryption
operations completed by the device. All the data obtained from this online phase are then analyzed
during the offline analysis.

This second stage of the attack targets the recovery of the secret key processed by the device
during execution. To this end, several techniques have been developed, including Differential Power
Analysis (DPA) and Correlation Power Analysis (CPA) [17, 18], with more recent approaches leveraging
deep-learning-based methods [19, 20].



The objective of both DPA and CPA, which are statistical attacks in nature, is to establish a correlation
between the power traces that have been previously collected during the online phase and the interme-
diate data that is anticipated to be calculated within the encryption/decryption operations performed
by the device. The generation of such data, contingent upon the targeted operation within the encryp-
tion algorithm (under the assumption of an AES-128 software implementation), constitutes the direct
product of an interaction among one byte of the plaintext and one byte of the key. A divide-and-conquer
approach is used, which consists of recovering the entire secret by sequentially cracking one byte
at a time. At each iteration of the attack, a feasible exhaustive search is performed, leveraging the
side-channel information acquired. For each of the 256 possible subkey candidates, a correlation score
is computed, indicating how well a hypothesis correlates with the data embedded in the power traces,
de facto showing how close this hypothesis is to the actual subkey. The attacker sets up a ranking of the
best performing candidates by listing all the possible key bytes from the most likely to the least likely.
The ability to isolate the correct subkey candidates depends on the number of [P;, T;] pairs collected
during the online phase. The higher the leakage data available, the higher the probability of the attack
to retrieve the secret key. The distinguishing factor between DPA and CPA lies in the methodology
employed to establish a correlation between the intermediate data and the acquired power traces. The
algorithm used to calculate the score assigned to each subkey candidate changes accordingly.

The divide-and-conquer approach just mentioned is what makes power analysis a shortcut attack [21].
In fact, instead of testing 2!2% possible keys (considering AES-128), the complexity of the problem is
reduced to testing all the 256 possible values (from 0x00 to 0XFF) of each subkey for 16 total subkeys,
reducing the exploration space to only 22 possible combinations. This reasoning also demonstrates
how power analysis makes insecure (and therefore useless) even possible upgrades to longer variants
of AES, such as AES-256, whose complexity is reduced from 2256 tg 913 possible combinations.

2.2. Device-level Countermeasures

As for possible countermeasures, a crucial observation has to be made: side-channel (power) attacks
cannot be entirely prevented due to the power-consuming nature that characterizes any operating
VLSI device [22, 23]. As a consequence, any statistical attack like DPA will eventually succeed, with an
ideally infinite number of power traces acquired. Although not completely removable, leakage from a
microprocessor can be reduced, and side-channel analysis can be made so complex and costly as to
make it unattractive, leading the attacker to spend more resources than what can be gained from a
successful attack. In general, countermeasures against statistical attacks adhere to 2 main principles: (i)
reduce as much as possible the level of information leaked, and (ii) introduce as much random noise as
possible to mask and “scramble” the remaining portion of leakage.

As summarized in [16], reducing the leakage can be achieved by using multi-bit data representations
and balanced transitions, so as to complement and nullify the effect of the inevitable transitions produced
by the normal activity of the processor. However, adding transitions on pre-existent hardware increases
the overall power consumption of the device. Moreover, in the worst case, the adoption of multi-bit
data representations may require application designers to switch to a larger and more expensive device.

Similarly, masking-based countermeasures can be adopted to make the inevitable leaking information
not related to the secret data internally treated by the device. These solutions enable the physical
implementation to resist side-channel analysis by periodically changing the internal representation of
the secret parameters [16]. The attacker is required to considerably increase the number of traces to be
collected and to rely to high-order DPA techniques to successfully complete an attack [24]. This class of
countermeasures guarantee the highest security among all those still implemented at the device level.
However, the impact on both performance and memory requirements is non-negligible, and can prevent
their adoption, especially in the case of IoT devices and other embedded systems like smartcards and
hardware tokens [25, 7, 26, 27].



2.3. Cryptographic-level Countermeasures

As introduced in [16], countermeasures against side-channel analysis can also be implemented at the
protocol level, the same in which cryptographic algorithms are specified. Such approach consists in
device-independent solutions, therefore providing efficient countermeasures even in the case of low-cost
microcontrollers.

A novel class of cryptographic-level countermeasures is targeting the design of substitution boxes
(S-Boxes). These structures are a critical component of block ciphers specifications such as AES and
DES. They are the main source of confusion and non-linearity and already exhibit resistance against
classical cryptanalysis like linear [28] and differential [29] cryptanalysis. Therefore, it is reasonable to
include in their design additional criteria indicating resistance to side-channel attacks. The choice of
targeting these structures is also dictated by the flexibility they provide. In fact, S-Boxes are just one of
the many primary operations that compose block cipher algorithms. As long as their cryptographic
properties are still guaranteed, swapping one structure for another (i.e., simply changing the numeric
content of their software Look-Up-Tables (LUTs)) can allow improving the quality of the corresponding
algorithm without having any impact on the underlying software implementation and physical device,
as anticipated in [30].

3. Related Metrics

The present section is intended to give the reader some fundamental definitions about metrics for the
evaluation of substitution boxes and side-channel attacks performance.

3.1. Theoretical Metrics for Classical Cryptanalysis

To define properties and qualities of an S-Box design, many parameters have been defined over time.
With respect to classical cryptanalysis, three main properties are used in literature:

1. Bijection: an S-Box S(n,m) can be viewed as a look-up-table (LUT) that maps an n-bit value
to an m-bit output value y. When n = m and the S-Box outputs all 2" possible values exactly
once, the mapping constitutes a permutation of the input space and is therefore bijective. A
bijective S-Box admits a well-defined inverse mapping, allowing each output value to be uniquely
mapped back to its corresponding input — an essential property for decryption;

2. Non-linearity: the overall non-linearity property of an S-Box structure is determined by the
non-linearity of the Boolean functions that defines it. Since linear transformations are cryp-
tographically weak, the higher the nonlinearity score, the better the S-Box resilience to linear
cryptanalysis. AES S-Box has a non-linearity value of 112 [30];

3. Input/Output XOR Distribution: this property indicates resistance to differential cryptanalysis.
To compute it for the entire substitution structure, a Differential Distribution Table (DDT) has to
be built. If an S-Box has a low and equiprobable input/output XOR distribution, the structure is
considered immune to a differential attack. In the case of AES, the maximum value of differential
propagation probability is of 4/256 (or 27%) [30].

3.2. Theoretical Metrics for Side-Channel Analysis

As for classical cryptanalysis, new properties have been defined over the years to address and formally
define the resistance of a software/hardware implementation against side-channel analysis:

1. Transparency Order: defined in [11], the Transparency Order (TO) can quantify the resistance
of an S-Box to DPA attacks: the smaller the TO of an S-Box, the higher its resistance. As
demonstrated by the author, the higher the non-linearity of a Boolean function, the lower its



resistance against DPA. In [31], authors prove that highly non-linear Boolean functions like the
ones that compose the S-Box of AES have “very bad transparency orders”;

2. Improved Transparency Order: defined in [32], the lower the value of the Improved Trans-
parency Order (ITO), the lower the success probability to extract the secret key based on leakages
associated to the S-Box;

3. Confusion Coefficient: defined in [33], the Confusion Coefficient (CC) measures the discrepancy
between the hypothesis of an intermediate state using the correct (secret) key and any wrong key
assumption [34]. In [35, 6], authors claim that the higher the CC metric, the higher the resistance
of the S-Box against side-channel attacks.

Fairly recent publications observed an opposition among properties associated to classical crypt-
analysis and the feasibility of side-channel attacks. For instance, Guilley et al. proved that the more
an S-Box is protected against linear cryptanalysis, the more vulnerable it is to side-channel attacks
such as DPA [36]. In [34], it is observed that having an S-Box more resilient against SCA will make it
potentially more vulnerable to classical cryptanalysis, without however excluding possible trade-offs,
similarly to what already proved in [11].

As a consequence of these findings, it is evident that side-channel resistance mandates the reach
for better trade-offs with classical cryptanalysis. The search for different design methodologies may
result in a wider exploration of the solution space. Moreover, such methodologies could potentially
lead to S-Boxes with slightly worse resistance to classical cryptanalysis, but with a drastically improved
resistance to side-channel attacks.

3.3. Empirical Metrics for Power Attacks Evaluation

The following parameters have been defined to summarize the achievements and qualities of side-
channel attacks such as correlation power analysis.

1. Success Rate: defined in [37], the Success Rate (SR) is generally computed empirically from
the measurements related to a particular device [38]. In the case of an algorithm like CPA (i.e.,
a side-channel key recovery adversary operating in a divide-and-conquer fashion), the Success
Rate of order 1 refers to the probability of having the correct key sorted first by the algorithm. A
Success Rate of order n implies that the adversary still has a maximum of n key candidates to test
after the attack [37];

2. (Partial) Guessing Entropy: defined in [39], the Partial Guessing Entropy (PGE) metric is
extremely similar to the Success Rate and can be used, in most cases, as an alternative to it [37].
As an example, a PGE of 0 indicates the correct subkey is known, whereas a PGE of 2 indicates
that 2 wrong key candidates were ranked incorrectly higher than the candidate representing the
correct key guess [40];

3. Correlation Plot: this kind of graph allows to observe how much the implementation under
attack hinders (or not) the separation of correlation traces related to correct keys from traces
related to wrong candidates;

4. Minimum Traces to Disclosure: an empirical metric derived from graphic reading a correlation
plot. The Minimum Traces to Disclosure (MTD) metric indicates the point (expressed in terms
of number of traces) in which the average correlation trace of the key isolates itself from the
correlation traces of the wrong key candidates.

4. Related Work

Many different S-Box design methodologies have been proposed over the years. The most known fall
into the following categories: algebraic methods, pseudo-random generation, heuristic methods, and, more



recently, dynamic structures. Algebraic methods are able to produce structures with excellent properties
against linear and differential cryptanalysis. Design methodologies based on finite field inversion led
to the proposal of many widely-known S-Boxes [41] based upon Nyberg’s structures [42], such as the
original Rijndael AES S-Box. On the other hand, pseudo-random methods leverage the injection of
random values into the substitution structure. However, as claimed in [43] and [44], most of the designs
obtained with this methodology lack of relevant cryptographic properties.

4.1. Heuristic Methods

In many practical settings, heuristic algorithms constitute the only feasible strategy for tackling problems
of NP-hard complexity. A representative example arises in the design of substitution boxes (S-Boxes).
For an 8 x 8 bijective S-Box — such as that employed in AES - the total number of possible structures
is extraordinarily large. Specifically, an S-Box corresponds to a permutation of the 256 possible byte
values, yielding 256! distinct bijective tables. This combinatorial explosion makes exhaustive exploration
entirely intractable, thereby motivating the use of heuristic and evolutionary methods to navigate such
vast design spaces.

In [43], the authors adopted a novel hybrid heuristic method based on Leaders and Followers and
hill-climbing algorithms obtaining “excellent results for confusion coefficient variance”. In addition,
authors leverage the cost function proposed in [44] to improve the nonlinearity score of their findings,
obtaining values always greater or equal than 100. The structures proved to have better theoretical
side-channel resistance than many real-life S-Boxes used in algorithms like AES and PICARO [7], while
satisfying nonlinearity and differential properties. Three of the most promising structures proposed
in [43] have been selected and analyzed, the discussion can be found in the following sections.

4.2. Chaos-based Methods

Chaos-based approaches introduce a new rationale for S-Box design by exploiting chaotic systems as
sources of randomness, including chaotic maps and hyper-chaotic systems [45, 46, 47, 48, 49]. Achieving
S-Boxes with strong cryptographic properties generally requires the use of optimization algorithms
capable of selecting the most suitable values from those produced by the chaotic source [50].

However, despite recent efforts focusing primarily on demonstrating resistance to classical crypt-
analysis, chaos-based S-Box proposals rarely claim robustness against side-channel analysis [51]. As
previously noted, due to the inherent tension between these two domains, existing works appear,
to the best of our knowledge, to strive for a compromise between resistance to cryptanalysis and
resistance to side-channel attacks. For instance, in [51], the author shows that current chaos-based
S-Boxes still exhibit weaker cryptographic properties than the AES S-Box designed by Daemen and
Rijmen, achieving a nonlinearity of 106 (compared to 112 for AES [30]). Likewise, while the maximum
differential propagation probability for the AES S-Box is 4/256, the best value attained by existing
chaos-based structures is 10/256 [51].

4.3. Dynamic and Key-Dependent S-Box Structures

A fundamentally different strategy for improving resistance to both cryptanalysis and side-channel
attacks (SCA) is the adoption of dynamic, key-dependent S-Box architectures. Unlike the standard
AES S-Box, which relies on a fixed lookup-table (LUT) access pattern, dynamic S-Box constructions
overcome this rigidity by generating a new substitution function for each session or key [52]. Their
primary SCA countermeasure is randomization: by continually altering the substitution function based
on a dynamic perturbation or seed, these designs impede profiled side-channel attacks. Adversaries
attempting to construct fixed statistical templates or Deep Learning models for a single, known S-
Box function are inherently disadvantaged, as the leakage characteristics change with every dynamic
instantiation [52, 53].

However, this strategy introduces an important engineering challenge. The security burden shifts
from protecting a static LUT access pattern to securing the dynamic S-Box generation circuitry itself,



which inevitably leaks information. Consequently, side-channel analysis may still reveal either the
generation parameters or the secret key, thereby necessitating strong physical (implementation-level)
protections for the S-Box generation unit.

4.4. Theoretical Side-Channel Evaluation on S-Boxes

In the past years, many publications have evaluated the theoretical side-channel resistance of S-Boxes.
To the best of our knowledge, most consisted in CAD simulations leveraging synthesis tools, without
implementing empirical attacks on real devices. In [54], simulation-based CPA attacks were conducted
on multiple AES implementations involving different S-Box structures. The authors gave a first glance
on using S-Boxes as countermeasures against power analysis, without recurring to device-level solutions
and thus without making use of any added logic. In [36], Guilley et al. investigate the theoretical
resistance of the AES S-Box against differential power analysis. In [55], the authors analyzed several
ciphers, highlighting the fact that, in some cases, metrics like the confusion coefficient and the trans-
parency order lack accuracy when evaluating the resistance of S-Boxes against side-channel analysis.
The group finally suggested the need for further work to affine such metrics. In [56], the authors
empirically tested 3 different S-Boxes: the first being the standard AES substitution structure while
the remaining consisting in two chaos-based S-Boxes taken from Ozkaynak’s research [51]. The chaos-
based structures denoted an improved resistance to side-channel attacks. However, as the number of
synchronously-captured traces increases above 30, the attack can be considered successful no matter
the S-Box used. This final result implies the need of further investigation and characterization of novel
proposed structures [56].

5. Our Contribution

This paper presents an empirical evaluation of several recent substitution boxes that have been proposed
in the literature, focusing on those that claim to offer side-channel resistance. With the exception of
the original AES S-Box, all of the structures under evaluation have been designed using non-algebraic
methodologies, such as heuristic and chaos-based ones. The aim of this study is to test the claims
supporting the proposed structures, verifying the overall efficacy of theoretical metrics like the confusion
coefficient. The final goal is to prove the adequacy of these structures in real-world attack scenarios.

5.1. Selected S-Boxes

The attack is conducted on six different S-Box structures, including the original AES S-Box, which is used
as a reference. Another structure, proposed by Hussain et al. [57] and referred to in the original work
as ‘S-Box-6", exhibits cryptographic properties very similar to the AES S-Box, despite being constructed
through a completely different process. Including this S-Box in our evaluation allows us to further
characterize the behavior of “classic” S-Boxes that lack explicit countermeasures against side-channel
attacks. Finally, the remaining four structures were selected among the latest publications — claiming
some sort of side-channel resistance — for both chaos-based and heuristic-based methodologies. Three of
these come from the work presented by Freyre et al. in [43]. The last S-Box taken into consideration has
been initially proposed by Ozkaynak in [51] and tested in [56]. The structure, in the original publication,
is referred to as “Proposal 2”. Unfortunately, despite claiming some form of side-channel resistance, no
value of the confusion coefficient was reported by the authors.

A summary of the cryptographic properties of the six structures under attack is presented in Table 1.

5.2. Capture Instrumentation

The experiments in this study were carried out using the ChipWhisperer™ platform [15]. The Chip-
Whisperer™ -Lite board integrates all essential instrumentation - including trigger, oscilloscope, probe,
and the target board - into a single device. Its acquisition hardware supports a capture technique not



Table 1
Properties of S-Box Structures Under Test.

S-Box Non-linearity  Diff. Unif. CcC
AES [30] [35] 112 4/256  0.111
Freyre #1 [43] 100 8/256 4.500
Freyre #2 [43] 100 8/256  4.492
Freyre #3 [43] 102 8/256 1.934
Hussain [57] 112 4/256 n.d.
Ozkaynak [51] 106 10/256  n.d.

typically found in commercial oscilloscopes, known as synchronous sampling. This technique maintains
a fixed phase relationship between the clocks of the capture board and the target device, thereby
relaxing the sampling-rate requirements compared to asynchronous sampling. For example, in [58], the
authors present an attack against a SASEBO-GII board, claiming that a synchronous sampling at 96
MS/s produces similar results obtained by an asynchronous sampling done at 2 GS/s. Such reductions
in required sampling frequency stem from the elimination of jitter and phase variations between the
two clocks: conditions that cannot be guaranteed when the clocks are independent. By reducing jitter,
synchronous capture substantially lowers noise in the acquired traces, increases SNR, and consequently
decreases the number of traces needed to mount DPA/CPA attacks.

For all the necessary acquisitions required for this study, a synchronous sampling technique has been
used, with a sampling frequency 4 times higher than the clock frequency of the device under attack
(29.5 MHz and 7.4 MHz, respectively). The first sampling point is acquired in conjunction with the
rising edge of the device clock. The ADC gain has been set to 24.8 dB. Each trace is composed by 5000
sampling points, with no decimation involved.

5.3. Attack procedure

The procedure used for this study consists of a series of non-profiled Correlation Power Analysis
(CPA) attacks performed on each of the six selected structures. As previously mentioned, software
implementations are the type of deployment that benefits most from this kind of countermeasures.
Since S-Boxes are coded as Look-Up Tables (LUT), replacing an S-Box with a new one only requires
changing the numerical values in memory, without making any further change to the original algorithm,
nor affecting the performance of the device.

The reference device under attack (DUA) is a 8-bit XMEGA AVR microcontroller [59]: a perfect
representative for low-power embedded systems. This microcontroller is bundled together with the
ChipWhisperer™ -Lite kit, on a separate PCB, which can be connected to the probes of the main capture
board. The source code of the unprotected AES-128 software implementation, avrcryptolib, can be
found in [60]. Both the online and the offline analysis are performed by exploiting a python3 script
able to send commands and receive acquisition data from the ChipWhisperer™ board, leveraging its
open-source software APIs.

The online analysis launched by the script is divided into multiple batches. Each batch is defined by a
certain number of traces to be acquired: the first batch acquires 80 traces, the second 100, the third 200,
the fourth 300 and the fifth 500. In each batch, all available S-Boxes are tested in sequence. For each
S-Box, 20 acquisitions are repeated: each acquisition captures the number of traces that characterizes the
current batch. The traces captured from one acquisition to another are all different: the input plaintexts
sent to the microcontroller change randomly when a new trace is captured. Summarizing in an example:
the first batch acquires, for each S-Box, a total of 20 - 80 = 1600 different traces. Considering all the
S-Boxes to be tested, the first batch captures 6 - 20 - 80 = 9600 total traces. When switching from one
S-Box to the other, the script modifies the source code of the software implementation by swapping the
current structure with the following one to be tested. The C code is compiled and then flashed onto the
microcontroller. The main ChipWhisperer™ board is instructed by the script and acts as a middleman



able to flash the target device. It is important to remember that the secret key used by the device for
each encryption operation is kept constant for the entire online analysis.

Once the online analysis completed, CPA attacks are performed during the subsequent offline analysis.

Similar to what was done during the data collection phase, the attacks are divided into multiple
batches, each batch referring to a specific number of traces. In each of them, S-Boxes are attacked
sequentially. For each structure, 20 different CPA attacks are performed. Given the independence
among the data collected for each of the 20 iterations, the script is able to parallelize the computations
by adapting to the number of available CPU cores. It is important to note that, in all cases, a single CPA
attack would have been sufficient for a malicious actor to reveal the secret key. The 20 iterations are
only needed to collect multiple scenarios, so as to calculate a statistically representative average. This
allows to mediate the presence of outliers that would not have represented the most common behavior
a real attacker may face.

The data obtained from all 20 attacks are then used to calculate the average performance of an attack
made on that precise S-Box structure. On the data related to this result, three graphs are created. The
first one represents the average trend (and standard deviation) of the Partial Guessing Entropy (PGE)
of each of the 16 key bytes as the number of traces (and the leakage data available to the algorithm)
increases. This type of graph allows to understand how many traces are required by the attack to
reveal the secret key. We expect that an implementation with a SCA-resistant S-Box will require more
traces than an implementation having a “classical” unprotected S-Box. The second graph represents the
average correlation (and standard deviation) scores associated to each correct key byte and to all wrong
key candidates. The traces related to the wrong guesses are decimated with a factor of 10 to facilitate
the interpretation of the graph. Finally, the third graph, extremely similar to the first one, allows us to
retrieve the Minimum Traces to Disclosure (MTD) metric.

A visual examination of the graphs obtained permits the estimation of the minimum number of traces
necessary for an attack to reveal the secret key. The predominant approach employed in the extant
literature derives the Minimum Traces to Disclosure (MTD) value from the mean correlation graph.
However, it was observed that the application of this method yields results that are highly approximate,
encompassing the entire process from the creation of the graph to the visual identification of the MTD
point. To obtain less approximate results, we defined four new approaches, ranging from the most
optimistic to the most conservative one (from an attacker’s point of view). The reliability of these
estimates is supported by the observations of the graph representing the average trend (and standard
deviations) of the PGE metric:

(A) PGE4y4 < 4 [mean]: the attack is considered successful when all the average traces referring to
each of the 16 bytes of the secret key crosses the threshold PGE < 4. From that point on, all 16
bytes that make up the key are at most 4 positions away from the top of the leaderboard, possibly
preceded by incorrect candidate bytes;

(B) PGEqug < 4 [std_dev]: similar to the first case, but making sure that also the standard deviations
related to the trends of each of the 16 correct subkeys have crossed the threshold. We expect this
method to return slightly higher values than the first one;

(C) PGE44 < 1 [mean]: the exact same scenario of the first case is repeated but lowering the
threshold strictly below PGE = 1. By doing so, all the 16 correct subkeys are now on top of
their respective rankings, meaning the attack has found the secret key in its entireness;

(D) PGE4yy < 1 [std_dev]: similarly to the third case, but making sure that also the standard
deviations related to the trends of each of the 16 correct subkeys have crossed the threshold
PGE < 1. We expect this method will yield the highest values in terms of number of traces,
thereby becoming the most conservative technique among those considered.

The choice of a specific PG E threshold is inherently arbitrary, as it reflects a trade-off between the
complexity of the side-channel attack and the reliability of the resulting key recovery. A higher PGE



threshold forces the attacker to eliminate the remaining incorrect candidates for each subkey through a
final, feasible brute-force search. Conversely, a lower PG E threshold leaves fewer “uncertain” subkeys
to be evaluated. The ideal scenario for an attacker is PGE = 0, which indicates that all subkeys were
correctly identified in a single attempt, eliminating the need for any additional brute-force search and
minimizing the time and computational resources required for the entire operation.

Finally, it is worth noting that choosing PG E values very close to zero may be counterproductive for
this type of analysis. Certain countermeasures may prevent complete key recovery except asymptotically,
requiring an impractically large number of traces. In such situations, it is reasonable to assume that an
attacker would instead stop after collecting a smaller set of traces and complete the remaining search
via brute force, thereby choosing the strategy that minimizes the overall effort.

6. Experimental Results

This section reports and comments on the results obtained from the previously described offline analysis
phase.

Table 2 summarizes the final results obtained from the observations of the various graphs created by
the script. For each S-Box tested, and for each of the modalities reported in the previous Section (A) (B) (C)
and (D), intervals representing the number of traces needed to disclose the key are reported. The
annotation of these events was done manually by observing graphs such as in Figures 3 and 4. For each
plot produced, the 4 points of interest were noted, reporting the closest interval of traces in which each
of them occurred. The choice was to report a trace range rather than a punctual graphical estimation in
order to avoid as much as possible individual bias that could have altered the perception of the data
obtained.

Once all the intervals collected (for each S-Box and for each of the available batches), data for Table 2
were computed. To do so, the intersection of all the intervals was performed for each cell in the Table,
given the corresponding batch and S-Box. It is expected that, at each intersection, the interval relative
to the recorded event increasingly narrows, allowing to obtain — at the end of the process — an average
representative range for all the measurements acquired. In all those cases where the intersection
between two ranges does not exist (such as the case {20..40} and {60..80}, for example), a conservative
approach was preferred by taking their union ({20..80}), rather than arbitrarily accepting one of the
two ranges and erroneously forcing a personal bias into our analysis.

Table 2 highlights the similarities among the original AES S-Box, the one proposed by Hussain and
the one designed by Ozkaynak. As expected, the original AES software implementation proved to be
weak against CPA, revealing nearly the whole key after just 30 different traces. All 4 structures share
comparable trace ranges, for all 4 events, with Ozkaynak’s one able to stretch a little more the number
of traces necessary for case (D). The analogies between these three structures can also be appreciated in
their corresponding correlation graphs. Only the correlation graph for the original AES S-Box is shown
in Figure 1, since the corresponding plots for the Hussain and Ozkaynak structures exhibit virtually
identical behavior.

The results discussed up to now allow us to draw two initial conclusions: (i) from the point of view
of resistance to SCA, Hussain’s S-Box — as expected — obtains results that are virtually identical to
those obtained from the S-Box of AES; (ii) Ozkaynak’s S-Box showed no improvement over AES S-Box,
highlighting the presence of insufficient protection provided by the current chaos-based structures,
contrary to the authors’ initial claims in [51]. We consider the previously mentioned results achieved
in (D) as absolutely insufficient to prevent a real-world attack.

Turning to the observation of the results obtained from the structures proposed by Freyre in [43], it
can be noticed both from the Table 2 and the graph in Figure 2, that two of the three S-Boxes tested
(Freyre #1 and Freyre #2) report a more marked resistance to side-channel analysis. Both designs
increase the number of traces necessary to disclose the complete key up to 100, in the best case scenario.
The improvement, with respect to the original unprotected AES implementation, goes from 1.25x
to 2x. A way smaller improvement is obtained by the third S-Box, Freyre #3, that mimics in most



cases the performance of the structure found in the AES specifications. The difference among the
structures proposed by Freyre can be explained by observing their respective values of the Confusion
Coefficient (CC). As mentioned in Section 3, the higher the value of the confusion coefficient, the better
the resistance against side-channel analysis attacks. The first and the second S-Box proposed by the
author have such value approaching 4.5, whereas Freyre #3 only reaches 1.9. The correlation plots, as
seen in Figures 1 and 2, show how tangled the correlations of the correct keys are with the ones related
to the wrong key candidates: the higher the entanglement the better the S-Box is able to thwart SCA
attacks. Both Freyre #1 and Freyre #2 are able to keep a belt of wrong key candidates near the belt
related to the correct key guesses: the closer, the better. Such behavior does not recur in the case of
Freyre #3 (see Figure 5), which is able to divide the wrong key candidates traces in only two main belts,
far from the correct key guesses, hence the reduced resistance to attacks.

Table 2

Integer intervals representing the number of traces to disclosure.
S-Box Case (A) Case(B) Case(C) Case(D) MTD
AES [30] {30.32}  {32.40}  {32.40}  {40.48}  {8.16}
Freyre #1 [43]  {30.32}  {48.56}  {48.56}  {72.100} {8.16}
Freyre #2 [43]  {32.40}  {50.70}  {60.80}  {60..100} {8.16}
Freyre #3 [43]  {30.32}  {32.40}  {32.40}  {32.50}  {8.16}
Hussain [57]  {30.32}  {32.40}  {32.40}  {40.48}  {8.16}
Ozkaynak [51] {30.32}  {32.40}  {32.40}  {32.50}  {8.16}
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Figure 1: Average correlation traces (w/ standard deviation) for the original AES S-Box [100 traces].

7. Conclusions

In this paper, an empirical evaluation on a selected set of novel S-Box structures for software imple-
mentations of the AES-128 algorithm has been proposed. The goal is to test the capabilities of such
structures in preventing physical attacks, such as side-channel power analysis, and to verify the possible
adoptability of these cryptographic-level countermeasures in real-world usage scenarios.

Six different structures have been tested on an unprotected AES-128 software implementation,
running on an 8-bit microcontroller. The extensive trace acquisition phase involved a synchronous
capture leveraging the ChipWhisperer™ platform.

The obtained results indicate that some of the tested structures exhibit a degree of resistance to
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Figure 3: Average PGE traces (w/ standard deviation) for the original AES S-Box [200 traces]. The graph is
annotated with each of the four events defined in 5.3.

side-channel attacks, albeit very limited. This effect was observed in the S-Boxes with the highest
confusion coefficient (CC) values, highlighting and confirming the practical relevance of this metric.
In contrast, standard structures designed solely to withstand classical cryptanalysis displayed poor
resistance to physical attacks, as expected. This behavior is characteristic of both AES S-Box and
Hussain’s S-Box [57]. Additionally, these structures confirmed empirically, on a real microcontroller,
what already claimed by many previous publications: properties like non-linearity and differential
uniformity provide no protection against SCA.

Other chaotic constructions, such as Ozkaynak’s S-Box [51], yielded results nearly identical to those of
the unprotected AES implementation. Despite claims of enhanced security, this structure demonstrated
no significant resistance to side-channel attacks.

The heuristic-based structures proposed by Freyre in [43] reached the highest level of side-channel
resistance among all the tested S-Boxes. On average, the number of traces required to successfully
recover the secret key increased by up to a factor of two. Moreover, some interesting observations
relating the impact of the confusion coefficient can be made. As expected, the higher the value of the
confusion coeflicient, the higher the number of traces required to achieve the attack. Moreover, as
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visible in Figures 2 and 5, a high CC value implies an increased “entanglement” among the various
correlation traces. These plots perfectly picture the definition given in [34]. As mentioned in the
previous Section, both Freyre #1 and Freyre #2 acted similarly, with a CC of 4.5 and 4.492, respectively.
Conversely, the Freyre #3 structure, with a CC of 1.934, showed some sign of correlation confusion in
the corresponding graph 5, but not significant enough to increase considerably the number of traces
required to achieve an attack.

Despite the apparently promising results of some of the tested S-Boxes, especially the ones designed
by Freyre et al. in [43], the protection against power side-channel analysis provided by these new
structures is insufficient and only slightly better than the one provided by a standard unprotected
AES implementation. It is important to point out that the acquisition of 80 traces, with the use
of ChipWhisperer™ , takes place in about 2 seconds (about 46 traces are captured per second). Then,
offline analysis takes about 25 seconds on average on a laptop with an Intel™ i5 Broadwell dual-core
processor. Therefore, the combination of online and offline analysis can take less than 5 minutes in
such a best case scenario for an attacker (with prior knowledge of the device, considering synchronous
sampling possible, not taking into account the time needed to tamper with the device). It is also



extremely important to remind that, with such a setup, the secret key can be entirely recovered with
just one iteration of the attack. An attack carried out by doubling the captured traces (e.g., 200 traces to
be conservative) will require less than 5 seconds for acquisition and an average of 35 seconds to process
them.

Albeit being extremely different in logistics and overall attack complexity, real-life scenarios still
require countermeasures that can significantly increase the number of traces required to break a device,
far over a 2x factor. Despite the presence of a clear improvement, further studies are needed to refine
the properties of the proposed structures and make them suitable to deal with real attack scenarios. The
results obtained emphasize, once again, the importance of empirical tests on real existing devices, as
only such kind of analysis can give clear insights into the real-world feasibility of academic solutions.

The observations gained with this study can be taken as a starting point for future work, aiming to
define a value for the confusion coefficient beyond which a given S-Box is guaranteed to empirically
provide adequate resistance to side channel analysis. Such value may eventually provide an extremely
valuable feedback to the cryptographic community. The analysis described in this paper can also be
extended to consider additional theoretical metrics indicating side-channel resistance, such as the
(improved) transparency order.
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