
A Formal Control Plane for Fuzzing Campaigns:
Leveraging Attribute Grammars for Dynamic Policy
Selection
Pierciro Caliandro1,2, Matteo Ciccaglione1,2 and Alessandro Pellegrini1,→

1Tor Vergata University of Rome, Rome, Italy
2National Inter-University Consortium for Telecommunications (CNIT), Rome, Italy

Abstract
Fuzzing is an e!ective technique for software security testing, although the orchestration of fuzzing campaigns
still largely relies on rigid, imperative control logic. Traditionally, this orchestration has been based on decision-
making processes (such as when to mutate inputs, migrate seeds, or change scheduling policies) that are embedded
directly into the execution engine. These monolithic architectures are di"cult to adapt, extend, or formally
verify. In this paper, we introduce a framework that decouples the control logic from the fuzzing mechanism
by elevating the orchestration problem to a linguistic domain. We propose a formal control plane powered by
Attribute Grammars, where the operational state of the fuzzing infrastructure is treated as a sentence in a formal
language, and control policies are derived as semantic translations of this state. From this formal declarative
speci#cation, we automatically generate the source code of the fuzzer controller. This allows researchers to de#ne
complex, adaptive strategies, including backtracking-based recovery and epsilon-greedy exploration, in a more
rigorous and maintainable way. We exercise our methodology by showcasing how to e!ectively orchestrate a
distributed fuzzing campaign using a relatively-simple grammar.
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1. Introduction

Fuzzing [1] is an automated software testing technique that is widely used in the #eld of security.
Fuzzing involves running a speci#c application multiple times, injecting input data which gets mutated
automatically (according to various rules) so as to observe its behaviour. The goal of fuzzing is to
identify input con#gurations that may cause crashes or assertion failures. In security analysis, the
ultimate goal is to reveal potential vulnerabilities that are di"cult to detect using traditional techniques
such as static analysis or linting. The e!ectiveness of fuzzing stems from the fact that the application
under test is executed multiple times with increasingly diverse inputs, which are generated, starting
from the initial seed corpus in a semi-valid manner (for example, by taking valid inputs and applying
changes that break the syntax of the semanthics) or completely at random.

Input generation in modern fuzzers for the majority of the cases is guided by some sort of feedback
information measured by stimulating the program under test. The predominant feedback information
used [1, 2] is based on coverage: repeated executions use inputs deliberately generated to explore
as many code paths as possible. Such input generation may happen by stacking random mutations
(such as bit $ipping, byte $ipping, byte swapping and so on) on the same input or relying on the
use of grammars [3, 4, 5] to generate inputs from the formal de#nition of the expected input format.
Alternatively, fuzzing can be combined with symbolic execution techniques [6, 7] or concolic execution [8,
9, 10, 11], in order to identify code paths that may be di"cult to reach, such as those protected by magic
numbers.
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Other strategies, such as direct fuzzing [12], instead aim to prioritise inputs with a higher likelihood
of reaching speci#c portions of code (the targets), for example to study the behaviour of the program
under test around critical sections or to reduce the fuzzing cost during the software development cycle,
when it is particularly important to stress the newly-introduced portions of code. Finally, data-!ow
driven strategies [13, 14, 15] can be adopted, in which taint analysis is used to guide the generation of
inputs independently of control $ow, so as to reveal execution states that are not immediately visible
when considering only the coverage of the control-$ow graph.

Regardless of the adopted exploration strategy, a fuzzing campaign on a particular program under
test may encounter exploration di"culties related to stagnation: random generation or mutation might
not produce inputs that extend coverage, symbolic execution could be subject to path explosion, and
grammar-based approaches might face intrinsic limitations in the formalisation of the input format.
Generally speaking, it is possible that the fuzzing strategy may not be able to grow the program under
test's exploration beyond a certain point. In such contexts, dynamically changing the fuzzing strategy
can facilitate an escape from stagnation [16, 17].
Another level of complexity in modern fuzzing is due to the increasing intricacies of software and

the need to thoroughly explore the coverage of an executable to identify potential vulnerabilities or
defects. This has led to fuzzing scenarios that require ever-greater computing resources to reduce the
time spent on fuzzing campaigns. In particular, some recent studies [18, 19, 20] have demonstrated
the opportunity of using distributed fuzzing mechanisms, in which carefully-managed distribution of
inputs among the nodes involved in the fuzzing activity can enhance the overall exploratory capacity.
However, this approach can also su!er from stagnation. In particular, the work in [19] highlighted that
di!erent distributed orchestration strategies can lead to varying speeds of exploring the system under
test, depending on both the activity of each individual fuzzing node and the nature of the system under
test itself. Even in this context, a variation of the input strategy at runtime can provide bene#ts.

Therefore, it is generally advisable that a fuzzing policy be governed by a level of dynamic orchestra-
tion that allows the exploration strategy to be altered based on performance metrics related to fuzzing
activity. To be e!ective, this approach to dynamic orchestration (often also referred to as adaptive
fuzzing) cannot ignore the observable metrics obtained during the execution of the fuzzers. However,
di!erent instances of fuzzers typically provide access to metrics in various formats or with di!erent
levels of granularity [21, 22], making the development of an orchestrator more complex.
Indeed, even the realisation of a very simple decision engine (for example, based on #nite state

machines [23, 24]) requires the integration and analysis of di!erent metrics, both in terms of format and
temporal nature. Moreover, the maintainability of these software artefacts can become complex, since
decision logic is often based on models instantiated directly at the controller code level. Additionally,
the orchestrator may make di!erent choices, such as varying input selection strategies, modifying
mutation strategies, allocating more computing resources to fuzzing instances that demonstrate greater
e!ectiveness, or changing the fuzzing tool used in a subset of nodes within a distributed fuzzing system.
Decision logic can have arbitrary complexity, making the maintainability of the orchestrator more
complicated.
In this work, we propose and explore an alternative approach to the design, realisation, and man-

agement of fuzzer orchestration strategies, based on the use of formal languages, speci#cally Attribute
Grammars [25]. Compared to current methodologies that often rely on complex heuristics or machine
learning models, we propose a paradigm shift that involves de#ning a Formal Control Plane (FCP),
which utilises formal languages to express in a rigorous yet concise manner the state transitions and
sequences of actions that an orchestrator must undergo to coordinate multiple fuzzer instances e!ec-
tively. Furthermore, by exploiting formal languages, the acquisition of metrics produced by fuzzers can
be based on parsers automatically generated from grammars that describe the format of the data that
can be acquired, for example, from log #les.

De#ning a FCP for the dynamic (distributed) orchestration of fuzzing systems simpli#es prototyping
and implementation, and also paves the way for techniques of formal veri"cation, allowing one to
prove, with a high degree of mathematical certainty, the correctness, completeness, and optimality
of the orchestration strategy even before its execution. Furthermore, the use of formal languages
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allows for greater $exibility and adaptability of the strategy in response to the dynamics of the target
under analysis, while ensuring complete traceability and explainability of the decisions made by the
orchestrator. Moreover, de#ning orchestration rules through formal languages is more concise, making
it easier to explore di!erent orchestration strategies.

Overall, the general system architecture proposed in this paper is depicted in Figure 1. We consider a
group of fuzzers that can run either on a single node or in a distributed environment, which fuzz a target
application according to a speci#c policy. The policy can be changed at runtime, either by modifying the
internal parameters of the fuzzers or by starting a di!erent fuzzing instance that executes according to
a di!erent exploration objective. Every fuzzer emits raw metrics in the form of logs, which are written
to disk or output on a pipe. The FCP is a software component that is automatically generated from an
Attribute Grammar speci#cation.

The generated FCP is composed of several automatically-generated components. The #rst one
is a parser that reads the raw metrics output by the fuzzers and normalises them into an internal
notation. This notation is internally used to abstract the current operational state of the group of fuzzers,
represented as a set of grammar attributes. These attributes are used by an automatically-generated
Attribute Grammar Engine GT that implements the decision logic based on the rules of the grammar.
Through semantic translations, these rules convert the current abstract operational state into a target
control policy, which is materialised into a set of orchestration commands sent to the group of fuzzers.

To assess the ease of implementing a FCP for complex fuzzing strategies, we demonstrate the creation
of a FCP based on formal languages in a distributed fuzzing system. We utilise the so-generated FCP to
guide a distributed fuzzing campaign, using a subset of benchmarks taken from the Google OSS-Fuzz
suite [26].

The remainder of this paper is organised as follows. Section 2 discusses the methods and tools used to
realise our proposal. The organisation and logic of the FCP are presented in Section 3. The experimental
evaluation, which presents an FCP implementation in accordance with our strategy, is reported in
Section 4. Finally, related Work is discussed in Section 5.



2. Background and Preliminaries

As mentioned, our de#nition of the FCP is based on Attribute Grammars. For the design and realisation
of the FCP, we rely on the Tahr framework [27], which enables the use of an Attribute Grammar to
generate code for parsing, generating, and translating text across di!erent Attribute Grammars. Our
case study is based on orchestrating a distributed fuzzing campaign. In this Section, we illustrate the
methods and tools that are used as the basis of this paper. We present example code that uses the Tahr
grammar syntax. We refer the reader to [27] for a description of the syntax, although it is inspired by
Bison [28] and should be easily interpretable nevertheless.

2.1. Attribute Grammars and Tahr

An Attribute Grammar is formally speci#ed as a quadruple AG = →G,A,R,C↑, where each element
is de#ned as follows. The underlying context-free grammar (CFG) is G = →N,T, P, S↑, where N
represents the set of non-terminal symbols, T represents the set of terminal symbols, P the set of
production rules, and S the start symbol of the grammar. The set A denotes the collection of attributes,
which, for each grammar symbolX ↓ N ↔T , is partitioned into two disjoint subsets: inherited attributes
and synthesised attributes. Typically, only synthesised attributes are associated with terminal symbols,
whereas non-terminal symbols may be equipped with both inherited and synthesised attributes.

The set R consists of semantic rules, each of which is associated with a grammar production p ↓ P .
More formally, for any production of the form:

X0 ↗ X1X2 . . . Xn, with Xi ↓ N ↔ T, 0 ↘ i ↘ n (1)

semantic rules are equations de#ned in terms of attribute occurrences associated with symbols in the
production, such as:

Xi.a := f(Xj1 .a1, Xj2 .a2, . . . , Xjk .ak) (2)

whereXi.a denotes the attribute a of the grammar symbolXi, and f represents an attribute evaluation
function.
Finally, C denotes the set of attribute constraints or conditions, typically formal predicates de#ned

over attribute domains, which are employed to enforce semantic consistency and correctness within
the model.
Attribute grammars belong to the broader class of generative grammars, as they extend the for-

malism of CFGs by augmenting syntactic production rules with semantic attributes and associated
evaluation rules. This extension enables semantic analysis to be integrated directly into syntactic speci-
#cations. Their classi#cation as generative formalisms arises from their explicit constructive capacity:
attribute grammars generate not only syntactic structures—typically represented as abstract syntax
trees (ASTs)—but also systematically computed attribute values that encode semantic information and
propagate it throughout these structures.
In contrast to descriptive grammars, which characterise attested linguistic usage, and prescriptive

grammars, which enforce correctness rules, attribute grammars provide a formal mechanism for de#ning
semantics via attribute computation schemes attached to grammar productions. Through this systematic
association of semantic functions with syntactic rules, they assign meanings compositionally, thus
o!ering a precise and operational semantics for the language described.
By tightly coupling syntactic derivation with semantic evaluation in a uni#ed formal framework,

attribute grammars constitute a powerful generative mechanism that can not only derive syntactically
well-formed strings, but also evaluate context-sensitive semantic properties. Typical applications
include type checking, expression evaluation, code generation, and other translation and analysis tasks.
Consequently, attribute grammars represent a robust and expressive formalism within the theory of
generative languages and formal language semantics.
Attribute Grammars are used by the Translational Attribute Handler and Rewriter (Tahr) frame-

work [27], which takes Attribute-Grammar speci#cations and can automatically generate a set of
software artefacts capable of parsing, generating, and translating text compliant with those grammars.



In Tahr, an Attribute Grammar is used to manipulate text across a hierarchy of three interdependent
levels within the grammar speci#cation: the Syntactic Level, the Semantic Level, and the Translational
Level. The syntactic level de#nes the formal structure of expressions via production rules, while the
semantic level assigns meaning through attributes and logical operations. The translational level, on
the other hand, acts as a logical interface that systematically maps structures from a source grammar to
a target grammar, governing the translation process. This translational level is key to our de#nition of
a FCP.
A de#ning characteristic of Tahr is its embrace of ambiguity and stochasticity. Unlike traditional

compiler tools that enforce determinism, Tahr explicitly supports ambiguous grammars by using non-
determinism to empower stochastic text generation. If a rule is ambiguous during generation, the
system randomly selects one of the valid options. In this work, this feature is essential for exploration
purposes, particularly when two fuzzing con#gurations are deemed equivalent based on currently
available metrics, or when insu"cient observations have been gathered.
To manage the semantic correctness of the production rules, Tahr introduces a revert statement.

This allows the user to de#ne constraints within the attribute operations. In particular, if some rule
based on some attributes fails to meet a user-de#ned semantic constraint (checked via code embedded
in the grammar), the revert command aborts the current production and forces the selection of an
alternative, ensuring that complex grammars can be realised without sacri#cing semantic equivalence.
This support will be exploited to implement concise policy selection rules based on constraints.

2.2. Distributed Fuzzing with MPI

In our case study, we design a FCP for distributed fuzzing, based on the architecture presented in [19].
In this work, a master node orchestrates the fuzzing campaign, managing the corpus of inputs and
coordinating the activities of worker nodes. The worker nodes execute the actual fuzzing logic, running
instances of the fuzzer (e.g., AFL++) against the target application.
MPI is utilised for high-speed, low-latency communication between nodes. This allows for rapid

sharing of interesting test cases (inputs that trigger new code paths or crashes) across all instances.
In particular, the proposed architecture explores three di!erent input dissemination policies, which
determine how the fuzzing workload and corpus are distributed among the nodes.
The #rst strategy is called Selective Dissemination. It employs a deterministic, hash-based input

forwarding mechanism, such that when a fuzzer discovers an interesting input, the receiver of the input
is determined based on a hash of the data and a modulo operation. This approach ensures a uniform
distribution of workload across the cluster and avoids the overhead of broadcasting inputs to all nodes,
although it risks sending data to busy nodes that cannot immediately exploit it.

The second strategy is called Dynamic Dissemination with Utilisation. Its goal is to optimise resource
usage by directing new inputs to the nodes that could bene#t from them the most. The utilisation is
based on how much the inputs received from peers allow exploring new code paths in the system under
test.

Third policy, named Hierarchical Dissemination Across Fuzzer Clusters, structures the fuzzing network
into distinct, interconnected groups (clusters) to balance local intensity with global coverage. It priori-
tises tighter and more frequent synchronisation within a speci#c group of fuzzers while maintaining
looser connections between di!erent groups.
Finally, the paper introduces the so-called ammuina mode, a supplementary operational state that

triggers a synchronised, all-to-all exchange of data among MPI ranks. It serves to periodically “shake
up” the global state, ensuring that any valuable test cases isolated by speci#c policies are eventually
shared with the entire cluster to break through coverage plateaus.

3. The Formal Control Plane

The foundation of the framework proposed in this work lies in the formalisation of heuristics for
managing fuzzing campaigns through a control plane based on attribute grammars. In traditional



approaches to fuzzers development, the decision-making logic, e.g., determining when to change a
mutation strategy or migrate (a part of) the corpus, is typically hardcoded within the execution engine.
These implementations often rely on complex chains of imperative conditional instructions and ad-hoc
state machines, scattered throughout the source code of the fuzzer or the fuzzer controller.
This monolithic approach presents signi#cant critical points: it makes understanding the overall

behaviour of the system di"cult, it increases the risk of introducing regressions during heuristic
modi#cations and, most importantly, risks crystallising the control policies, making it di"cult to evolve
or replace them without substantial refactoring of the codebase. This structural rigidity has a critical
consequence: the inability to rapidly adapt exploration strategies may reduce the fuzzers’ capability
to identify subtle vulnerabilities or regressions, therefore limiting its usefulness as a tool for security
research and investigation, especially when dealing with highly-complex target applications.
Another technical barrier hindering the development of advanced orchestrators is the inherent

heterogeneity of the reporting mechanisms employed by various fuzzing engines. Currently, there is
no de facto standard for exporting runtime metrics: popular tools such as AFL++ [2], LibFuzzer [29],
or Honggfuzz [30] expose essential information, such as branch coverage, execution speed, or path
stability, through interfaces that are profoundly di!erent, ranging from unstructured log #les and
standard error outputs to memory bu!ers with customised data formats. As a result, the development
of a control system that could unify di!erent fuzzers requires an extensive preliminary engineering
e!ort to realise speci#c adapters for each target. The data acquisition and standardisation process can
be time-consuming, but it is also structurally prone to errors: small variations in the output format
of a new version of a fuzzer can invalidate the (imperative) data acquisition logic, compromising the
integrity or correctness of the entire control plane.

In stark contrast, our methodology abstracts the decision-making process by elevating it to a problem
of linguistic translation. In this perspective, the instant operational state of the testing infrastructure
is treated as a string belonging to a source language, which must be translated into a sequence of
control actions in the target language. The adoption of code generation frameworks based on attribute
grammars transforms the system into a true algorithmic workbench: rather than manually implementing
control mechanisms, security researchers can de#ne policy rules at a high level of abstraction.

Since it is plausible that optimal fuzzing strategies are not known beforehand but need to be studied
and re#ned over time through empirical observation, this approach o!ers a substantial advantage. Indeed,
the automatic generation of controller code from declarative grammatical speci#cations facilitates rapid
iterative cycles in which orchestration logics can be modi#ed, tested, and versioned with the same
agility as compiler grammars, regardless of the complexity or scale of the underlying architecture.
In this Section, we illustrate the architectural methodologies that enable the resolution of the het-

erogeneity and rigidity issues discussed above through a formal approach. As an implementation
reference, we adopt the Tahr framework [27], using it as a workbench based on Attribute Grammars
for the automatic generation of control plans. Although the proposed approach is theoretically feasible
using other tools available in the Attribute Grammars landscape (such as Silver [31], JastAdd [32] or
semantic extensions of traditional parser generators like ANTLR [33]), the choice of Tahr is motivated
by its speci#c ability to generate e"cient code and its native support for translational mechanisms
and backtracking, which signi#cantly simplify the speci#cation of resilient control policies without
introducing additional overhead into the fuzzer’s runtime or in the speci#cation of the policies.

3.1. Metrics Parsing and State Normalisation

The control plane’s data ingestion requires a robust mechanism for integrating the telemetry generated
by fuzzing instances. Typically, fuzzing engines expose runtime metrics such as coverage bitmap density,
the number of executions per second, or timestamps of the latest crashes, using semi-structured text
#les, pipes, or log streams. Instead of relying on ad-hoc imperative parsers, which are often error-prone
and di"cult to extend, our approach leverages Tahr’s parser generation capabilities to formalise the
syntactic structure of these data streams.

To better illustrate this process, let us consider a real operational scenario in which the fuzzing engine



Listing 1 Example Metrics Parsing Grammar
1 log_line -> KW_UPDATE PIPE coverage_field PIPE time_field
2 {
3 /* Semantic Action: Aggregation in the global state */
4 $$.new_coverage = $3.val;
5 $$.timestamp = $5.val;
6 }
7

8 coverage_field -> KW_COV COLON FLOAT_VAL
9 {
10 /* Semantic Normalisation and Type Conversion:
11 1. The token FLOAT_VAL is already converted into a double by the lexer.
12 2. The action normalises the scale: from percentage (0-100) to scale (0.0-1.0). */
13 $$.val = $3 / 100.0;
14 }

periodically emits status lines in the format UPDATE | cov: <val> | time: <val>. According to
the proposed approach, we could construct an attribute grammar that operates on two distinct levels of
normalisation, as illustrated in the example in Listing 1. The #rst level of normalisation is syntactic
abstraction: grammatical rules absorb lexical variants of the format—e.g., “cov:”, exposing only the
abstract concept of the coverage #eld to the system. The second level is semantic normalisation of types:
the actions associated with the rules transform raw representations (e.g., an integer percentage) into
canonical data types for validation (e.g., a scalar in $oating-point normalised between 0 and 1).
Within the architectural framework proposed in this work, the automatically-generated parser is

therefore used to handle the complexity of tokenisation and type conversion. If a future version of the
fuzzer were to modify the log format (for example, changing the delimiter or adding new informational
#elds), the adjustment would require only a local modi#cation to the grammar rules, leaving the
downstream logic that consumes the attributes unchanged.
This preliminary layer of abstraction ensures that subsequent decision-making logic operates on a

clean and semantically-consistent system state, e!ectively decoupling the data serialisation format from
the high-level control logic. This makes the data ingestion phase intrinsically modular and agnostic,
removing technical barriers to orchestrating heterogeneous tools.
A fundamental operational consequence of this part of our architecture is the simpli#cation of

integrating new fuzzing engines. Indeed, extending the formal control plane to support some di!erent
tools does not require altering the control code (which is automatically generated): it requires only
declaratively de#ning a dedicated grammar for its speci#c output format.

3.2. From Operational States to Control Actions

The fundamental principle on which our architecture is based consists of transforming the traditional
feedback cycle of fuzzing into a structured process of linguistic interpretation. Instead of considering
runtime metrics as simple variables used rigidly to implement conditional control logic, the control
plane considers these metrics as components of a “sentence” that describes the current state of the
infrastructure.
This sentence is therefore analysed syntactically and evaluated semantically to derive, in a deter-

ministic but $exible manner, the most appropriate control actions to undertake. This approach di!ers
from more traditional orchestrators that passively monitor a set of heterogeneous metrics, respond-
ing to events through static conditional patterns (i.e., “if-this-then-that”) that make the writing and
maintenance of control rules an excessively complex task and prone to errors.

Indeed, we supersede this traditional reactive paradigm with our proposal: we de#ne a translational
grammar GT in which the non-terminal symbols represent abstract operational states of the system,
rather than simple syntactic constructs. The parsing process, accepting as input the normalised current
fuzzing state, constructs a derivation tree that dynamically maps the observed situation onto the optimal
sequence of control actions, e!ectively transforming the orchestration problem into a formal translation



Listing 2 Example of State ↗ Action Rule.
1 evaluate_state -> check_performance
2 {
3 if ($$.utility_score < LOW_UTILITY_THRESHOLD && $$.delta_cov == 0) {
4 /* Stagnation situation (no increase in coverage, low utility).
5 ACTION: Activate 'Aggressive Import'.
6 In this mode, the node ignores quality filters and imports
7 massively input from neighbours to introduce external genetic variability,
8 potentially breaking the local optimum. */
9 $$.migration_policy = POLICY_IMPORT_AGGRESSIVE;
10 } else {
11 /* Normal situation: maintain the standard balanced exchange. */
12 $$.migration_policy = POLICY_EXCHANGE_BALANCED;
13 }
14 }

task from state to action.
The expressiveness of this approach is enhanced by the modelling of attributes, which act as a

bidirectional interface between the execution environment and the grammatical logic. The attributes are
classi#ed into two distinct categories based on the direction of information $ow within the derivation
tree: inherited attributes and synthesised attributes. Inherited attributes constitute the input of the control
plane and are populated with metrics collected from the fuzzers. Conversely, synthesised attributes
represent the system’s decision output.
With the completion of the parsing tree construction and attribute evaluation, the resulting values

at the root determine the operational parameters for the next control iteration. These may include
identi#ers associated with the selection of a particular management algorithm, or for selecting any
recipients for the exchange of parts of the corpus, as well as control $ags to indicate the necessity of
drastic recon#guration of the workers.
To illustrate how inherited attributes (input) are transformed into synthesised attributes (actions)

through grammatical logic, we consider the example reported in Listing 2. The rule evaluate_state
takes as input the utility score (utility_score) and the di!erential coverage (delta_cov) from the
environment. Based on these values, the grammar “translates” the state into a speci#c migration policy
for the inputs to the test program (migration_policy).
By relying on this approach, the grammar describes the syntax of the operational state, while also

allowing for the active computation of its implemented semantics, encapsulating control logic within
declarative rules that are easily extendable.
In addition, the Tahr framework o!ers a distinctive feature that proves particularly valuable in

contexts of uncertainty: the ability to handle syntactic ambiguity by stochastically selecting between
multiple production rules. If the “phrase” describing the operational state (i.e., the set of observed
metrics) is ambiguous (in the sense that it could be validly derived from multiple competing rules),
the parser can resolve the con$ict by choosing a derivation at random. This feature can be exploited
strategically to implement epsilon-greedy exploration policies [34].

In fact, when the available metrics do not o!er a strong discriminant between two operating modes,
or when the data is stale (i.e., lacking “fresh metrics”), a purely deterministic choice would risk locking
the system into a suboptimal local optimum. In such scenarios, controlled randomness enables the
exploration of alternative operating modes, gathering new metrics that would otherwise be inaccessible,
and ensures that the decision-maker maintains the capacity for dynamic adaptation even in the absence
of strong environmental indications.

3.3. Constraint Enforcement via Backtracking

The de#nition of complex control heuristics based on multiple decision planes signi#cantly bene#ts
from the adoption of backtracking mechanisms, intended as strategies for dynamic pruning of the search
space. Similar to what happens with the cut operator in logic programming (e.g., in Prolog [35]), this



Listing 3 Simpli#ed Example of revert-based Logic.
1 decide_strategy -> try_maintain_policy
2 {
3 /* Stagnation control */
4 if ($$.time_since_last_cov > MAX_STAGNATION_TIME)
5 {
6 revert;
7 }
8

9 /* No stagnation: confirm current policy*/
10 $$.next_policy_id = $$.current_policy_id;
11 $$.recovery_trigger = 0;
12 }
13 | force_aggressive_mode
14 {
15 /* This rule is executed only if the previous one was reverted. */
16 $$.next_policy_id = POLICY_AGGRESSIVE;
17 $$.recovery_trigger = 1;
18 };

paradigm allows decision rules to be speci#ed by initially assuming the success of the most probable or
desirable path, then “cutting” and invalidating that branch if runtime violations of constraints emerge.
This approach drastically reduces the complexity of the control code: rather than pre-enumerating all
possible error conditions in nested conditional structures, the system attempts a linear derivation and
only backtracks to an alternative choice point if strictly necessary.
The Tahr framework rei#es this theoretical pattern through the native command revert. Unlike

standard attribute grammars, where a constraint violation leads to the irreversible failure of the entire
parsing process, Tahr extends the paradigm by allowing locally-controlled backtracking. In the context
of our control plan, revert is used to establish an implicit hierarchy of priorities among actions: the
system attempts to apply the standard policy and, only if semantic predicates inhibit it, performs a
rollback to fallback on recovery policies, ensuring convergence towards a valid con#guration.
To illustrate this mechanism in practice, consider a grammatical rule designed to decide between

maintaining the current strategy and activating more aggressive policies, as shown in Listing 3. The
grammar initially attempts to apply the conservative production, which maintains the current policy.
However, within the semantic block, a fragment of code acts as a guard: if the stagnation time exceeds
a critical threshold, revert is invoked. The execution of revert forces the engine to abandon the
current production, cancel side e!ects, and attempt the next alternative rule that, in this case, activates
an aggressive policy. By using this approach, the example in Listing 3 illustrates how imperative $ow
control is transformed into a declarative selection of the production rule based on inherited attributes.
The revert approach o!ers greater $exibility than rigid #nite-state machines, as adding new

operating conditions, such as monitoring system resources or evaluating input complexity, simply
requires inserting a new alternative rule with its corresponding semantic guard. In this way, the
framework implicitly handles the combinatorial complexity of state transitions, ensuring that operational
decisions are always derived from a rigorous and veri#able assessment of runtime attributes.

4. Case Study

In this Section, we present a case study to showcase the viability and e!ectiveness of our proposal.
Our case study targets the distributed fuzzing infrastructure presented in Section 2.2. At runtime, the
distributed infrastructure collects statistics from each fuzzing node in the system and dumps them to
multiple log #les.

We process these log #les at runtime, thanks to the metrics parsing capabilities discussed in Section 3.1.
Based on this abstracted operational state, we determine whether to switch to a di!erent policy, using a
set of heuristics encoded in our attribute grammar. These rules have been derived experimentally from
multiple runs using di!erent threshold values, highlighting the ease of prototyping of our approach.
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Figure 2: Finite State Automata for policy management

The generated orchestrator must choose the best policy among Selective dissemination, Dynamic
dissemination, and Hierarchical dissemination, behaving accordingly to the #nite-state machine in
Figure 2, where each state corresponds to an adopted policy and the transition conditions are given by
the heuristics. According to the work in [19], the following metrics can be gathered from data logs for
each policy:

• time: time elapsed since the start of fuzzing;
• input: total inputs gathered during fuzzing synchronization;
• input_good: useful inputs gathered during fuzzing synchronisation (assumed to be a subset of the
total inputs);

• edges_total: total number of edges between basic blocks in the application under fuzzing;
• edges: total number of edges covered so far;
• time_last_"nd: time at which a new edge was last discovered;
• queue: number of inputs currently in the queue (waiting to be processed);
• utility: number of fuzzers from which we receive inputs (only for the Dynamic policy).

Based on these metrics, we have encoded a distinct heuristic for each possible policy transition in
our grammar, grounded in the policy de#nitions and their respective operational constraints. These
heuristics are parameterised by thresholds, which we have empirically determined through multiple
executions of the distributed fuzzer. By systematically parsing the generated logs to collect performance
metrics, we identify the conditions and timing for switching policies to maximise exploration.
Speci#cally, the orchestrator switches from the Selective policy to the Hierarchical policy when the

ratio of useful input to total input drops below a threshold of 5%, indicating diminished returns from
hash-based dissemination and prompting a shift to cluster-based communication. A transition from
Selective to Dynamic occurs if no new basic block edges are discovered for more than 10 minutes or
if fewer than 10 inputs were exchanged during the last synchronisation, indicating stagnation and
motivating a more dynamic dissemination strategy. When operating under the Dynamic policy, the
system switches to Hierarchical if the utility metric, de#ned as the proportion of fuzzers contributing
inputs, falls below 50%, indicating that the interactions are e!ectively limited to fewer than half of the
total fuzzers. Conversely, a switch from the Dynamic to the Selective policy is initiated if a fuzzer’s
queue becomes excessively large and requires a more relaxed type of input dissemination to reduce its
backlog, speci#cally when the number of new inputs is zero, and the variation in queue size is less than
5. Conversely, under the Hierarchical policy, a switch back to Selective is triggered if any node’s input
queue size exceeds 500, re$ecting potential bottlenecks or overload in cluster communication. Finally, a



transition from Hierarchical to Dynamic is initiated when the queue size falls below 5, suggesting that
limited inputs are processed within clusters, thus reducing the bene#t of cluster-based exchanges.

4.1. Reference Implementation of the FCP

The FCP used in our case study is based on two main software components: the #rst one is automatically
generated from a grammar speci#cation, while the second relies on the generated code to initiate the
policy selection activity and communicate the selected policy to the distributed fuzzers.

The grammar-generated component operates at the textual level and consists of a parser for the log
#les. Tahr automatically generates this component from the grammar speci#cation detailed in Listings 4
and 5. Speci#cally, Listing 5 presents the attribute and symbol de#nitions. All gathered metrics are
represented as a single attribute named metric of type long. To distinguish between di!erent metrics,
we assign unique attribute names to each occurrence when de#ning the symbols in the grammar.

Due to Tahr’s requirement that each terminal symbol correspond to exactly one non-terminal symbol,
we de#ne two distinct symbols for each policy. Since we do not need to generate any output strings
containing metrics, we introduce a separate terminal symbol representing the policy to switch to, which
is linked to a non-terminal symbol distinct from the one used during parsing. The translation between
these symbols is handled by Tahr’s translational rules. Additionally, we de#ne reduction rules that
consolidate multiple occurrences of the same symbol into a single instance, re$ecting the expectation
that the observed policy remains consistent during parsing, since policy changes are controlled solely
by us.
In Listing 4, we present all the translational, reduction, and generation rules. Each symbol has

associated generation rules. All symbols include generation rules producing each of the other symbols,
meaning that a policy switch is possible from any state to any other state.
Tahr’s revert is also leveraged to prune the generation tree: its inherent non-determinism allows

random selection of generation rules, and after evaluating the relevant heuristic, if a rule is deemed
inapplicable, the system reverts and tries an alternative.

From this grammar, we generate the parsing and decision-making modules, which are then coupled
to a simple module that scans a designated directory every #ve minutes to read log #les produced by all
fuzzers. The Tahr-generated parser produces a single symbolic representation that is then translated into
an expandable symbol. Thar’s grow algorithm is used to always prioritise expansions into non-terminal
symbols #rst, so as to explore all possible policies. The outcome is a “vote” from the corresponding fuzzer.
The policy switch is applied only if a majority vote favours another policy, resulting in a voting-based
policy switching system.
Upon reaching a decision, we broadcast the policy change to all fuzzers. Each fuzzer periodically

probes change-policy commands, ensuring timely detection without blocking fuzzing operations. Upon
receipt, all fuzzers synchronously transition to the new policy, maintaining coordinated execution
across the distributed system.

4.2. Experimental Results

We have assessed the e!ectiveness of our FCP by comparing the fuzzing behaviour of the policies
presented in [19] against a dynamically-changed policy based on the heuristics encoded in the attribute
grammar. We also compare against the baseline AFL++ operations. According to the architectural
organisation in [19], a single fuzzing campaign employs di!erent fuzzing instances operating according
to various instrumentation methods and mutation strategies, such as AddressSanitizer (ASAN), LAF
instrumentation, comparison logging (cmplog), or classical mutation strategies (referred to as “other” in
the plots).
The target applications are taken from the fuzzer-test-suite repository1, as they are also used in the

reference Google OSS fuzz project [26]. Experiments have been conducted in a distributed environment
using three identical servers equipped with Intel(R) Xeon(R) CPU E5-2630 v3 @ 2.40 GHz, 128GB RAM,

1https://github.com/google/fuzzer-test-suite



Listing 4 Tahr Grammar Orchestration Rules
1 %%
2 hierarchical_t -> HIERAR_MET ;
3 selective_t -> SELECTIVE_MET ;
4 dynamic_t -> DYNAMIC_MET ;
5 selective -> dynamic {
6 if (!(($$.edges < EDGES_THRESH && ($$.time - $$.tlf > TIME_THRESH)) ||

no_new_input($$.input))){𝜔↑
7 revert;
8 }
9 } | hierarchical {
10 if (!(inputs_are_trash($$.input,$$.ig))){
11 revert;
12 }
13 } | SELECTIVE_COM ;
14 dynamic -> hierarchical {
15 if (!($$.util < n_fuzzer/2 -1)){
16 revert;
17 }
18 } | selective{
19 if (!($$.input-last_num_input == 0 && abs ($$.queue-last_queue)<QUEUE_THRESH){
20 revert;
21 }
22 } DYNAMIC_COM ;
23 hierarchical -> selective {
24 if (!($$.queue > QUEUE_THRESH)){
25 revert;
26 }
27 } | dynamic {
28 if (!($$.queue < QUEUE_LOW_THRESH)){
29 revert;
30 }
31 } | HIERAR_COM ;
32 %%
33 hierarchical_t <-> hierarchical{
34 $1.queue = $$.queue;
35 };
36 selective_t <-> selective{
37 $1.time = $$.time;
38 $1.input = $$.input;
39 $1.ig = $$.ig;
40 $1.edges = $$.edges;
41 $1.tlf = $$.tlf;
42 };
43 dynamic_t <-> dynamic{
44 $1.util = $$.util;
45 };
46 selective_t <- selective_t,selective_t{
47 $$.input = $2.input;
48 $$.ig = $2.ig;
49 $$.edges = $2.edges - $1.edges;
50 $$.time = $2.time;
51 $$.tlf = $2.time;
52 };
53 dynamic_t <- dynamic_t,dynamic_t{
54 $$.util = $2.util;
55 };
56 hierarchical_t <- hierarchical_t,hierarchical_t{
57 $$.queue = $2.queue;
58 };

and running Ubuntu 22.04 as the operating system. To validate our proof of concept, we have selected
the four applications reported in Table 1 as a reference for di!erent classes of applications. In the Table,
we also report the initial policy con#gured at system startup when the FCP is employed: we have used
di!erent initial policies to illustrate that, independently of the initial con#guration, the FCP is able to
adapt the campaign at runtime to di!erent (more e"cient) policies.
The results of our experiments are provided in Figures 3–6. Every 5 minutes, we have collected



Listing 5 Tahr Grammar De#nitions
1 %{
2 #include "utils.h"
3 %}
4

5 %%
6 %token SELECTIVE_MET,DYNAMIC_MET,HIERAR_MET,SELECTIVE_COM,DYNAMIC_COM,HIERAR_COM;
7

8 %attribute metric,long,!![+-]?[0-9]+!!;
9

10 %symbol selective_t,metric,time,metric,input,metric,ig,metric,edges,metric,et,metric,tlf,metric,queue;
11 %symbol dynamic_t,metric,t,metric,input,metric,ig,metric,edges,metric,et,metric,tlf,metric,util,metric,queue;
12 %symbol hierarchical_t,metric,time,metric,input,metric,ig,metric,edges,metric,et,metric,tlf,metric,queue;
13

14 //Parsable symbols
15 %symbol selective,metric,time,metric,input,metric,ig,metric,edges,metric,tlf;
16 %symbol dynamic,metric,util;
17 %symbol hierarchical,metric,queue;
18

19 %%
20

21 SELECTIVE_MET: "selective" " " time "," input "," ig "," edges "," et "," tlf "," queue ;
22 DYNAMIC_MET: "dynamic" " " t "," input "," ig "," edges "," et "," tlf "," util "," queue ;
23 HIERAR_MET: "hierarchical" " " time "," input "," ig "," edges "," et "," tlf "," queue ;
24

25

26 SELECTIVE_COM: "selective" ;
27 DYNAMIC_COM: "dynamic" ;
28 HIERAR_COM: "hierarchical" ;
29

Target Application Input Type Application Class Starting Policy
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Figure 3: Results for freetype2 benchmark

statistics associated with the number of edges collectively explored by the fuzzers—we refer to this
5-minute interval as an epoch. In the plots, we show the evolution over time of the explored edges for
each considered con#guration.
As can be seen, di!erent policies yield di!erent exploration throughput over time, also based on

the nature of the target binary. Some policies clearly bump into stagnation (see, e.g., Figure 5 for the
LAF and “other” cases). In most con#gurations, the solution that adopts our FCP is consistently able to
switch at runtime to the policy that, within a certain interval, is producing a signi#cant increase in
the explored edges, thus avoiding stagnation. For example, in Figure 4 (in the “other” case), the system
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Figure 4: Results for harfbuzz benchmark
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Figure 5: Results for libpng benchmark
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Figure 6: Results for re2 benchmark

starts using the hierarchical strategy, which shows a reduced e"ciency, but after two epochs the FCP
switches to the selective strategy, which allows to catch up with the exploration and quickly deliver
improved results.

In some scenarios (see, e.g., Figure 3 in the ASAN case), more classical fuzzing strategies, e.g. based
on AFL++, deliver a #nal coverage which is higher than that of any policy. This is also re$ected in
the FCP case: since no policy can deliver a better result than AFL++, our approach similarly cannot.
At the same time, it is interesting to note that the exploration is much faster at the beginning of the
campaign. This is particularly relevant if fuzzing is used in time-constrained environments, such as
when it is employed for automated testing in CI/CD pipelines. In this case, the goal would be to explore
as fast as possible a large part of the executable, possibly after every included patch. By switching to the
most e!ective policy, it is possible to explore a non-minimal part of the system under test in a reduced
amount of time.

All these results demonstrate that our grammar-encoded heuristics are capable of accurately capturing
the runtime dynamics of the di!erent policies and making the proper switch when required. In cases
where a policy dominates all the others (see, e.g., Figure 4), the FCP-based controller converges to this
policy in a reduced number of epochs, hence yielding faster exploration of the target applications.

It is also interesting to note that, if the stagnation is common to all considered policies, FCP does not



incur any additional overhead that could limit its exploration. This aspect can be observed in Figure 6,
for the ASAN case.
Moreover, our experiments also con#rm that convergence to the best policy is independent of the

starting con#guration. For instance, observing Figures 3 and 6, we note that the most e!ective policy is
Selective. By starting either in the hierarchical or dynamic policy, there will be a time when the FCP
decides to switch to the selective one and sticks there for the rest of the campaign.

5. Related Work

The literature on software testing and cybersecurity has recently explored several possibilities to
enhance the e"ciency of fuzzing, which are slightly related to the goals we have set for this paper. In
general, we can classify these proposals into three di!erent directions: grammar-based input generation,
algorithmic adaptivity, and orchestration frameworks.
Several works [36, 37, 38, 3] have focused on integrating formal grammars into the fuzzing loop

to improve the generation of structured inputs, to overcome the limitations of traditional bit-level
mutation strategies. These works essentially rely on context-free grammars (CFGs) or automata to
guide the fuzzer’s exploration. The common approach is to model the input fed into the system under
test, producing valid test cases that can pass the initial parsing stages of the target application and
reach deeper program logic. This body of work demonstrates the power of linguistic formalisms in
fuzzing, but the fundamental di!erence with our proposal lies in the object of the grammar. In particular,
we rely on attribute grammars not to generate (semi) valid inputs to the target, but to operate on the
meta-control level of the fuzzing campaign, using formal languages to govern the behaviour of the
testing infrastructure rather than the structure of the tests.
Our proposal also shares the ultimate goals of algorithmic adaptivity. Works in this direction aim

to improve upon static fuzzing by dynamically adapting the system under test’s exploration, mainly
through numerical optimisation or learning algorithms. In [16], the authors employ evolutionary
algorithms to tune parameters based on runtime feedback. Similarly, in [17], the authors use Multi-
Armed Bandit (MAB) strategies to select mutation operators. Although these systems share our goal of
runtime adaptability, they rely on black-box numerical solvers or prede#ned heuristic plugins. Our work
di!ers in that it elevates the control logic to a white-box linguistic level. Instead of optimising some
scalar objective function, our Attribute Grammar-based control plane parses the multi-dimensional state
of the fuzzing infrastructure to derive complex, semantic control actions, o!ering a level of expressivity
and veri#ability that is absent in statistical approaches.
Finally, the orchestration capabilities of our FCP compare to other modular frameworks proposed

in the literature, such as [21, 39, 40]. These frameworks focus on the structural modularity of fuzzing
campaigns by providing the infrastructure to plug in di!erent fuzzers, schedule tasks, or aggregate
metrics. In this sense, these works are orthogonal to our main focus, as theymainly solve the engineering
challenges of runningmultiple fuzzers. Indeed, their orchestration logic is hard-coded into the platform’s
core. All these proposals could bene#t from our approach, as we are most interested in logical modularity
by decoupling the decision-making logic from the execution engine.
Overall, the existing literature extensively discusses the use of grammars for input generation and

statistical methods for adaptive scheduling. At the same time, there is a signi#cant lack of research
formalising the orchestration logic itself, which we addressed by introducing a formal control plane
that treats the operational state of a fuzzing campaign as a language to be parsed.

6. Conclusions

In this work, we have explored the viability of replacing rigid, imperative control logic with a veri#able
Formal Control Plane grounded in Attribute Grammars. We have treated the operational state of a
fuzzing infrastructure as a sentence to be parsed and translated, and we have demonstrated how it is
possible to automatically generate a runtime controller. In this way, we have decoupled policy de#nition



from execution mechanics. As we have experimentally shown, this approach enables the construction
of e!ective orchestrators for fuzzing campaigns, which can also be easily based on the #ne-tuning of
decision-making heuristics, thanks to the more concise speci#cation of the Formal Control Plane.

Declaration on Generative AI

During the preparation of this work, the authors used Grammarly in order to: Grammar and spelling
check. After using this tool/service, the authors reviewed and edited the content as needed and take
full responsibility for the publication’s content.
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