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Abstract
The rapid advancement of deep generative models has enabled the large-scale creation of highly realistic deepfakes.
While these technologies support innovative applications, they also pose serious threats to trust, security, and
digital integrity. As a response, the FF4ALL project investigates deepfake media forensics through a unified
framework that integrates source attribution, passive detection, robustness analysis in realistic conditions, and
active authentication mechanisms. This paper provides a consolidated overview of the main scientific outcomes
achieved within FF4ALL. On the attribution side, novel hierarchical and open-world strategies are presented to
identify both the generation technology and the specific model instance responsible for synthetic content. For
passive detection, the project advances state-of-the-art methodologies in audio, visual, and multimodal domains,
with particular emphasis on generalization to unseen attacks, adversarial robustness, and explainability. Realistic
deployment scenarios are addressed through extensive evaluation under social-media compression, continual
learning, and out-of-distribution conditions. Beyond passive analysis, FF4ALL develops active authentication
solutions, including geometry-aware forensic features, fragile watermarking, cryptographic croppable signatures,
and blockchain-based timestamping.
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1. Introduction

Synthetic media produced by deep neural networks has become pervasive across images, video, audio,
and multimodal content [1]. Progress in deep generative modelling, from adversarial architectures
to modern diffusion-based systems, has progressively reduced the perceptual gap between generated
and natural signals [2, 3]. State-of-the-art (SOTA) models now deliver high-fidelity imagery and
photorealistic human faces, as well as natural-sounding synthetic speech and expressive talking avatars
[4, 5]. Advances in deepfake generation support creative content production, personalised media,
and accessibility, yet also enable large-scale deception, reputational damage, and privacy violations,
as documented in political communication and non-consensual synthetic intimate imagery [6, 7].
In parallel, research on deepfake detection and multimedia forensics has expanded at a comparable
pace. Initial efforts focused on specific visual artefacts or constrained manipulation scenarios, while
more recent work tackles cross-dataset evaluation, multimodal analysis, and increasingly sophisticated
generation techniques [8, 9]. Recent systematic reviews highlight both the diversity of detection
approaches and the rapidly growing volume of publications in this area [10]. Despite this intense
activity, deepfake detection remains characterised by an arms-race dynamic. Improvements in generative
modelling tend to erode previously exploitable artefacts, while detectors often rely on training data that
only partially cover the variability of real-world conditions. Many methods exhibit limited robustness
when confronted with unseen generators, new compression settings or acquisition conditions [11, 12].
Generalisation weaknesses, coupled with heterogeneous protocols and metrics, complicate cross-paper
comparison and hinder a precise assessment of how individual systems would behave in realistic
operational environments.

Operational scenarios typically require more than a binary authenticity decision. Depending on the
application, relevant tasks include attribution of synthetic media to generative technologies or model
instances, passive authentication of biometric and multimedia signals, evaluation of robustness under
realistic or adversarial channel conditions, and active protection throughwatermarking or cryptographic
signatures. Taxonomies proposed in recent literature group these tasks into complementary functional
areas and usually discuss them separately for different modalities and datasets [13]. A comprehensive
view that links attribution, passive detection, robustness analysis, and active protection within a single
architectural and experimental framework remains relatively uncommon.

The FF4ALL project (Detection of Deep Fake Media and Life-Long Media Authentication) was conceived
in this context [14]. The project aims to develop theoretical and practical tools to detect fake or
counterfeited content, trace media artefacts back to their origin, and support life-long authentication of
multimedia items through a combination of passive analysis and active protection mechanisms. The
overall research programme is structured into four work packages (WPs): deepfake attribution and
recognition (WP1), passive deepfake authentication methods (WP2), deepfake detection in realistic
scenarios (WP3), and active authentication (WP4). The present work offers a consolidated view of the
main scientific results achieved within FF4ALL, organised along these four research lines, and focuses
on problem formulations, methodological choices, datasets, and evaluation protocols.

The remainder of the paper is structured as follows. Section 2 provides a brief overview of deep-
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fake generation and detection processes, introducing the terminology and task definitions adopted
throughout the manuscript. Section 3 summarises the overall research framework, outlining the main
objectives and the role of the four work packages. Section 4 discusses deepfake attribution and model
fingerprinting techniques, which aim to identify the sources of synthetic media and the generative
models responsible for their creation. To provide a broader perspective, Section 5 examines passive deep-
fake and biometric authentication methods, Section 6 focuses on the practical challenges of detecting
manipulated content in realistic and adversarial scenarios, and Section 7 addresses active authentication
and infrastructural mechanisms for long-term integrity. A general discussion is provided in Section
8, synthesising insights across these components and highlighting open challenges. Finally, Section 8
summarises the main lessons and outlines directions for future work in deepfake media forensics.

2. Background and Related Work

2.1. Deepfake Generation

Generative models are a class of machine learning algorithms designed to learn the underlying prob-
ability distribution of a given dataset and to generate new samples that resemble real data. Unlike
discriminative models, which focus on predicting class labels or regression targets, generative models
aim to approximate the data distribution 𝑝𝑑𝑎𝑡𝑎 and synthesize samples that share its statistical and
semantic properties. They have become central in computer vision, speech processing and multimedia
applications, enabling tasks such as image and video synthesis, text-to-speech, style transfer and data
augmentation [15].

Within this broad family, deepfake media are typically produced by deep generative architectures that
operate on faces, voices or full-body representations. Early systems were mainly based on autoencoders
and their variants, whereas recent approaches increasingly rely on Generative Adversarial Networks
(GANs) and Diffusion Models (DMs), which currently dominate high-quality synthesis [16]. GANs
implement an adversarial game between a generator and a discriminator [17], while diffusion models
learn to reverse a gradual noising process [18]. Both families can be combined with additional modules,
such as facial landmark extractors, 3D geometric models or vocoders, to target specific modalities and
manipulation types (e.g., face swapping, facial reenactment, lipsync, voice cloning).

Generic pipeline for multimodal deepfake creation (image, video, and audio contents). In general,
deepfake creation involves a multi-stage pipeline that maps raw inputs to realistic synthetic media [15].
As illustrated in Figure 2.1, the process typically starts from data collection, where source and target
images, videos or audio recordings are gathered. A preprocessing stage follows, including operations
such as face detection, landmark localization, alignment, normalization and, for audio, feature extraction
(e.g., spectrograms or mel-frequency representations). During the model training phase, architectures
such as autoencoders, GANs or diffusion models are optimized to capture identity, expression, pose and
other relevant attributes. Once trained, the generation stage performs face swapping, facial reenactment,
attribute manipulation or voice conversion, often followed by blending and post-processing to obtain
seamless composites. Finally, an evaluation stage assesses the visual and perceptual quality of the output
and may optionally refine the model through adversarial training or human-in-the-loop feedback.

2.2. Deepfake Detection

The rapid progress of synthetic media generation has stimulated extensive research on deepfake
detection, with a growing body of literature proposing taxonomies, methodologies, and benchmarks
for assessing manipulated content [10]. Detection techniques aim to distinguish real from synthetic
media by analysing visual, temporal, physiological, or multimodal cues that current generative systems
struggle to reproduce consistently. Recent surveys highlight a progressive shift from handcrafted,
artifact-centric strategies to data-driven approaches capable of capturing subtle and high-dimensional
irregularities.



Despite the diversity of methods, deepfake detectors can broadly be categorized into four principal
families [8]: undirected learning-based approaches, artifact-oriented methods, biological signal analysis,
and texture or spatio-temporal consistency-based techniques. Each category targets conceptually
distinct aspects of manipulated content and exhibits different strengths and limitations, particularly in
real-world conditions characterized by compression, occlusion, motion blur, and domain shift [19].

Undirected approaches rely on deep networks trained to discriminate between real and fake content
without explicitly modeling specific manipulation artifacts or characteristics. Convolutional neural net-
works, transformers, and hybrid architectures learn latent representations directly from data, capturing
discrepancies that may be imperceptible to humans [20]. These methods historically achieve strong
performance on in-distribution datasets; however, their generalization remains limited when confronted
with unseen manipulations, new generative models, or platform-specific degradations. Recent work
explores domain adaptation strategies, latent space regularization, and data augmentation to mitigate
overfitting and improve robustness [21]. Although effective, these approaches often lack interpretability,
an important consideration in forensic and legal contexts, and can be sensitive to subtle variations in
content distribution [22]. Artifact-based methods exploit structural inconsistencies introduced during
generation or blending. Surveys consistently report several recurring artifact categories [15] for both
audio and video samples: i) spatial artifacts, such as boundary irregularities, inconsistent shadows,
unnatural reflections, or texture discontinuities around manipulated regions [23]; ii) frequency-domain
artifacts, which arise from limitations in generative models and can be observed through spectral
analysis, Fourier transforms, or wavelet decompositions [24] and iii) compression-induced cues, where
lossy encoding both obscures and accentuates patterns exploitable by detectors, iv) specificic noise,
such as channel pattern noise [25]. Biological signal-based detectors exploit physiological or behavioral
patterns that are difficult to replicate with synthetic generation systems [26], such as micro-fluctuations
in skin tone or subtle blood-flow indicator, eye-blink patterns, gaze trajectories, facial muscle dynamics,
or prosody–lip synchronization. Texture- and spatio-temporal-based approaches leverage fine-grained
spatial patterns and their evolution across video frames [27]. In particular, these detectors analyse
intra-face texture coherence, detecting mismatches between different facial regions or between subject
and background, temporal stability, since authentic videos and audio exhibit consistent texture and
time evolution, motion and semantic patterns, whereas manipulated contents often display flickering,
abrupt transitions, or unstable high-frequency details [28].

Beyond these general principles, the literature also distinguishes between audio-only, video-only,
and audio–video multimodal detection pipelines, depending on the modality under scrutiny and the
nature of the manipulation.

3. FF4All Project Overview and Research Objectives

The challenges outlined in the previous sections motivated a coordinated research effort aimed at
addressing deepfake media forensics in a systematic and multi-layered way. The FF4ALL initiative
(Detection of Deep Fake Media and Life-Long Media Authentication)1 was launched with this goal.
The project pursues theoretical and practical advances for detecting and combating manipulated or
fully synthetic media, tracing the origin of such content, and supporting long-term authentication
of multimedia items in realistic operating conditions. Passive analysis techniques that operate when
content is consumed or redistributed are combined with active protection mechanisms applied at
creation time, so that subsequent verification becomes more reliable and more transparent for end users.

FF4ALL focuses on deepfake media in a broad sense, including synthetic or manipulated images,
videos, and audio, as well as hybrid and multimodal scenarios. Particular attention is devoted to
applications where deepfakes have a direct impact on trust and security, such as biometric verification,
identity impersonation, social-networkmisinformation, and evidential use of digital media. The research

1Research project line in the context of Spoke 2 “Misinformation and Fakes”, funded by the Italian National Recovery and
Resilience Plan (PNRR), Mission 4 “Education and Research”, and by the European Union under the NextGenerationEU
programme.



agenda is guided by three overarching questions:

• How to characterise and detect deepfake content in a way that remains robust under new
generators, acquisition conditions, and post-processing pipelines?

• How to attribute synthetic media to underlying technologies, model instances, or training data,
and how to link such attribution to operational needs in forensic and security contexts?

• How to support life-long media authentication by combining passive forensic analysis with active
protection and suitable computational infrastructures?

More information on the consortium, partners, and public deliverables is available on the project
website.2.

3.1. Work packages and research lines

The project is organised into four Work Packages (WPs), each addressing a specific aspect of deepfake
detection and media authentication while remaining tightly connected to the others. The structure
reflects the layered view adopted in the remainder of the paper.

WP1 – Deepfake Attribution and Recognition. WP1 investigates how synthetic media can be
linked to generative processes. Research activities focus on the definition and extraction of fingerprints
of generative models and pipelines, on the attribution of content to model families or specific instances,
and on the recognition of technological or training-data characteristics that leave stable traces in images,
videos, or audio. Task 1.1 concentrates on deepfake fingerprints, including the study of statistical
or learned signatures left by different generators. Task 1.2 targets deepfake attribution in closed-set
and open-set conditions, considering both technology-level and instance-level attribution of synthetic
content.

WP2 – Passive Deepfake Authentication Methods. WP2 develops passive methods that assess au-
thenticity based solely on observed signals, without relying on embedded marks or external information.
Research topics include deepfake detection in biometric scenarios, where synthetic or manipulated data
target face or voice recognition systems, as well as more general multimedia-authentication settings.
Task 2.1 focuses on the interaction between deepfakes and biometric recognition, with emphasis on face
and voice. Task 2.2 addresses audio–video deepfake scenarios and multimodal consistency. Task 2.3
explores advanced detection strategies that aim to improve generalisation and robustness across datasets
and manipulation pipelines.

WP3 – Deepfake Detection in Realistic Scenarios. WP3 examines how deepfake detectors and
attribution tools behave under realistic operating conditions. Social networks, messaging platforms, and
content-delivery infrastructures often apply compression, resizing, filtering, and format conversions
that can obscure forensic cues. Task 3.1 considers image and video deepfakes “in the wild”, where
content originates from heterogeneous sources and undergoes uncontrolled processing. Task 3.2 focuses
on social-media environments, including platform-specific recompression and re-encoding workflows.
Task 3.3 studies adversarial settings, where manipulations are intentionally crafted to evade detectors
or attribution tools, and evaluates the robustness of proposed methods under a variety of attack models.

WP4 – Active Authentication and Infrastructure. WP4 develops active mechanisms and support-
ing infrastructures that facilitate long-term verification of media authenticity. Active fingerprinting
strategies for generative models are designed in Task 4.1, with the goal of embedding or inducing
identifiable patterns that support later detection or attribution. Task 4.2 addresses authentication of
devices and processing chains used for content acquisition and transformation, including signature
schemes and related protocols. Task 4.3 focuses on trusted remote media processing, with particular
2https://sites.unica.it/ff4all/

https://sites.unica.it/ff4all/


Table 1
Results of the deepfake attribution task in the image and audio domain

Domain Datset Performance

Guarnera et al. [34] Image

Real images: CelebA, FFHQ, and ImageNet
Synthetic Images:

9 GAN (AttGAN, CycleGAN, GDWCT, IMLE, ProGAN,
StarGAN, StarGAN-v2, StyleGAN, StyleGAN2)

4 text-to-image diffusion models (DALL-E 2, GLIDE,
Latent Diffusion, Stable Diffusion).

Level 1 (Deepfake Detection: Real Vs Deepfake)
Prec: 0,94 Rec: 0,99 F1: 0,96 Acc: 0,98

Level 2 (Deepfake Technology Recognition: GAN Vs DM)
Prec: 0,98 Rec: 0,99 F1: 0,98 Acc: 0,98

Level 3-DM (Deepfake Attribution)
Prec: 0,99 Rec: 0,99 F1: 0,99 Acc: 0,99

Level 3-GAN (Deepfake Attribution)
Prec: 0,97 Rec: 0,97 F1: 0,97 Acc: 0,97

Di Pierno et al. [37] Audio CodecFake, ASVspoof2021, FakeOrReal (FoR)
CodecFake: Prec: 0.9749, Rec: 0.9568, F1: 0.9658

ASVspoof2021: Prec: 0.9402, Rec: 0.9720, F1: 0.9558
FakeOrReal: Prec: 0.9724, Rec: 0.9576, F1: 0.9649

emphasis on cloud and edge computing systems and on distributed learning frameworks that enable
privacy-preserving training and deployment of forensic models.

4. Deepfake Attribution

The rapid spread of deepfake generation tools makes it increasingly urgent to develop advanced
techniques to identify the origin of synthetic content and fight its misuse. Deepfake attribution [29]
aims to determine which model or generative system was used to produce a given piece of content. This
does not only involve detecting the general type of model, such as a GAN or a diffusion model, but also
trying to estimate the specific model weights [30], which reveal the exact instance of the used model.

State-of-the-art approaches have shown strong results in recognizing deepfakes produced by GANs
[31, 32] and Diffusion Models [33, 34, 35]. These methods are able not only to identify the architecture
but also to capture model-specific traces left during the generation process. Early studies have also
explored this problem in the audio field, aiming to identify which generator produced synthetic speech
signals [36, 37]. In the Deepfake Attribution task, some SOTA methods focus on exploiting the unique
traces left by generative models. Ning Yu et al. [38, 39] introduced GAN fingerprints, showing that GANs
embed stable and identifiable patterns that enable fine-grained, model-level attribution, even under
adversarial perturbations. To handle real-world scenarios with fine-tuned or retrained models, Yang et
al. [40] proposed DNA-Det, which captures architecture-level fingerprints, extending applicability to
privately trained models. Sun et al. [41] addressed open-world attribution through Contrastive Pseudo
Learning, aligning features across both known and unseen forgery types. Finally, Guarnera et al. [29]
demonstrated that metric learning combined with a ResNET-18 backbone can discriminate between
hundreds of instances of the same architecture (e.g., StyleGAN2-ADA [42]), proving the feasibility of
instance-level attribution.

During the FF4LL project, several approaches were proposed. Below are just four of the most recent
approaches published for deepfake attribution: the first is based on image domain and the second
on audio domain. Guarnera et al. [34] proposed a hierarchical system for detecting and attributing
deepfakes able to distinguish real images fromAI-generated ones in Level 1, identify the technology used
between GAN and diffusion models in Level 2, and finally attribute the specific generative architecture
in Level 3. Using a multi-level pipeline based on ResNet-101, it achieves an accuracy of over 97%,
surpassing SOTA classifiers and methods, and remains robust under common image manipulations.
In the field of audio, Di Pierno et al. [37] proposed LAVA, a framework for audio deepfake attribution
that uses a convolutional autoencoder and attention-based classifiers to identify both the generation
technology and the specific model underlying the synthetic speech, achieving over 96% accuracy and
strong open-set robustness. Table 1 summarizes the obtained results.

The advent of open-world scenarios, where models encounter novel and unseen forgeries, has
motivated the development of benchmarks such as OW-DFA++ by Sun et al. [43]. This benchmark
combines labeled and unlabeled data to assess attribution methods in diverse and evolving settings, and



their Multi-Perspective Sensory Learning (MPSL) framework leverages multi-scale global–local feature
alignment and confidence-adaptive pseudo-labeling to improve attribution performance. A reliable
solution for Deepfake model recognition is crucial for intellectual property protection [44], enabling
the attribution of synthetic images or videos to their model owner and addressing issues of ownership
and accountability. Achieving this level of precision requires new strategies and tailored metrics [45],
especially when dealing with models trained with minimally different datasets or hyperparameters. In
forensic contexts, Deepfake attribution plays a role analogous to camera source identification, aiming
to trace synthetic content back to its specific generative model instance. This parallel highlights the
need for advanced techniques capable of ensuring authenticity and accountability in digital media.
Key challenges include distinguishing between closely related models, recognizing fine-tuned variants,
and maintaining robustness against adversarial attacks designed to conceal model fingerprints [46, 47].
Future researchmay benefit from integrating self-supervised learning, adversarial training, and ensemble
approaches that combine complementary signals for more reliable model attribution.

As part of the FF4ALL project, the WILD collaboration aimed to build a dataset for developing
and benchmarking synthetic image source attribution methods that can operate in the wild. The
WILD dataset [48] 3 is composed of a grand total of 20,000 images (which increase to 50,000 after
post-processing), split in two equal-sized parts: a closed set of 10 text-to-image generators, among
which 6 SOTA commercial models; an open set of 10 generators. Each generator was used to produce
1,000 images, half of which are used for training, while the other half is split into test and validation.
All the images in this latter half have three post-processed copies, with incremental levels of distortion.
Half of the open-set was also post-processed in the same way. Moreover, the closed set image subsets of
different generators were all generated using the same 1,000 prompts, to avoid prompt-induced biases.
These prompts were created with a dedicated python script, randomizing the image characteristics
and minimizing the possible distribution biases. This setup allows to test attribution methods in a
variety of real-world scenarios, including closed-set and open-set source attribution, also in presence of
post-processing. To validate the benchmarks of [48] and make the project’s findings accessible, the
collaboration developed the FF4ALL WILD Demonstrator4 (hosted on Hugging Face Spaces). This
web-based tool serves as an interactive interface for the SOTA attribution models trained on the
WILD dataset, effectively bridging the gap between the theoretical benchmarks and practical forensic
applications. This tool ultimately functions as a proof-of-concept for the FF4ALL project’s core mission:
establishing a reliable pipeline for Life-Long Media Authentication, where forensic tools can adapt to
new generators and withstand the degradations of real-world internet usage.

Moreover, the FF4ALL project contributed another dataset for synthetic image source attribution.
This dataset [49] is designed to develop and benchmark resynthesis-based attribution methods. The
dataset is composed of 11,000 images from 10 text-to-image generators, among which 7 cutting-edge
commercial generators, including Leonardo AI and Midjourney. Along with the dataset, a training-free
resynthesis method [49] based on CLIP feature extraction and distance calculation was released. The
methodology is computationally equivalent to a one-shot method. This method allows to beat all
the SOTA baselines for few-shot source attribution when less than 10 shots are available to train the
baselines.

5. Passive Deepfake Authentication Methods

Passive deepfake detection encompasses all techniques that assess the authenticity of multimedia content
without relying on embedded auxiliary information such as watermarks, cryptographic signatures, or
provenance metadata. Instead, these methods operate exclusively on the intrinsic properties of the
signal, its spatial, temporal, spectral, physiological, or semantic characteristics, to determine whether
it has been manipulated. As deepfake generation technologies continue to advance and synthetic
media increasingly circulate through uncontrolled real-world environments, passive approaches remain

3TheWILD dataset is available on Kaggle: https://www.kaggle.com/datasets/pietrob92/wild-in-the-wild-image-linkage-dataset
4The WILD Demonstrator is available at https://huggingface.co/spaces/AMontiB/Dimostratore_FF4ALL

https://huggingface.co/spaces/AMontiB/Dimostratore_FF4ALL


essential for retrospective analysis, large-scale monitoring, and forensic investigations, where trusted
metadata is typically unavailable.

Within the FF4ALL project, passive detection represents a foundational component of the broader
goal of safeguarding the integrity of digital media. The consortium has investigated complementary
strategies spanning the audio, visual, and multimodal domains, with an emphasis on generalization,
robustness to post-processing, and explainability, three aspects repeatedly identified in the literature
as critical yet unsolved challenges. These efforts include the study of latent-space and representation-
learning methods, artifact-centric analyses, biological and behavioral cue modeling, and cross-modal
consistency frameworks.

5.1. Audio-only Deepfake detection

Over the past few years, the rapid evolution of generative models has positioned audio-only deepfake
detection as a critical area within multimedia forensics. As synthetic speech becomes increasingly
realistic and more accessible to malicious actors, traditional detection methods face growing limitations,
particularly in generalization, interpretability, and robustness. These challenges motivate a diverse set
of research directions aimed at strengthening our ability to identify, analyze, and attribute manipulated
audio signals.

Within the FF4ALL project, substantial progress has been made in audio-only deepfake detection,
with research spanning multiple directions, from generalizable and robust binary classification methods
to one-class detection approaches.

Notably, efforts were devoted to developing a Mixture of Experts system that combines multiple
state-of-the-art detectors through an attention-based gating network [50, 51]. This system achieved
top performance in the SAFE challenge by leveraging the complementary strengths of each expert.
Complementing this, a one-class anomaly detection framework reframes deepfake detection as an
outlier problem, training solely on real speech and producing interpretable anomaly maps, which
improves generalization to unseen synthetic methods [52].

In the area of source tracing, the project introduced a source verification task inspired by speaker
verification, enabling attribution of synthetic speech to its originating generator and addressing open-set
challenges [53]. Fine-grained binary detection was also explored through phoneme-level Person-of-
Interest methods, allowing detailed and interpretable analysis of impersonations [54]. Additionally,
adversarial attacks against deepfake detectors were systematically investigated, assessing perturbations
in both time and frequency domains and proposing ensemble-based strategies to evaluate model
vulnerabilities [55]. Finally, the project extended its scope to the emerging field of singing voice
deepfake detection, analyzing audio representations and feature sets to improve detection performance
and understand the differences from standard speech detection [56]. Taken together, these works
reflect a broad and coordinated effort to advance the state of audio forensic technology. The FF4ALL
project contributes not only improved detection accuracy but also stronger interpretability, enhanced
robustness, and new methodologies for source attribution. By tackling fundamental challenges ranging
from unseen-generator generalization to adversarial resilience and domain-specific detection, the project
helps pave the way for more trustworthy and transparent audio deepfake analysis, addressing both
current threats and the evolving landscape of synthetic media.

5.2. Video-only and Image-only Deepfake detection

The visual branch of WP2 follows three complementary directions. A first line of work focuses on
representation learning for spatial artefacts and texture inconsistencies in facial regions, with an explicit
emphasis on generalisation across datasets and manipulation techniques. The second line targets
robustness to heavy compression, where conventional detectors suffer a marked performance drop due
to the loss of high-frequency cues. The third line examines how seemingly benign beautification filters
affect both deepfake and morphing attack detection, highlighting additional vulnerabilities that arise
when aesthetic post-processing is applied to synthetic content or bona fide images.



From the representation-learning perspective, the FF4ALL contributions explored different ways of
combining artefact-oriented cues with deep-learning features for frame-based video deepfake detection
under scale and compression changes. One approach relies on quality-based artefact modelling, where
a set of no-reference and full-reference image-quality measures is computed over multiple facial patches
in each frame, both on the original and on a high-pass filtered version, and organised into compact
quality–time matrices that are processed by two shallow Convolutional Neural Networks (CNNs)
branches whose scores are fused at video level [57]. Experimental results on FaceForensics++ [58] show
that this quality-driven representation improves cross-manipulation robustness with respect to plain
ImageNet-pretrained backbones, while keeping the architecture relatively simple and interpretable.
Furthermore, the proposed approach provided performance that is comparable to more complex state-
of-the-art deepfake detection systems often employed as benchmarks, such as RealForensics [59] and
LipForensics [60]. A complementary direction is represented by the Texture and Artifact Detector (TAD)
framework, which models explicitly the roles of textures and artefacts in a unified architecture [61].
The method represents each face image as the combination of a texture component and an artefact
component, and learns two dedicated subnetworks: a texture branch that uses deformable convolutions
and a self-supervised reconstruction loss to separate foreground and background facial regions, and an
artefact branch that focuses on residual traces introduced by the manipulation or by the acquisition and
compression pipeline. Score-level fusion of the two classifiers, combined with ensemble strategies over
different manipulation groups, yields improved generalisation on cross-dataset evaluations involving
FaceForensics++, CelebDF, DFDC and WildDeepfake, while maintaining competitive intra-dataset
performance.

Robustness to real-world compression is addressed in a complementary way by the High-Frequency
Enhancement (HiFE) network [62]. Quantitative and qualitative analyses on the raw, c23 and c40
versions of FaceForensics++ [58] show that standard deepfake detectors experience a sharp degradation
when moving from high-quality to highly compressed content, mainly due to the loss of discriminative
high-frequency details and the presence of compression artefacts. HiFE tackles this problem through an
unsupervised enhancement module that can be plugged into existing backbones. The module combines
a local branch based on block-wise Discrete Cosine Transform and a global branch based on Discrete
Wavelet Transform, together with a two-stage cross-fusion mechanism that reinforces residual high-
frequency information in compressed inputs. Experiments on FaceForensics++ at different compression
levels, CelebDF V2 and OpenForensics indicate that HiFE consistently narrows the performance gap
between uncompressed and highly compressed data, and improves detection accuracy in low-bitrate
scenarios without requiring supervision from high-quality reference material.

In [63], Battocchio et al. address the limitations of traditional CNNs in detecting AI-generated videos,
particularly their inability to generalize to new, unseen generative models. The authors propose a
novel video transformer detector that leverages a 3D Vision Transformer (ViT) backbone to analyze
video content not just spatially (frame-by-frame), but temporally, effectively capturing the inconsistent
motion artifacts that are often the ”tell” of synthetic media. Testing their method on a newly constructed,
diverse dataset comprising videos from five state-of-the-art open-source and proprietary generators,
the researchers found that their ViT-based approach significantly outperformed existing baselines.
Key results include a True Positive Rate of 95% and a True Negative Rate of 93%, demonstrating
superior accuracy and generalization. Furthermore, the study highlights the model’s ”few-shot” learning
capabilities, proving it can adapt to detect entirely new types of deepfakes with very little training data.

The interplay between visual manipulation and cosmetic post-processing is investigated in [64],
which analyses the impact of beautification filters on both deepfake and morphing attack detection.
The work considers a smoothing-based beauty filter with increasing application radius and evaluates
two widely used CNN-based detectors, AlexNet [65] and VGG19 [66], on CelebDF [67] for deepfakes
and on the AMSL dataset [68] for morphing attacks. Results show a systematic degradation of deepfake
detection performance as the smoothing radius increases, with shifts in the score distributions that
reduce the separation between real and fake samples. In the morphing scenario, the effect is even more
pronounced: error rates for morphing attack detection grow substantially, especially when beautification
is applied to genuine images, while filters applied only to morphed faces may even improve separability



Table 2
FF4ALL visual passive detection studies in WP2. Metrics are reported as in the original publications (Acc, AUC,
EER, all in %).

Method / study Protocol Dataset(s) Key quantitative results
Quality-based artefact
modelling [57]

Intra FF++ (video, all manip.) Acc = 99.49, AUC = 99.97
Cross FF++ cross-manip. (avg) Acc = 98.91, AUC = 99.94

Texture and Artifact
Detector (E-TAD) [61]

Intra FF++ (avg over DF, F2F,
FS, FSh, NT)

Acc = 95.40

Cross WildDF, CelebDF,
DFDC (avg)

Acc = 64.18;

HiFE high-frequency
enhancement [62]

Intra
FF++ (raw, c23, c40) AUC = 99.36 (raw), 92.83 (c23), 71.84

(c40).
CelebDF V2 AUC = 96.64
OpenForensics AUC = 99.03

ViT-based synthetic video
detector [63]

Intra VideoDiffusion (raw, c23,
c30, c50)

AUC = 88.00 (raw), 79.00 (c23), 70.00
(c30), 67.00 (c50)

Cross SORA, LUMA AI, Hun-
yuan, CogVideo, Run-
wayML (avg)

AUC = 94.20

“Deceptive Beauty” analysis
[64]

Baseline CelebDF (deepfakes),
AMSL (morphs)

CelebDF EER = 22.3 / 30.2 (AlexNet /
VGG19); AMSL EER = 27.6 / 19.0.

Beautified CelebDF (deepfakes),
AMSL (morphs)

CelebDF EER = 28.1 / 35.2; AMSL EER
= 41.2 / 37.3 (AlexNet / VGG19).

by emphasising differences with respect to the training distribution.
Table 3 summarises the main characteristics of these works, including their target scenarios, datasets

and qualitative performance trends.

5.3. Audio-video Deepfake detection

In recent years, researchers have increasingly turned their attention to multimodal deepfake detection,
aiming to analyze several types of signals at the same time for stronger and more reliable results. This
shift is driven by the shortcomings of conventional methods, which typically target only audio or
only video. Since modern deepfakes often manipulate both streams in intricate ways, relying on a
single modality can leave important clues unnoticed. Multimodal approaches address this issue by
jointly examining audio and visual cues to uncover cross-modal inconsistencies or hidden artifacts.
For example, a fabricated video might display highly realistic facial movements while revealing subtle
irregularities in the accompanying audio, such as poorly synced speech or background noises that feel
out of place.

Within the FF4ALL project, and based on prior findings [69, 27], current research has evolved in
two main directions. The first examines emotional consistency as a potential indicator of fake content.
While synthetic media can generate highly realistic faces and voices, reproducing natural emotional
dynamics remains a challenge. This line of investigation uses LSTM-based emotion prediction from
low-level audio and video descriptors, using the temporal progression of emotional cues as a signal to
differentiate authentic videos from manipulated ones. The second direction focuses on cross-modal
coherence. Deepfake generation methods may convincingly forge audio or visual streams in isolation,
yet ensuring semantic and temporal consistency between them is notably more difficult. To explore
this aspect, a multimodal detection strategy is being developed that analyzes audio–visual features over
time using time-aware neural models. A key characteristic of this approach is its reliance on separate
monomodal datasets for training, reducing dependence on scarce multimodal deepfake resources while
still aiming for strong generalization to unseen multimodal forgeries. Early investigations into different
fusion strategies suggest that combining complementary modalities can yield more robust detection
than treating audio and video independently.



Although the multimedia forensics field has made notable strides, several key challenges continue to
stand in the way of progress. One pressing issue for multimodal research is the scarcity of high-quality
audio–video Deepfake datasets. Most existing resources still emphasize a single modality, leaving a
significant gap for systems that need coordinated audio–visual training data. Explainability also remains
a major hurdle. Many current detection models provide little insight into how their decisions are formed,
which poses serious problems for forensic and legal settings where transparency and justification are
mandatory. Strengthening the interpretability of these systems is therefore essential to establish trust
and ensure they can be deployed in critical real-world scenarios.

6. Deepfakes Detection Method on Realistic Scenarios

The capabilities of generative models to produce high-quality fake content pose several challenges
for deepfake detectors acting in real-world scenarios [70]. Although deep learning models have
shown effectiveness in closed settings, their performance often deteriorates when applied in open
environments, where data distributions shift and novel manipulation techniques emerge [71, 72, 73]. In
addition, understanding and explaining the decision-making processes of deep learning models becomes
increasingly important in such unconstrained environments, both for ensuring trustworthiness and for
diagnosing failure cases [74]. Therefore, there is a growing need for detection methods that generalize
appropriately across real-world distributions, offering interpretable explanations of their predictions.
Building on the mentioned issues, a significant amount of recent research tries to identify the root
causes of poor generalization in deepfake detectors when evaluated on out-of-distribution (OOD)
samples. Recent studies agree that detectors tend to overfit to low-level acquisition or generation
artifacts present in their training sets, limiting their generalizability to unseen forgeries at test time
[75, 76, 77]. As a consequence, several studies propose to use semantic features to encourage models to
focus on forgery-invariant features rather than dataset-specific artifacts [78, 79].

Within the FF4ALL project, multiple efforts have been conducted to address OOD generalization
and the broader challenge of deploying deepfake detectors in realistic scenarios. In particular, Maiano
et al. [80] propose to detect OOD samples by leveraging the contextual properties of the attention
mechanism, while Wani et al. [81] decompose spectrograms into frequency bands in order to increase
robustness of deep models to unseen synthesis methods. Additionally, different approaches have been
tested on deepfake detection, as Leporoni et al. [82], who show that generating fake content introduces
possible inconsistencies in the depth of the generated images, and Mongelli et al. [83] exploit two CNNs
to extract and process spatial and temporal features concurrently. In a more realistic context, Cirillo
et al. [84] propose a framework that leverages explainability to assess the adversarial robustness of
deepfake detectors with generalization capabilities, evaluating models under both in-distribution (ID)
and OOD conditions and even in the presence of adversarial perturbations across the WILD dataset
[48]. Quantitative results are reported in Table 3.

Additionally, in [85], significant effort has been devoted to the development of a novel real-world
dataset, TrueFake. This dataset identifies a critical vulnerability in current synthetic image detection
systems: their inability to generalize to “in-the-wild” scenarios where images are shared via social media.
By constructing a massive dataset of 600,000 images, real and synthetic fromGANs and DiffusionModels,
and passing them through the actual compression pipelines of social networks, the authors demonstrated
that social media processing acts as a ”laundering” mechanism for forensic traces. The study found
that while the visual quality of the images remained largely intact, the subtle high-frequency artifacts
that detectors rely on were aggressively smoothed out by platform-specific compression, causing the
performance of state-of-the-art detectors to drop precipitously. However, the paper also provides a
solution: the authors discovered that by fine-tuning these detection models on the TrueFake dataset
(specifically the subset of images that had undergone social media processing), they could effectively
recover detection accuracy. This underscores the necessity of moving away from laboratory-clean
benchmarks and instead training forensic models on data that mirrors the destructive transformations
of the real digital ecosystem. Similarly, in [86] Montibeller et al. tackle a significant bottleneck in



Table 3
FF4ALL deepfake detection methods on realistic scenarios in WP3. Accuracy (Acc), precision (Pre), recall (Rec),
and attack success rate (ASR) are averaged and reported in % as in the original publications.

Method / study Protocol Dataset(s) Key quantitative results

Explainability-driven
adversarial assessment [84]

ID ProGAN images Acc = 99.70, ASR = 50.05

OOD
WILD (DALL-E 3) Acc = 51.20, ASR = 73.70
WILD (Midjourney) Acc = 50.00, ASR = 75.61

Continuous fake media
detection [88]

ID

IMLE Acc = 97.30, Pre = 99.42, Rec = 93.66
FaceForensics++ Acc = 64.65, Pre = 70.14, Rec = 48.03
CRN Acc = 94.36, Pre = 99.65, Rec = 89.51
WildDeepfake Acc = 51.22, Pre = 52.29, Rec = 21.32

OOD

IMLE Acc = 94.74
FaceForensics++ Acc = 94.12
CRN Acc = 95.98
WildDeepfake Acc = 53.87

video forensics: the ”domain gap” where video deepfake detectors performing perfectly in the lab fail
catastrophically when applied to videos shared on platforms like YouTube or Facebook. The authors
identify that proprietary social network algorithms apply aggressive compression (e.g., specific bitrate
control and resizing) that obliterates the fine-grained forensic traces used by standard detectors. To
solve this without the prohibitive cost and API limitations of uploading millions of training videos to
social media, the paper introduces the Social Network Video Sharing Emulator. The key finding is that
by probing a social network with a small set of ”probe” videos (fewer than 50), one can reverse-engineer
the platform’s specific encoding parameters (such as the constant rate factor and resizing logic). Using
these estimated parameters, the authors built a local emulator that mimics the degradation of major
platforms. The results demonstrate that detectors fine-tuned on locally emulated data achieve detection
accuracy comparable to those trained on actual social media uploads. This demonstrates that researchers
can robustly train ”social-media-proof” video detectors offline, effectively bypassing the need for direct,
large-scale interaction with social media APIs.

In parallel, continual learning frameworks are increasingly adopted to ensure that detection models
retain prior knowledge while adapting to novel manipulation. Wani et al. [87] address the critical
challenges of catastrophic forgetting and incremental learning by ensuring discriminative feature
extraction and computational efficiency. Tassone et al. [88] propose an analysis of two continuous
learning techniques on a short and a long sequence of fake media. The corresponding average results
are reported in Table 3. Overall, our experiments using explainability-based techniques and continual
learning frameworks demonstrate a consistent deterioration of deepfake detector performance under
OOD conditions, reflected in reduced accuracy and higher attack success rates. At the same time,
these approaches offer valuable insights, revealing the spurious or non-transferable cues that detectors
over-rely on, and the benefits of incremental adaptation to evolving manipulation techniques. Together,
they outline concrete pathways for improving deepfake detectors’ robustness, generalizability, and
resilience in real-world deployment. Moreover, Figure 1 shows a continual learning pipeline tailored
for deepfake detection under realistic, incremental update scenarios, as explained in [88]. Different
sources, such as generative models and social media, provide continuous data that are analyzed by
forensic experts. This ensures the system’s continual retraining. After that, these data are used for
continual learning and monitoring. The data drift distribution module raises an alert whenever OOD
data distributions are detected.

7. Active Authentication

Most deepfake detection approaches proposed in the literature are based on passive forensic analysis,
where authenticity is assessed after content creation and dissemination by inspecting intrinsic signal
artifacts [89, 90, 91]. In contrast, active deepfake detection relies on the proactive embedding of



Figure 1: Proposed CI/CD pipeline for deepfake detection reported in [88]. Different sources, such as
generative models and social media, provide continuous data that are analyzed by forensic experts. This
ensures the system’s continual retraining. After that, these data are used for continual learning and
monitoring. The data drift distribution module raises an alert whenever OOD data distributions are
detected.

fingerprints or watermarks during the content generation process, enabling direct verification of
provenance and authenticity at test time. This paradigm shift moves part of the forensic responsibility
upstream in the media production pipeline and requires the cooperation of the entity that trains and
deploys the generative model. FF4ALL has explicitly investigated active and trusted strategies that
shift part of the verification process upstream to the content generation, acquisition, and distributed
processing stages. This integrated perspective addresses both the intrinsic fragility of passive detectors
under adversarial conditions and the need for deterministic guarantees on content origin and integrity.
The limitations of purely passive detection have been clearly demonstrated through the analysis of
adversarial post-processing attacks. In particular, Coccomini et al. [92] showed that super-resolution
can be effectively exploited as a black-box attack to suppress forensic artifacts in face-swapped images,
leading to severe performance degradation of state-of-the-art deepfake detectors while preserving
high visual quality. These results highlight that detection systems based solely on visual artifacts are
inherently vulnerable to content enhancement operations that are increasingly accessible to end users.
To improve robustness and generalization, FF4ALL research also investigated detection features rooted
in physical image formation rather than appearance alone. Ciamarra et al. [93] proposed local surface
frames as geometric descriptors capable of revealing inconsistencies introduced by generative models,
particularly diffusion-based generators that lack a true optical acquisition process. This approach
was further extended by Affatato et al. [94] through the integration of surface frames with texture
information extracted from 3D Morphable Models, achieving significantly improved cross-generator
generalization and robustness to post-processing operations in cross-dataset evaluations. These results
indicate that geometry-aware forensic features represent a reliable direction to mitigate the rapid
evolution of generative models. Beyond passive analysis, FF4ALL has explored active protection
mechanisms based on data hiding and cryptographic authentication. Ghiani et al. [95] introduced a
fragile watermarking framework based on deep steganography for biometric and document images. The
watermark is embedded at acquisition time and enables both integrity verification and manipulation
classification, including morphing and replacement attacks, while preserving compliance with ICAO
imaging standards. This approach provides a practical realization of active deepfake detection, where
content authenticity can be verified deterministically rather than inferred statistically. Complementary
to signal-level watermarking, cryptographic authentication of visual content has been addressed through
the introduction of croppable signatures for JPEG images. Perazzo et al. [96] proposed a block-wise



signing scheme based on aggregatable BLS signatures, enabling robust origin authentication even after
legitimate spatial editing operations such as cropping. Any content-altering manipulation, including
deepfake generation, invalidates the signature, thus providing cryptographic repudiation of forged
media. Blockchain-based timestamping was further employed to extend the long-term validity of such
signatures beyond certificate expiration, ensuring non-repudiation and temporal authenticity over
extended time horizons. Finally, the problem of trust has also been addressed at the level of distributed
learning infrastructures for media verification. Garofalo et al. [97] introduced Federated Objective
(FedObj), a truth-aware aggregation strategy for federated learning that weights client contributions
based on their generalization performance on a trusted reference dataset. This mechanism significantly
improves robustness against poisoned or deceptive participants. In parallel, browser-based federated
learning architectures integrated within a cloud–edge continuum [98] have enabled large-scale, privacy-
preserving participation in collaborative training for multimedia forensics.

8. Conclusions

This work summarizes the main achievements of the FF4ALL project in deepfake detection, attribution,
and media authentication, highlighting a multilayer approach that integrates passive forensics, source
attribution, robustness evaluation, and active authentication. By addressing complementary aspects of
the deepfake life cycle, FF4ALL moves beyond isolated detection strategies and provides a unified view
of how reliability, provenance, and trust can be jointly enforced in modern multimedia ecosystems.

The project introduces realistic benchmarks and open-world evaluation settings for source attribution,
enabling the systematic analysis of synthetic content generated by both known and previously unseen
models. On the detection side, FF4ALL advances more generalizable techniques that are resilient to
diffusion-based generators, social-media compression, and adversarial manipulations, while also pro-
moting explainability-aware analysis for forensic interpretation. In parallel, active approaches based on
fragile watermarking, cryptographic croppable signatures, and blockchain-based timestamping enable
proactive media authentication and long-term provenance verification, complementing passive forensic
methods. Finally, trustworthy and privacy-preserving federated learning strategies demonstrate how
large-scale collaborative training can be made robust against malicious participants while safeguarding
sensitive data.

Despite these advances, significant challenges remain. The rapid evolution of generative models
continues to stress the generalization capabilities of forensic tools, standardization of datasets and
protocols is still limited across tasks, and explainability and legal admissibility remain open issues for
operational deployment. Overall, FF4ALL lays a solid foundation for future research on trustworthy
deepfake analysis and represents a step toward bridging the gap between academic forensics and
real-world media authentication.
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