
A Static Workflow for Cryptography Verification in 4G/5G
Basebands
Lorenzo Lucca1, Sara Da Canal2,3, Giuseppe Bianchi2,3 and Andrea Visconti1,*

1University of Milan
2CNIT National Network Assurance and Monitoring (NAM) Lab, Rome, IT
3University of Rome “Tor Vergata”, Rome, IT

Abstract
In this paper we detail a workflow devised to identify and verify cryptographic implementations within baseband
firmware. The approach combines constant-guided function discovery, semantic comparison against 3GPP
specifications, parameter bound extraction, and library fingerprinting. We apply the method to three commercial
firmware images from Samsung (Shannon) and MediaTek devices, finding and validating vendor implementa-
tions of KASUMI, SNOW-3G, AES, and 4G/5G integrity and confidentiality algorithms. Our analysis reveals
security-relevant issues, including incorrect S-Box indexing in KASUMI and a firmware update failure caused
by a malformed signature field. We further extract a 1792-bit RSA limit in Shannon and identify an outdated
OpenSSL 1.0.2c bundle in MediaTek, implying exposure to unpatched CVEs. Results demonstrate that structured
cryptographic verification in baseband firmware is not only feasible but essential for supply-chain transparency
and long-term security audits.
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1. Introduction

Modern societies depend on secure cellular infrastructures and connectivity for personal communication,
economic services, critical logistics, and essential public functions. At the core of every cellular device
lies the baseband processor, the component responsible for implementing the radio access protocol
stacks and guaranteeing end-to-end connectivity.

Far from being a simple modem, the baseband is an isolated computing subsystem, running its own
real time operating system, and executing hundreds of protocol-specific tasks. Its firmware is built
upon 3GPP specifications [1], which span hundreds of documents and thousands of pages written in
natural language. Such specifications are inherently complex, occasionally ambiguous, and therefore
prone to misinterpretation, making correct and consistent implementation particularly challenging
[2, 3]. Firmware images routinely exceed hundreds of megabytes, integrating protocol handlers for all
network generations from 2G to 5G within a single binary. The resulting code base is not only large,
but also historically layered: due to the need for backward compatibility, legacy protocol functions
must coexist with modern 4G/5G security mechanisms, so that code relative to older communication
network generations is kept inside new firmware, adding complexity and increasing the possibilities of
bugs.

Experience in telecom security repeatedly shows that highly stratified codebases tend to accumulate
technical debt over time. Past analyses in neighboring subsystems, such as SIM toolkits, AT command
handlers, and radio interface layers, have exposed outdated cryptographic libraries, unused legacy code,
and vendor patches applied unevenly across generations [4, 5]. Unlike other critical software domains,
baseband firmware is typically distributed without a Software Bill of Materials [6] or dependency
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manifest, preventing operators and auditors from knowing which cryptographic libraries or third-party
modules are currently embedded, which versions are deployed, and whether maintained variants exist.

This raises a foundational question: how can a security analyst assess the cryptographic soundness of
baseband internals when library composition, key parameters, and implementation details are opaque by
design?

Direct reverse engineering of full baseband images is rarely feasible in practice. Huge sizes, ar-
chitectural diversity, stripped symbols, proprietary loaders, multi-generation protocol layering, and
vendor-specific crypto implementations make holistic assessment prohibitively expensive. Even when
partial reversing succeeds, deriving assurance on algorithm correctness, parameter boundaries, and
update-signature logic remains burdensome without systematic methodology.

In this paper, we address this challenge by presenting a structured workflow for identifying, analyzing,
and verifying cryptographic implementations inside baseband firmware. Our approach combines
constant-guided function discovery, semantic comparison against 3GPP specifications, parameter bound
extraction, and library fingerprinting, enabling targeted validation without full firmware decompilation.

Applying the workflow to Samsung Shannon and two MediaTek platforms, we (i) verify vendor
implementations of KASUMI, SNOW-3G, AES, and 4G/5G integrity and confidentiality functions; (ii)
extract cryptographic parameter constraints, including a 1792-bit RSA limit; (iii) identify an operational
defect in firmware-update signature recognition; and (iv) fingerprint an outdated OpenSSL 1.0.2c
deployment, highlighting long-term patching gaps. Our results show that structured static assessment
of baseband cryptography is feasible and constitutes a necessary step toward verifiable security in
cellular devices.

The remainder of this paper is organized as follows. Section 2 provides background and reviews
related work. Section 3 describes the workflow and methodology. Section 4 details the system setup,
while Section 5 presents the analysis of cryptographic functions and libraries. Section 6 reports the
testing activities and results. Finally, Section 7 concludes the paper and outlines future work.

2. Background and Related Work

2.1. Baseband Processors

A baseband processor (BP) is a dedicated chip in a wireless device that handles all radio communication
functions, converting digital data into radio waves for transmission and vice versa, and managing all
layers of the related network protocols. Baseband processors usually run a real-time operating system
(RTOS) as their firmware. In this kind of system, the majority of functionality is implemented as a large
number of tasks that implement either OS functionality or cellular-specific functions and communicate
using message queues. Usually, every layer of a specific network protocol is managed by a different
task. As illustrated in Figure 1, a baseband processor communicates both with the application processor
— i.e., the main chip of the phone or other device on which the BP is used — using AT commands [7],
and with a series of peripherals [8].

The main functionalities of a Baseband are related to communication according to every network
generation, from 2G to 5G, and it manages all their protocols and all security aspects. For cellular
systems, this means treating the SIM as a peripheral that is contacted whenever keys are necessary
[9]. On the other hand, a Baseband is also responsible for auxiliary functionalities, like managing
over-the-air updates or GPS connectivity.

Baseband firmware is closed source, and analyzing chips from different vendors requires several
adaptations, considering that each one is based on a different ISA. We focus on Mediatek and Samsung
firmware (Shannon), which together covered almost half of the BP market in 2024 and 2025 [10], and
which have been the focus of several researches. Another major player is Qualcomm, which has been
excluded from security researches so far because their firmware is based on Hexagon, a proprietary
architecture, and is compressed [11].



Figure 1: Smartphone general architecture

2.2. Related Work

Different works related to baseband security focus on protocol fuzzing over the air, adopting a black-box
approach and avoiding firmware reversing, like [12], [13], and [14]. Projects choosing to test over the
air highlight the numerous difficulties in analyzing a complex baseband firmware, but also the limitation
of the over-the-air approach that can be overcome by static and dynamic analysis.

On the other hand, there have been different efforts whose focus was on detecting bugs or inconsis-
tencies by reversing, usually by choosing an interesting point based on debug strings and manually
reversing from there, thus lacking a systematic and automated approach [15], [16].

There are some works whose focus is on choosing a particular aspect of a baseband firmware and
developing static analysis tools to aid in analyzing some specific feature, like BaseMirror [17], which
automates AT command discovery, or BaseComp [18], which narrows the functions responsible for
4G and 5G integrity protection. The latter has demonstrated the presence of flawed implementations
of integrity functions, which are critical for device security, through semi-automatic methods for
identification based on factor graphs constructed from specification. Our work adopts a similar approach,
focusing on identifying generic cryptographic functions instead of specific ones. Another major focus
in baseband firmware static analysis is systems that facilitate comparing functions between firmware of
different chips or different versions, allowing manual analysis to be performed only once, like BaseSpec
[19].

Another thread of baseband analysis is emulation, with Firmwire [8] as state of the art. Emulation
still relies on static analysis, because to obtain a functional emulator heavy reversing is necessary.

In the context of general cryptographic analysis of binaries, there exist works such as CryFind[20]
that employ static analysis to automate the identification of cryptographic functions within binaries.
These works search for known strings and constants, and verify their presence with different encodings
to improve the match rate. Alternative methods are predicated on pattern matching through rules,
including those based on YARA[21]. The identification of cryptographic algorithms through their
structural characteristics has been a subject of research, with proposals relying on the sequence of
instructions to be executed, as evidenced by Grap[22].



Figure 2: Cryptographic Security Verification Main Workflow

A recent development in the field of automating the identification and analysis of cryptographic
function implementations involves the use of LLMs. In this context, both methods based on generic
LLMs, such as ChatGPT [23], and methods based on purpose-built LLMs, as in the case of FoC [24],
have been employed. These methods take advantage of the generalization capability of LLMs to reduce
the manual effort required for analysis, thereby facilitating the process.

3. Workflow and Methodology

A comprehensive analysis of cryptographic functions’ soundness and security needs to consider different
aspects. Cellular protocols’ integrity and encryption capabilities rely on specific cryptographic functions,
exclusively employed for cellular communications. No state-of-the-art library exists, and vendor-specific
implementations are common. However, basebands may require cryptographic functions for additional
purposes, such as verifying signatures of critical data during firmware updates. Implementing generic
cryptographic functions from scratch would be impractical and time-consuming, given the availability
of widely used and tested libraries.

As depicted in Figure 2, due to the different starting knowledge, the process for analyzing vendor-
specific or library functions is different: when verifying the correctness of the former, function iden-
tification is a preliminary step before manually comparing the function implementation against the
specification and verifying parameter compliance with security standards, while for the latter, focusing
on the used library can lead to better results. For this purpose, we leveraged a similarity-based method,
checking the binary for a set of well-known cryptographic libraries and manually comparing found
implementations to the source code in order to pinpoint a specific version. Once the library and version
are known, searching for security-relevant issues of even unpatched vulnerabilities is a straightforward
process.

For analyzing vendor-specific functions, some automation is necessary due to the huge size of the
analyzed binary. We employed a method based on cryptographic constants, expected call graphs, and
strings to identify promising functions to analyze; afterward, we select a number of significant checks
to perform on such functions:

• Semantic compliance with the specification
• Parameter length and boundary checks
• Constants and keys length and security

By defining a set of verifications to perform, static analysis can be sped up, and a comprehensive security
audit of cryptographic functions can be performed.



4. System setup

To enable the analysis of cryptographic functions implemented in firmware, a number of preliminary
operations were necessary. First, a firmware image must be acquired whose functions will be tested for
correctness. Then, preliminary automated analysis and decompilation can be conducted to create a
more comprehensible representation of the examined functions and extract useful data for subsequent
analysis stages.

4.1. Firmware Acquisition

Baseband firmware is typically packaged inside the chip, so it must be obtained before analysis can begin.
One possible approach is to leverage online update packages, a strategy that has been documented
for both Shannon [25] and MediaTek [26] processors. These techniques usually involve extracting a
series of nested archives and decompressing files. Another method involves extracting the firmware
directly from a physical device using adb [27] to read and write to the file system. However, this method
requires root privileges on the phone. Samsung phones also offer the option to extract RAM dumps —
i.e., snapshots of the device memory containing both booted firmware and data.

4.2. Firmware Loading and Preliminary Analysis

In order to analyze the functions contained in the firmware image, the image must first be correctly
loaded into a reverse engineering framework such as IDA [28] or GHIDRA[29] and a preliminary
automatic analysis must be performed. The first step in loading the binary into the software is specifying
the parameters related to the target processor architecture of the firmware. The chosen program must
naturally support the firmware architecture, either through official support or community-developed
extensions. To correctly load the binary, appropriate loaders are also necessary. Loaders interpret the
firmware’s specific format and map it to the software’s internal representation. Such tools exist for
Mediatek firmware [26] and Shannon firmware[25].

Once the firmware is loaded into the software, a preliminary automatic binary analysis phase must
be performed. During this phase, some of the firmware’s functions are identified. If the configuration
allows, strings and data contained in the binary can also be detected. Then, it is possible to decompile
the identified functions. Additional functions originating from calls made by the decompiled code are
discovered during this process, as well as other data used by these functions.

5. Static Analysis

In this section, we focus on identifying the cryptographic functions implemented in the firmware,
verifying that the cryptographic functions specific to the baseband domain — e.g., Snow-3G, KASUMI,
F8, F9 — were implemented according to specifications, ensuring that the cryptographic parameters
used followed international security standards, and analyzing the libraries employed to determine
their versions and thereby gain access to known vulnerabilities documented in the literature for such
versions. Various methods were used throughout these phases to establish a functional and robust
workflow for analyzing cryptographic functions in firmware.

5.1. Crypto Functions Identification

One of the main challenges in binary reverse engineering is function identification. In order to analyze
a given function, its implementation must first be located within the binary. When debug symbols are
available, the starting address can be retrieved by searching through function signatures. Function
signatures typically comprise the protocol name or module identifier and the function name. In such
cases, function identification is straightforward. However, when symbols are unavailable, alternative
methods must be used to locate functions.



Due to the large number of functions implemented within the baseband firmware, an exhaustive
search is infeasible. We have used two methods to identify and locate cryptographic functions of
interest: one based on string searches and the other based on the constants used by the functions.
These methods are used to identify functions that are specifically implemented by vendors and do not
belong to a library. Methods for analyzing library functions are described in a separate chapter. These
methods have already been widely adopted by previous studies, and have proven effective in identifying
functions [20].

In order to identify a function based on strings, it is first necessary to identify all of the strings
contained within the binary. Then, it’s possible to search for strings that can be linked to functions
related to the target function. High-level functions, which may use cryptographic functions, usually
have a logging mechanism to aid in debugging and status checking. These logging functions use
formatted strings with a similar structure that typically contains the protocol name or an identifier
at the beginning, followed by the function’s name. Searching for the function or protocol name in
the strings allows you to locate every logging entry in which the target function or the protocol to
which the function belongs appears. Then, it’s possible to analyze the function in which the identified
string is used to further identify the target function. In most cases, this process can be automated [30],
generating names for most high-level functions in the firmware. Otherwise, manual analysis can be
employed, which involves examining string constants within each function to identify references to
function names or protocol-related information, such as source paths.

Another widely adopted method is to identify functions based on the constants used. Cryptographic
functions often use constant values and tables, such as S-boxes. One way to identify functions that use
these constants is to search the binary for the constant’s signature. Once identified, reverse engineering
frameworks typically allow examination of data address references within functions. After generating
a list of functions that use the constant, a straightforward analysis can be performed to verify the
function’s semantics and compare it to the target function.

We have used a method to partially automate the identification of cryptographic functions. First,
a directed graph representing the target function structure is built using the function structure (an
internal call graph) and the constants used by each subroutine. The algorithm then searches for the set
of constants used by the subroutines. If these are found inside the binary, the algorithm proceeds to
build the reference graph of the constant set until the target function height is reached. Then, the target
function structure and the generated structure are compared for matches using subgraph isomorphism.
The main flaw of this approach is that it only uses the function’s structure and the constants used
to characterize it, without checking the semantics. This renders the approach very fast, but it also
produces many false negatives in cases involving functions with single constants and simple function
structures. For example, this occurs when identifying AES.

5.2. Analysis of Crypto Functions

We used static analysis to determine the correctness of the cryptographic function implementations.
The workflow used for each function was as follows:

• identify the target function;
• obtain the function specification from the organization;
• compare the implementation with the specification;
• identify possible security issues regarding the implementation.

The primary objective of this phase has been to compare the implementations of functions against
their respective specifications. Consequently, the decompiled code produced by the selected software’s
decompiler undergoes analysis to determine the function’s behavior. In the event that the observed
behavior does not align with the established specification, the function is considered to be problematic.
More precisely, the initial phase of the process entails the mapping of code segments that have been
decompiled to the discrete operations constituting a given function, in accordance with the established



specifications. In this manner, after isolating the operations, it is possible to verify that the two seman-
tics—theoretical and implemented—correspond. It is imperative to methodically examine the potential
outcomes of specific cases and the various possible input dimensions. Cryptographic functions are
defined from a mathematical perspective, whereas implementations are contingent upon the utilization
of the underlying hardware. For instance, if the specification of a function stipulates that it will accept
a 16-bit input, then it is highly probable that the implementation on a 32-bit architecture will employ
a 32-bit value to represent it. While this does not inherently constitute a problem, it is imperative
to ensure that only values the function can process are passed to it. To clarify, if a function employs
an S-Box that maps a 16-bit value to a 16-bit value, and this S-Box is implemented as a lookup table,
passing a value represented as 32 bits to this S-Box could result in memory access outside the S-Box
boundaries, potentially reading arbitrary data.

Previous studies [18] have documented examples of functions that behave unexpectedly when
given certain inputs, leading to security issues that expose the device to attacks. Even if a function
matches its specification, further analysis is needed to determine if security issues could arise from
its implementation. Examples of this include not checking pointers for null values, using unallocated
memory, and failing to manage errors correctly.

It is then necessary to check the functions that call the target function. An incorrect calling procedure,
failure to set up parameters correctly, and other implementation errors can result in a function that
cannot behave properly. Thus, it is necessary to analyze every function that interacts with the target
function and study how they interact to verify that the expected behavior is always guaranteed. Static
analysis is slow due to its manual nature, and it doesn’t scale. Therefore, a selection of the functions
to analyze is needed, even though this implies a level of uncertainty regarding the correctness of the
implementation. Analyzing the entire firmware using this approach would be extremely expensive in
terms of time and resources.

5.3. Analysis of Crypto Parameters

A problem arises when a cryptographic function is implemented correctly but used with insecure
parameters. For example, using an RSA function with a key of insufficient length results in an insecure
system, as it can be easily attacked to compromise the integrity and confidentiality. A crucial part of
the analysis is checking these parameters to obtain more information. Usually, analyzing cryptographic
parameters means analyzing the key length if the algorithm uses a variable-length key. This is often
done by providing an upper bound on the possible key length. The process of extracting information
about cryptographic parameters is as follows:

• Analyze the target function for potential parameter limits;
• Analyze the calling functions for potential parameter limits during setup;
• Analyze the stored parameters in the binary.

The analysis of the target function for parameter limits involves checking the decompiled code to
verify the presence of structural limits for parameter size. For example, a hard-coded value may be used
to represent the size of a parameter, remaining fixed regardless of the parameter’s actual size. Such
hard-coded values were identified in some of the analyzed functions, where they are used to bound
loops during parameter copying. These explicit parameter limits are generally the easiest to detect, and
their security implications can typically be assessed with minimal effort.

Another potential constraint on parameter sizing may arise from calling functions that pass working
parameters to cryptographic routines under analysis. Since these callers allocate, manage, and pass
parameters, they are responsible for the life cycle of the data structures containing them. Therefore, by
examining the calling functions, it is possible to extract useful information from memory allocation
and deallocation operations, as well as from more general structure-handling operations, such as
assignments to structure fields. In particular, memory allocation and deallocation can provide an upper
bound on the size of the structure containing the parameter and, consequently, an upper bound on
the parameter itself. Furthermore, structure management operations may reveal details about the



structure’s layout. For instance, printing routines or assignments to specific fields may reveal the
structure’s individual fields and their corresponding offsets. In most cases, parameters managed and
passed by calling functions are retrieved from device memory, such as flash memory, for example
cryptographic keys are stored on SIM cards. In other cases, some of these parameters may be stored
directly in the data section of the firmware binary instead. In these situations, it is possible to identify
the memory region where the parameters reside and analyze their structure. Examining this structure
allows for an exact determination of the size of the contained parameters and enables the execution of
security checks to detect potential issues related to the specific parameters in use.

Once bounds have been determined for the parameters used by the cryptographic function, it is
possible to compare them with the recommendations provided by current standards. This comparison
verifies whether the employed parameters conform to the prescribed requirements. In the event that
the parameters in use have been extracted directly, it is imperative to analyze them to ensure that they
do not exhibit security issues, such as known factorizations in the case of RSA keys.

5.4. Libraries Identification

The cryptographic functions that were manually analyzed in this work were vendor-specific implemen-
tations for baseband use cases. These functions were exclusively employed for cellular communications.
However, basebands may require cryptographic functions for additional purposes, such as verifying
signatures of critical data during firmware updates. The implementation of generic cryptographic
functions from scratch would be impractical and time-consuming, given the existence of libraries that
already provide the necessary functionalities. Given the focus of the analysis of firmwares in this work
on cryptographic functions, particular attention was devoted to libraries implementing cryptographic
capabilities.

A manual analysis of all the functions implemented by these libraries would be both slow and
inefficient. The majority of these functions are not used by the firmware, and the remainder typically
depend on runtime configuration. Therefore, they cannot be properly analyzed through static analysis
alone. To illustrate, within the OpenSSL framework, the majority of cryptographic operations are
encapsulated into discrete modules, designated as "engines." These modules facilitate the utilization of
diverse implementations for a given operation. In the context of static code analysis, the identification of
the implemented function can pose significant challenges. This is due to the possibility that the function
identifier may not be stored in the binary, resulting in its inability to be determined. Furthermore,
this process can be rendered excessively time-consuming, hindering its practical application. The
widespread adoption of these libraries has the potential to accelerate the analysis process. In the case of
open-source libraries, the source code and documentation can be examined to determine the security
of the implemented functions and their conformance to specifications. In such cases, the analysis of
cryptographic functions becomes more efficient, although the source code of these libraries is not
always straightforward to interpret due to preprocessor directives that may alter the generated code
based on configuration flags.

Another advantage of the pervasive utilization of these libraries across a myriad of software applica-
tions is the accessibility of security issue reports from other users and organizations. Leveraging these
reports enables a more efficient analysis approach: verifying the library version implemented in the
firmware and then querying public vulnerability databases to identify potential issues that may affect
firmware operation.

The initial step in this process is to identify whether the target library is contained in the firmware.
A number of function identification methods were employed, including:

• Debug symbol-based methods;
• Hash-based methods — e.g., IDA F.L.I.R.T.[31] and Ghidra Function ID;
• Function similarity-based methods — e.g., Ghidra BSim[32].

Each method has specific strengths and weaknesses. Symbol-based approaches depend on the availability
of debug symbols in the distributed binary, which cannot be assumed. Furthermore, they require either
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be familiar with the library’s naming scheme or have to access to a comprehensive function name list.
Although this approach can confirm the presence of a library, it cannot directly identify the version.
Thus, a subsequent code analysis remains necessary to verify the specific version implemented.

Hash-based methods, such as IDA F.L.I.R.T. and Ghidra FunctionID, operate by maintaining a com-
prehensive database of function signatures derived from hashes of the first bytes of functions. When
analyzing a binary, the hashes in the database are compared against the computed hash of each function;
an exact match indicates successful function identification. The primary limitation of this approach
comes from the requirement that library functions hashes be computed from a binary compiled with
the same configuration used for the firmware. Differences in target architecture, compiler choice,
or compiler configuration may result in hash mismatches even when the library is actually present.
Consequently, this approach proves ineffective without knowledge of these compilation parameters.
However, when such details are available, comparing hashes computed from a library binary generated
with the specified parameters against firmware function hashes enables precise version identification.
The fundamental challenge of this method lies in its lack of flexibility: achieving reliable function
matches would require computing hashes for all versions of the target libraries across all possible
compilation configurations, including different compilers.

An alternative approach employed for identifying library functions was the use of similarity-based
methods. The underlying principle of this approach is to use the decompiler to generate a feature
vector for each function contained in the binary. These features represent the control and data flow of
the function. The feature vector is then normalized to isolate the function’s behavior from its specific
implementation. Feature vectors are compared using cosine similarity metric, which enables functions
with similar functionality but different implementations to achieve high similarity scores. This approach
allows comparison of functions found in the binary with library functions regardless of differences in
compilers or even target architectures.

Once the library has been identified, its version must be verified. The process of identifying the version
can be executed through two distinct methodologies, depending on the available information regarding
the firmware compilation process. If the compiler used is known, different versions of the library
can be compiled and binary comparisons can be performed to identify differences using plugin tools
available within the reverse engineering framework. This approach enables version ranking even when
compilation option varies, ordering candidates from most probable (showing the greatest similarity) to
least probable (showing substantial differences, which are attributable not only to compilation processes
but also to actual functional changes and different available features).

If the compiler used to generate the firmware binary cannot be determined, the version can be verified
by manually comparing the decompiled functions with the source code. Specifically, one can compare
the functions present in the binary with those in the reference version of the library. For instance, one
can check for the addition of new functions that implement new behaviors. The objective of this initial
phase is to identify two reference versions: a lower bound version that lacks features implemented in
the firmware functions, and an upper bound version that contains features not supported by the library



Table 1
Summary of our testing activity

Firmware Sample Activities Security Concerns
Shannon Analysis of cryptographic function imple-

mentations (KASUMI, SNOW-3G, AES,
RSA) and identification of cryptographic
parameter sizes

RSA maximum key length below recom-
mended security standards

Mediatek 1 Analysis of cryptographic function imple-
mentations (KASUMI, SNOW-3G, AES,
RSA) and identification of cryptographic
parameter sizes

Potential incorrect memory access in the
KASUMI implementation

Mediatek 2 Analysis of cryptographic function imple-
mentations (KASUMI, SNOW-3G, AES,
RSA, DSA, ECDSA), identification of cryp-
tographic parameter sizes, and OpenSSL
version detection

Potential update failure due to a typo in a
field name; OpenSSL version 1.0.2c is no
longer supported

version used in the firmware. During this phase, it is not necessary to analyze the library’s source code
(see Figure 3). Examining the version changelogs and comparing it to the functions implemented in
the firmware is sufficient to identify version bounds and thus speed up the process. After identifying a
subset of candidate versions, the actual version used must be isolated. This stage requires analyzing
the public source code of the candidate versions and comparing them with the decompiled code of the
functions contained in the binary. Here, version control systems such as Git are crucial, as they enable
source code comparison between versions, allowing to focus solely on functions that change across
specified versions. These techniques allow for the rapid identification of the library version even when
automated analysis is not feasible. Once the library version has been identified, the next step is to verify
known vulnerabilities. This can be done by querying vulnerability databases with the library name and
version number. Examples of these databases include the National Vulnerability Database (NVD) and
the Snyk Vulnerability Database. However, other databases may also be consulted in the same way.

6. Testing activity

The methods described in this paper were tested (see Table 1) on three different firmware images: one
from the Shannon family, developed by Samsung, and two developed by MediaTek. The process for
each firmware image involved first identifying the cryptographic primitives implemented for baseband
functions, primarily KASUMI, SNOW-3G, and AES. Then, the focus shifted to the algorithms utilizing
these primitives, including F8, F9, EIA1, EEA1, EIA2, and EEA2.

Shannon Firmware: The analyzed cryptographic functions (KASUMI, SNOW-3G, AES, and RSA)
were found to be fully compliant with their specifications. An upper bound was determined for the
maximum key size usable with RSA. An in-depth analysis of the functions managing the key structure
revealed a function that compute the ASN.1 format representation of the private key. This function uses
7 buffers of 8 words each, each having 32 bits, to store the key components obtained from the functions.
Using this information, we are able to compute the maximum key size: 1792 bits. This result was then
cross-referenced with other functions using the key to verify this maximum size. The recommended
RSA key length is 2048 bits [33], consequently, the key used in this specific RSA implementation does
not satisfy this requirement.

MediaTek firmware (first): This firmware was selected and used in the Motorola Moto Edge 2022 device.
It is a MediaTek firmware for a MediaTek Dimensity 1050 SoC. We analyzed the same cryptographic
functions as in the Shannon firmware. These functions presented no issues apart an implementation of
KASUMI. In such implementation we identify a potential vulnerability in the 𝐹𝐼 function when 32-bit
values are passed and an incorrect memory access occurs, creating a potential security risk. The other
functions were found to be compliant with specifications during comparative analysis, despite having



a different implementation than what was found in Shannon. No bounds on specific cryptographic
parameters were found.

MediaTek firmware (second): For this firmware, the analysis goal was expanded to examine not only
baseband-specific cryptographic functions, but also the libraries using the described methods. The
specific cryptographic functions were found to comply with the specifications, though the error handling
was inadequate or entirely absent. Implementations of DSA, ECDSA, and RSA through OpenSSL were
verified as well. No issues were detected for DSA or ECDSA, as only signature verification methods
were used. RSA is implemented through OpenSSL as well, and no limit on key size was detected.
Through analysis of the public key management functions, 12 public keys used as trusted developer
keys were extracted from the firmware binary. Security checks were performed on these keys. No other
implementation errors were found except in a data signature verification function for critical data, used
during firmware updates, where a typo in the field "crticalDataSign:" prevents correct recognition of the
field "criticalDataSign:". This may prevent firmware updates if the received structure does not replicate
the existing error.

The OpenSSL version implemented in the firmware is 1.0.2c. This version was found using the
methods described above. It is important to identify the precise patch level to facilitate comprehension
of the vulnerabilities that have been addressed and the issues that remain unresolved. This particular
version has been out of support since January 1, 2020, and consequently no longer receives updates. It
should be noted that not all published vulnerabilities pertaining to this version pose security concerns,
as the firmware implementation utilizes only a limited subset of the library’s functions. However, the
deployment of these libraries is no longer supported, indicating a lack of regular updates to these
software components.

The adoption of three different firmware configurations made it possible to verify the versatility and
adaptability of our methodology. The main difference in the analysis process appears at the beginning,
during the environment setup phase, since different firmware requires different initial steps. Function
identification was carried out both by exploiting constants and function structures and by searching for
names in debug symbols when functions were harder to identify. Using these approaches, all predefined
target functions were successfully identified in every firmware. Once identified, the code analysis of
the functions and the study of cryptographic parameters were performed in the same way across all
firmware.

The methods that successfully identified libraries in the firmware were the search for library functions
in debug symbols and function similarity analysis using BSim. In contrast, comparing function hashes
with databases of known signatures did not produce the interesting results due to differences in library
versions and compilers. Notice that all these methods were tested on every firmware. On the contrary,
due to time constraints, library version identification was carried out on only one firmware. Although
manual, the method proved to be effective and appears applicable to other firmware without issues.

7. Concluding Remarks

In this paper, we presented a methodology aimed at evaluating the correctness of the implemented
cryptographic functions. The proposed approach provides a structured framework for analyzing
firmware at the baseband level, enabling a detailed assessment of cryptographic implementations and
their compliance with expected behaviors.

A key strength of the methodology lies in its independence from the specific baseband firmware
family under analysis. Although the approach was validated on three different firmware configurations
in this study, the results demonstrate that it is generally applicable and can be extended to other
baseband firmware with minimal adaptations.

Furthermore, the adopted approach enables the automated identification of cryptographic functions,
significantly reducing the amount of manual effort required during analysis. This level of automation
not only improves scalability but also facilitates the detection of potential weaknesses or vulnerabilities
within cryptographic implementations.



As part of our testing activities, we applied the proposed method to three commercial baseband
firmware images, one Samsung (Shannon) and two MediaTek. The analysis allowed us to identify and
validate vendor implementations of major cryptographic algorithms and to uncover some security
issues, including implementation errors and the use of outdated cryptographic components. These
results confirm the effectiveness of our approach for systematically testing baseband firmware and
highlight the importance of structured cryptographic verification for long-term security assessments.
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