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Abstract

In today’s digital landscape, organizations increasingly rely on cloud-based infrastructures to manage their
computational, storage, and networking needs. These environments provide scalability, flexibility, and cost-
efficiency, but also introduce growing complexity in maintaining robust cybersecurity practices. As enterprises
scale, Managed Service Providers are tasked with monitoring vast volumes of alerts, incidents, and system states,
often under tight time constraints and with limited human resources. Traditional incident management models,
while serviceable, frequently struggle to keep pace with the volume and urgency of modern security demands.
As such, there is need for intelligent, automated solutions that can support human operators in prioritizing
and resolving security alarms more effectively. Large Language Models and generative Al techniques have
recently shown great promise in addressing such challenges by enabling context-aware reasoning, summarization,
and decision support. This paper presents ADA, an Al-powered assistant for supporting security operations
through intelligent alarm triage and incident management integrating generative Al capabilities with a manual
Retrieval-Augmented Generation mechanism to enhance the contextual accuracy and relevance of responses.
ADA can be deployed on a modular cloud-native architecture that includes serverless components to enable
integration within enterprise communication environments. Evaluation on real-world alarm data showed a
response accuracy of 91.35%, significantly reducing operator workload and resolution times.
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1. Introduction

The rapid adoption of cloud computing has fundamentally transformed how organizations manage com-
putational, storage, and networking resources. Cloud-based infrastructures offer significant advantages,
including scalability, operational flexibility, and cost efficiency. However, these benefits are accompanied
by increasing complexity in maintaining comprehensive cybersecurity postures. Modern enterprises
generate vast volumes of security alerts, events, and operational telemetry, creating challenges for
human operators tasked with monitoring, analyzing, and responding to potential threats. Managed Ser-
vice Providers (MSPs) [1] play a critical role in supporting enterprises by delivering continuous security
monitoring, incident detection, and response services. Despite advancements in security information
and event management (SIEM) [2, 3, 4, 5, 6, 7] systems and automated rule-based detection, traditional
incident management processes are often insufficient to keep pace with the scale, velocity, and sophisti-
cation of modern security operations. Analysts frequently face alert fatigue, delayed incident response,
and difficulty in prioritizing alarms effectively, all of which can compromise the overall security posture
of the organization. Recent advances in artificial intelligence, particularly Large Language Models
(LLMs) and generative Al techniques, have opened new opportunities to augment human analysts also
in security operations. In the past years, generative Al and LLMs have found broad applicability across
a wide range of domains, driven by their ability to generate, transform, and reason over unstructured
data [8]. In natural language processing, they are used for tasks such as text generation[9], summa-
rization [10], translation [11, 12], and question answering [13], enabling more natural and efficient
human-computer interaction. In software engineering, LLMs support code generation, debugging,
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documentation, and test case creation, improving developer productivity and code quality [14]. In
cybersecurity and IT operations, generative Al systems assist with threat detection and analysis [15],
incident response [16], security automation [17], forensics [18], penetration testing [19], phishing
detection [20], chatbots [21] and beyond. Furthermore, beyond technical domains, generative models
are increasingly applied in healthcare for clinical documentation, decision support, and medical imaging
analysis [22], in finance for risk assessment, fraud detection, and automated customer support [23].
Creative industries also benefit from generative Al through applications in image, audio, and video
synthesis, as well as design and storytelling [24]. Collectively, these applications highlight the versatility
of generative Al and LLMs as general-purpose technologies capable of augmenting human expertise,
streamlining complex workflows, and enabling new forms of intelligent automation across diverse
sectors. Regarding incident response, relying on generative Al features such as context-aware reasoning,
natural language understanding, and automated summarization, can be suited for Al-powered assistants
that can support alarm triage, incident classification, and decision-making processes, enabling faster
and more accurate responses providing not only operational efficiency but also improved situational
awareness and reduced human error.

In this work, we conduct a comprehensive evaluation of alternative design choices for Al-assistants
aimed at enhancing security operations, with a particular focus on intelligent alarm triage and incident
management. Based on such evaluation and the insights gained we present the design and implementa-
tion of ADA, an Al-powered assistant that supports security analysts in the decision-making processes.
ADA combines generative Al capabilities with a manually engineered Retrieval-Augmented Generation
mechanism to enrich model responses with domain-specific knowledge, thereby improving contextual
accuracy and relevance. To demonstrate the feasibility of the proposed approach, we implemented a
proof-of-concept assistant within a modular, cloud-native architecture that leverages serverless com-
ponents. This design enables scalable deployment and facilitates seamless integration with existing
enterprise communication platforms and IT service management environments.

Summarizing, in this paper we make the following contributions:

« We present a through evaluation of various Al-based solutions for enhancing incident response
workflow, discussing over the trade-offs between multiple key factors that affect the general
operational workflow.

« We design and implement ADA, an Al assistant that integrates generative Al with retrieval-
based mechanisms for security alarm triage. We provide information on how to implement such
solution on an already existing cloud-native architecture for deploying Al-powered assistants
within enterprise and MSP environments.

+ We evaluate ADA on operational alarm datasets, highlighting improvements in response accuracy,
workload reduction, and time-to-resolution.

This paper is organized as follows: Section 2 provides background information necessary to under-
stand the upcoming sections. Section 3 introduces ADA our Al-powered assistant alongside the key
driving factors that lead us to the final solution architecture and its evaluation. Section 4 discusses the
related works in the domain and section 5 concludes the paper.

2. Background

2.1. Managed Service Provider

A managed service provider (MSP) is a company that specializes in providing and managing IT services
for organizations of various sizes. These providers offer advanced solutions that include specialized
servers, networks, and applications, ensuring security and business continuity. Applications and
infrastructure provided by MSPs are typically hosted in cloud environments, where they are managed
and monitored. MSPs often operate as providers of web hosting or enterprise application services,
allowing enterprises to outsource the management of their IT infrastructure through tailored delivery
contracts. This model enables companies to focus on their strategic activities, delegating responsibility



for technical administration, system upgrades, and IT security to MSPs. This approach ensures that
companies reduce operational costs while maintaining flexibility and scalability of resources.

[ Monitoring and Detection H Alarm Trigger H Team Notification H Team Intake H Incident Report ]

Figure 1: The incident response management workflow.

Nowadays, by considering the large amount of data processed, rapid incident detection and effective
resolution are critical to maintain business continuity and minimize service disruptions. A well-
structured incident management process enables organizations to respond quickly to unexpected issues,
but also supports continuous improvement because it can identify root causes and preventing future
events. Typically, the incident management process consists of five main steps, namely monitoring
and detection, alarm trigger, incident response team notification, incident response team intake (and
resolution) and lastly, the incident report as shown in Figure 1. The monitoring and detection steps
relies on the use of tools that can monitor any anomalies in the monitored resources and then if a
problem is detected or certain watched parameters surpass a pre-determined threshold, an alert is
generated. This alert automatically triggers an incident notification to the MSP incident management
team and subsequently the team follows the resolution procedure for that alert type and upon resolution
a report containing the timeline of the incident, causes, and key insights for future improvements to
prevent such incident form happening is produced by the team. With ADA, our aim is to position our
Al-assistant in the Team Intake step, in order to enhance the operations team situational awareness and
provide fast and swift access to operational guidelines and suggestions on steps to undertake to resolve
the incident following the company’s standard operational procedures.

2.2. Deep Learning

Deep Learning (DL) relies heavily on the use of neural networks, which are ML algorithms inspired by
the human brain and are designed to resemble the interactions among neurons [25]. While standard
ML algorithms require the presence of handcrafted features to operate, NNs determine relevant features
on their own, learning them directly from the input data during the training process [26]. Two main
requirements underline the success of NNs in general: 1) substantial quantities of rich training data,
and 2) powerful computational resources. Large amounts of diverse training data enable NNs to learn
features suitable for the task at hand, while simultaneously preventing them from memorizing the
training data. Such features are better learned when NNs have multiple layers, thus the deep neural
networks. Research has shown that the single-layer, shallow counterparts are not good at learning
meaningful features and are often outperformed by other ML algorithms [26]. DNN training translates
to vast numbers of computations requiring powerful resources, with graphical processing units (GPUs)
a prime example. Deep Learning is the key factor for an increased interest in research and development
in the area of Artificial Intelligence (AI), resulting in a surge of ML based applications that are reshaping
entire fields and seedling new ones. Variations of DNNs have successfully been implemented in a
plethora of domains, including here, but not limited to, image classification [27, 28, 29], natural language
processing [30, 31, 32], speech recognition [33, 34], data (image, text, audio) generation [35, 36, 37, 38],
cyber-security [39, 40, 41] and more.

2.2.1. Generative Al

Generative Al is a branch of DL where the focus is for the model to learn underlying data distributions
and produce novel synthetic outputs. Early deep generative methods include Variational Autoencoders
(VAEs) [42, 43], which formalized latent-variable modeling through variational inference and enabled
tractable learning of continuous latent spaces. Generative Adversarial Networks (GANs) [44] advanced
the field by introducing an adversarial training paradigm that produced highly realistic samples, particu-
larly in imaging domains. In parallel, energy-based models [45, 46] provided an alternative probabilistic
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Figure 2: The Retrieval-Augmented Generation pattern, which combines retrieval of relevant external documents
with generative models to produce more informed and contextually accurate responses.

framework in which data generation and inference were governed by learned energy functions defining
relative likelihoods. Normalizing flows [47, 48] offered a complementary direction, enabling exact
likelihood estimation and invertible transformations that map complex data distributions to simpler
ones while retaining efficient sampling capabilities. In recent years, diffusion models [49, 50] achieved
state-of-the-art performance in high-fidelity generative tasks by iteratively denoising samples drawn
from learned diffusion processes. Building on these foundations, transformer-based architectures [51]
expanded generative modeling into large-scale sequence domains, enabling context-aware generation
through self-attention mechanisms and giving rise to Large Language Models (LLMs) [52, 53, 54, 55, 56]
capable of advanced reasoning, summarization, and code synthesis. Through the years, these generative
models have found their way into a diverse and rich range of applications such as text, image, audio
recognition and synthesis, and even security applications improving significantly on their predecessors.

2.3. Retrieval Augmented Generation

Retrieval-Augmented Generation (RAG) [57] is a hybrid approach that enhances the performance of
language models by integrating external knowledge retrieval into the text generation process. Instead
of relying solely on the model’s internal parameters, which are fixed after training, RAG first retrieves
relevant information from a large corpus, such as documents, web data, or knowledge bases. This
retrieved content is then provided as context to the generator (such as an LLM), which uses it to
produce more accurate and contextually rich responses. This framework is particularly effective in
open-domain question answering, and domains where up-to-date or domain-specific information is
crucial. By decoupling knowledge storage from model inference, RAG systems mitigate issues related
to model hallucination, enable rapid updates to organizational knowledge without retraining, and
support fine-grained control over the scope of information accessible to the model. This approach has
become foundational in enterprise applications, including security operations, incident response, and
technical support [58, 59, 60], where reliable information retrieval must accompany natural language
reasoning. Figure 2 presents the RAG pattern in practice in the context of incident response. Upon
alarm triggering, the alarm identifiers such as name are embedded to then subsequently search a
knowledge-base containing information about the specific alarm. This provides auxiliary, helpful
information to enhance the base prompt, upon querying the subsequent LLM model, subsequently
allowing the model to provide more accurate and contextualized alarm resolution feedback.

3. ADA

The goal of ADA is to enhance the efficiency and accuracy of Managed Service Providers in cloud-based
environments. To do so, considerations need to be taken into account when it comes to the level
of complexity regarding the initial setup and maintenance of the system, as are needed also for the



performance in the intended task. To gather such insights we decided to evaluate the Generative Al
stack of Amazon, aiming at providing general-enough insights that are applicable to other vendors
in the Al ecosystem. In what follows we provide a description the functional and non-functional
requirements that guided its development, followed by a discussion of candidate components, the
evaluation methodology used to select them, the final architecture, and considerations for deployment
and integration.

3.1. Requirements

The development of ADA was guided by a set of functional and non-functional requirements derived
from the operational needs of MSP security teams. These requirements reflect the necessity to handle
large volumes of security alarms efficiently while maintaining accuracy, reliability, and responsiveness.
In addition to supporting core capabilities such as alarm triage and contextual assistance, the system
was required to integrate seamlessly with cloud-native infrastructures and existing operational tools.
This subsection summarizes the key requirements that informed subsequent design and technology
selection decisions.

» Accuracy: Percentage (%) of correct answers over the total attempts. A correct answer is defined
as when the input alarm matches the procedure provided in the output. We set the accuracy
threshold at 75% to consider a solution viable or not.

« Quality: Evaluation of the correctness of details in an answer relative to the total details across
all answers. Quality values below the threshold of 3 out of 5 points make the solution unsuitable.

« Quantity: Assessment of the number of details in an answer relative to the total number of
details possible in that answer. Quantity values below the threshold of 3 out of 5 points make the
solution unsuitable in our setting.

+ Response Time: The amount of time, measured in milliseconds (ms), required for the system to
provide an output.

« Model Response Time: The time taken for interactions with Al models, measured in milliseconds

(ms).

Initial Setup Effort: The effort required to build the solution from scratch.

« Maintenance Effort: The effort needed to keep the solution updated or to recover it in case of
disruption.

Flexibility: The ability to implement changes to the infrastructure or to tune the model once the
system is live.

Availability: An indicator of the probability that a system will perform its intended functions
correctly and continuously without interruption.

« Maximum Throughput: Measures the system’s ability to withstand stress.

« Time to Train: The measured time required to train the model.

« Cost: Overall costs associated with the solution and its scalability.

3.2. Candidate Solutions

To meet the identified requirements, several candidate solutions were examined for the desired end
goal, that of seamlessly building an Al assistant for enhancing the operational efficiency of MSP
teams. These included alternative generative Al models, retrieval mechanisms for contextual grounding,
and deployment strategies based on cloud-native services. Rather than assuming a single predefined
approach, the design process explored multiple options in order to understand their respective trade-offs
in terms of performance, complexity, cost, and operational suitability. The candidate solutions were
chosen from the same Generative Al stack provider, for simplicity in evaluation and able to provide
transferrable insights on other providers. The chosen stack was the Generative Al stack from Amazon
which comprises applications, services and infrastructure at different granularity and complexity levels.
The stack is divided into three main layers namely the a) productivity boosting applications (known as



Table 1

Performance comparison of different approaches for Incident response

SageMaker + RAG

SageMaker + fine-tuning

Bedrock + manual RAG

Bedrock + fine-tuning

Bedrock + knowledge base

Amazon Q (Business)

Accuracy 79.9% 6.15% 91.35% 0.95% 84.7% 75.7%
Quality -
Quantity - |
Response Time 14.2s 4.8s 5.4s 2.3s 7s 5.7s
Model RT 13.3s 4.5s 4.6 1.9s 6.7s 5.4s
Initial Setup Effort =12h =%h =11h =4h =3h =3h
Maintenance Effort High High Medium Medium Medium Medium
Flexibility High High Medium High Medium Low
Availability 99.3% 99.85% 99.2% 99.8% 99.7% 99.8%
Max. Throughput 3vU 30VU 30VU 30VU 30VU 30VU
Time to train ~2min =~6h ~2min =1h ~5min ~15min
Cost per Month 2.776 USD 1.458 USD 158 USD 5.121 USD 225 USD 105 USD

Amazon Q), b) Models and Tools to build generative Al applications (known as Amazon Bedrock) and
c) Infrastructure to build and train Al models (known as SageMaker).

3.2.1. Amazon Q

Amazon Q is a service that simplifies the integration and utilization of Al-driven content and conversa-
tional interfaces. It’s designed to provide natural-language assistance across tasks, from generating code
and summarizing documents to answering queries informed by enterprise data and driving productivity
in applications like analytics and contact center automation. It is envisioned to use if the goal is to
enrich the user experience through a virtual assistant capable of real-time interaction, integrating mul-
tiple knowledge sources to provide contextual and personalized responses. It is built on top of AWS’s
foundational models (such as Titan) and leverages generative Al capabilities for interactive dialogue
and task execution. Generally speaking Amazon Q can be classified as a cloud-hosted customizable
Al-assistant service.

3.2.2. Amazon Bedrock

Amazon Bedrock is a fully managed AWS service for building and deploying generative Al applications
by providing access to a variety of high-performance foundation models from AWS and partner providers
through a unified APL It abstracts infrastructure management and allows developers to focus on
experimenting, customizing via techniques like RAG, and integrating generative capabilities directly
into applications without managing model hosting or scaling. Generally speaking Amazon Bedrock can
be categorized as a managed foundation model inference service.

3.2.3. Amazon SageMaker

Amazon SageMaker is a fully managed, end-to-end cloud platform for machine learning, covering the
entire ML life-cycle, from preparing data, training and tuning models, to deploying and monitoring
them at scale. It supports custom model development and training as well as hosting pre-built models.
In general terms, the SageMaker belongs to the comprehensive machine learning platform category.

Summarizing, in the Generative Al stack we chose as representative, each layer is designed to
address specific and complementary needs within Al generative technologies: Amazon Q users can
take advantage of an already complete solution without having to delve into complex implementation
concepts needing only to make slight modifications to fit the specific project. Amazon Bedrock offers
simplified integration via API and fully serverless management, removing the complexity associated
with infrastructure management and allowing the team to focus on innovation and customization of Al
applications and Amazon SageMaker provides an environment for building and abstracting AI models
from scratch, thus requiring the highest level of expertise.



3.3. Candidate Evaluation

The candidate solutions were systematically evaluated against the requirements outlined in section 3.1,
using a combination of quantitative measurements and qualitative assessment. Evaluation criteria
included response accuracy, latency, scalability, ease of integration, and operational overhead. Where
possible, empirical testing was conducted using representative workloads, while architectural and
operational considerations were assessed through comparative analysis. The outcome of this evaluation
process directly informed the selection of the components used in ADA’s final architecture and the
result of this evaluation is shown in Table 1.

Accuracy was assessed by analyzing 100 responses per solution and classifying each response into one
of three categories: Exact Match, Semantic Match, or No Match. The proportion of responses in each
category was computed, and the final accuracy score was obtained as the average across these categories.
Quality was measured by assigning each response a score from 1 to 5 based on the completeness of the
answer and the level of detail provided to support procedural execution. These scores were evaluated
within the same three match categories, and a weighted average was calculated to derive the final
quality metric. Quantity was evaluated by scoring each response on a 1 to 5 scale according to the
amount of information provided, with the final score computed as a weighted average. Response Time
was measured as the total time, in seconds, required to complete the full interaction flow for each
solution, and an average value was calculated. Model Response Time specifically captured the time
spent interacting with the AI models, also measured in seconds and averaged across runs. Initial setup
time was estimated by listing all configuration steps required to deploy each solution and summing the
time needed to complete them, providing an estimate of the initial implementation effort. Maintenance
effort was assessed by identifying the number of activities and tools that must be monitored to ensure
correct system operation; each solution was assigned a score based on the presence or absence of
these activities, reflecting the ongoing effort required to keep the system functional and up to date.
Flexibility was evaluated by applying real-time changes to the system and measuring how quickly each
solution adapted, with individual scores aggregated to produce an overall flexibility rating. Availability
was measured as the probability that the system performs its intended functions without interruption.
Maximum throughput was assessed by subjecting each solution to increasing load level. Through
Postman [61], the number of Virtual Users (VUs) was increased to the point where the solution was
no longer able to answer calls and the maximum number for each was evaluated. Time to train was
evaluated by considering the duration of the training phase, accounting for the differing nature of the
approaches: fine-tuning-based solutions were trained on a dataset consisting of 10,000 data points,
whereas for RAG-based solutions the time was primarily determined by the embedding process. Finally,
cost was evaluated by estimating the monthly operational expenses associated with each solution,
enabling comparison not only in terms of technical performance but also economic impact.

According to our evaluation, with the main goal being the overall improved workflow of the incident
response team, consulting also with actual human experts, we concluded that an Al-assistant can be set
up more easily for MSPs following a managed foundation model inference service. In our evaluation
scenarios, the one that performed best across the board was relying on Amazon Bedrock and enhance
the response using manual RAG. Amazon Bedrock allowed us to query models such as the Anthropic
Claude 3 Sonnet [62] and the incorporation of the RAG pattern for providing context pertinent to our
organizational use case allowed us to achieve an over 90% accuracy in the assistant’s responses.

3.4. Deployment and Integration

Based on the results of the candidate evaluation, a final architecture was defined that integrates the
selected components into a cohesive and modular system. This section presents the chosen architecture
and explains how its individual components interact to support alarm triage, contextual reasoning,
and operator interaction, especially in existing organizational workflows. Moreover, the practical
deployment of ADA requires consideration of how the system integrates with existing MSP infrastruc-
tures and operational workflows. As such, particular care was given to the integration with enterprise
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on the original message in the chat.

communication platforms, and interaction with monitoring and alerting systems.

From a conceptual point of view, ADA can be divided into three main parts that need to be set up
and implemented. The first step is the alert triggering step, which comprises of a user, i.e a member
of the incident response team posing a question related to the incident at hand. This question in our
implementation is posed by the user using Microsoft Teams (see section 3.4.3 below). The message
posted on the Microsoft Teams chat acts then as the pipeline initialization trigger. The user message is
incorporated into a request via a gateway API that is directed to an AWS Lambda function containing
an LLM model that tokenizes the user input into system comprehensible tokens. After the tokenization
phase, a new Lambda function is invoked relying on an embedding model in order to find the most
relevant documents within the loaded company documentation (see section 3.4.1 for an overview of how
company documentation is stored and processed for use in the ADA pipeline). An embedding model is
a model that converts phrases or texts into numerical vectors within a given low dimensional space,
capturing semantics between words. This vector representation enables the system to quantify the
degree of likeness between different words or phrases, thus making it easier to find relevant documents
or information from a corpus with regards to a specific query. In our architecture, after the LLM has
completed the user’s query, the embedding model is utilized to check this representation against the rest
of the database, extracting the most relevant content so that an accurate answer can be generated. This
step is of particular importance because it filters the answers and ensures that the output is consistent
with the question asked. Finally, a third Lambda function containing another LLM model aims to
generate a clear text based on the previously extracted documents following the RAG paradigm for
response enrichment (see section 3.4.2). Following, the answer will then be returned to the user directly
on Microsoft Teams. The overall architecture is depicted in Figure 3.

3.4.1. Documentation Ingestion

Documentation is uploaded in a specific shared storage accessible by the Lambda routines. Upon
upload (or update) a Lambda function is triggered. This Lambda function retrieves documents from the
storage such as an Amazon S3 bucket and breaks them down into chunks, for ease of management and



processing. Each chunk is then processed by the Amazon Titan model, which we use to embed the text.
Next, the generated embeddings are entered into a vector database. Along with the vectors, related
text chunks are also stored in the database, so that the original content can be easily traced back when
needed.

3.4.2. Response Enrichment

The enrichment process is triggered by a message posted on the Microsoft Teams Channel. It begins
when two parameters are passed to the system: the alarm name and the project name, which are sent
via an API Gateway that triggers the corresponding Lambda function. This Lambda is tasked with
processing the alarm, starting with embedding the alarm name. The alarm name, now represented as a
vector, is compared in the vector database using cosine similarity. Once identified the most relevant
document content, these contents are then provided as context to a the language model for augmented
generation. This extra context facilitates the creation of an enriched prompt. This enriched prompt
is then sent to a language model, which parses the content and provides a response based on the
information extracted from the documentation and similar procedures.

3.4.3. Microsoft Teams Integration

Integration with Microsoft Teams was implemented through the use of Microsoft Power Automate,
which enables enhanced workflows with automated flows. Users send requests via Microsoft Teams.
Power Automate handles these requests by making an HTTP call to an API Gateway. The requests are
then sent to Amazon Bedrock, where they are processed further. Finally, Power Automate provides a
response in the channel, sharing the appropriate resolution procedure. The workflow, as shown begins
with a trigger that detects when a user posts a message in a Teams channel. This event starts the entire
process. Once the trigger is triggered, Power Automate performs a series of scheduled actions. The first
action is to transform text in JSON so that it can be passed as argument for the next action. Then, it
makes an HTTP call to an API Gateway, which acts as an intermediary for requests. This step is crucial
since it handles communication between Teams and AWS Lambda. The requests are then forwarded to
Amazon Bedrock. At this stage, Amazon Bedrock analyzes the content of the request and generates
an appropriate response. Finally, Power Automate completes the workflow by sending a response to
the Teams channel, providing the user with the resolution procedure or requested information. This
process ensures smooth and automated interaction, improving efficiency and speed in the handling of
user requests.

4. Related Work

With the increasing complexity of cloud-based and distributed IT systems, AIOps solutions have been
proposed to automate incident detection, diagnosis, and resolution at scale. Early AIOps approaches
primarily rely on ML and DL techniques to correlate logs, metrics, and traces in order to identify
anomalous behaviors and reduce mean time to resolution. However, these methods typically require
extensive manual feature engineering and domain specific preprocessing pipelines to extract meaningful
signals from heterogeneous operational data. As a consequence, scalability is limited and adaptation to
new environments or evolving workloads often requires substantial reconfiguration. Zhang et al. [63]
systematically analyze these limitations, showing that ML/DL-based AIOps systems are generally
effective only in early incident triage phases, while root-cause analysis and remediation remain largely
dependent on human expertise. To overcome these constraints, recent research has investigated the
integration of LLMs and RAG techniques into AIOps pipelines. By enabling semantic reasoning over
unstructured data and natural language interaction, these approaches aim to reduce the reliance on
handcrafted features and improve diagnostic flexibility. Zhou et al. [64, 65] propose LLMDB and DB-GPT,
two frameworks that incorporate database specific knowledge, such as technical manuals, operational
logs, and tool specifications into LLM based systems for diagnosis and anomaly analysis. LLMDB



introduces an end-to-end paradigm that converts domain documentation into embeddings, orchestrates
tool call pipelines, and uses executor agents to compose metric, activity, and workload analyzes, with
an emphasis on vector database caching to reduce inference cost. DB-GPT complements this approach
by focusing on prompt generation strategies, database specific fine tuning, and model designs that
embed non textual features such as data distributions and query graphs, while enforcing output validity
for database operations. Although these systems demonstrate the feasibility of grounding LLMs in
operational knowledge, they are primarily evaluated as research prototypes and focus on diagnostic
reasoning and optimization tasks in controlled settings. Their architectures rely largely on static
documentation and offline embedding pipelines, and they do not address the orchestration of complex,
multi turn incident workflows in production environments. Moreover, automation is generally limited
to recommendation or explanation, without direct support for coordinated remediation actions. Isaza et
al. [66] propose a RAG-based generative system for IT support ticket resolution, targeting the automatic
generation of solution recommendations. Their approach focuses on single-turn tickets that can be
resolved without iterative interaction, leveraging a static corpus of internal documentation. Although
effective in simplified support scenarios, the system does not address the challenges posed by dynamic,
multi-turn tickets or continuously evolving enterprise knowledge bases. Chen et al. [67] introduced
RCACopilot, a production oriented framework for cloud incident root cause analysis that integrates
automated multi source diagnostic collection, including logs, traces, and metrics. RCACopilot employs
summarization to handle large diagnostic dumps and uses time aware nearest neighbor selection
combined with Chain of Thought prompting to enable LLMs to predict root cause categories and
generate structured explanations. This approach demonstrates strong capabilities in automated data
collection and diagnostic reasoning, but its primary focus remains on classification and explanation
rather than remediation orchestration. Zhang et al. [68] further extend LLM-based AIOps research with
RAGA4ITOps, a supervised and fine tunable RAG framework specifically designed for IT operations and
maintenance. Their approach relies on an extensive offline pipeline, including document preprocessing,
chunking, data distillation, contrastive learning—based embedding fine-tuning, and retrieval-augmented
fine-tuning of an LLM. Although RAG4ITOps achieves strong accuracy in knowledge acquisition and
troubleshooting tasks, its architecture remains training-intensive and oriented toward static, curated
corpora, limiting adaptability in rapidly changing production environments.

Compared to these approaches, ADA is designed for real, dynamic, and often multi turn production
tickets operating across distributed cloud infrastructures. Unlike DL-based AIOps systems, ADA does not
require manual feature engineering, and unlike training centric RAG frameworks such as RAG4ITOps,
it avoids frequent fine-tuning by prioritizing dynamic retrieval from continuously updated enterprise
knowledge sources. In contrast to diagnosis or recommendation focused systems, ADA supports higher
degrees of automation, including solution orchestration and optional auto-remediation. Furthermore,
ADA is implemented as a fully AWS-native pipeline leveraging managed LLM and embedding services,
enabling seamless integration with operational tools and scalable deployment. These characteristics
position ADA as a production oriented AIOps solution that extends beyond incident triage moving
towards end-to-end operational automation.

5. Conclusions and Future Work

This paper presented a comparative study of several approaches for enhancing operational efficiency of
incident response for Managed Service Providers in cloud-based security environments highlighting
the most efficient approach into a fully-fledged Al-powered chatbot system named ADA. Through the
incorporation of domain-specific documentation and a retrieval-augmented generation mechanism,
ADA delivers contextually accurate and operationally relevant responses to a wide spectrum of user
queries, spanning alarm resolution, incident triage, and infrastructure monitoring tasks. Empirical
evaluation demonstrated substantial enhancements in incident management workflows. The alarm
triage component achieved an accuracy of 91.35%, contributing to decreased response times and allowing
analysts to redirect attention toward higher-complexity activities. Furthermore, we showed that such



approach can be seamlessly integrated with existing operational platforms showing that ADA not only
increases efficiency but also improves the usability and intuitiveness of routine security operations.
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