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Abstract

Machine learning-based Intrusion Detection Systems (IDSs) have become increasingly critical for identifying
and mitigating network threats by analyzing data flows for anomalous or malicious activity. However, the
dynamic nature of network environments makes static training data increasingly obsolete, leading to a reduction
in detection accuracy, a phenomenon known as concept drift. In recent years, online learning approaches have
been proposed to enable IDSs to detect drift and adapt to changing conditions. However, efforts have primarily
focused on promptly detecting drift and developing fast incremental adaptation strategies, while overlooking
two fundamental aspects, i.e., labeling cost and explainability. Labeling cost, defined as the time and resources
involved in the data annotation process, is critical in an online setting, where domain experts are required to
label data in real time resulting in a potentially serious shortage of labeled data. Moreover, explainability of
machine learning model decisions is crucial to understand how concept drift affects system performance and
how the model adapts its behavior to align with the new data distribution. To address these challenges, this
paper proposes an online framework for IDS powered by an unsupervised, explainability-driven concept drift
detector. The detector identifies concept drift without requiring labeled data and provides insights into its impact
on model decision-making. The framework also includes an online adaptation strategy that minimizes labeling
costs. Experimental evaluation on a real-world network dataset with various concept drift scenarios demonstrates
the system’s effectiveness. The framework detects concept drift and adapts quickly when necessary, achieving
performance comparable to state-of-the-art systems while reducing labeling costs. It also provides explainability
of the drift’s impact and shows how the model’s decisions evolve over time.
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1. Introduction and Related Work

In the modern cybersecurity landscape, the complexity and volume of network attacks have highlighted
the limitations of traditional signature-based defense mechanisms [1]. While such systems remain
effective against known threats, they lack the capacity to detect novel zero-day or evolving attack
strategies [2, 3, 4]. As a result, ML-based IDSs have become a central paradigm, exploiting their ability
to learn discriminative patterns from historical traffic data and to generalize beyond known attack

instances [5, 6, 7, 8].

Nevertheless, the deployment of ML models in operational network environments faces challenges
due to the inherently non-stationary nature of data streams [9, 10]. Network traffic evolves continuously:
the baseline pattern of benign traffic may evolve, for example, due to modifications in network topology,
infrastructure upgrades, deployment or decommissioning of services, software updates, or shifts in
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employee behavior following new organizational policies. Moreover, zero-day attacks or adversaries
that adapt their techniques [11, 12, 13] often produce traffic patterns that differ substantially from
previously observed malicious activity.

This phenomenon, referred to as concept drift [14], alters the statistical distribution of the features
over time, ultimately degrading the detection accuracy of IDSs if not properly addressed.

To mitigate the performance drop caused by evolving network traffic, the research community has
increasingly adopted paradigms of online learning under concept drift [15, 16, 17, 18, 19]. Unlike static
learning, where models are trained once and deployed indefinitely, online approaches enable IDSs to
update their knowledge base incrementally.

The authors of AXGBoost [20] and ARF [21] propose adaptive systems capable of incremental
updating, leveraging the strong performance showed by ensemble learning models in the context of
network-based IDS [22]. Incremental updating is performed through policies that update the weights
assigned to individual learners for the final prediction, and through mechanisms that replace outdated
learners with new ones trained on recently collected data. By acting on these aspects, such systems can
perform different types of incremental updates to address various kinds and intensities of drift, or to
gradually update the system even when no drift is present. It is therefore essential to detect concept
drift promptly and effectively in order to activate the subsequent adaptation phase. For this reason,
these systems use concept drift detectors based on error rates.

These algorithms, such as ADWIN [23], EDDM [24] and KSWIN [25] monitor a one-dimensional
distribution of data that describes system performance over time. In such scenarios, the degradation in
system performance is attributed to concept drift.

AXGBoost, ARF, and other state-of-the-art systems for online learning under concept drift have
primarily focused on promptly detecting drift and developing fast incremental adaptation strategies.
A key limitation is the labeling cost: in an online setting, the scarcity of labeled data becomes even
more critical, as domain experts would need to label data in real time. Detecting drift based on error
rates and applying incremental learning adaptation for supervised models depends on having real-time
access to ground truth labels to compare with system predictions.

To reduce the cost of labeling in drift detection, the authors of ADWIN-U [26] propose an unsupervised
distribution-based concept drift detector. This detector does not rely on labeled data to detect changes.
Instead, drift is inferred by monitoring the statistical characteristics of the input features. The algorithm
stores a batch of new records and computes a scalar statistical summary (such as mean, variance,
skewness, or kurtosis) based on the distribution of features in the batch. This produces a one-dimensional
signal that is then fed into ADWIN for concept drift detection.

With this approach, the labeling cost for concept drift detection is eliminated, although labeling is
still required during the adaptation phase. Furthermore, concept drift detectors act primarily as alarm
mechanisms: they report that a concept drift has occurred but do not provide insight into why this
impacts the model’s performance or which features are responsible for the shift.

Moreover, explainability becomes increasingly important to understand how concept drift affects
system performance [27] and how, after adaptation, the model adjusts its behavior to align with the
new data distribution.

To address these challenges, this paper proposes an online framework for IDS that integrates an
unsupervised, explainability-driven concept drift detector capable of identifying drift without requiring
data labeling, and of explaining its impact on the decision making of the machine learning model.
The framework also includes an online adaptation strategy aimed at reducing labeling costs. The
experimental evaluation, performed on a real-world network dataset with different concept drift
scenarios, proves the system’s effectiveness in detecting concept drift and adapting quickly when
necessary, achieving performance comparable to state-of-the-art systems while minimizing labeling
costs, enabling explainability of the drift’s impact, and showing how the model’s decisions evolve over
time.

The principal contributions of this paper are summarized as follows:

1. the proposal of an unsupervised, multidimensional, explainability-driven concept drift detector



(UME_CDD) designed to identify concept drift without labeled data and to explain its impact on
the decision-making process of a machine learning model;

2. the proposal of an online framework for Intrusion Detection Systems that incorporates a concept
drift adaptation strategy aimed at minimizing labeling costs;

3. a comparison among different concept drift detectors applied to static models, to observe how
drift affects performance and how the various detectors identify its presence;

4. a comparison of online IDSs employing various adaptive strategies and concept drift detectors, in
terms of performance and labeling cost;

5. a comprehensive validation of the proposed system using multiple real-world network datasets
affected by concept drift.

The rest of the paper is organized as follows. Section 2 describes the proposed framework architecture.
Section 3 details the experimental evaluation and reports the results. Finally, Section 4 summarizes the
main conclusions and outlines potential directions for future work.

2. Proposed Framework

This section presents the proposed online framework for Intrusion Detection Systems. It consists of two
main components: an adaptive machine learning model (AM) and an unsupervised, multidimensional,
explainability-driven concept drift detector (UME_CDD).

The workflow of the proposed framework is detailed in Algorithm 1. First, an offline period (line
25-30) is dedicated to collecting the first batch of data, which is used as a training set to train AM.
This batch is also set through UME_CDD as the representative batch of the current concept. At the
end of the offline period, the system can be deployed on a server to enable continuous network traffic
monitoring, with the aim of identifying and isolating any suspicious activities.

After this offline period, the system enters the online period (lines 4-24), which consists of three
main phases. The first is the prediction phase (lines 4-6), performed in real time by AM on each new
record from the incoming data stream (DS). The second is the concept drift detection phase (lines 7-13),
which detects changes in the statistical distribution of input data. If a change is detected, the third
phase, adaptation (lines 14-21), is triggered, allowing AM to integrate the new data that caused the
drift.

The concept drift detection and adaptation phases are performed in batches of size bs. For each new
batch, if UME_CDD does not detect drift, no online adaptation phase is performed. Otherwise, the
system enters an adaptation phase, during which AM is incrementally trained for ap batches. During
the adaptation phase, the concept drift detector is disabled. It is reset at the end of the phase, when the
last batch is set as the representative batch of the current concept. The proposed framework reduces
labeling costs while allowing the system to adapt in response to concept drift. Labeling costs are reduced
in two main ways: first, by employing a concept drift detector that does not require ground-truth
labels to monitor system performance, but instead detects drift by comparing changes in the statistical
distribution of feature values across batches (Sec. 2.1); and second, by limiting the adaptation phase
to a specific period and only triggering it after drift has been detected. Furthermore, the proposed
concept drift detector integrates an explainability module that enables continuous monitoring and
understanding of the model’s decision-making process over time, both during stationary periods and
after concept drift detection. It also provides insight into how the adaptation phase and incremental
training have influenced the model’s behavior.

2.1. UME_CDD

In this work, we propose UME_CDD, an unsupervised multidimensional explainability-driven drift
detector based on monitoring the evolution of feature importance over time. The core hypothesis is
that changes in the data distribution first manifest as shifts in the relative role of features within the
model’s decision-making process. The primary advantage of this approach is that such changes can be



Algorithm 1: Proposed framework.

Input : DS: data stream of network traffic records;
bs: size of batches;
AM: adaptive machine learning model;
UME_CDD: proposed concept drift detector;
ap: adaptation period;
Output:
Y': the list of system predictions.
1 New_batch « [ ]; fb = true; cd = 0
2 for x; € DS do

3 New_batch.append(x;)

4 if fb == false then

5 ¥ < AM.predict(x;) > prediction performed on new record
6 Y.append(3;)

7 if len(New_batch)==bs then

8 if c¢d == 0 then

9 if CDD.detect_drift(AM, New_batch) then
10 AM.partial_fit(New_batch) > incremental training
11 cd+=1

12 end

13 end

14 else

15 AM .partial_fit(New_batch)

16 cd+=1

17 if ¢cd > ap then

18 CDD.set_concept(AM, New_batch)
19 cd=0

20 end

21 end

22 New_batch « [ ]
23 end
24 end
25 else

26 if len(New_batch)==bs then

27 AM fit(New_batch)

28 CDD.set_concept(AM, New_batch)

29 fb = false;

30 end

31 end
32 end

detected without ground truth labels, by observing how the feature importance profile varies between
a reference batch and the current one, based on the model’s predictions.

The main modules and the workflow of UME_CDD are shown in Figure 1. It operates on a batch-
oriented streaming architecture, where data is processed in batches of size bs. The operation can be
divided into two main functions: the set_concept function (dotted line in Fig. 1) and the detect_drift
function (continuous line in Fig. 1).

During the set_concept function, a representative batch of the training dataset, B, is used to compute
feature importance for the AM model through a X AL, ;... As output, a feature importance profile
L., representing the stable concept, is stored for future comparison. It can be seen as a vector of
dimensionality equal to the number of features used, containing the importance score for each feature.

For each new batch, the detect_drift function of UME_CDD computes the feature importance profile
L., and the dissimilarity score between I,,, and ..

This score, called &, is stored in a one-dimensional statistical concept drift detector (i.e., KSWIN),
which determines whether concept drift has occurred. If concept drift is detected, the proposed
framework uses the set_concept function at the end of the adaptation period to calculate the new I..
At this stage, KSWIN is also reset to allow the collection of new dissimilarity scores.



The Jc0re metric, as defined in Eq. 1, focuses on the stability of the magnitude of feature importance.
It quantifies the mean normalized difference in importance values. The calculation is constrained to a
feature set U, which is defined as the union of the N most important features from I.. and L,,,,.

The union-based approach ensures that the metric includes features that remained within the top N
ranking, those that lost significance and dropped out, and those that gained significance and entered
the ranking.
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Where:

« |U]| is the total number of features in the union set;

o Liew(f) and L.(f) are the mean importance values for feature fin the current and reference
batches;

o max(|Len (), Le(f)]), normalizes the absolute difference relative to the largest importance value
observed for that feature. This ensures the metric measures relative change;

» €is a constant to prevent division by zero.

The dissimilarity value can be:

o Oscore = 0: all features in U maintain their importance values between the reference and current
batches (no drift in feature importance);

o Sgcore = 1: all features exhibit maximum divergence. This occurs when features that were highly
important in the reference batch have completely lost significance in the current batch, or vice
versa;

o 0 < dgeore < 1: intermediate scenarios where some features remain stable while others change.
Notably, when a feature exits the top-N ranking, its residual importance is compared against its
historical high value. Conversely, when a feature enters the top-N ranking, its newly acquired
importance is compared to its historical baseline.

It is important to note that the modularity of UME_CDD allows the replacement of its main compo-
nents, such as X AL, while maintaining the operating logic unchanged.

The framework supports both global and local explainability methods capable of operating without
ground truth labels. When a local method is employed, local results must be aggregated to obtain a
global representation of the batch. However, this enables the analysis of local explanations, providing
security analysts with a valuable tool for a posteriori investigation of individual instances on specific
events.

Two types of X ALL,qule are used in this work with different AM models. The first is SHAP (SHapley
Additive exPlanations) [28], whose local explanations are aggregated via averaging to obtain the global
importance representation of the batch. SHAP provides a unified theoretical framework for explaining
individual model predictions by attributing the contribution of each input feature in a manner grounded
in cooperative game theory. The contribution of each feature is quantified through the average marginal
effect that the feature has on the prediction over all possible feature subsets. For models that support
optimized, high-fidelity attribution methods (such as tree-based ensembles), we compute SHAP values
using the TreeExplainer methodology. When applied to an ensemble, the resulting attributions are
aggregated across all internal components to reflect the entire model’s behavior.

The second is based on Unsupervised Permutation Importance, offering a global perspective on
feature relevance. Conceptually, this method relies on the definition of Model Reliance [29], which
assesses the model’s functional dependence on a variable rather than its additive contribution. The
core principle involves breaking the association between a feature and the model’s output via random
permutation, while preserving the marginal distribution of the input data. Unlike Fisher’s original
formulation, which quantifies Model Reliance through the increase in expected loss (which necessitates
ground-truth labels), we adopt the Unary Quantitative Input Influence (QII) [30]. Specifically, we
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Figure 1: Workflow of UME_CDD.

compute the empirical estimator of the Average QII on Actual Outcomes, quantifying importance as
the frequency of prediction divergence over the batch:

N
Ij = %TZ 1 (371 * j’i,permj) (2)
i=1
Here, I; is the estimated importance of feature j given a batch size N. The terms j; and JA/i,permj refer to
the model’s predictions on the original and shuffled data, respectively, where the shuffling of feature
j breaks its association with the target. The indicator function 1(-) captures discrepancies between
these two outputs. Consequently, the equation derives the empirical probability that distorting feature j
causes the instance to cross the model’s decision boundary.
This formulation allows us to measure the structural reliance of the model on specific features in
a fully label-free manner, making it suitable for scenarios where the ground truth is unavailable or
delayed.

3. Experimental Evaluation

This section evaluates the capability of the proposed concept drift detector UME_CDD to detect drift
by observing feature importance. It also assesses how concept drift and the subsequent incremental
adaptation phase influence the decision-making process of the machine learning model. Furthermore,



Feature name Feature id Feature name Feature id

duration fo is_guest_login f21
protocol_type f1 count 22
service 2 srv_count 23
flag f3 serror_rate f24
src_bytes f4 srv_serror_rate 25
dst_bytes 5 rerror_rate f26
land f6 srv_rerror_rate 27
wrong_fragment 7 same_srv_rate 28
urgent 8 diff_srv_rate 29
hot f9 srv_diff_host_rate 30
num_failed_logins f10 dst_host_count 31
logged_in f11 dst_host_srv_count 32
num_compromised f12 dst_host_same_srv_rate 33
root_shell f13 dst_host_diff_srv_rate 34
su_attempted f14 dst_host_same_src_port_rate 35
num_root f15 dst_host_srv_diff_host_rate 36
num_file_creations f16 dst_host_serror_rate 37
num_shells f17 dst_host_srv_serror_rate 38
num_access_files f18 dst_host_rerror_rate 39
num_outbound_cmds f19 dst_host_srv_rerror_rate f40
is_host_login f20

Table 1
Description of NSL-KDD features and their identifiers.

this section evaluates the proposed framework’s ability to enable the online IDS to handle concept drift
effectively and to accurately detect malicious activity, while minimizing labeling costs.

The dataset used to conduct these experiments is NSL-KDD [31], which is an enhanced version of the
KDD CUP’99 dataset, designed to overcome its predecessor’s main limitations. Specifically, NSL-KDD
eliminates the extensive duplicate instances found in the original set and improves class distribution
balance, thereby increasing the representation of minority samples in the test set. This improvement
facilitates more reliable and comparable evaluations among Intrusion Detection systems, mitigating the
risk of results biased by redundancy or the over-representation of specific attack types. The dataset
comprises 41 network attributes (detailed in Table 1) alongside a label indicating the nature of the traffic
(normal or attack). Although it is not a perfect representation of real-world networks, this dataset
includes various types of benign and malicious traffic and is considered one of the few publicly available
datasets exhibiting sudden concept drift [14]. These characteristics make it an excellent candidate for
testing the performance of ML-based IDSs and evaluating online learning strategies under concept drift.
The dataset is released in two parts: a training set and a test set. The test set contains new types of
benign and malicious traffic not present in the training set. In this work, the training and test sets are
interleaved. The resulting dataset is neither pre-processed further nor shuffled, in order to induce a
sudden and recurring concept drift.

First, the performance over time of two static systems is evaluated to assess the performance degra-
dation caused by concept drift. This provides a baseline for subsequent comparisons with adaptive
online systems and allows for the evaluation of concept drift detectors in terms of true detections, false
positives, and detection delay, as verified by their impact on system performance.

The static models compared are XGBoost [32] and Random Forest (RF) [33] with default hyperparame-
ters. In combination with these models, two error-rate-based concept drift detectors are tested (ADWIN
and KSWIN), along with two distribution-based detectors: ADWIN-U and the proposed UME_CDD.
The experiments are conducted using the classic online approach, analyzing the dataset as a data stream
in batches of size 1000. The static models are trained offline on the first batch of data and then evaluated
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(a) Error rate-based concept drift detection: ADWIN on the left, KSWIN on the right.
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(b) Distribution-based concept drift detection: ADWIN-U on the left with the kurtosis metric over number of
batch, UME_CDD on the right with the J,,,,, over number of batch.

Figure 2: Evaluation of the impact of sudden and recurring concept drift on the performance of Random Forest
static ML-model in terms of Accuracy and F1-score over number of batches and evaluation of concept drift
detection using different techniques.

online.

The same batch size (1000) is also used for ADWIN, KSWIN, and ADWIN-U, as well as for the B,
and B,,,, batches of UME_CDD. The rest of the hyperparameters were left at their default values, as
suggested by the authors. ADWIN-U is instantiated to analyze the kurtosis metric. As for UME_CDD,
the internal KSWIN was instantiated with the default threshold used for the other detectors, a total
window size of 15, and a new concept window size of 7. This differentiation is necessary because
UME_CDD works by comparing dissimilarity values between batches, rather than operating in error-
rate mode on each record within a batch. The choice of these values is empirical and involves a trade-off
between correct identification of drift and the number of false alarms. These configurations will be
used for the rest of the experiments described in this section.

Fig. 2 and 3 show the performance over time, in terms of Accuracy and F1-score, of the static models
Random Forest and XGBoost, respectively. The figures also report concept drift detection performed
using ADWIN and KSWIN in error-rate mode (Fig. 2a and Fig. 3a) and using ADWIN-U and UME_CDD
in distribution-based mode (Fig. 2b and Fig. 3b). In the latter case, the evolution of the metric or score
across batches is also reported to provide insight into the rationale behind each detection.

Both static models initially perform very well, until the data distribution undergoes significant
changes compared to that of the first training batch (Concept A). Performance drops sharply when a
sudden drift occurs around batch 65 (Concept B), then returns to levels similar to the pre-drift period
starting from batch 85 (Concept A reappears).
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(b) Distribution-based concept drift detection: ADWIN-U on the left with the kurtosis metric over number of
batch, UME_CDD on the right with the J,,,,, over number of batch.

Figure 3: Evaluation of the impact of sudden and recurring concept drift on the performance of XGBoost static
ML model in terms of Accuracy and F1-score over number of batches and evaluation of concept drift detection
using different techniques.

In both cases, ADWIN and KSWIN detect drift when the performance of the two models varies
sharply. More specifically, ADWIN shows a delay in detection compared to KSWIN. KSWIN detects
drift faster than ADWIN but is more prone to false positives, such as a false detection during Concept
B when monitoring the RF model. This is also caused by the RF model’s more variable performance
compared to XGBoost during the drift period. Although their drift detection performance is good, these
detectors rely on 100% of the ground-truth labels to monitor model performance.

ADWIN-U and UME_CDD show their ability to overcome the labeling cost problem by detecting
concept drift in an unsupervised manner. As shown in Fig. 2b and Fig. 3b, the kurtosis metric val-
ues computed by ADWIN-U do not vary over time, as they are derived directly from the statistical
distribution of the features and are therefore independent of the machine learning model. The drift
is detected correctly with a slight delay. A first limitation is the significant oscillation of this metric,
which, combined with its non-normalized value range, makes drift detection unreliable when using
a static threshold. A crucial aspect is the multiple statistical testing performed by ADWIN on the
one-dimensional distribution of kurtosis values.

Another limitation concerns the explainability of concept drift. Unlike error-rate-based methods, this
type of detection is not tied to model performance and provides no indication of the possible underlying
causes, reducing the transparency of the process.

UME_CDD overcomes these limitations. The &, is inherently normalized between 0 and 1 and
exhibits stable behavior, as it depends only on the subset of features most influential to the model’s
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importance profiles of UME_CDD for the two static machine learning models.

decisions. Moreover, noisy records do not significantly affect the computation of I,,,, as they have
limited influence on the feature importance calculated over the entire batch. It is important to note
that the temporal evolution of the ;. varies depending on the specific static model used, as shown
by the comparison between Fig. 2b and Fig. 3b. This variation reflects not only differences in the
data distribution but also how each model computes L. and I, for each batch. Moreover, UME_CDD
enables an explicit characterization of concept drift by examining how the most important features
affect the model’s decisions. This is achieved by maintaining I, and I, at each time step. As a result,
it becomes possible to track their temporal evolution or to inspect them when UME_CDD detects a
drift, in order to understand the nature of the underlying shift.

Figure 4 compares I, with two distinct I, instances, taken from the drift period (Concept B) and
the recurring drift period (Concept A), for both machine learning models under investigation. For both
models, although on different scales, the feature importance profiles of I.. and I, from batch 100 show
substantial similarity in average values and feature importance rankings. In contrast, the differences
between I, and I, from batch 70 are pronounced. In the case of the Random Forest model, it is also
evident that, following the drift, some features change so significantly in importance that they no longer
appear among the top-N.

The second part of the experiments compares the proposed online framework (Alg. 1) with two
adaptive online systems representative of the state of the art: AXGBoost and Adaptive Random Forest.

For a direct comparison with the performance of static systems, the experiments were conducted
again on the NSL-KDD dataset using a batch size of 1,000. AXGBoost and Adaptive Random Forest
(ARF) were implemented with the default hyperparameters recommended by their respective authors
under sudden-drift conditions. The proposed framework was evaluated with both AXGBoost and
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(b) Proposed framework with AXGBoost (in the left) and ARF (in the right) as adaptive machine learning models
(AM) with UME_CDD concept drift detetcor.

Figure 5: Comparison between online adaptive ML model and proposed framework in terms of Accuracy
and F1-score over number of batches and evaluation of concept drift detection using different techniques.

ARF as adaptive machine learning models (AMs), using an adaptation period of three batches. The
configuration of UME_CDD corresponds to the one previously described. The offline phase consisted
of training the models on the first data batch, followed by the online phase.

Figure 5a illustrates the temporal performance of the systems. Both state-of-the-art methods exhibit
strong performance in the absence of drift, followed by an abrupt degradation and a subsequent rapid
recovery, up until the occurrence of the recurring drift. The second performance drop, however, is less
pronounced than the first, as the incremental learning strategy enables the ensemble to retain part of
the original knowledge from Concept A, partially integrating it with the knowledge associated with
Concept B.

Both models exhibit numerous false drift detections due to two main factors. First, incremental
training occurs after every batch, causing slight but continuous fluctuations in performance due to
unnecessary updates on batches with varying noise levels. Second, ADWIN is intentionally configured
with a highly sensitive threshold to detect drift as quickly as possible. For these systems, the presence
or absence of drift merely triggers different adaptation strategies.

This design choice results in a significant limitation with respect to labeling cost, as both models
require 100% of the ground-truth labels to operate in real time.

As shown in Fig. 5b, the proposed framework overcomes this limitation by maintaining performance
comparable to that of state-of-the-art adaptive online systems, while achieving a drastic reduction in
labeling cost (only 5.4%). When drift occurs, UME_CDD successfully detects it, with a slight delay, once
again demonstrating the effectiveness of the proposed approach. This enables the framework to trigger



Online system Labeling cost Mean Accuracy Mean F1-score

AXGBOOST 100% 0.978 0.978
ARF 100% 0.989 0.989
AXGBOOST - UME_CDD 5.4% 0.933 0.928
ARF - UME_CDD 5.4% 0.966 0.965

Table 2
Number of ground truth labels requested and mean accuracy achieved by online systems after pretraining -
NSL-KDD dataset.
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Figure 6: Explanation of the impact of concept drift and adaptation strategy on model decisions (Proposed
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drift (Drift A — B), after first adaptation period (Concept B), during recurring drift (Drift B — A), and after
second adaptation period (Concept A).
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Figure 7: Explanation of the impact of concept drift and adaptation strategy on model decisions (Proposed
framework with ARF) through comparison of I, and I,,,, in different periods: pre-drift (Concept A), during drift
(Drift A — B), after first adaptation period (Concept B), during recurring drift (Drift B — A), and after second
adaptation period (Concept A).

a temporally bounded adaptation phase that still allows the adaptive models to recover from drift in
both scenarios.

Furthermore, the adaptation period parameter can be tuned to achieve the desired trade-off between
labeling cost and post-adaptation performance. Table 2 reports the final average performance of the
two compared systems and of the proposed framework, along with the associated labeling cost.



In addition, unlike traditional error-rate—based drift detection methods used in the compared systems,
the proposed framework allows observation of both the impact of concept drift on model decisions
and the changes in the decision-making process after adaptation. Fig. 6 and Fig. 7 illustrate this aspect
for AXGBoost and ARF, respectively, by comparing the I.. and I,,, components of UME_CDD across
different time periods.

As observed in Fig. 4, the feature importance profiles remain highly similar before the drift event
(Concept A). A sharp divergence occurs immediately after the drift (Drift A — B), when the model
has not yet adapted. After the adaptation period, once UME_CDD updates I, the profiles become
similar again. However, a clear distinction remains between I.. for Concept A and Concept B: the most
influential features change, and even features remaining in the top ranks exhibit different impact levels.
Following adaptation, the model adjusts its decision-making to reflect the shifted data distribution
caused by the drift.

A mirrored behavior is observable after the recurring drift (Drift B — A). Finally, after the second
adaptation period, the I, profile again resembles the initial one, while still reflecting the influence of
both concepts integrated within the ensemble.

4. Conclusions and future work

This work presented an online framework for Intrusion Detection Systems (IDSs) designed to address
two major challenges in online learning under concept drift for network security: the high labeling cost
and the lack of explainability in existing drift detection and adaptation approaches.

To overcome these limitations, we propose the Unsupervised Multidimensional Explainability-Driven
Concept Drift Detector (UME_CDD), capable of identifying drift without ground truth labels while
providing insights into its impact on the decision-making process of the underlying machine learn-
ing model. Additionally, we proposed an online adaptation strategy that minimizes labeling costs,
ensuring that the IDS can maintain high detection performance even in dynamically evolving network
environments.

Extensive experimental evaluations conducted on multiple real-world network datasets exhibiting
different types of concept drift demonstrated the effectiveness of the proposed framework. The results
show that our approach achieves detection and adaptation performance comparable to state-of-the-
art methods while significantly reducing labeling cost. The UME_CDD successfully detected drift
events and provided meaningful explanations of their influence on model predictions. In addition, the
explainability-driven analysis enables a deeper understanding of how the model’s behavior evolves
over time in response to drift, improving transparency and trust in IDS decision-making.

Future work could involve testing the proposed framework and UME_CDD in other cybersecurity
applications that use machine learning models on high-dimensional datasets and may suffer from
concept drift, such as spam or malware detection. This would verify the generality of the proposed
work.

The framework could be improved by incorporating a more complex adaptation strategy to perform
different incremental training depending on the type and intensity of drift detected by UME_CDD. In
addition, an outlier detection model could be included to filter the most dissimilar records in each batch.
This would prevent noisy or adversarial records from biasing the calculation of feature importance and,
consequently, the detection of drift.
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