
Cybersecurity Of and Through Regulatory Sandboxes: An
Analytical Approach
Ludovica Ciarravano1,2,∗,†, Fabio Seferi1,2,∗,†

1IMT School for Advanced Studies Lucca, Piazza S. Ponziano 6, 55100, Lucca, Italy
2University of Florence – CybeRights Center, Department of Legal Sciences, Via delle Pandette 32, 50127, Florence, Italy

Abstract
The present work presents an analysis for advancing the understanding of regulatory sandboxes along two
interconnected dimensions. First, it proposes a four-fold classification scheme that categorizes sandboxes based
on their primary regulatory objective and risk scope: i.e., sector-based, technology-based, domain-based, and
rights-based frameworks. This classification moves beyond existing categorizations to capture the diverse
purposes and governance structures that characterize regulatory sandbox implementations. Second, it introduces
a critical distinction between cybersecurity of sandboxes (such as the security of data and infrastructure, including
requirements that ensure operational reliability) and cybersecurity through sandboxes (the evaluation and testing
of cybersecurity compliance within these controlled environments). This research aims to contribute to the
emerging scholarship on experimental regulation through regulatory sandboxes, offering practical insights to
properly integrate cybersecurity measures in sandbox functioning.
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1. Introduction

Regulatory sandboxes have emerged as a sound governance instrument for managing innovation in an
era of rapid technological advancement and possible regulatory uncertainty. In the last few years, these
controlled testing environments have evolved into versatile policy tools deployed across diverse domains,
from financial service and healthcare to blockchain and artificial intelligence. Yet despite their diffusion,
current literature and regulation lack a unified conceptual framework to categorize regulatory sandbox
typologies and connect them to cybersecurity requirements across different regulatory domains. Existing
classifications, therefore, prove insufficient for understanding the multidimensional cybersecurity
challenges inherent in sandbox mechanisms. At the same time, there is no common understanding on
how cybersecurity should be addressed within and through regulatory sandboxes. The present paper is
composed of a general investigation of the state of the art of relevant research in regulatory sandboxes,
providing the core of Section 2. Then it presents a double perspective: a descriptive one, crystallized in
Section 3, that maps and classifies the existing ecosystem of regulatory sandboxes along four different
types, based on their primary regulatory objective and risk scope; a normative one, outlined in Section
4, that puts forward a deeper understanding of cybersecurity as a core component of sandboxes and
as an evaluation dimension through sandboxes. These aspects are particularly relevant in light of the
regulatory urgency reflected in the adoption of three EU Regulations in 2024 that explicitly provide for
regulatory sandboxes in the digital domain: i.e., the Interoperable Europe Act [1], the AI Act [2], and
the Cyber Resilience Act [3].
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2. State of the art

The concept of regulatory sandbox originates from the technical language of software programmers,
where a “sandbox” serves as an isolated testing environment designed to prevent harm to the main
system. Similarly, regulatory sandboxes as an instrument emerged in the financial sector as a safe
testbed for FinTech, notably pioneered by the UK Financial Conduct Authority (FCA) in 2015. In general,
regulatory sandboxes may be understood as a provisional legal regime [4] or a collaborative regulatory
instrument that establishes controlled regulatory environments for testing novel products or processes
[5]. The European Commission provided a widely accepted definition, characterizing sandboxes as
schemes that enable firms to test innovations, including new products, services, or business models, in
a controlled real-world environment, under a specific plan developed and monitored by a competent
authority [6].

Key definitional elements of a regulatory sandbox include: a) their establishment through a piece of
legislation, yet no harmonized rules currently exist; b) controlled experimentation: the schemes facilitate
a direct testing environment that allows market actors to engage in structured and tightly scoped
experimental governance - the experimentation is always limited in time and scope and is subject to a
specific testing plan developed in collaboration with the regulator; c) regulatory flexibility: regulatory
sandboxes may envisage temporary suspension or relaxation of applicable rules - this flexibility is usually
granted through legal instruments such as experimentation clauses, allowing for waivers, derogations,
or exemptions; d) mandatory safeguards: despite temporary regulatory loosening, regulatory sandboxes
must maintain appropriate safeguards to preserve overarching regulatory objectives, such as safety,
consumer protection, and market integrity; e) purposes: regulatory sandboxes are designed to achieve
two main goals: 1) promote innovation (business learning) by offering participants guidance and legal
certainty concerning regulatory compliance before market entry - this is particularly beneficial for
small and medium enterprises (SMEs) and start-ups; 2) support regulatory learning (evidence-based
regulation) - this process enables regulators to gain insights into advanced technologies, test regulatory
hypotheses, and eventually refine the legal framework based on empirical evidence gathered from
real-world outcomes.

Over the past decade, regulatory sandboxes have evolved from a FinTech-focused regulatory experi-
ment into a broader policy instrument applied across domains (e.g., AI, interoperability, cyber-resilience,
blockchain). This has been accompanied, yet not systematically, by the development of increasingly
granular classification schemes that capture purpose, governance, legal status, and operational design.
Early guides played a foundational role in shaping how scholars and policymakers conceptualized
regulatory sandboxes after their first adoption, albeit they did not propose a structured classification
[7], [8]. While most practitioner guides, either drafted by entities like consultancies [9], [10], or sec-
toral regulatory authorities, have provided descriptive and policy-oriented descriptions of regulatory
sandboxes, they were not taxonomic, and they did not explicitly categorize regulatory sandboxes into
formal types.

A synthesis of functional dimensions of regulatory sandboxes can be found in international orga-
nizations’ toolkits, providing comparative analysis regarding their objectives, eligibility, governance,
temporal/geographic scope, and exit pathways [11], [12]. Looking at the geographical scope, at the
EU level, for instance, legal frameworks (e.g., measures created under the AI Act) and EU-level sand-
box initiatives, such as the European blockchain sandbox, have introduced cross-border cooperation,
advancing earlier national-centric typologies.

Beyond their geographical scope, empirical literature reveals heterogeneity in regulatory sandbox
experiences [13], challenging simple typology categorizations. For example, a recent analysis [14]
has proposed a differentiation among sandboxes with respect to the “object” and “terms” of testing,
distinguishing in: (1) operational sandboxes, used to test technical systems, data flows, and platforms
outside a formal legal evaluation process; (2) regulatory sandboxes, which enable technologies to be
trialled under modified or supervised legal conditions, often with time-limited exemptions or tailored
oversight; (3) hybrid sandboxes, combining operational and regulatory elements, permitting technical
and legal innovation to inform each other dynamically; (4) policy sandboxes, for prototyping draft rules,



guidelines, or governance procedures in practice before formal adoption. The distinction in regulatory,
operational, and hybrid sandboxes has been put forward by additional research on sandboxes for AI
[15]. Depending on which aspects of regulatory sandboxes are considered, analysis may also focus on
their specific process and how it can be generalized [16].

This study, however, focuses on a “regulatory objective” and “risk scope” classification of regulatory
sandboxes, in order to address also existing gaps into how cybersecurity is both functional and managed
within such mechanisms.

3. A classification of regulatory sandboxes

Regulatory sandboxes show significant flexibility in their contextual application across jurisdictions.
Indeed, regulatory sandboxes have been used in various ways in different countries, reflecting diverse
mandates and needs of the implementing authorities. Thus, regulatory sandboxes operate across
multiple “forms”, especially with respect to their geographical scope. For example, the AI Act [2]
requires Member States to establish national sandboxes (Article 57(1) of the AI Act). In addition to
national implementations, supra-national sandboxes (such as a sandbox provided by the European Data
Protection Supervisor for EU institutions, agencies, and bodies) and sub-national alternatives at regional
or local levels are allowed under the regime. Besides the AI Act, regional and local implementations
have been deployed in – inter alia – countries like Germany [17], Spain [18], and Switzerland [19], in
an attempt to better adapt to specific local needs. Moreover, the proposed changes to the AI Regulation
by the European Commission – i.e., the amendments proposed by the European Commission on the
Regulation on artificial intelligence [20] – further contemplate an EU-level AI regulatory sandbox to be
established from 2028 by the AI Office, for those AI systems that fall under its exclusive competence
and supervision.

Notwithstanding their geographical scope, sandboxes further diverge in their material scope: that is,
their core regulatory objectives and the categories of products they are addressed to. This divergence
directly reflects the statutory mandate of the administering authority. Evidence shows that “authority
mandate or remit” has served as a selection criterion in 38% of reviewed cases [21]. However, no
comprehensive conceptualization of the different possibilities regardingmaterial scope exists in literature
so far. In this view, this paper introduces a four-fold classification: (A) sector-based frameworks; (B)
technology-based frameworks; (C) domain-based frameworks; (D) rights-based frameworks. This
classification is based on the different regulatory objectives and the associated risk scope of the regulatory
sandbox. The regulatory objective refers to the primary lens through which a sandbox is designed
and structured. It determines the focus of regulatory oversight and the applicable legal frameworks.
The risk scope is the set of core risks associated with a specific experimentation within the regulatory
sandboxes and is directly linked with the regulatory objective.

The next subsections outline the key features of each type and present concrete examples of imple-
mented sandboxes or proposals currently under consideration. Moreover, the specific risk scope of the
proposed types of regulatory sandboxes will be briefly highlighted to better define the material scope
of the different frameworks.

a) Type A: Sector-based frameworks Sector-based regulatory sandboxes are controlled frame-
works that a regulatory authority establishes to enable the testing of an innovative product, service,
or business model within one or more specific regulated industries (such as financial services). These
sandboxes have thus a defined sectoral regulatory remit within which participants are able to develop so-
lutions under the supervision and guidance of the sector-specific competent authority (which usually is
the relevant market surveillance authority). Examples of such frameworks span virtually all productive
sectors [21], with particularly notable applications in financial services [22], healthcare [23], and energy
[24]. The risk scope for a sectoral regulatory sandbox is defined and bound by the supervisory mandate
of the relevant regulator. In general, concerns focus on mitigating risks that potentially cause consumer
harm, compromise market integrity, or threaten the stability of that industry. These sandboxes’ main



objective is to assess risks with respect to a well-understood, albeit evolving, regulated market.
Examples of illustrative cases from financial services include “Colombia’s laArenera,” “Nigeria’s

Financial Regulatory Sandbox,” and “Singapore’s FinTech Regulatory Sandbox”. Colombia’s laArenera
[25] is the regulatory sandbox that the Financial Superintendency of Colombia (SFC) has in place to
enable tests of innovative technological developments for which temporary exemption from regulations
issued by the SFC or from regulations issued by any other authorities is required. Similarly, Nigeria’s
Financial Regulatory Sandbox [26] is a formal mechanism by the Central Bank of Nigeria (CBN) that
allows firms to conduct live testing of novel and innovative products, services, delivery channels,
or business models in a controlled environment under regulatory oversight. This consolidates the
information and support necessary to promote and facilitate innovation within the Nigerian financial
sector. Lastly, the Singapore’s FinTech Regulatory Sandbox [27] framework enables financial institutions
and FinTech firms to conduct experiments with innovative financial products or services in a live
environment within clearly defined parameters and duration. The nature of the experiment may call
for the Monetary Authority of Singapore (MAS) to relax certain legal and regulatory requirements that
would otherwise apply. Once an entity has successfully completed its testing period and exited the
sandbox, it will be required to fully comply with all legal and regulatory obligations relevant to it.

Examples of illustrative cases from healthcare include “Indonesia’s Health Sandbox” and “Mas-
sachusetts’ Digital Health Sandbox Program”. Indonesia’s Health Sandbox [28], run by the Ministry of
Health (Kemenkes), is an innovative program that fosters acceleration in the health sector. Three main
testing schemes exist: one for innovation development (testing ideas and running pilot projects), another
for scaling ready-to-use solutions, and the third one for creating policies that support innovation at
the national level. On the other hand, launched in 2019, the Massachusetts’ Digital Health Sandbox
Program [29] is managed by the Massachusetts eHealth Institute (MeHI) at the MassTech Collaborative.
The main goal is to support digital health companies in developing their products, while the growth of
the number of users for sandbox environments increases. One of the key elements of this initiative
is MITRE’s Digital Health Sandbox [30], which provides key resources necessary to build innovative
solutions faster and more securely. Among its features are realistic synthetic health data, API testing
and development, as well as the possibility to run a medical device through a cyber vulnerability test.
MITRE offers open-source tools together with expert mentorship to help its users throughout the
process. Further cases have been made for the establishment of regulatory sandboxes on particular
subjects, such as neurotechnology [31] or novel food production [32], signaling the growing interest
that the instrument is gaining in the sector.

Examples of illustrative cases from energy include “Switzerland’s Energy Regulatory Sandbox”
and “United Kingdom’s Energy Regulation Sandbox”. Switzerland’s Energy Regulatory Sandbox [33]
allows for the testing of new technologies and business models by facilitating their use in sandbox
projects deviating from the current legislative framework regulated under the Electricity Supply Act.
Sandbox projects allow determining regulatory barriers complicating the further diffusion of advanced
technologies and business models. United Kingdom’s Energy Regulation Sandbox [34], operated by the
Office of Gas and Energy Markets (Ofgem), is a structured channel for innovators through Ofgem’s
Innovation Link. This regulatory sandbox allows for temporary exemptions from current rules, either
outlined in the licenses that Ofgem regulates or, in some cases, from industry codes relating to system
operation, as a means of creating an environment where innovation is encouraged.

b) Type B: Technology-based frameworks A technology-based regulatory sandbox is a con-
trolled framework created to facilitate experimentation with innovative technologies themselves (such
as artificial intelligence, blockchain, quantum computing, or any other emerging technology) regard-
less of the sector or domain of application. These sandboxes focus on understanding the regulatory
implications of specific technological solutions and developing appropriate regulatory approaches
to accommodate them effectively. The risk scope of a technology-based framework would concern
technology-inherent and often novel risks that are not yet fully understood or regulated. What is
pursued through the sandbox is a safe space in which the potential harms of a new technology are



explored prior to its mass diffusion into (possibly) different sectors and types of applications.
The most prominent example of technology-based frameworks is represented by the AI regulatory

sandboxes to be established in EU Member States under the AI Act [2]. The AI Act defines AI regulatory
sandboxes as “controlled framework[s] set up by a competent authority which offer providers or
prospective providers of AI systems the possibility to develop, train, validate and test, where appropriate
in real-world conditions, an innovative AI system, pursuant to a sandbox plan for a limited time under
regulatory supervision” (Article 3(55) of the AI Act). Albeit not being the only EU Regulation that
foresees regulatory sandboxes in the digital domain, the AI Act covers a key role since it mandates
Member States to ensure that their competent authorities establish at least one AI regulatory sandbox
at national level by 2 August 2026 (Article 57(1) of the AI Act). This provision may also be fulfilled by
jointly establishing an AI regulatory sandbox with competent authorities of other Member States [35],
or by participating in an existing scheme given an equivalent level of national coverage. Pilot regimes
of the AI regulatory sandboxes under the AI Act have been implemented in several countries, such
as Spain [36] and the Netherlands [37]. Moreover, regulatory sandboxes centered on AI technologies
have been implemented in several jurisdictions globally [15]; the latest example being the United States,
where a bill is being discussed in the Senate to establish and operate an AI regulatory sandbox program
under the Office of Science and Technology Policy [38].

Regarding blockchain technologies, the pan-European Blockchain Regulatory Sandbox [39] is a
European Commission-led initiative to support innovative use cases involving Distributed Ledger
Technologies (DLTs). It establishes a pan-European framework promoting regulatory dialogue to
increase legal certainty for advanced solutions in blockchain technology. The European Blockchain
Sandbox was created to help foster interactions among regulators and innovators working on both
public and private sector applications. Legal, regulatory, and technical advice can be sought through
it, within a secure and confidential environment. Participation is open to any use case based on any
blockchain infrastructure. Concretely, the sandbox: a) offers customized legal and regulatory advice to
the projects individually in order to increase legal clarity and regulatory awareness among companies
while enabling regulators to further develop their expertise regarding emerging blockchain technologies;
and b) drafts the best practices reports based on the experience and insight gained within the sandbox
for the benefit of the greater blockchain ecosystem and with a view to pointing out potential legal issues.
Although, joining the sandbox does not exempt projects from complying with existing regulations.

In addition, at the EU level, policy discussions are underway to expand the adoption of the sandbox
instrument. For example, the EU Startup and Scale up Strategy published in May 2025 sets forward
an action point by which “the Commission will propose a European Innovation Act which will also
promote regulatory sandboxes, to allow innovators to develop and test new ideas. It will contain a
common legal definition and basic principles regarding the establishment of regulatory sandboxes,
including cross-border or place-based regulatory sandboxes, while ensuring sector specific needs (Q1
2026)” [40]. This is connected to the possibility of setting up regulatory sandboxes for emerging and
deep tech, including technologies such as quantum computing [41]. Quantum sandboxes may be useful
in different legal jurisdictions, in particular for agenda setting (thus, unresolved regulatory and policy
questions) and for creating spaces for new learning on the matter [42].

c) Type C: Domain-based frameworks A domain-based or dimension-based regulatory sandbox
is a controlled framework set up for testing compliance against a specific cross-cutting regulatory objec-
tive, framework, or technical domain that applies horizontally across multiple sectors and technologies.
These sandboxes organize experimentation around a particular regulatory dimension or objective, like
cyber resilience, interoperability, or environmental sustainability, rather than a sector or technology.
The risk scope here is explicitly horizontal and systemic. These sandboxes are set up to handle risks
that cut across no single company, technology, or sector, having more to do with the interdependence
of the entire (digital) ecosystem.

For cyber resilience, a notable example is represented by the cyber resilience regulatory sandboxes
envisaged under Article 33(2) of the Cyber Resilience Act – CRA [3]. The CRA provides rules for



deploying products with digital elements while ensuring their cybersecurity, including essential require-
ments for the design, development, and production of such products and for the vulnerability handling
processes put in place by manufacturers (Article 1 of the CRA). In this view, the CRA lays down the
possibility for Member States to establish regulatory sandboxes, thus providing for controlled testing
environments for innovative products with digital elements to facilitate their development, design,
validation and testing for the purpose of complying with the provisions envisioned in the CRA itself
[43]. Cyber resilience regulatory sandboxes are envisioned as support measures for microenterprises
and small and medium-sized enterprises, including start-ups, highlighting once again their framing
as an innovation supporting mechanism at the EU level [44]. As for the other cases, participation
in such controlled testing environments is bound to a limited period of time before the placing on
the market of the product. Cyber resilience regulatory sandboxes will operate under the supervision,
guidance and support of market surveillance authorities. However, the CRA provides for the possibility
for manufacturers of products with digital elements which are classified as high-risk AI systems with
respect to the AIA to participate in the AI regulatory sandboxes foreseen therein (Article 12(4) of the
CRA). The CRA becomes generally applicable after 36 months from the date of entry into force, thus in
December 2027.

Another EU Regulation provides the legal basis also for interoperability regulatory sandboxes [1]. The
Interoperable Europe Act’s (IEA) scope focuses on the promotion of cross-border interoperability of trans-
European digital public services, thus applying to entities and public sector bodies that either regulate,
provide, manage or implement such services (Article 1 and 2 of the IEA). Interoperability regulatory
sandboxes refer to controlled environments for the development, training, testing, and validation of
innovative interoperability solutions, where appropriate in real world conditions. These environments
shall be set up by Union entities or public sector bodies for a limited period and under regulatory
supervision [45]. The establishment of interoperability regulatory sandboxes is not mandatory under
the IEA. An implementing act was adopted by the European Commission in July 2025 [46], detailing
rules and conditions for the establishment and operation of the interoperability regulatory sandboxes
(Article 12(10) of the IEA). Such rules and conditions include both the establishment and operation of
the frameworks.

As for environmental sustainability, an example is provided by the Net-Zero Industry Act – NZIA
[47]. The general objective of the NZIA is to establish a framework in order to ensure the Union’s access
to a secure and sustainable supply of net-zero technologies, including by scaling up the manufacturing
capacity of net-zero technologies and their supply chains to safeguard their resilience while contributing
to achieving the Union’s climate targets and climate neutrality objective (Article 1 of the NZIA). The
Regulation provides the legal basis for establishing net-zero regulatory sandboxes, meaning schemes
that enable undertakings to test innovative net-zero technologies and other innovative technologies in
a controlled real-world environment, under a specific plan, developed and monitored by a competent
authority (Article 3(22) of the NZIA). In addition, the competent authorities operating net-zero regulatory
sandboxes shall consider whether to grant derogations or exemptions in national law to the extent
allowed by relevant Union law (Article 33(5) of the NZIA).

d) Type D: Rights-based frameworks Rights-based regulatory sandboxes are controlled frame-
works designed to enable experiments with novel solutions, either specifically to validate compliance
with fundamental rights frameworks or to identify solutions to better protect certain rights. These
sandboxes organize experimentation around the protection and operationalization of specific rights
(such as data protection, privacy, or children’s rights) rather than providing experimental environments
based on sectoral or technical considerations. The risk scope puts the individual and social impact of
technology with regard to (fundamental) rights at the center. Thus, this is a human-centered approach
where market failure or technical malfunction is of lesser concern than legally protected rights.

A consolidation of rights-based frameworks has been observed in particular with respect to privacy
and data protection aspects. Examples of such schemes include “Norway’s Regulatory Privacy Sand-
box”, “Saudi Arabia’s Data and Privacy Regulatory Sandbox”, “Sweden’s Regulatory Sandbox on Data



Protection”, and “United Kingdom’s Privacy Regulatory Sandbox”.
Norway’s Regulatory Privacy Sandbox [48] is run by the national Data Protection Authority (Datatil-

synet), whose main mission is to stimulate privacy-enhancing innovation and digitalization. The
sandbox provides free advice to a limited number of organizations of different types and sizes across
a wide range of sectors, in return for complete openness about all reviews made. Its main goal is to
facilitate innovative solutions that respect high ethical and responsible data protection standards. The
sandbox supports participating organizations regarding regulatory compliance and incentivizes the
creation of privacy-conscious technologies. Thus, the framework, although it may focus on specific
technologies, is driven by regulatory objectives regarding the impact of such technologies on citizens’
rights protection.

Saudi Arabia’s Data and Privacy Regulatory Sandbox [49] aims to enable its participants to innovate
by offering guidance, consultations and the expertise needed to efficiently optimize their products and
services to ensure that data and privacy are at the forefront of all services offerings commercializedwithin
the country. The framework connects experts, policymakers, and entrepreneurs in the development
of privacy-by-design principles, testing of privacy-enhancing technologies (PETs), and identification
of best regulatory practices. The sandbox facilitates responsible innovation by enabling iterative PET
development and evaluation within a regulated environment.

Sweden’s Regulatory Sandbox on Data Protection [50] is operated by the Swedish Authority for
Privacy Protection (IMY), which conceptualizes a regulatory sandbox as a means of providing com-
prehensive, interpretative guidance on how existing data protection regulation and its supplementary
legislative instruments are applied in practice. Participation in the sandbox entails no exemptions from
the requirements set forth in the data protection regulation or its supplementary legislative instruments.
Rather, it is a collaborative process where IMY and the participating stakeholders of innovation jointly
identify salient legal questions that deserve special attention.

United Kingdom’s Privacy Regulatory Sandbox [51] was established by the Information Commis-
sioner’s Office (ICO) with the primary objective of fostering innovation among organizations working
with emerging technologies while simultaneously mitigating potential negative impacts to privacy
and data protection. Several focus areas have been identified under the broad domain of emerging
technologies, including central bank digital currencies, connected transport systems, next-generation
search technologies, quantum computing, synthetic media, commercial uses of drones, and health-
tech. ICO is especially interested in collaborating with innovative initiatives that engage with such
technological domains, irrespective of the sector in which such projects are situated. In addition, the
sandbox is open to applications for those projects that, while not explicitly using one of the named
emerging technologies, can nevertheless demonstrate a very high level of novelty. These might include,
for instance, new types of data processing that do not yet exist in any sector or new uses of technologies
that are already considered innovative.

Beyond privacy and data protection, recent research has also shown that specific regulatory sandbox
programs or cohorts may be established for exploring the risks posed by novel solutions to specific
rights and group of people: for example, regarding children’s rights protection [52]. For instance, the
Children’s Online Redress Sandbox [53] is a regulatory sandbox focused on children’s online safety,
established to co-design and test online safety policies and redress mechanisms with a focus on children’s
rights. A distinctive feature of this initiative is the active involvement of young people in the sandboxing
process, enabling them to directly inform both policy development and product design. In this context,
the primary objective is not to test novel solutions against the existing regulatory framework for the
protection of children online, but rather to identify and operationalize the parameters that should guide
the development of practical and effective mechanisms for delivering fair and meaningful online redress.

However, the use of regulatory sandboxes to test products intended for minors remains relatively
limited, although participation in existing sandboxes is gradually increasing, particularly in privacy
[54].



e) Summary of the proposed classification Table 1 below presents a synthetic view of the
proposed four-fold classification of regulatory sandboxes, regarding their material scope outlined above.
The table also includes key aspects regarding their definition, their regulatory objective, the core risk
scope considered in the framework and some high-level examples.

Table 1
Summary of the regulatory sandboxes’ classification

Type Definition Reg. objective Risk scope Examples

A. Sector Framework established by
regulatory authorities
within specific regulated
industries under
sector-specific supervision

Regulated
industry or
market sector

Consumer harm,
compromise of
market integrity
or overall
stability

A1. Financial
services
A2. Healthcare
A3. Energy

B.
Technology

Framework established to
facilitate testing of specific
innovative technologies
regardless of sectoral
context of application

Specific
technology or
technological
category

Technology-
inherent and
often novel risks
prior to their
diffusion

B1. Artificial
Intelligence
B2. Blockchain &
DLT
B3. Quantum

C. Domain Framework organized
around cross-cutting
regulatory objectives or
technical domains that
apply horizontally across
multiple sectors and
technologies

Horizontal
regulatory
objective or
technical domain

Horizontal and
systemic,
interdependence
of the entire
ecosystem

C1. Cyber resilience
C2. Interoperability
C3. Environmental
sustainability

D. Rights Framework established to
verify compliance with and
enhance protection of
specific rights rather than
considering (only) sectoral
or technical requirements

(Fundamental)
rights protection
and compliance

Individual(s),
vulnerable
groups and social
impact

D1. Privacy & data
protection
D2. Children’s rights

The four proposed types of regulatory sandboxes should be considered mutually exclusive, since
they are established by specific authorities with a distinct mandate or remit. However, regulatory
sandboxes can be set up in such a way as to incorporate features of more than one framework. A
recent notable example in this view is the establishment of AI Airlock [55], the regulatory sandbox
operated by United Kingdom’s Medicines and Healthcare products Regulatory Agency (MHRA). AI
Airlock’s objective is to identify and address the challenges faced by AI as a Medical Device (AIaMD).
It thus combines two distinct features: the sandbox is operated from a “sector-based” framework
(healthcare) but is also focused on a specific technology (AI). Another aspect to consider is the creation
of broader frameworks, such as “France Experimentation” [56], “Italy Experimentation” [57] or “Japan’s
Regulatory Sandbox Framework” [58]. While these frameworks are comprehensive in scope, effective
implementation is achieved through sector-specific deployment and active participation by the relevant
regulatory authorities. As a result, although they are designed from a general perspective and require
coordination among various governance bodies, their practical implementation and operation are
primarily determined by sector-based approaches.

4. Cybersecurity and regulatory sandboxes

While the four-fold classification above offers a sound typology of regulatory sandboxes along sectoral,
technological, domain, and rights-focused lines, cybersecurity warrants special analytical attention,
due to its dual function in the design and implementation of sandboxes. Cybersecurity operates both



as a substantive regulatory goal that demands specific sandbox mechanisms (in particular, within the
domain-based type, in which cyber resilience may be a horizontal concern applied across sectors and
technologies), and as a structural imperative underpinning the reliability of regulatory sandboxes
themselves.

This dual dimension reveals the complex interdependencies that are typical of advanced digital
ecosystems, wherein cybersecurity is not one of several regulatory issues, but rather a basic pre-
condition for the secure functioning of the very environments in which innovations are tested. In
this regard, as a core contribution, the paper advances a broader conceptual analysis of cybersecurity
aspects within regulatory sandboxes, addressing cybersecurity of and through regulatory sandboxes.
To this end, the analysis differentiates between two dimensions: (i) cybersecurity of the sandbox and
(ii) cybersecurity through the sandbox. This allows for a deeper investigation into cybersecurity via
sandbox mechanisms coupled to a focus on measures inherent in sandbox architecture itself, including
data security protocols, risk containment regimes, and compliance structures. This ensures that the
regulatory sandbox is not itself a source of systemic vulnerability.

Regarding the first dimension, the study undertakes an examination of the security properties of the
sandbox scheme itself, including the protection of information exchanged during experimentation and
the robustness of the virtual or controlled infrastructures used for testing. Secondly, it examines the
risk-management approaches adopted within regulatory sandboxes, including the conditions under
which testing activities may be suspended or terminated.

The second dimension addresses the application and evaluation of cybersecurity requirements through
the sandbox, focusing on the systems, products, services, and processes admitted to experimentation. In
this context, the analysis outlines the salient characteristics of each sandbox type proposed in Section 3
and then focuses on a specific type of regulatory sandbox (AI regulatory sandboxes) to provide insights
into possible operational implementation.

4.1. Cybersecurity of the sandbox

Notwithstanding their flexible and contextual deployment across different geographies and authorities,
regulatory sandboxes are characterized by common conceptual and operational features, which require
sound consideration of potential cybersecurity implications.

First, regulatory sandboxes introduce controlled regulatory flexibility, allowing companies to test
innovative products, services, and business models under adapted or relaxed regulatory conditions.
Such experimentation may involve prototype systems, incomplete security controls, or temporary
infrastructures, all of which can increase exposure to vulnerabilities if cybersecurity is not systematically
managed. In fact, while most regulatory sandboxes only admit firms with viable and tested products
[59], these should at the same time represent a genuine innovation, not currently available in the market
[6]. Second, regulatory sandbox testing often involves the exchange of non-public technical information,
including proprietary algorithms or operational logs. The sandbox must provide sound management of
this data and information. Third, early-stage technologies often exhibit immature security properties as
they may not yet undergo full compliance processes. Integrating cybersecurity assessment ensures that
risks are identified and mitigated before market deployment.

Against this backdrop, it is deemed essential to identify possible effects of operating the regulatory
sandboxes and establish contingencies and mechanisms for protecting the stakeholders involved. In
this regard, the cybersecurity dimension of regulatory sandboxes is sandbox-type agnostic.

Considering for instance the AI regulatory sandboxes envisaged by the AI Act, its Article 58(2)(c)
mandates that implementing acts specifying the arrangements for establishing, developing, imple-
menting, operating, and supervising provide maximum flexibility for national competent authorities.
Nevertheless, in order to provide baseline harmonized procedural rules across Europe, on December 2,
2025, the European Commission, following Article 58(1) of the AI Act, published the Draft implementing
act on AI regulatory sandboxes, and opened it to public feedback [60]. The Draft implementing act
contains a number of provisions relating to the secure management of regulatory sandboxes, although
it does not explicitly frame these obligations as cybersecurity obligations. As for participation in the



sandbox, competent authorities are required to record in a secure manner the activities and the updates
related to participation in an AI regulatory sandbox, as well as maintain records related to AI systems
developed or tested in that sandbox (Article 4(1)).

Regarding the operation of an AI regulatory sandbox process, the draft implementing act provides
that the sandbox plan shall specify “risk management safeguards and a procedure for monitoring,
managing and reporting serious incidents that could occur during the participation in the AI regulatory
sandbox, when considered necessary and appropriate given the risks that are likely to arise” (Article
5(2)(f)). From this wording, pending the adoption of the consolidated version, national competent
authorities would retain great flexibility in defining operational security requirements, provided these
are guided by the required risk assessment.

In this regard, first, competent authorities should identify the level of risk of the experimentation.
Then, undertake the protection and contingency measures necessary depending on the identified risk.
For the authors, such an assessment will mainly depend on the sandbox participation conditions. The
support provided by a regulatory sandbox can, in fact, vary and may encompass different participation
conditions, including: (a) advice and guidance, aimed at providing qualified analysis or regulatory
provisions for an increased legal certainty; (b) virtual or digital testing, organized through simulated
testing environments for safe assessments; and (c) real-world testing, an evaluation of the solution in
the actual development or deployment context and a possible involvement of real users during testing
[61]. Based on this distinction, the cybersecurity approach will include measures to protect data and
information, safeguards for the secure operation of the virtual testing environment, and measures
ensuring the safe management of real-world testing activities, respectively.

Against this backdrop, in the present work, the following cybersecurity dimensions will be considered:
a) data security; b) operational security; c) identity and access management (IAM); d) infrastructure
security; e) safety and facilities security.

a) Data security Data security refers to data and information protection during the entire life cycle
of a regulatory sandbox. Such data and information may include sensitive or confidential materials,
such as technical documentation, trade secrets, security assessments, vulnerability disclosures, and
other proprietary or security-relevant information. Although there is no established framework yet for
evaluating whether the competent authority establishing the regulatory sandbox possesses adequate
resources and infrastructure, or for verifying that it has adopted suitable policies and procedures to
guarantee secure data and information management, data and information protection generally rely on
several core pillars, commonly grouped into the CIA Triad (Confidentiality, Integrity, Availability) for
baseline security. Additional principles stem from the existing legal framework applicable to specific
sets of data, such as the lawfulness, fairness, transparency, purpose limitation, data minimization,
accuracy, and storage limitation principles under the GDPR [62].

More practical pillars like governance, discovery, access control, and encryption are generally imple-
mented to ensure data is kept secret, accurate, accessible when needed, and managed responsibly.

As an example, regarding cybersecurity measures for data handling/information sharing, the UK
Information Commissioner’s Office (ICO)’s regulatory sandbox terms and conditions for participation
explicitly highlights that the ICO will “implement and maintain appropriate technical and organizational
measures to ensure a level of security appropriate to the risk, including from unauthorized or unlawful
processing of personal data, or accidental loss or destruction of, or damage to, that personal data, and
will process all personal data received from [the participant] in compliance with the provisions and
principles set out in data protection legislation” [51].

b) Operational security During regulatory sandboxes, incidents may occur. Operational security
refers to the plan encompassing measures to be activated in case of incidents. A crucial element of such
contingency measures is the inclusion of provisions regarding the existing or the winding down of the
test in the event of failure or unanticipated risks [63]. This refers to the scenario where, despite the
adoption of contingency measures, including, for example, testing restrictions, unforeseeable risks arise,



or the testing fails. In these cases, the suspension or termination of the regulatory sandbox may be
foreseen. This is the case also for AI regulatory sandboxes under the AI Act, considering that, under
Article 57(11), “[n]ational competent authorities shall have the power to temporarily or permanently
suspend the testing process, or the participation in the sandbox if no effective mitigation is possible
[for any significant risks to health and safety and fundamental rights identified], and shall inform the
AI Office of such decision” [2].

c) Identity and access management Identity and access management (IAM) represents the
complex orchestration of multiple technologies, standards, and protocols to enable an individual to
access the services, benefits, and data to which they are entitled [64]. Within the governance structure
of a regulatory sandbox, IAM plays a crucial role in ensuring that only authorized parties, such as
regulators, innovators, or other stakeholders are given access to certain data, testing environments,
or decision-making systems. Functional IAM solutions make it possible to establish a traceable and
auditable process of interactions, thereby adding strength to accountability, data security, as well as the
fulfillment of GDPR or NIS2 Directive rules. Additionally, the detailed role-based or permission-based
control is expected to make it easier for multiple levels of collaboration to occur through the sandbox,
allowing both public and private actors to coexist while maintaining the integrity of experimentation at
the same time.

d) Infrastructure security Infrastructure security refers to measures and practices implemented
to safeguard the infrastructure used in a regulatory sandbox, which may encompass physical hardware,
software, networking components, and cloud infrastructure. This dimension mainly applies to digital
regulatory sandboxes, which simulate real-world environments to test innovations. Competent au-
thorities managing the sandbox should adopt appropriate and proportionate technical, operational and
organizational measures to manage potential risks. In doing so, competent authorities should follow
applicable European and international standards, as well as relevant technical specifications. In this
regard, the promotion of infrastructure security in a regulatory sandbox requires a trade-off between
the flexibility of innovative solutions and adequate security measures that ensure the reliability and
integrity of the system. By integrating security by design principles into the sandbox infrastructure
(such as zero trust, least privilege, log retention), these authorities can achieve a controlled testbed that
promotes responsible experiments without raising any concerns related to the potential systemic risk
of emerging technology in regulated industries.

e) Safety and facilities security Safety and facilities security deals with the safeguarding of
individuals, physical resources, as well as cyber-physical infrastructure that takes part in sandbox
experiments, especially in real-world testing environments. Concerning regulatory sandboxes, com-
petent authorities must make sure that any engagement or association with real users, bystanders, or
critical infrastructure is carried out in compliance with clearly established safety measures, such as
risk assessments of cyber-physical infrastructure, emergency plans, and communication with relevant
stakeholders or facility owners. This aspect of security is also concerned with physical access security
for testing areas or facilities, as well as proper custody of devices or edge modules used in testing that
could pose a risk of damage, loss, or theft that could spread to the total ecosystem.

f) Summary of the cybersecurity measures identified Depending on the type of support
provided in regulatory sandboxes, different cybersecurity measures will apply. In this regard, security
measures will intensify as testing moves from advice and guidance, to virtual, and real-world, with the
most comprehensive protection required when technology interacts with actual users and live data.
More specifically, data security, operational security and IAM measures will apply to all three regulatory
sandboxes’ participation conditions.

Regulatory sandboxes with virtual testing combine regulatory advice and guidance with technical
support for developing, training, testing, and monitoring the tested product [61]. It has been noted that



they may refer to regulatory sandboxes using simulated or live digital infrastructures. This determines
an increased exposure to cyber risks and requires the adoption of additional contingency measures for
the infrastructure in use (i.e., infrastructure security). When the regulatory sandbox encompasses real-
world testing, the applicable measures will depend on the specific deployment environment. Regarding
this latter participation condition to regulatory sandboxes, the AI Act emphasizes the establishment of
appropriate safeguards agreed on the terms and conditions of the testing with the participants and also
envisages cooperation with other national competent authorities with a view to ensuring consistent
practices across the Union (Article 58(4) of the AI Act). In case of real-world impacts envisaged, evenwith
a risk model in place, all potentially impacted people should be conscious of the risks of participating in
regulatory sandboxes [65]. The measures focus specifically on data protection requirements during
actual deployment testing, ensuring compliance with privacy regulations when real users or real data
are involved, and the damage that may occur during the testing.

Table 2
Summary of the relevant cybersecurity measures depending on the sandbox participation conditions

Measures Description Participation conditions

Advice &
guidance

Virtual
testing

Real-
world

Data security Protection of data throughout its lifecycle
(including synthetic and anonymized datasets
used for testing)

x x x

Operational
security

Day-to-day operation, monitoring, and incident
response

x x x

Identity and
access
management

Authentication of users, enforcement of
least-privilege access to systems and data

x x x

Infrastructure
security

Protection of underlying IT systems, networks,
and platforms against cyber threats

- x x

Safety and
facilities
security

Safe management of the real-world testing
environment (including protection of test
subjects, bystanders, physical facilities, and
management of cyber–physical risks)

- - x

In conclusion, to properly manage (cyber) risks in operating a regulatory sandbox, security require-
ments should be identified, based on the context and associated risk. Different types of regulatory
sandboxes imply different types of cybersecurity assessments within the framework. While different
sandbox types may vary in their testing scope, involved authorities, or participant engagement mecha-
nisms, the underlying cybersecurity infrastructure should uniformly safeguard sensitive information,
protect against cyber threats, and maintain the integrity of the testing environment. Virtual and real-
world testing will require progressive implementation of additional safeguards. From a governance
perspective, authorities entrusted with verifying compliance will be identified. It is the opinion of
the authors that while this would affect the level of trust, the substance of the requirement may be
harmonized across different regulatory sandboxes’ plans.

4.2. Cybersecurity through the sandbox

Cybersecurity, as noted in Section 3, may represent one of the dimensions for classifying regulatory
sandboxes. It serves as a horizontal regulatory and technical objective, cutting across sectors and
technologies, and providing a unifying lens through which the security implications of different
sandbox experiments can be assessed. This dimension addresses the application and evaluation of
cybersecurity requirements through the sandbox, focusing on the products, systems, processes, and



services admitted for experimentation. In this context, the regulatory sandbox can at least achieve the
following objectives: a) evaluating the security posture of new digital solutions within a controlled and
monitored environment; b) testing resilience against cyber threats before deployment in the real world
(i.e., market entry); c) verifying compliance with security regulations without exposing real systems or
users to risk; d) identifying vulnerabilities early, enabling rapid iteration and safer product development;
e) collaborating with regulators to ensure that innovations meet required security standards and best
practices.

Depending on the risk scope identified for each type of regulatory sandbox in Section 3 (i.e., based on
sector, technology, domain, and rights), cybersecurity requirements can be differently assessed through
the regulatory sandbox. Regarding sectoral regulatory sandboxes, they operate within a risk scope that
is defined and circumscribed by the supervisory mandate of the relevant sector regulator. The primary
concerns center on mitigating risks that may cause consumer harm, compromise market integrity,
or may have adverse effects on the operational stability of the specific industry. For instance, due to
ever-growing digitalization and interconnectedness, cyber threats are significant for overall financial
stability [66]. Thus, the approach is inherently sector-specific, evaluating threats through the lens of
established industry standards and existing regulatory requirements. In contrast, technology-based
sandboxes are characterized by a risk scope centered on technology-inherent and often novel risks that
have not yet been fully understood, classified, or regulated regarding that particular technology. The
primary concern is thus identifying emerging technological vulnerabilities and security implications,
instrumental to characterize potential harm before technologies achieve widespread deployment. These
emerging threats are particularly problematic owing to an absence of historical data patterns, often
referred to as “unknown unknowns”, which aremost likely to create non-linear failures. Additionally, the
convergence of different emerging technologies into the same application creates novel or compounding
cybersecurity risks [67]. As for domain-based sandboxes, in cases other than cyber resilience regulatory
sandboxes, cybersecurity through the sandbox concerns the controls and measures put in place for
the correct functioning and achievement of the overall regulatory objective. Similarly, rights-based
sandboxes present a distinctly different risk paradigm, one that prioritizes the individual and societal
impacts of technology with respect to fundamental and legally protected rights. The primary concerns
encompass privacy violations, data protection breaches, algorithmic discrimination and bias, and
broader threats to autonomy, dignity, and democratic values. The cybersecurity approach in this
context is human-centered, where technical security measures serve primarily to safeguard rights
rather than merely prevent system failures or market disruptions. Thus, in this context, cybersecurity
is instrumental in guaranteeing full enjoyment of and respect for a right.

Each framework demands a distinct strategy aligned with its unique risk drivers, contingency
measures, and primary stakeholders involved. At the same time, for each regulatory sandbox type, the
governance model may differ, and the associated responsibility framework will be adapted considering
the specific risk scope of that typology.

When it comes to operationalizing regulatory sandboxes, even where cybersecurity is defined as the
regulatory objective of the sandbox, as in the cyber resilience regulatory sandboxes established under
the CRA, there is no one-size-fits-all approach.

First, sandboxes may differ as a result of top-down decisions of the competent authorities regarding
the conditions of participation, in particular, whether they focus on advice and guidance, virtual testing,
or real-world testing. Second, even under the same participation conditions, the specific activities carried
out within a sandbox may vary based on the agreement between the regulator and the technology
provider. In practice, testing within regulatory sandboxes is typically not comprehensive but instead
targeted [68], focusing on specific applicable requirements and the potential harms that the tested
innovation – whether a system, product, service, or process, either under a procedural or security
function [43] – may pose. The boundaries and scope of testing are usually defined jointly by the
regulator and the provider upon admission of the latter to the specific sandbox and before starting the
testing phase. The agreed testing conditions are generally included in the so-called sandbox plan. The
scope of the testing may be determined either bottom-up, where the provider identifies relevant legal
or technical challenges, or top-down, where the legislator highlights risks associated with particular



technologies or products.
When cybersecurity is the specific objective of the regulatory sandbox, this can serve to identify,

analyse, and characterize potential harms before technologies are widely deployed across sectors and
applications. Alternatively, it can enable providers that lack in-house capabilities to leverage the sandbox
framework for cybersecurity testing, risk assessment, or vulnerability identification. As an example, AI
regulatory sandboxes (AIRS) will be considered. AIRS are increasingly positioned at the center of policy
and regulatory discussions, reflecting their growing relevance as a governance tool for AI development
and deployment in the EU internal market. In the present work, a specific focus on testing cybersecurity
in AI regulatory sandboxes is provided.

AI and cybersecurity are intrinsically linked, necessitating that AI systems maintain an adequate
level of cybersecurity. The AI Act explicitly addresses this interrelation with regard to high-risk AI
systems, requiring that, depending on their intended purpose, they are designed and developed to
ensure an appropriate level of accuracy, robustness, and cybersecurity. These characteristics must also
be maintained throughout the entire lifecycle of the system (Article 15(1)). Therefore, any AI-focused
sandbox must also consider cybersecurity aspects to experiment with high-risk AI systems that comply
with the AI Act [69]. The AI Act provides that AI regulatory sandboxes are specifically intended to
promote innovation while ensuring compliance of innovative AI systems with the Regulation and,
where relevant, other applicable Union and national law (Article 57(9)(a)). This means that the testing
procedures within regulatory sandboxes must explicitly focus on ensuring that high-risk AI systems
meet the requirements set out in Article 15. Additionally, providers of high-risk AI systems classified as
products with digital elements under the CRA, may choose to participate in AI regulatory sandboxes,
further linking the legal compliance objectives of the AI Act and cybersecurity regulatory frameworks.
In fact, if a high-risk AI system falls under the scope of the CRA and meets the essential cybersecurity
requirements outlined in its Annex I, it is deemed compliant with theAI Act’s cybersecurity requirements,
highlighting the strong connection between these regulations (Article 12 of the CRA). Considering the
development of sophisticated AI models, including Large Language Models (LLMs) and general-purpose
AI (GPAI) models, highly susceptible to data poisoning, adversarial attacks and unauthorized intrusions,
this dual compliance underscores the need for a coherent and integrated regulatory approach [35].

Looking at the set of cybersecurity measures addressed in the CRA that a provider may experiment
with in a regulatory sandbox, these specifically refer to secure design and development (incorporating
security-by-design principles throughout the development life-cycle), secure default configurations
(deploying components with security-optimized settings requiring no user intervention), data confi-
dentiality and integrity (implementing state-of-the-art protection mechanisms for data at rest and in
transit), access control (establishing robust authentication and authorization mechanisms), vulnerability
handling (supporting systematic vulnerability management including security updates and disclosure
channels), and incident handling (facilitating effective security incident detection, response, and recov-
ery). At the same time, under the AI Act, the implementation of regulatory sandboxes should also be
designed to facilitate the development of tools and infrastructure specifically for testing dimensions
like accuracy, robustness, and cybersecurity for regulatory learning (Article 58(2)(i)). In this regard,
combining cybersecurity with the regulatory objective and risk scope of experimentation enhances the
likelihood of regulatory sandboxes to function properly as a risk management mechanism across all
types (sectors, technologies, domains, and rights).

5. Conclusion

The present study aims to develop further the understanding of the evolving landscape of regulatory
sandboxes at the intersection of innovation governance and cybersecurity requirements. To this regard,
it makes two principal contributions to the relevant literature. First, the paper puts forward an analytical
classification of regulatory sandboxes by proposing a four-fold typology: (a) sector-based, e.g., financial
services or healthcare-specific; (B) technology-based, e.g., AI or blockchain-focused; (C) domain-based,
e.g., cross-cutting interoperability; and (D) rights-based, e.g., data protection or fundamental rights-



oriented. The classification is guided according to the primary regulatory objective and risk scope
of the sandbox scheme, moving beyond fragmented sector-specific analyses. Second, this descriptive
mapping is complemented by a normative dual perspective that distinguishes between cybersecurity of
sandboxes and through sandboxes. The former encompasses dimensions such as data security, identity
and access management and infrastructure security: in short, the baseline for having a secure and
trustworthy sandbox process. The latter highlights how cybersecurity testing should be contextualized
to the specific regulatory objective and risk scope of the overall scheme, thus making it useful and
instrumental for the specific purposes of the regulator operating the sandbox.

This study also seeks to establish a foundational basis for future research in the field. Further
analysis could extend the responsibility framework applicable to different types of regulatory sandboxes,
particularly regarding cybersecurity. In addition, a more granular assessment of cybersecurity testing
requirements across the identified risk scopes is needed. Such an effort would contribute empirical
grounding to the concept of “cybersecurity through the sandbox” and enhance its practical relevance.
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