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Abstract

In this paper we define a problem of logic-based repairing of knowledge graphs and discuss different issues
related to correctness and completeness that need to be solved for creating repairing systems. We summarize and
extend recent ideas for solving these issues.
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1. Introduction

Knowledge graphs (KGs) are core components in application scenarios that involve searching, integrat-
ing, managing and extracting value from diverse sources of data at large scale. They are used by major
data and database providers and consumers such as Google, Amazon, Meta, and Neo4j. The quality of
KGs is crucial for developing high-quality semantically enabled applications. However, ensuring their
quality, in particular regarding completeness (or coverage, all relevant information is modeled) and
correctness (no incorrect information is modeled), is a major challenge [1, 2, 3, 4, 5].

There are different types of defects concerning completeness and correctness in KGs, including
semantic defects such as inconsistency or incoherence, and modeling defects where axioms in the KG
are incorrectly stated or inappropriately reflect the intended semantics of the domain. A process of
dealing with defects has different steps including detection, localization and repair. Many approaches
exist for the first two steps [1]. For instance, semantic defects are usually detected by standard reasoning
techniques. Inspection and competency questions can be used to find modeling defects. This paper
focuses on the repairing step. In contrast to traditional debugging approaches, we discuss ways to
repair KGs with incorrect information such that as much correct information as possible is maintained.
Further, we discuss ways to add missing correct knowledge that are more advanced than just adding
this knowledge. These approaches improve the quality of KGs in terms of correctness and completeness.

In this paper, we address the problem of repairing KGs represented by description logic knowledge
bases. As our discussion does not look into particular implementations of repairing systems, but rather
provides a framework that can be instantiated with different algorithms, the discussion is agnostic with
respect to which description logic is used for the representation of the KG.

2. Preliminaries

Description logics [6] are knowledge representation languages where concept descriptions are con-
structed inductively from a set N of concept names, a set N of role names and a set Ny of individual
names. Different description logics allow for different constructors for defining complex concepts and
roles. An interpretation Z consists of a non-empty set AZ and an interpretation function -Z which
assigns to each concept name C' € N a subset CT C AZ, to each role name r € Ng a relation
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rL C AT x AZ, and to each individual name i € N an element iZ € AZ. The interpretation function
is straightforwardly extended to complex concepts.

A knowledge base is a tuple (T, A) where T is a TBox and A is an ABox. A TBox is a finite set of
axioms which include general concept inclusions (GCIs) and role inclusions (RIs). An ABox is a finite
set of facts, which consists of concept membership assertions (CMAs) and role membership assertions
(RMAs). An interpretation [ is a model of a knowledge base K if for each axiom in K the semantic
conditions are satisfied. We say that a knowledge base K is inconsistent if there is no model for K.
Further, a concept C in a TBox 7 is unsatisfiable if for all models Z of 7 : C = ). A TBox is incoherent
if it contains an unsatisfiable concept name.

In general, a KG may contain ontologies represented by description logic TBoxes, alignments (i.e.,
sets of mappings) between ontologies represented by TBoxes, and facts regarding data represented
by ABoxes. Similar to KGs and knowledge bases, in the remainder, we use the terms ontology and
alignment also for their representations as TBoxes.

Definition 1. Let 7y, ..., T, be TBoxes representing ontologies. Fori,j € [1..n] withi < j, let A;; be a
TBox representing an alignment between the ontologies represented by T; and T;. Let Ay, ..., A}, be ABoxes
representing facts regarding data. Then, the KG containing the ontologies, their alignments, and the data is
represented by the knowledge base ((;—y ,, Ti)U (U; j=1. n.icj Aij) U Ui=1 x Ai)-

Note that this definition also covers the simpler cases of an ontology (one ontology, no alignments
and no data), an ontology network (no data), and a single ontology with data (no alignments). In the
remainder we use the term ’KG’ for the KG and the knowledge base representing the KG interchangeably.

In Sect. 4 we deal with repairing KGs in general, while in Sect. 5 we make use of the fact that axioms
in KGs can be of different types.

3. Repairing KGs
3.1. KG quality

In this paper we discuss KG quality in terms of correctness and completeness. We assume an oracle
(representing a domain expert or a set of doamin experts) that, when given an axiom, can answer
whether this axiom is correct or not in the domain of interest. As deciding whether a KG is correct
or complete is not feasible in practice, we instead use preference relations to compare KGs with
respect to correctness and completeness. Essentially, KG1 is more complete/incorrect than KG2, if all
correct/incorrect information in KG2 can be derived in KG1, but there is additional correct/incorrect
information in KG1 that is not derivable in KG2.!

Definition 2. (less incorrect) Let KG1 and KG4 be two KGs. Then, we say that G is less incorrect
than KG2 (G2 is more incorrect than KG1) iff (V¢ : (KG1 = ¥ A Or(¢) = false) — KGa =
V) A (T : Or(v) = false NKG1 = ANKGe = ).

Definition 3. (more complete) Let KG1 and K G2 be two KGs. Then, we say that KG1 is more complete
than KG9 (or KGs is less complete than KG1) iff (Vi : (KGy = ¥ A Or(y) = true) — KG1 |E

V) A (T : Or(y) =true ANKGy =Y AKGy = )).

3.2. Repair

We assume that, for a given KG, after the detection and localization steps, we are given two sets of
axioms. The first set W is a set of incorrect axioms derivable? from the KG. The second set M is a set
of (missing) correct axioms that are not derivable from the KG.

'Based on [5].
“Note that W can contain asserted axioms, i.e., axioms explicitly stated in the KG, as they are trivially derivable from the KG.



For the axioms in W, we need to find the asserted axioms in the KG that cause the derivation of the
axioms in W and remove the incorrect asserted axioms, such that the axioms in W cannot be derived
anymore. We may also want to add correct axioms to make the KG more complete. For the axioms in
M, we need to find correct axioms that when added to the KG, would make the axioms in M derivable.
It is well-known that for obtaining high-quality repairs, domain expert involvement is needed.

Thus, a repair for G, given the oracle Or, a set of incorrect axioms W? and a set of correct axioms
M, is a set of correct axioms A and a set of asserted incorrect axioms W, such that when the axioms
in W, are removed and the axioms in A are added to G, then the axioms in W cannot be derived
anymore and the axioms in M are derivable.

Definition 4. (Repair) Let KG be a knowledge graph. Let Or be an oracle that, given an axiom, returns
true or false. Let W be a finite set of axioms derivable from ICG such thatV » € W: Or (i) = false. Let M
be a finite set of axioms such that¥ ¢ € M: Or (1) = true. Then, a repair for (LG, Or, W, M) is a tuple
(A, W, ) where A and W, are finite sets of axioms such that

)V € A: Or@) = true;

(ii) Wy, is a finite set of asserted axioms in KG;

(iii) V ¢ € Wy: Or () = false;

(iV)V e W: (KGUA)\ W, - ;

WMV eM: (KGUA)\ W, =1

3.3. Repair quality

To compare the quality of repairs of a given KG, we can make use of Defs 2 and 3.

Definition 5. (more complete and less incorrect repairs) Let (A1, W,1) and (Aa, Wao) be two repairs for
(KG,O0r,W,M). Let KG1 = (KGU A1)\ Wa1) and G2 = (KG U A2) \ Wa2). Then, repair (A1, Wa1)
is more complete than repair (Ag, Wy2) iff CG1 is more complete than KGo. Further, (A1, Wy1) is less
incorrect than repair (Aa, Wa2) iff KG1 is less incorrect than KGs.

3.4. Oracle quality

As described in [5], there are different interesting cases for Or. The all-knowing oracle always answers
correctly. This is the ideal case guaranteeing that repairs always add correct information and remove
incorrect information. However, this requires that domain experts can do reasoning with long chains
of derivations and is not achievable in general. For the limited all-knowing oracle, if Or answers, then
the answer is correct, but it may not know the answer to all questions. This case represents a domain
expert who knows a part of the domain well. An approximation of this case is when there are several
domain experts and only if all domain experts give the same answer regarding the correctness of an
axiom, the answer is considered. The most common case is that the oracle makes mistakes. Axioms that
are not correct in the domain may be validated as correct and vice versa. Although this does not give
the same guarantees as the previous cases, oracles with error rates can still be beneficial to the systems
(e.g., error rates up to 30% for ontology alignment systems [7]). There is also the situation where no
domain expert is available and there is no validation of axioms, such as in fully automated systems.

In practice, when using domain experts, it is not possible to know which kind of domain expert is
used. When only one domain expert is available, it is reasonable for the systems to assume that an
all-knowing expert is used, although we should be aware that mistakes can occur and warning systems
could be implemented when contradictory validations are made by the domain expert. When more
domain experts are available, a skeptical approach or a voting approach may be used to increase the
quality of the KG in terms of correctness and completeness.

*This covers the case of incoherent ontologies, as the fact that a concept C is unsatisfiable can be represented by the axiom C
C | and thus W consists of such axioms. It also covers the case of inconsistent KGs as in that case W ={T C L}.



4. Framework for building KG repair systems

In this section we show a framework for building KG repair systems. The framework uses the basic
operations debugging, weakening and strengthening (in addition to just adding and removing axioms).
We define the operations in Sect. 4.1. Note that we define the operations in a declarative way, but do not
provide implementations. Indeed, the operations can be implemented in different ways and different
algorithms may be needed for different description logics. Our discussion is agnostic with respect to
the chosen description logic as well as of the chosen implementation of the basic operations.*

Further, the framework includes combination operators (Sect. 4.2) that represent different choices for
how the basic operations are combined. The choice of these combination operators has an influence on
the quality of the repaired KG in terms of correctness and completeness.

The framework provides a blueprint for designing KG repair systems. A system with particular
properties regarding the correctness and completeness of the repaired KG can be developed by choosing
implementations for the basic operations, by choosing combination operators, and by deciding how
these can be interleaved.

4.1. Basic operations

Debugging aims to find, given a set of incorrect axioms W, a set of incorrect asserted axioms W, such
that when the axioms in W, are removed from the KGs, the axioms in W cannot be derived anymore
(Fig. 1). Removing these incorrect asserted axioms leads to a less incorrect KG than the original KG.
Many approaches have been proposed (e.g., [8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24,
25, 26, 27, 28], overview in [5]). A basic approach is based on the computation of justifications for the
incorrect axioms and then computing a Hitting set over the set of justifications. A justification for
axiom v in T is a set of axioms 7’ C T such that 7' |= ¢ and V7" C T’ : T” [~ «. A Hitting set for a
collection of sets S is a set H C UgesS such that VS € S : H NS # (). In general, if we assume that
the oracle makes no mistakes and that W is validated to include only incorrect axioms, then there is a
solution for W,,.
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Figure 1: The input to the debugging phase is a KG together with the identified defects, represented as
a set of incorrect axioms W. The output is a set of incorrect asserted axioms W, such that when these
asserted axioms in W, are removed from the KG, the defects in W cannot be derived anymore.

Weakening aims to, given an axiom, find axioms that are weaker than the given axiom, i.e., the given
axiom logically implies the weaker axioms within the context of the KG (Fig. 2). Given an axiom P C
@, weakening can be done by replacing P by a more specific concept or replacing () by a more general
concept. For an axiom P(a), P could be replaced by a more general concept. In the context of repair,
when removing incorrect asserted axioms, unfortunately, correct knowledge may also be removed. To

*Most of the work on KG or ontology repair systems has focused on developing algorithms for particular basic operations and
languages, which can be used as instantiations for the basic operations in the framework.



alleviate this problem, we may try to replace the incorrect asserted axioms with correct weaker versions
instead of just removing them. The correct weakened axioms represent correct knowledge that would be
removed by removing the axioms in W, and that should be kept in the KG. They contribute to A in Def.
4. Thus, weakening leads to a more complete KG than the KG obtained by just removing the incorrect
axioms from the original KG. Note, however, that there may not be any correct weakened axioms for a
given incorrect axiom. Weakening algorithms are proposed in, e.g., [29, 30, 31, 32, 33, 34, 35].
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Figure 2: The input to the weakening phase is a set of incorrect asserted axioms W,. After weakening,
the output is a set of axioms A,,, which are correct weaker versions of these axioms in W,.

Strengthening aims to find axioms that would make a given axiom derivable within the context of
the KG (Fig. 3). Given an axiom P C (), strengthening can be done by replacing P by a more general
concept or replacing () by a more specific concept. For an axiom P(a), P could be replaced by a more
specific concept. In the context of repair, strengthening is applied to correct weakened axioms as well
as to missing correct axioms which can be replaced by correct stronger axioms, thereby possibly adding
additional knowledge to the KG and thus leading to a more complete KG. They contribute to A in Def.
4. As the strenghtening is applied to correct axioms, these axioms are correct strenghtened axioms of
themselves. Strengthening algorithms are proposed in, e.g., [36, 37, 38, 39, 34, 35].
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Figure 3: The input to the strengthening phase is a set of correct (missing) axioms M.. The output is a
set of axioms A, which are correct stronger versions of these correct axioms in M.

4.2. Combination operators

In [34, 35] combination operators were introduced to combine the basic operators for repairing ontolo-
gies. They reflect choices regarding, e.g., processing axioms all at once or one at the time, when to
validate generated solutions, and when to update the ontology. These operators can also be used to



repair KGs and are shown in Table 1.°

Table 1

Debugging, removing, weakening and strengthening - operations. (Updated from [34, 35].)
Operations Description
CJ-one Compute the justifications for one incorrect axiom at the time.
CJ-all Compute the justifications for all incorrect axioms at once.
D-one-v Generate one Hitting set from the justifications, then validate

the asserted axioms in the generated Hitting set.

D-v-one Validate one valid Hitting set in the justifications.
D-all-v/D-v-all | Validate all asserted axioms from the justifications.
R-all Remove all the incorrect axioms at once.
R-one Remove the incorrect axioms one at a time.
R-none Remove nothing.
W-all Weaken all incorrect axioms at once.
W-one Weaken the incorrect axioms one at a time
S-all Strengthen all weakened/missing axioms at once.
S-one Strengthen the weakened/missing axioms one at a time.
AB-one Add one incorrect axiom back.
AB-all Add all incorrect axioms back.
AB-none Add nothing back.
U-now Update the changes immediately.
U-end_one Update the changes after the iteration of each incorrect axiom.
U-end_all Update the changes after iterations of all incorrect axioms.

The choice of combination operators influences the completeness and correctness of the repaired KG
as well as the amount of validation work by a domain expert. This can be represented in Hasse diagrams
(Figure 4).%7 Operations higher up in the diagrams use more information® during the computations and
lead to more complete and more incorrect KGs.” For instance, Figure 4c shows that weakening one
axiom at a time and immediately updating the KG (W-one, U-now) leads to a more complete KG than the
other choices. Figure 4d, shows that using one-axiom-at-a-time strengthening and immediate updates
(S-one, U-now) leads to more complete KGs than using one-axiom-at-a-time strengthening and updating
the KG after each weakened axiom set for an incorrect axiom (S-one, U-end_one). The latter leads in
turn to more complete KGs than for the other choices. These statements were proven for ontologies in
[35], but the proofs can be straightforwardly extended for KGs [40].

For weakening and strengthening, operations higher up in the diagrams lead to more validation work
for the domain expert, while for debugging, they lead to less validation work. In [34, 35] it was shown
that most systems for repairing ontologies used one particular fixed set of combination operators, thus
not allowing choices regarding the level of correctness and completeness.

We note that the operators in Table 1 that deal with computations essentially compute solutions or deal with axioms one at a
time or all at once. In general, they could also deal with a subset of all cases at a time. Thus, the X-one and X-all versions of
an operator X can be seen as the extreme cases of a spectrum of cases.

®As discussed in the previous footnote, instead of X-one and X-all for an operator X, one could also work with a subset, and
such operators would fit in between the extreme cases in the Hasse diagrams.

’In the Hasse diagram (Figure 4(a)), D* means the final output is a valid Hitting set. However, note that this operator does not
guarantee a repair (even in the case where an oracle makes no mistakes).

8For instance, by adding new (correct) axioms to the KG as soon as they are computed and validated which can then be used
when computing repairing solutions for other axioms.

*We note that adding more correct knowledge to an ontology makes the ontology more complete, but also possibly more
incorrect. This is because the newly added correct knowledge may, together with existing incorrect knowledge in the KG,
allow the derivation of new incorrect knowledge. However, the root cause is the existing incorrect knowledge and once that
knowledge would be removed, also the newly derived incorrect knowledge would be removed. Therefore, this should not be
a reason for not adding correct knowledge to the KG.
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Figure 5: Examples of different repairing workflows. Circles represent input and output data, while rounded
rectangles represent different operations (X). Thick red arrows indicate X-all operators (the operation applies to
all axioms at once) whereas thin red arrows indicate X-one operators (the operation applies to axioms one at a
time). Black dashed arrows represent the output of an operation X. Blue dashed arrows represent combining
axiom sets.

4.3. Developing repair systems

To develop a KG repair system, we need to (i) decide which basic operations to use and develop
implementations for these that deal with KGs in the chosen description logic, (ii) decide on which
combination operators to use, as well as (iii) decide whether the steps can be interleaved and in that
case how. The Hasse diagrams can then be used during decision making by showing the influence of
the different choices on the correctness and completeness of the repaired KG as well as on the amount
of validation work needed.



Fig. 5 shows examples of how the basic operations and combination operators can be used to define a
repairing workflow where the basic operations then still need to be instantiated with specific algorithms.
Fig. 5a shows one possible variation of a linear workflow of KG repair. It begins with debugging all the
incorrect axioms in W at once, followed by weakening all incorrect asserted axioms in W, at once and
finally all correct weakened axioms in A,, together with the missing axioms M are strengthened all at
once. Fig. 5b shows another possible variation. Like the previous workflow, it begins with debugging
all incorrect axioms in W at once. However, instead of weakening and strengthening all axioms at once,
this workflow applies the weakening and strengthening one axiom at a time. Using the Hasse diagrams,
we can then conclude that the workflow in Fig. 5b removes the same asserted incorrect axioms, but
leads to more complete KG than the workflow in Fig. 5a. It also requires more validation work for the
domain expert.

Figure 5c shows a variant of the workflow in Fig. 5a where the result of the strengthening step is
used as input for additional strengthening steps to find additional correct missing axioms and make the
KG more complete. For ontologies, such a mechanism was implemented in, e.g., [41].

5. Choices regarding ownership and refutability

Ownership. Up to now, we have treated all axioms in the KG in the same way. However, in some
cases the situation is more complex. For instance, in a KG with several networked ontologies, the
ontology and alignment owners may want to retain different levels of autonomy and not necessarily
allow others to change or propose changes to their ontologies and alignments. Similarly, when data
is owned by different organizations, others may not be allowed to change data or use that data for
computations. Also, in the case that resources (e.g., computation time and domain experts) are scarce, it
may be advantageous or necessary to focus on a part of the KG (e.g., one ontology or one data set). In
[35] autonomy levels for ontology networks were introduced that can be used as a basis for autonomy
levels for KGs (Table 2).1°

A first choice relates to the knowledge that can be used during the computation of repair solutions
(KB choices in Table 2). At one extreme, we use the whole KG to compute solutions. At the other
extreme, we only use a single ontology or alignment. A second choice relates to which axioms to retain
for the final repair (AS choices in Table 2,'' i.e. A in Def. 4. In the most general case, axioms belonging
to all parts of the KG are retained, i.e., incorrect axioms in the KG may lead to removing and adding
axioms in any ontology, alignment or data set in the KG. At the other end of the spectrum, we only
retain axioms within a specific ontology, alignment or data set.

Also these operators can be organized in a Hasse diagram where the ’KG’ operators lead to the most
complete KGs but with most validation work for the domain experts, and the other operators (O’, ’M’,
'D’) to less complete KGs, but less validation work than the respective 'KG’ operators. This means that,
for example, if all KG part owners cooperate and make their part of the KG available, the final repaired
KG will be more complete. When an ontology owner uses KBx g and ASp, the whole KG would be used
to repair the ontology, but only axioms related to the ontology would be retained (and some axioms
related to other parts may be discarded). Further, when an ontology owner uses KBp and ASp, only
the ontology itself would be used to find solutions and repair the ontology, but fewer solutions may be
found than in the case of using the whole KG.

Refutability. We note that the autonomy levels and operators can also be used to deal with cases in
which a belief is stated about which axioms are deemed to be correct and should never be removed,
and which axioms are refutable. In many KG repair systems, ontologies are deemed correct and only
ABox statements are refutable (e.g., [42, 43, 44, 45]). In this case the computation often uses KBx ¢
while the final repair uses ASp. Further, in the ontology alignment field, most systems that provide
alignment repair, assume that the ontologies are correct, and require that the repair only contains

!9Similarly to the combination operators, the operators in Table 2 can be seen as extreme cases.
\We note that, for ASo, ASas, ASp, if the repair solutions only contain axioms in other parts of the KG, then these choices
do not guarantee a repair for the KG as a whole.



mappings [46, 47, 48, 49, 50], thus using KBx g and AS),.

Table 2
Choices for background knowledge (KB) and answer sets (AS). (Updated from [35].)

Choices | Description

KBxc Use the whole KG for computing repairs.

KBo Disconnect each ontology from the ontology network. Use the axioms within the
respective ontologies to compute repairs.

KBas Disconnect each alignment from the ontology network. Use the mappings within
the respective alignments to compute repairs.

ASka Add and remove all types of axioms.

ASo Add and remove only axioms within the respective ontologies.

ASys Add and remove only mappings between the ontologies.

ASp Add and remove only axioms within the respective data sets.

6. Conclusion

In this paper we discussed issues related to logic-based KG repair and the influence of different choices
on the quality of repaired KGs in terms of correctness and completeness. The choices pertained to how
to combine the basic operators debugging, weakening and strengthening, and to choices regarding
autonomy for owners of parts of a KG. The ideas presented in this paper show how different repair
solutions can be compared, and allow for decision making when developing repair systems. They also
show that existing KG repair systems could be extended to give users a choice regarding the desired
level of correctness and completeness of repaired KGs.
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