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Abstract

Cyber-physical systems (CPS) and the Internet of Things (IoT), which are widely recognized for their facilitative
and efficiency-enhancing role across various domains of daily life, have simultaneously become increasingly
exposed to threats due to inherent characteristics, weaknesses, and deficiencies in the devices and networks they
comprise. Identifying, modeling, and measuring the potential impact of risks, vulnerabilities, and threats on these
systems constitutes the foundational step toward realizing a comprehensive security assessment. In this context,
the adoption of a graph-based perspective, which consists of modeling, risk and vulnerability analysis, and
security evaluation, offers efficient, practical, and realistic solutions for both structural and behavioral analysis.
A review of the existing literature reveals that there are few studies that simultaneously address vulnerability
modeling, quantitative risk measurement, and holistic security assessment within a unified, compact framework.
In this work, we illustrate the research methodology and the literature gaps of the PhD thesis using an ontology-
driven, method-based risk assessment model. We contribute to the identification and detection stages of security
management through graph-based approaches and risk quantification. The proposed model aims to establish a
novel methodological foundation that provides a systematic representation of vulnerability and risk assessment
in specialized systems such as CPS and IoT.
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1. Introduction

As IoT environments grow in scale and complexity, the huge volume of interconnected devices has
elevated security from a secondary concern to a fundamental design requirement [1]. The complex
relationships among devices and the high volume of data exchange have made security a fundamental
requirement. The first step in managing security based on vulnerabilities and risks is consistent modeling
of system assets and their relationships. From this perspective, attack graphs, vulnerability graphs,
and attack trees stand out as representative models of network structures that consider devices, their
interactions, and potential paths established through compromised nodes [2, 3]. An attack graph models
the devices and their connections within a system and enables the identification of possible attack paths
across them. Widely adopted services provided by IoT and related domains are often accompanied by
significant security vulnerabilities. Certain production-related issues have led to the neglect of security
concerns, resulting in devices being deployed without adequate security mechanisms [4]. Most of the
internet-connected devices and components have been reported to be vulnerable and susceptible to
cyber risks.[5]. Several databases and organizations report and define these vulnerabilities and threats.
Common Vulnerabilities and Exposures (CVE), National Vulnerability Database (NVD), and Common
Weakness Enumeration (CWE) are examples of such organizations and repositories used to measure,
analyze, and identify threats and vulnerabilities in devices and systems. However, even when some
vulnerabilities are identified and defined, existing organizations do not comprehensively tackle all
concerns, protection mechanisms, and evaluation methodologies [6].

In this context, the following fundamental research question will guide the evaluation of a significant
part of this study: Can an adaptable, efficient, and practical methodology be developed for vulnerability-
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based risk assessment in cyber-physical systems? A graph theory-based reference model provides a
foundational backbone for representing system assets, while hybrid mathematical risk assessment ap-
proaches enable the quantitative evaluation of potential impacts. Furthermore, leveraging vulnerability
scores from established databases and organizations as real data inputs establishes a data-driven and
verifiable framework for security and risk management.

This paper introduces the step-by-step process of conducting research, describes the research method-
ology, identifies literature gaps, and proposes contributions for the PhD thesis.

2. Research questions and objectives

The main goal of this PhD research is to develop an efficient, adaptable, and applicable risk assessment
methodology for CPS and IoT systems composed of heterogeneous assets and components, accounting
for network structure. The model will be designed by both modifying and improving existing graph-
based approaches. In this context, a vulnerability dataset will be created by considering organizations
that identify and share known vulnerabilities, a hybrid risk calculation infrastructure will be developed,
and a holistic structure will be designed using graph approaches. In addition, attack vectors will be
created by defining the behavior of each component in the system, both individually and across the
network, from both the attacker and the security administrator perspectives. A generic risk assessment
will be presented by demonstrating the system’s stability using different scenarios. To achieve this goal,
the study is conducted according to a defined systematic structure. In this context, five core research
questions (RQs) are formulated to outline the general framework of the proposed methodology. The
research questions are given below.

[RQ1]: What are the common graph-based approaches for the vulnerability-based risk
assessment of IoT systems?

In RQ1, we aim to identify widely used applications, frameworks, methods, and algorithmic ap-
proaches that employ graph-based structures for CPS and IoT systems. The results obtained from the
literature review are of critical importance for defining the boundaries of the core contributions of the
PhD thesis and for making existing gaps apparent.

[RQ1.1]: Which graph-theoretic risk assessment approaches for system modeling and attack
path detection provide the most efficient performance in terms of runtime, computational
complexity, and resource utilization in CPS and IoT environments?

In RQ1.1, the graph-based approaches identified in RQ1 are systematically evaluated for relevance,
considering their underlying methods, employed algorithms, and performance metrics. These ap-
proaches are filtered based on their suitability and applicability for the scope of the PhD work, ensuring
the identification of the most appropriate methodological direction. Using a comparative analysis of the
existing literature, the most applicable and efficient approaches are selected to form the methodological
foundation of the thesis.

[RQ2]: Which commonly used algorithms can be customized and traditional graph-based
methods employed to improve the efficiency and accuracy of detecting vulnerability-based
attack paths in cyber-physical systems in risk assessment?

In RQ2, in addition to conventional graph traversal algorithms, we investigate the performance of
greedy algorithms, such as Dijkstra, Bellman-Ford, and Floyd-Warshall, by adapting them to account
for vulnerabilities in CPS and IoT environments. We model the potential progression of an attacker
exploiting these vulnerabilities and, accordingly, consider the detectability of isolated nodes. The
proposed approach is then evaluated against existing methods using specific performance metrics and
computational complexity to obtain initial results for the work.

[RQ3]: How can quantitative risk calculation and threat assessment methods be developed
for system assets and network-level vulnerabilities to enable measurable and structured risk
evaluation?

In RQ3, we propose formal equations to quantify risk and threat for each individual asset, considering
the network structure modeled by using graph-based representations. In this context, we develop
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hybrid formulations that leverage metrics defined for device, connection, and attack-path variables,
using widely adopted scoring mechanisms such as the Common Vulnerability Scoring System (CVSS)
and existing scoring methods in the literature.

[RQ4]: Which sample case scenarios and data sets can be used to simulate and validate
algorithmic approaches, schemes, and methods proposed throughout the PhD work?

In RQ4, we aim to simulate the sub-models and the holistic approach developed throughout the
thesis, while measuring real-time execution performance, quantifying risk, and computing asymptotic
complexity. The proposed models are validated by constructing real-world vulnerability datasets
derived from sources such as CVE, NVD, and CWE. By designing CPS and IoT-specific scenarios
and incorporating both static and dynamic data, we present a generic and environment-independent
reference model for vulnerability and risk-based security assessment.

[RO5]: How could vulnerability and risk assessment methods be improved and automated
to ensure dynamic and real-time security evaluation by integrating continuously updated
vulnerability data?

In RQ5, we aim to extend the methods presented in RQ2-RQ4 with dynamic risk analysis capabili-
ties, considering the variability and mobility of network structure and vulnerabilities. Dynamic and
automated methods are planned to be developed to automatically retrieve data from NVD, CVE, EPSS,
and other widely adopted vulnerability sources based on the entities present in the network, and to
periodically update this data to measure system-wide risk levels and perform security assessments. The
significance of these changes for security experts and administrators would be determined through
statistical methods.

3. Research method and proposed contributions

The PhD research is structured by four fundamental research phases, each aligned with the correspond-
ing research questions. The progression of this work is illustrated in Figure 1.

1. Phase 1 - Investigation: To identify the state-of-the-art techniques, existing studies in the
literature are examined and current methods are addressed to answer RQ1 and RQ1.1. In this
phase, a systematic literature review (SLR) is conducted to identify and define the basic concepts,
risks, vulnerabilities, and the graph-based approaches proposed to address security issues [1].
The SLR study is presented to investigate graph-based risk, vulnerability, and attack assessment
methodologies for cyber-physical and IoT systems. Finally, following RQ1, the foundations for
the PhD research are established, while the identified gaps are filtered to use in subsequent phases
and the suitable methods for sub-approaches are reported.

2. Phase 2 - Sub-model Development: At this stage, examined and filtered methods in RQ1, are
used to construct sub-models. Conventional and greedy algorithms, which are selected after
literature comparisons and analysis, are customized to improve running time and computational
complexity. To conduct RQ2 and progress PhD work, several studies are presented for preliminary
results.

3. Phase 3 - Risk Quantification: In this phase, we extend the studies and intermediate results
obtained in the first two phases by introducing risk quantification. Hybrid methods are developed
by considering risk scoring approaches presented in widely used vulnerability databases and
existing literature. Calculating individual and system-wide risk in complex heterogeneous systems
such as CPS and IoT, and subsequently performing threat and security assessment, constitutes
a significant process. In this regard, we address the research problem presented in RQ3 by
developing novel intermediate models and proposing sub-methods.

4. Phase 4 - Validation and Evaluation: In this phase, various case scenarios are generated to
simulate and validate the models developed across the first three phases. For each asset included
in the scenarios, real vulnerability records are obtained from CVE and mapped accordingly. Then,
simulations are conducted using different input parameters according to the generic structure of
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Figure 1: Overview of the proposed research workflow and contributions.

the developed vulnerability-based risk analysis and security assessment model. The results are
compared against existing studies in the literature and reported comprehensively.

. Phase 5 - Dynamic Risk Assessment: In this phase, we extend the vulnerability risk analysis

methods developed in previous phases by automatically retrieving vulnerabilities periodically
published via CVE and updated by NVD. This enables dynamic system network assessment at
defined intervals. To facilitate the management of these changes, we present statistical significance
testing for system administrators using statistical methods. Furthermore, our objective is to
develop an automated approach by also focusing on quantitative risk changes.

Following the explained research methodology, the main contributions of the PhD thesis can be

summarized as follows:

+ Development of Graph-Based Vulnerability and Threat Modeling for System Modeling;:

This PhD research aims to represent existing risks and threats in the CPS and IoT domains using
graph theory technologies. The primary goal is to provide a foundation for identifying potentially
vulnerable assets and clearly visualizing their connections.

Developing Deterministic, Adaptive, and Intelligent Security Models: The aim is to develop
deterministic models by expanding existing approaches and methods in the literature. The goal is
to present vulnerability-based risk analysis by developing generic approaches integrated with
real-time data and efficient in terms of execution time and asymptotic complexity, and to compare
them with state-of-the-art methods.

Defining Quantitative Risk Assessment Metrics with Hybrid Approaches: Within the scope
of this thesis, one of the main objectives is to provide hybrid standard risk calculation methods
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with existing approaches in the literature, enabling the quantification of system vulnerability-
based risk calculations.

+ Generic Model Testing and Optimization with Different Case Scenarios and Data Consid-
ering CPS and IoT Networks: Finally, it is planned to test the presented algorithmic approaches
and risk quantification methods in different case scenarios. Vulnerability matching will be per-
formed using open data sources such as NVD, CVE, and CWE. The proposed models will offer
improved solutions based on complexity, execution time, and efficiency for systems consisting of
different assets such as defense, transportation, smart grid, and smart home.

4. Conducted studies and preliminary results

The first year of the PhD focused on state-of-the-art, concentrating on a general security definition
for CPS and IoT technologies. In this context, fundamental concepts are addressed using a general-
to-specific approach considering RQ1. First, a SLR study is performed [1].In the SLR study, 28 studies
are examined with a focus on graph-based IoT security solutions and algorithmic approaches for
deterministic security assessment. The main outcomes of this study are: 1) a comprehensive overview of
repeatable, predictable, and deterministic graph-based structures, 2) a detailed comparative analysis of
existing approaches encompassing design, algorithm, data, and simulation dimensions, 3) a structured
comparison of the literature based on technique, complexity, case scenarios, and additional criteria,
and 4) a systematic identification of graph-based solutions addressing attacks, vulnerabilities, and
weaknesses in IoT environments.

Table 1 presents a summary of selected studies included in the SLR conducted within the scope of
PhD research. This study, which addresses the core concepts and literature review emphasized in RQ1,
defines fundamental security basics and proposed works, revealing varying gaps.

In the scope of RQ2, an attack tree-based graph model is introduced to accurately model attack paths
and perform risk assessment for the entire system [25]. In this graph-based approach, IoT network
devices are modeled as nodes, and inter-node interactions are structured based on physical parameters,
such as transmission range. Attack paths are detected using Depth-First Search (DFS) and the Floyd-
Warshall algorithm, providing individual and cumulative risk calculations at a fundamental level. The
proposed approach is compared against existing methods and demonstrates improved asymptotic
complexity.

Subsequently, a graph-based vulnerability model is proposed to represent devices, connections, and
vulnerabilities in IoT-based networks [28]. A modified DFS algorithm is developed to identify possible
attack paths across the system. Security assessment is performed at three levels: node level, attack path
level, and network level, where risk scores are calculated based on each node’s impact score, its CVSS
value, and its degree of connectivity. Furthermore, the developed attack path filtering approach has
reduced asymptotic complexity compared to existing ones.

In the final study, a novel graph-based approach is developed to model various threat types in IoT
networks [29]. A customized DFS algorithm is integrated with graph-based analysis to optimize threat
path detection in terms of runtime and efficiency. A unified algorithm combining risk threshold values,
cumulative threat metrics, hop length, and critical node count is designed for threat path reduction. The
proposed method is compared with the existing graph-based threat assessment model to demonstrate
improvements in runtime and computational complexity.

Next, to address RQ3, two quantitative risk calculation sub-methods are proposed for CPS and IoT
systems. First, a hybrid, quantitative risk assessment framework is constructed by incorporating the
vulnerabilities of primary devices and their attack probabilities [30]. In this context, individual device-
based risk and attack probability calculations from the literature are combined with path-level and
graph-level risk modeling as a comprehensive risk computation method [28, 32].

Second, a risk-quantification-based study is proposed for low-power and lossy IoT networks, account-
ing for device and routing-path vulnerabilities and risks [31]. Incorporating real-time vulnerability data
through device characteristics, network attributes, and CVSS scores, quantitative risk assessments are
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Table 1
Summary of reviewed studies in [1]: approach, algorithm, data, and case scenario

Paper Vulg.r/;\ptl:ack Conlf;ssukting Algorithm /I;\(t)tc:cslfd Case Scenario

[7] v v Greedy General Solar Array Mgmt.

[8] v v Greedy General Network topology

(6] v v Greedy, DFS General Custom graph

[9] v v Greedy General Custom graph

[10] v v Greedy, BFS General Custom graph

[11] v v Greedy General Smart airport

[3] v X Greedy General SCADA water treat-
ment

[12] v v Greedy Malware infection ~ Smart home

[13] v X Greedy Sinkhole attack EloT smart home

[14] v v Greedy General Network topology

[15] v v Greedy General Maritime supply
chain

[2] X v Greedy General loT healthcare

[16] v X Greedy General Not given

[17] v v Greedy, HMM General Network topology

[18 4 X Greedy, RPL Ranking attack Smart manufactur-
ing

[19] 4 X Greedy Sinkhole attack Edge-based loT

[20] v v Greedy General loT hypothetical

[21] v v Edmonds’, DFS General Multi-cloud network

[22] v v Greedy General Smart grid

[23] v v MulVal, NLP, IOTA General Smart home

[24] v v Greedy General Transportation net-
work

[25] v v Greedy, Floyd-Warshall, DFS  General Smart logistics

[26] v v SCC, MLC General SCADA water treat-
ment

[27] v X Greedy, RPL Flooding attack Custom graph

[28] v v Greedy, DFS General Smart home

[29] v v Greedy, DFS General Custom graph

[30] v v Modified IOTA, RWB General Border surveillance

[31] v v Modified RPL General Custom graph

performed at the device, path, and overall network levels.
Table 2 summarizes the proposed studies for the PhD work and highlights their core contributions.

Table 2

Summary of the studies conducted within the scope of the PhD research

Study RQ Approach Algorithm Key Contribution Case Scenario

[25] RQ2 Attack tree-based graph  DFS, Floyd-Warshall ~ Attack path detection; individual and cu-  Smart logistics
model mulative risk calculation

[28] RQ2 Graph-based vulnerabil- Modified DFS Three-level security assessment (node, Smart home
ity model path, network); attack path filtering

[29] RQ2 Novel graph-based  Customized DFS Threat path reduction; unified algorithm  Custom graph
threat model with cumulative threat metrics

[30] RQ3 Hybrid quantitative risk ~ Modified IOTA, RWB  Device-based risk and attack probability; Border surveil-
framework path- and graph-level risk modeling lance

[31] RQ3 Risk quantification for Modified RPL Quantitative risk at device, path, and net- Custom graph
lossy loT work levels using CVSS
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5. Background and related works

Graph-based approaches offer the advantage of providing a strong mathematical framework for analysis
and for assessing the system’s overall security posture in heterogeneous ecosystems such as CPS and IoT.
In this structure, interconnected devices and components are represented, and the network topology is
clearly visible; threats and the non-isolated assets they affect can be handled with ease. Thus, complex
attack paths can be detected, device vulnerabilities can be analyzed, and the overall security posture of
the system can be assessed. In this context, well-known organizations and risk management standards
such as ISO 27001 [33] and the NIST Cybersecurity Framework [34] serve as guidelines for evaluating
and responding to cyber threats.

In addition to well-known organizations, the literature addresses vulnerabilities and security issues
in CPS and IoT [1]. These existing works tackle vulnerability-based risk assessment from varying
perspectives. In [26], a graph-based method was proposed that uses strongly connected components to
detect minimum attack paths with linear complexity, addressing the NP-hard nature of the minimum
cut problem via a min-label cut approach. Similarly, in [6], an attack graph-based system was presented
for cyber attack path detection and dynamic risk management, employing a DFS-based approach
with constraints to identify non-circular attack paths. In another study, [12], a graph-based threat
analysis model was introduced that accounts for dynamic topology changes and malware propagation,
addressing risk computation and mitigation across the entire network using greedy approaches. Finally,
in [8], a vulnerability assessment model was developed to evaluate maximum attack path flows in IIoT
environments, where node and edge relationships in the attack graph were analyzed to determine
network-wide risk severity.

Given well-known organizations and existing literature, security assessment for CPS and IoT tech-
nologies is critical. In this context, modeling the network, defining assets, obtaining vulnerabilities,
and measuring risk levels and threat severity constitute a significant research area. Therefore, for
this PhD research, we focus on developing graph-based, efficient, generic, and adaptable solutions for
vulnerability-based risk analysis and security assessment.

6. Work in progress

The studies presented in the previous phases address static vulnerability-based risk assessment and
attack path detection. However, IoT environments are inherently dynamic, with vulnerabilities evolving,
device configurations changing, and new CVE records continuously published. Existing approaches
largely rely on static datasets, which limit their ability to reflect a system’s current security posture. To
address this limitation, a dynamic risk assessment (DRA) framework will be proposed as part of the
ongoing PhD research. In Figure 2, the conceptual workflow is illustrated.

The proposed framework aims to integrate real-time CVE data retrieved via the NVD API with graph-
based IoT network representations to enable continuous vulnerability monitoring. Attack paths are
planned to be identified through topological analysis, and a hybrid statistical methodology is intended
to detect devices with statistically significant risk changes over time. To validate the DRA framework,
generating multiple domain-specific case scenarios, including smart grid and traffic, is planned, ensuring
a comprehensive evaluation.

7. Concluding remarks

In this paper, we discussed the PhD thesis research to present a deterministic, quantitative, and compact
methodology for novel vulnerability-based risk analysis and security assessment in cyber-physical
systems. Progressing step by step through the formulated research questions, sub models are developed
and the preliminary studies of the thesis are completed to obtain initial results adressing RQ1-RQ4.
Graph-based methods are simulated on varying case scenarios using the developed quantitative compu-
tation metrics to provide reference models for researchers and professionals working on the security of
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Figure 2: The abstract representation of the planned work for DRA.

CPS and IoT systems. In addition to initial contributions, we are currently working on a security assess-
ment based on dynamic vulnerability management, considering the variability of network topology and
up-to-date vulnerability definitions. Through RQ5, statistical methods are being developed alongside
existing approaches to enable the automation of reference models and real-time vulnerability-aware
security assessment. Finally, experts would be consulted to verify and validate the effectiveness of all
sub-models and frameworks developed within the PhD thesis.
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