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Abstract

The digitalization of human resources management has led to the widespread introduction of digital HR
systems (ATS, HRIS, payroll, LMS) that process vast amounts of sensitive personal, financial, and
professional data. This transformation increases exposure to socio-technical cybersecurity risks,
information leaks, and ethical challenges, necessitating robust management mechanisms to ensure the
cyber resilience of the broader organizational infrastructure. The article provides a comprehensive
classification of regulatory acts applicable to digital HR systems, covering the legal regimes of Ukraine,
the EU, the UK, the USA, and Canada, alongside international standards. A Layered Compliance
Framework is proposed, structuring requirements into six critical dimensions: privacy, security, elD/e-
sign, Al governance, monitoring governance, and third-party governance. To quantify compliance
maturity, the study introduces the Compliance Maturity/Coverage Index, formalized through Multi-
Criteria Decision Analysis (MCDA) and the Analytic Hierarchy Process (AHP). The practical application
of this model is demonstrated through a Compliance Heat Map, which provides a comparative
visualization of implementation levels across functional HR modules. The research highlights that the
primary causes of incidents remain socio-technical: phishing, compromised credentials, human error, and
vulnerabilities in third-party interactions. Finally, ethical post-mortem analysis is substantiated as a vital
mechanism for risk management and organizational learning, promoting a transparent, non-blame culture
essential for protecting employee rights in modern digital and smart industrial ecosystems.
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1. Introduction

Digitalization of HR processes is accompanied by the active implementation of digital HR systems
and HR analytics, which are based on the processing of significant amounts of personal data of
employees and candidates. Such approaches are widely used in modern organizations and
correspond to global trends in human resources management development [1, 2].

Digital transformation of human resources management is one of the most important areas of
development of modern organizations today. The HR function has long ceased to be an exclusively
administrative sphere, as digital technologies are actively changing approaches to recruiting,
training, employee performance assessment and talent management. In this context, digital HR
systems are becoming key tools to support strategic business decisions, ensuring the speed of
information processing and increasing the efficiency of personnel processes. However, along with
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the growth of the role of digital platforms, the issue of risks and threats that accompany their
implementation and use is becoming more relevant. Modern organizations are increasingly
dependent on data, and HR systems are among the most sensitive information resources, as they
contain personal information about employees, performance data, salary figures, evaluation results
and other confidential materials. That is why such digital HR systems are becoming not only a tool
for optimizing human resources management, but also an object of increased attention from
cybercriminals. In such conditions, there is a need for a comprehensive approach to risk
management of digital HR systems, which includes both technical and ethical aspects.

Constant change in HR management is a defining characteristic of the modern environment. As
Stone and Dulebohn (2019) point out, the only constant in HR today is «change», as technological
innovations and new organizational formats of work force HR departments to adapt to the digital
reality [3]. Digital HR systems provide new opportunities for human resource management, but at
the same time create additional challenges related to data security, cyber risk management, and
compliance with ethical standards.

One of the factors that increases the relevance of digital HR solutions is the spread of virtual
teams and remote work. Global trends indicate that the future of organizations is increasingly
connected with virtual forms of collaboration, where employees interact through digital platforms,
being in different countries and time zones. Alkoud and Qatamin (2025) in their bibliometric
analysis emphasize that the development of virtual teams is one of the leading trends that will
determine the future directions of human resource management [4 ].

Regulatory and legal requirements for the processing and protection of personal data in digital
HR systems are determined by the EU General Data Protection Regulation (GDPR) and the national
legislation of Ukraine [5, 6]. Further clarifications on data subjects' rights and organisations'
responsibilities can be found in the materials of the European Data Protection Commission [7].
Violation of established requirements can lead to significant financial penalties, lawsuits, and loss
of trust from employees and candidates .

In academic and regulatory sources, digital ethics in HR is viewed as a set of principles of
legality, transparency, and responsible use of personal data of employees and candidates. These
approaches directly follow from the requirements of the GDPR and the European Commission's
recommendations on personal data protection [6]. SHRM and ENISA analytical materials indicate
that the most sensitive HR data are identification, financial, and medical data, as well as employee
performance evaluation results, as their compromise can lead to discrimination and serious legal
consequences [1, 8].

Social media and knowledge sharing platforms play an important role in digital collaboration.
Leonardi (2017) describes the “social media revolution” that is facilitating new forms of learning
and communication in organizations. In the HR context, this means that employees are actively
using digital channels to interact, which increases the speed of information exchange, but at the
same time can lead to the unintentional dissemination of confidential data or privacy violations [9].
These issues become particularly relevant in the context of hybrid and military threats, when,
according to the SIPRI Yearbook 2025 and analytical materials from the Razumkov Center, the role
of social engineering, phishing attacks, and insider actions is growing sharply [10, 11].

According to the OECD's approaches to digital risk management, cybersecurity should be
viewed as a continuous risk management process that encompasses technical, organizational and
human factors [2]. One of the main threats to digital HR systems is cybersecurity. HR platforms
contain large amounts of personal data, making them an attractive target for cyberattacks,
including phishing, malware, or data leaks. Stone and Dulebohn (2019) emphasize that the



digitalization of HR processes requires increased attention to information security, as risks increase
proportionally to the amount of data being processed [3].

In the practice of operating HR platforms, threats related to the human factor dominate:
phishing, social engineering, personnel errors, insider actions, as well as weak password policies
and insufficient access control. A separate source of risk for HR systems is misconfiguration of
cloud services and excessive access rights to shared document repositories; such scenarios are
considered in recommendations for personal data protection and cyber hygiene of organizations
[12]. Ukrainian professional sources also emphasize the importance of organizational and technical
measures for cyber protection and digital technologies for incident analysis and support of
response procedures, which is relevant for HR departments [14].

In addition to external cyber threats, there are also internal risks associated with the human
factor. Employees can inadvertently violate security rules or perform intentional actions that lead
to the loss of information. In this context, risk management should include not only technical
solutions, but also the development of a cybersecurity culture and staff training. An additional
challenge is the use of HR analytics and artificial intelligence algorithms. Digital systems
increasingly use automated mechanisms for candidate selection, performance forecasting or
employee turnover risk assessment. While these tools increase efficiency, they carry the risk of
bias, discrimination and opacity of decisions [3].

The virtuality of teams implies not only geographical dispersion, but also high electronic
dependence, structural dynamism and cultural diversity. Gibson and Gibbs (2006) emphasize that
such characteristics can positively affect innovation, but at the same time create additional risks for
communication security and information protection. It is digital HR systems that become the main
environment for coordinating the work of such teams, which makes the issue of cybersecurity and
risk management particularly important [14].

In this regard, the study of cybersecurity and digital ethics of HR platforms is an urgent
scientific and practical task that requires the use of formalized risk assessment models taking into
account legal, organizational and military factors. for enterprises of modern digital HR platforms,
since the combination of technological, organizational and ethical approaches allows ensuring the
stability and reliability of digital HR systems [15]. The authors note that the ethical dimension of
digital HR is becoming a key issue, as algorithms can influence the fate of employees [3].

To reduce risks, it is necessary to implement international standards that ensure the systematic
management of digital HR processes. One of the important standards in the field of HR is ISO
30414, which establishes requirements for reporting and disclosure of information on human
capital. ISO (2025) emphasizes that the transparency of HR data contributes to increased
accountability of organizations and improves human resource management [16]. ISO 30414
emphasizes the importance of the reliability and security of HR information, since high-quality
reporting is impossible without effective data control mechanisms. Thus, digital HR systems must
meet not only technological requirements, but also international human capital management
standards.

However, information security standards are key to managing the risks of digital HR systems.
ISO/IEC 27001:2022 defines the requirements for an information security management system
(ISMS). This standard is of particular importance for HR, as it allows organizations to implement
policies for protecting personal data, controlling access to HR platforms, incident response
mechanisms and regular audits. ISO/IEC 27001 -certification increases employee trust by
demonstrating the employer’s responsibility in the field of cybersecurity [17]. ISO/IEC 27000:2018
is the basic standard that forms the conceptual framework of information security [19]. In the HR
context, it provides an understanding of the key categories of threats, vulnerabilities and risks that
arise when processing employee data. This standard helps HR professionals integrate cybersecurity
principles into HR policies and management processes. A similar point of view is held by the
authors of publications that emphasize the importance of training personnel in cybersecurity and
the relevance of acquiring general digital skills [19-21]. Of particular relevance to HR is ISO/IEC
27701:2025, which focuses on privacy and personal data management. HR platforms handle



sensitive information, so ISO/IEC 27701 helps organizations align with GDPR and other regulatory
requirements. It sets out principles for transparency, data minimization, and responsible use of
personal information, which are critical to creating an ethical digital HR environment [17].

In general, digital HR systems are an important element of modern organizations, but their use
is accompanied by significant risks and threats. Managing these risks requires a comprehensive
approach that combines cybersecurity, ethical principles, standardization and international
recommendations. Only under the conditions of implementing such mechanisms can digital HR
become not only an effective, but also a safe tool for managing human resources in the era of
digital transformation. In the context of smart industry and digital manufacturing environments,
HR systems are increasingly integrated into the broader digital infrastructure of enterprises. Smart
factories rely on digital identity management, contractor access control, industrial training
platforms, and workforce analytics to support automated production processes and safety-critical
operations. As a result, cybersecurity risks in HR systems may directly affect industrial
environments through compromised credentials, unauthorized contractor access, or manipulation
of personnel data related to operational roles. Therefore, the governance of digital HR systems
becomes an important component of cyber resilience in smart enterprises and industrial
automation ecosystems.

2. Methods

The research is based on a conceptual and analytical methodology combining regulatory
analysis, systems modeling, and multi-criteria decision analysis. The methodological design of the
study includes three main stages.

First, a comparative regulatory analysis was conducted to identify the main legal and
governance requirements relevant to digital HR systems. The analysis included regulatory
frameworks of the European Union, Ukraine, the United Kingdom, the United States, and Canada,
as well as international standards related to cybersecurity, privacy protection, and digital
governance. Regulatory sources were selected according to three criteria: relevance to HR data
processing, applicability to digital platforms, and international recognition.

Second, a conceptual modeling approach was applied to construct the Layered Compliance
Framework for Digital HR Systems. The framework organizes compliance requirements into six
analytical layers: privacy, security, electronic identification and trust services (eID/e-sign), Al
governance, monitoring governance, and third-party governance. The layered structure reflects the
multi-dimensional nature of compliance risks in digital HR platforms and allows systematic
assessment of governance mechanisms.

Third, a multi-criteria decision analysis (MCDA) approach was used to formalize the proposed
Compliance Maturity/Coverage Index. The Analytic Hierarchy Process (AHP) was selected to
determine the relative importance of compliance layers through pairwise comparison of criteria.
This method allows the integration of heterogeneous indicators related to cybersecurity, privacy
governance, and organizational risk management.

To illustrate the applicability of the framework, the study analyzes selected incident scenarios
related to HR systems using publicly available analytical materials from cybersecurity and
enterprise software providers. These cases are used as exploratory examples to demonstrate how
the proposed layered model can be applied to identify vulnerabilities and improve governance
mechanisms.

The methodological approach therefore combines regulatory analysis, conceptual modeling, and
decision-analysis tools to provide a structured framework for assessing cyber risks and compliance
maturity in digital HR systems.



3. Results

Within the framework of this study, digital HR systems are considered as a key object of analysis,
since they are the main environment for processing personal data of employees, implementing HR
processes and implementing analytical and automated management solutions. At the same time,
the literature review showed the presence of a certain terminological inconsistency in the use of
concepts related to digital technologies in the field of personnel management. In particular, in
scientific sources, the terms HR systems, HR platforms, digital HR tools or HR technologies are
often used in parallel, which are often used interchangeably, although from the standpoint of
information architecture and risk management they have different content.

In this paper, the term HR system is used in a narrower and more applied sense, corresponding
to individual functional digital solutions aimed at supporting specific HR processes, such as
recruiting (ATS), personnel accounting (HRIS), payroll systems or learning management (LMS). In
contrast, the term HR platform in a broader interpretation encompasses integrated digital
ecosystems that combine multiple HR systems, provide centralized data management and include
complex integration mechanisms with external services. This distinction is fundamentally
important in the context of compliance and cybersecurity, since digital HR risks can manifest
themselves both at the level of individual modules and at the level of the entire platform as a
whole.

In view of the above, the research results are structured around the concept of digital HR
systems as functional components of the digital HR environment, which allows for a more accurate
assessment of risks, threats and management mechanisms according to the layered compliance
model. Thus, further analysis focuses on a systemic approach to managing risks of digital HR
systems, which ensures methodological consistency and increases the practical relevance of the
results obtained.

Digitalization of HR management is one of the key directions of modern organizational
transformation, as digital HR systems are increasingly used for recruiting, talent management,
personnel analytics, productivity monitoring and remote work support. However, along with the
increase in the efficiency of such platforms, the level of risks associated with the processing of
large amounts of personal data of employees, the use of artificial intelligence algorithms, cyber
threats and ethical challenges is also significantly increasing. That is why digital HR systems
require not only technological implementation, but also proper regulatory and normative support
[22].

The HR sector is characterized by the fact that it handles information that is highly sensitive:
personal data, health information, assessment results, personnel decisions, financial indicators and
internal communications. In the digital environment, this data becomes a potential target for
cyberattacks, leaks or misuse. In addition, the globalization of business and the spread of virtual
teams create additional challenges of cross-border data transfers and the need to comply with
different jurisdictions.

In this regard, the regulatory field of digital HR systems is formed at the intersection of several
areas: personal data protection, cybersecurity, labor law, regulation of electronic document flow,
ethical use of artificial intelligence and compliance when engaging external HR providers. To
systematize these requirements, it is advisable to apply a classification approach that allows
structuring regulatory acts by objects of regulation and their practical purpose in HRM.

Table 1 is given below summarizes key regulations that can be applied to digital HR systems in
different legal environments: national (Ukraine), European and British, North American (USA and
Canada), as well as international. This approach allows us to consider digital HR not only as an
internal HR tool, but as an element of the global digital infrastructure of the enterprise, which must
meet multi-level regulatory requirements.



Table 1
Classification of regulatory acts applicable to digital HR systems in the context of risk management
and compliance

Object of Ukraine EU / United USA /Canada  International standards
regulation Kingdom
1. Privacy Law of Ukraine EU / United Kingdom USA / Canada Council of Europe.
data "On Protection Convention 108 and
protection of Personal +(EU) Regulation «(USA) CCPA Protocols [27]
Data" [5] 2016/679 of the (California
European Parliament Consumer «Recommendation of the
and of the Council of  Privacy Act — of Council concerning
27 April 2016 on the 2018 [25] Guidelines Governing the
protection of natural Protection of Privacy and
persons with regard +(Canada) Transborder Flows of
to the processing of Personal Personal Data [28]
personal data and on Information
the free movement of =~ Protection and
such data, and Electronic
repealing Directive Documents Act
95/46/EC [23] PIPEDA [26]
+UK GDPR / Data
Protection Act 2018
[24]
2. Law of Ukraine Directive (EU) «(USA) 45 CFR «Asia-Pacific Economic
Cybersecurit "On 2022/2555 of the Part 164 - Cooperation ( APEC)
Y, Information European Parliament security and Cross-Border Privacy
information Protection in and of the Council of  privacy. HIPAA Rules (CBPR) System
protection in Information and 14 December 2022 on  Security / Privacy (Policies / Rules /
information =~ Communication  measures for a high  for Health Plans / Guidelines) [34]
and Systems" [29] common level of Providers [33]
telecommun cybersecurity across
ications *Regulatory and  the Union, amending +«(Canada)
systems legal Regulation (EU) [32] (Personal
(ITS), framework. List Information
incidents of laws of Protection and
Ukraine and Electronic
resolutions of Documents Act
the Cabinet of PIPEDA cyber

Ministers of
Ukraine [30]

«Law of Ukraine
"About the basic
principles of
ensuring cyber
security of
Ukraine" [31]

practices adapted
to provincial
regimes [26]

3. Electronic «Labor Code «Regulation (EU) «(Canada) Regulation (EU) No
document of Ukraine (as a No. 910/2014 of the (Personal 910/2014 of the European
management basic European Parliament Information Parliament and of the

, e- framework for and of the Council of Protection and Council of 23 July 2014 on
sighature, labor relations; 23 July 2014 on Electronic electronic identification




elD, trust
services (HR
documents /
HR
processes
online)

4. AI/HR
analytics:
algorithmic
solutions,
profiling,
transparenc
y and rights
of subjects

5. Employee
monitoring
& workplace
privacy

applies to

personnel
procedures,
including digital
ones) [35]

Law of
Ukraine «On

Protection  of
Personal Data ».
At the level of
«hard law» -
through norms
on personal
data + labor law
(depends on the
specific
situation) [5]

Labor Code of
Ukraine
(general

framework for

employment
relations and
workplace
control
mechanisms)
(35]

Law of Ukraine
"On Protection
of Personal
Data" (lawful

electronic
identification and
trust services for
electronic
transactions in the

internal market and
repealing Directive
1999/93/EC [37]

«Regulation (EU)
2024/1689 of the
European Parliament
and of the Council of
13 June 2024 laying

down  harmonized
rules on artificial
intelligence and
amending
Regulations EU Al
Act [38]

Regulation (EU)

2016/679 of the
European Parliament
and of the Council of
27 April 2016 on the
protection of natural
persons with regard
to the processing of
personal data and on
the free movement of
data, and
repealing  Directive
95/46/EC  (General
Data Protection
Regulation). GDPR
(Art. on
profiling/automated
decisions) [23]

such

Regulation (EU)
2016/679 (GDPR) —
lawful basis,
proportionality,
employee monitoring
rules [23]

UK GDPR and Data
Protection Act 2018
[24]

Documents  Act
PIPEDA contains
elements on
electronic
means/commerce,
but the key focus
is privacy [26]

-(USA) CCPA

(California
Consumer
Privacy Act - of
2018 (USA)
approach is
mostly
fragmented:
privacy (e.g.
CCPA) + anti-
discrimination
regulations +
local regulations

(states/cities) [25]

(Canada)

(Personal

Information
Protection
Electronic

Documents  Act
PIPEDA  cyber
practices adapted
to provincial
regimes [26]

and

Electronic
Communications
Privacy Act [39]

and trust services for

electronic transactions in

the internal market and
repealing Directive

1999/93/EC elD/e-sign
practices are widely

harmonized through the
eIDAS approach as a “de

facto” model in many
jurisdictions [37]

Recommendation  of

the Council concerning
Guidelines Governing the
Protection of Privacy and
Transborder
Personal Data (principles
that often form the basis
of automated processing
and
requirements) [28]

Flows of

risk management

ILO Code of Practice:
Protection of Workers'
Personal Data
(international guidance
for monitoring) [40]



6. Regional
privacy
regimes for
internationa
1 companies

processing,
transparency,
proportionality)
(5]

Law of Ukraine
"On
Information
Protection in
Information and
Communication
Systems" [29]

Law of
Ukraine "On
Protection of

Personal Data"
(single national
framework) [5]

rules
States [23]

GDPR + national
employment- specific
of Member

Data

Protection
Act 2018 (UK) [24]

Québec: Act
Respecting the
Protection of
Personal
Information in
the Private Sector
(P-39.1) [41]

Federal: Personal
Information
Protection and
Electronic
Documents Act
(PIPEDA) [26]

OECD Privacy Guidelines
(common baseline for
multinational compliance)
(28]

Convention 108+ (Council
of Europe Data Protection
Convention) [27]

7. Labor Code of GDPR Fair Credit International benchmarks
Background Ukraine (controller/processor, Reporting Act / best practices
checks / (general minimization, (FCRA) - the key
candidate framework of purpose limitation, framework for OECD Privacy Guidelines
checks, labor relations; contracts with background (accuracy, minimization,
references, applies to hiring  contractors, DPIA as checks through purpose limitation,
third parties  procedures and needed) [23] “consumer security of processing)
(recruitment personnel reports”, (28]
screening &  checks within UK GDPR / Data notice/consent
outsourcing)  the framework  Protection Act 2018 and adverse
of labor law) (similar logic for action [42]
[35] screening & third-
party checks) [24] PIPEDA
Law of Ukraine (conditions of
“On Protection consent, notice,
of Personal responsibility for
Data” (legal transfer to third
grounds for parties within the
processing, data framework of the
minimization, “accountability
rights of the principle”) [26]
subject,
conditions of
transfer to third
parties) [5]
8. Possible Directive (EU) «(USA and Supported by the
Whistleblow  national rules / 2019/1937 on the Canada) principles of worker
ing / ethics practices protection of persons regulations protection and privacy in




reports, (depends on the ~ who report breaches depend on the international guidelines
compliance organization of Union law sector and (ILO guidance)
channels, and sector); in (Whistleblower jurisdiction; often (International Labour
whistleblow international Directive) [44] implemented Organization)
er protection  companies it is through
(whistleblow often GDPR (legal basis, corporate ILO guidance on worker
ing & ethics  implemented as data minimization, compliance protection and due
hotlines) a corporate whistleblower policies + process (as a soft-law
compliance identity protection, regulatory guideline in employment
process. access) / retention) requirements relations) [40]
[23] (especially in
Law of Ukraine financial / public
“On Prevention  UK: Public Interest companies)
of Corruption” Disclosure Act
(legal principles (PIDA) 1998 Whistleblower
of (protection of protections
whistleblower whistleblowers in (fragmentary,
protection, employment depending on the
reporting relationships) [24] sector): SEC
channels, Whistleblower
guarantees) [43] Program (for
financial

Law of Ukraine
“On Protection

violations) [45].

of Personal Depends on
Data” jurisdiction /
(confidentiality sector; for the
of messages, federal public
processing of sector: Public
personal data of Servants
message Disclosure
participants / Protection Act
investigation) [46]

(5]

The summary presented in Table 1 demonstrates that the regulation of digital HR systems is
complex and multidimensional. No single regulation can fully cover all the risks of digital HR, as
HR platforms simultaneously address employee privacy, cybersecurity of corporate systems, ethical
aspects of automated decisions, and legal enforcement of electronic interactions. The practical
value of the proposed grouping of regulations is that it allows building a logical bridge between the
regulatory framework and the real threats that arise in digital HR systems. Each type of risk
(personal data leaks, insider threats, AI bias, employee monitoring, provider interaction risks,
cross-border information transfers) can be directly correlated with the corresponding classification
feature. This provides a clear justification for which regulatory requirements define the boundaries
of acceptable practices in the field of digital HR.

Thus, the proposed classification of regulatory acts is not only a reference tool, but also a
methodological basis for further analysis of the risks of digital HR systems and the development of
practical mechanisms for their management. This approach proves that digital HR in the context of
modern transformation should develop on the basis of technological efficiency, cyber resilience,
legal compliance and ethical responsibility to employees. To ensure regulatory compliance of
digital HR systems, it is advisable to apply a multi-layered approach to compliance, which reflects a
gradual layering of requirements: from basic personal data protection to artificial intelligence risk
management, employee monitoring and interaction with external providers. Since different types
of HR systems (ATS, HRIS, Payroll, LMS) operate with different categories of data and create



specific risks, compliance should be built systematically and integratedly. To clearly present such
an approach, the Layered Compliance Framework for Digital HR Systems (Figure 1) is proposed.
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Figure 1: Layered Compliance Framework for Digital HR Systems.

The presented Layered Compliance Framework for Digital HR Systems demonstrates that
regulatory compliance of digital HR systems cannot be limited only to compliance with
requirements for the confidentiality of personal data. Effective compliance involves the integration
of cybersecurity standards, legal support for electronic document management, ethical
management of algorithmic solutions, regulation of monitoring practices and control of risks
associated with the involvement of third parties. Thus, this architecture can serve as a universal
basis for building a risk management system in the digital HR environment and be used as an
analytical tool in research and practice of corporate personnel management.

This approach involves further formalization with the creation of a hierarchical index model
“Compliance Maturity / Coverage” (Multi-Criteria Decision Analysis (MCDA) / Analytic Hierarchy
Process (AHP)). The idea of which is to construct a compliance index for each type of HR system
(ATS, HRIS, Payroll, LMS). This is a mathematical approach used when you need to evaluate an
object based on many criteria at the same time. These criteria are six layers of compliance: Privacy,
Security, eID/e-sign, Al governance, Monitoring, Third parties.

s €| ATS, HRIS, Payroll, LMS|

and each layer

lel1..6]

MCDA allows you to calculate the integral index CIs. AHP is a method that allows you to
determine the weights of criteria al, build a hierarchy of controls, and assess which layer of
compliance is more important. For example, Security may be more important than eID/e-sign in a
Payroll system. AHP does this through pairwise comparison of criteria. Formalization of the model:

Let



s — digital HR system (ATS, HRIS, Payroll, LMS),

I - compliance layer (privacy, security, eID/e-sign, Al governance, monitoring, third parties),

k — specific control within the layer.

The implementation level of control k for system s on layer [is denoted as c;;, where the value
can be measured on a normalized scale from 0 to 1.

The compliance coverage of layer [ for system s is calculated as a weighted aggregation of
control scores:

5

v (1)
Zwl,k "Cs 1,k
M - k=l

s,1 K,
2 Oy
k=1
and the overall system compliance index :

, ()
L=
CIs :Z alMs,l
=]

where wj are the weights of the controls,

L - total number of layers in the model,

a;— layer weights (determined by AHP / expert or from data).

This model allows for comparisons between systems (ATS vs HRIS, etc.); create a compliance
“heat map” by layer; work in the case of a small number of incidents. It is best to determine the
layer weights o using the AHP (Analytic Hierarchy Process) or Best-Worst Method, and then
check the sensitivity using the sensitivity analysis method.

The proposed model for assessing the maturity of compliance of digital HR systems involves the
use of a set of empirical data that reflect both the technical state of the system and organizational
risk management mechanisms. Such data include checklists of implemented controls, results of
internal and external audits, corporate security and privacy policies, event and access logs, Service
Level Agreement (SLA), the presence of formalized incident response procedures, personnel
training programs, as well as appropriate technical settings of digital HR platforms. For
quantitative analysis, the results of self-assessment of controls for individual layers of compliance
on a scale of (0-5), actual incidents over the past 12-24 months (personal data leaks, phishing
attacks, access management errors), as well as cyber hygiene metrics, in particular, the level of
Multi-Factor Authentication (MFA) coverage, compliance with requirements for updates and fixes
within the agreed time according to the SLA (patch SLA), as well as the phishing click rate can be
used. Additionally important are the vendor risk score in cases of using cloud HR solutions
Software as a Service (SaaS HR), data on the use of Artificial Intelligence (AI) in HR processes
(where exactly Al is used, whether an algorithmic bias audit is conducted, whether the human-in-
the-loop principle is maintained). A separate category is employee monitoring policies and the
number of complaints or incidents related to privacy violations, which can act as indirect
indicators (proxy) of the effectiveness of governance mechanisms. The set of such data provides the
possibility of practical application of the model for calculating the compliance index and assessing
the level of risks of digital HR systems based on real corporate indicators.

In smart industry environments, digital HR systems are closely connected with enterprise
operational infrastructure. In modern smart factories, workforce management systems interact
with industrial digital platforms, including identity management systems, training platforms, and
contractor access systems. A typical workflow of HR-related access in a smart manufacturing
enterprise may include the following stages:



1.  Recruitment and onboarding. Candidates apply through an ATS platform, where their
personal data and qualifications are processed.

2. Identity creation and access provisioning. After hiring, the employee receives a digital
identity linked to corporate identity management systems that control access to enterprise IT
systems and sometimes industrial operational technology (OT) environments.

3. Industrial training and certification. Employees complete mandatory training programs
through Learning Management Systems (LMS), including safety training, machine operation
certification, and cybersecurity awareness programs.

4. Operational access to industrial systems. Based on HR records and training status,
employees receive role-based access rights to production management systems, digital twins,
industrial control systems, or engineering software.

5. Monitoring and compliance control. Digital systems track access logs, training completion,
and compliance with safety procedures.

6. Contractor and third-party management. External contractors working in smart factories
often receive temporary digital identities managed through HR or vendor management platforms.

This integration means that vulnerabilities in HR systems (for example compromised
credentials or incorrect role assignments) may lead to unauthorized access not only to corporate
data but also to industrial infrastructure. Therefore, the governance of HR digital platforms
becomes an important element of cybersecurity management in smart industrial ecosystems.

Maturity Index (MCDA/AHP), a Compliance Heat Map has been generated, allowing for a
comparison of regulatory control coverage across various types of digital HR systems for each of
the six functional layers (Figure 2).
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Figure 2: Compliance Heat Map for Digital HR Systems: a Layered Maturity Framework

This heat map provides a quantitative visualization of the Compliance Maturity/Coverage Index
for key digital HR systems, such as ATS, HRIS, Payroll, and LMS. The map is organized according
to the Layered Compliance Framework, which structures regulatory and ethical requirements into
six critical dimensions: Privacy, Security, eID/e-sign, AI Governance, Monitoring Governance, and
Third-Party Governance.

Each cell in the visualization represents the implementation level of specific controls, calculated
using Multi-Criteria Decision Analysis (MCDA) and the Analytic Hierarchy Process (AHP). By
applying a color-coded maturity scale (0-5), the map allows organizations to:

+  Identify critical vulnerabilities across different functional modules.

o Assess the maturity of HR platforms in meeting international standards like GDPR,
ISO/IEC 27001, and the EU AI Act.



«  Prioritize risk management efforts by highlighting layers where compliance coverage is
insufficient, such as third-party risks or algorithmic bias in Al.

Enhance cyber resilience by integrating technical, legal, and ethical indicators into a single
analytical view.

The results of the analysis of incidents related to the leakage of personal data in digital HR
systems demonstrate that key security breaches in this area are predominantly not purely
technical, but socio-technical in nature. In particular, empirical observations and industry reports
confirm that the main reasons for the compromise of HR environments remain phishing, misuse of
credentials, weak authentication mechanisms and personnel errors. Such conclusions are
consistent with both IBM analytical data on typical initial access vectors and Workday practical
cases, where social engineering and compromise of third-party services have become the main
triggers of incidents [47, 48].

IBM’s data breach risk reports highlight that phishing remains one of the most common
mechanisms for initial intrusion into corporate systems, including HR environments. HR systems
are particularly attractive targets because they contain highly sensitive employee data
(identification data, contact data, candidate documents, medical data, financial data, performance
evaluation, recruitment data, training data, disciplinary data, HR analytics), and have a wide range
of users, which increases the attack surface. Within the Layered Compliance Framework, this
directly applies to the Security layer, where control variables ¢ ik can include the level of multi-
factor authentication implementation, resistance to phishing attacks, access control procedures,
and user training.

Notably, IBM also identifies human factors as one of the main causes of breaches, alongside
malicious attacks and technical failures. This means that compliance effectiveness in digital HR
systems is determined not only by the presence of technological barriers, but also by the
organizational maturity of processes that reduce the likelihood of staff errors. In the compliance
maturity model, this can be formalized through the indicators c;;x, which reflect the frequency of
cyber hygiene training, the level of employee awareness of social engineering, and the compliance
of policies with privacy-by-design principles.

The Workday case further demonstrates the importance of the Third Parties Governance layer.
In particular, the incident report related to unauthorized access to a third-party CRM platform
through social engineering confirms that even if the core HR system is secure, risks can be
implemented through external integrated services. In this context, the control parameters cs,third,k
should cover vendor due diligence, the presence of data processing agreements, supply chain
auditing, and monitoring of third-party system access.

A separate area of risk is the compromise of HR accounts in the payroll environment, where
phishing or credential theft gives attackers the ability to change payment details. Such incidents
highlight the need to strengthen controls not only at the Security layer, but also at the Monitoring
Governance layer, which involves detecting anomalous changes in personnel or financial records.
In model terms, this means that cs,monitoring,k can include implementing critical transaction
logging, automated alerts on payroll data changes, transaction confirmation procedures, and
regular access checks.

From an ethical perspective, an important element of post-mortem management is the quality of
the post-mortem analysis. An ethically correct post-mortem in HR should ensure transparency
about the nature of the breach, timely notification of victims, implementation of preventive
measures and avoidance of a “blame-the-worker” culture. Workday in its public materials
emphasizes the threats of social engineering and the need to increase user awareness, which is a
positive element of ethical communication. However, a full assessment of the post-mortem is
limited by the level of available information, since detailed internal reports on root causes and
corrective actions are usually not disclosed in the public domain. Thus, the results of the IBM and
Workday analysis confirm that security breaches of digital HR systems mainly arise from a
combination of phishing, compromised credentials, human error and risks of interaction with third
parties. This justifies the need to apply the Layered Compliance Framework as a multi-level risk



management model, where each layer is formalized through control indicators ¢ This approach
allows you to quantitatively assess the maturity of compliance of HR systems, identify critical
areas of vulnerability and form empirically based mechanisms for increasing the cyber resilience of
the digital HR environment.

Post-mortem analysis is an integral part of cyber incident response in digital HR systems, as it
allows an organization to not only document a security breach, but also to deeply analyze its
causes, consequences, and gaps in risk management. Unlike purely technical remediation of an
incident, a post-mortem approach aims to build organizational learning, increase system resilience,
and prevent similar situations from recurring in the future. This is especially important in HR,
where data leaks can have not only financial, but also significant social and reputational
consequences for employees.

Ethical post-mortem analysis of HR incidents is a critical component of responsible digital risk
management, as such incidents directly affect the sensitive data of employees and candidates. An
ethically correct post-mortem should provide transparency regarding the nature of the breach, the
categories of data affected, and the time frame of the incident, as well as minimize harm through
timely notification of victims and recommendations for preventing secondary attacks, including
phishing. An important principle is accountability without creating a “blame culture”, i.e. focusing
on systemic causes, improving procedures, and training staff rather than individual blame. An
ethical post-mortem should also include specific corrective and preventive measures, while
maintaining a balance between sufficient disclosure to assess risks and respect for privacy so as not
to create additional opportunities for attackers.

4. Conclusion

Research confirms that digital HR systems have become critical important components of
modern organizations, as they provide automation of HR processes, but at the same time
concentrate large amounts of confidential information about personnel. This creates an increased
level of cyber risks and ethical threats in the digital HR environment. One of the key results of the
work is the developed classification of regulatory acts applicable to digital HR systems in the
context of risk management and compliance. It is shown that the regulatory support for digital HR
is formed at the intersection of personal data protection regimes, cybersecurity, labor law,
regulation of electronic document flow, management of AI solutions and cross-border data
transfers. This confirms the multidimensionality of compliance, which cannot be reduced only to
the fulfillment of individual privacy requirements.

The study proposes a Layered Compliance Framework for Digital HR Systems, which formalizes
compliance as a multi-layered risk management architecture. The content of each layer is defined:
privacy provides legal protection of personal data; security covers cyber protection and access
management; elD/e-sign is responsible for legally significant digital document flow; AI governance
controls the ethics and transparency of algorithmic HR solutions; monitoring governance regulates
the permissible limits of employee monitoring; third parties governance minimizes external risks of
HR systems. The grounded hierarchical model Compliance Maturity/Coverage Index (MCDA/AHP)
allows for a quantitative assessment of the compliance maturity of digital HR systems based on
empirical indicators (audits, incidents, cyber hygiene metrics, and vendor ratings). A practical
manifestation of this model is the "Compliance Heat Map," which provides a visual diagnostic of
regulatory coverage across different HR modules (ATS, HRIS, Payroll, LMS), allowing management
to identify and prioritize critical vulnerability gaps. Overall, the study results confirm the need for
an integrated approach that combines legal, technical, and ethical mechanisms to ensure a secure
digital HRM transformation.

In the context of smart industrial environments, the governance of these systems becomes a
vital component of broader cyber resilience, as HR-related vulnerabilities can directly impact
industrial operational technology and safety-critical infrastructure.



Based on two case studies from IBM and Workday, it is demonstrated that the main causes of
data leakage incidents in HR systems remain phishing, compromised credentials, human factors,
and third-party interaction vulnerabilities. The results highlight the sociotechnical nature of
threats, where organizational errors and insufficient cyber hygiene are no less critical than
technical vulnerabilities. An important result is also the interpretation of ethical post-mortem
analysis as a necessary element of the mechanism in risk management, which ensures
transparency, minimizes harm, and prevents repeated incidents in the HR environment.
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