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Abstract

This paper examines the problem of low reliability of existing automatic and human methods for
detecting artificially generated texts, whose accuracy ranges from 43% to 81% and is unacceptably low in
the context of critical industrial safety systems. The emergence of high-quality large language models
poses a direct threat to autonomous industrial systems due to the possibility of automated creation of
plausible instructions that contain incorrect and unreliable information, which can lead to system failures.
The goal of this study is to develop and justify a modular architecture for an interactive dialogue agent
designed to improve the reliability of detecting Al-generated texts in industrial safety systems through
the use of multi-step analysis. The proposed approach is based on a combination of stylometric text
analysis, automated fact-checking, and cross-examination. The agent's architecture involves sequential
message processing, calculation of an integral risk score, and notification of the operator. The
combination of these methods is expected to reduce the number of false positives and negatives, ensuring
higher accuracy and robustness in detecting Al-generated texts compared to existing single-step Al
detectors.
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1. Introduction

Modern large language models can generate texts whose quality makes it difficult to reliably
distinguish them from content created by humans. Current methods for detecting artificially
generated texts are divided into five main groups: based on watermarks, analysis of linguistic and
statistical features, neural approaches, hybrid models and methods involving human expert
analysis. However, multilingualism, the hybrid nature of the generated content and the continuous
improvement of generative algorithms limit the effectiveness of existing automatic identifiers of
artificially generated text.

Empirical studies confirm the low reliability of existing tools. Systematic reviews show that the
accuracy of automatic identifiers varies in the range of 43-81% with unacceptably high false
positive rates, in particular for texts written by non-native speakers. Even human analysis can be
ineffective, with AI text recognition accuracy showing only 19%, which is close to random
guessing. This suggests that exclusive reliance on single-shot detectors is insufficient and requires
the use of additional verification methods that assess style and content.

At the same time, the emergence of high-quality generative algorithms has significantly
changed the list of security threats. The ability to automatically create plausible fake instructions,
documents, or manipulative messages poses a direct threat to critical industrial systems[1]. In the
context of autonomous dialog agents capable of multi-path thinking, the lack of reliable verification
can lead to system failures or dangerous actions. The risks include data poisoning, embedding
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inversion, and hint manipulation attacks. To minimize these threats, it is necessary to develop
more robust and flexible verification mechanisms.

Given the limited reliability of existing solutions and the growth of threats in the industrial
sector, there is a need to create an interactive mechanism that combines automated analysis with
deep contextual verification.

The purpose of this research is to develop and conceptually substantiate the architecture of an
interactive dialog agent designed to increase the reliability of Al-generated text detection in
industrial security systems by applying multi-step analysis.

Proposed approach is based on a combination of stylometric analysis, fact-checking, and cross-
examination and should improve the accuracy and robustness of Al-generated text detection
compared to existing one-shot AI detectors. This will ensure the prompt identification of
potentially malicious or unreliable messages in critical industrial systems, contributing to
improving their information security. The combination of structural analysis, contextual
verification, and adaptive algorithms reduces the risks of erroneous decisions in critical
environments [2, 3].

2. Review of research and systematization of methods for detecting Al
texts

2.1. Research overview

Modern research in the field of interactive dialogue systems demonstrates the transition from static
fine-tuning to adaptive reinforcement learning strategies. In particular, in [4], a hindsight-
regeneration approach is proposed, in which dialogues are reformulated by a large language model
after their completion to achieve a better target result, and the resulting optimized versions are
used for offline reinforcement learning of the agent. Experimental results demonstrate an increase
in the efficiency, naturalness, and controllability of the dialogue compared to traditional pre-
training methods. This approach emphasizes the importance of dynamically considering the
interlocutor's reactions and can be extrapolated to Al text detection systems, where clarifying
questions play the role of a content verification mechanism.

The problem of detecting Al-generated content is actively developing in several directions:
watermarking, stylometric methods, neural discriminators and hybrid approaches. The review [5]
systematizes watermarking methods for text, images and audio, emphasizing their proactive nature
- source identification occurs at the stage of content generation. At the same time, the vulnerability
of such methods to paraphrasing and the lack of unified standards are emphasized. Similarly, in [8]
DeepTextMark is proposed a deep approach to text watermarking, which combines semantic
coding and a transformative classifier, demonstrating resistance to obfuscation attacks. The general
reviews [6] and [7] state that none of the approaches provide guaranteed accuracy, and the
effectiveness of detectors significantly depends on the language, genre and evolution of generative
models.

Empirical studies confirm the limitations of existing tools. In particular, in [9] it is reported that
the accuracy of open Al detectors ranges from 43-81%, while human experts demonstrate results
close to random guessing (~19%). An additional problem is the phenomenon of LLM hallucinations
- the generation of plausible but false statements. In [10], an unsupervised MIND system is
proposed for detecting hallucinations based on the internal states of the model in real time, which
justifies the need to integrate fact-checking modules into detection architectures. The study [11]
demonstrates that Al texts are characterized by lower perplexity and more homogeneous structure,
which confirms the feasibility of stylometric indicators. In addition, semantically enhanced
frameworks, such as SEFD (He et al.), combine primary detectors with semantic similarity analysis
to increase paraphrasing resistance, although they require significant resources to maintain the
knowledge base [12].



In summary, current research suggests the need for combined approaches that integrate
stylometric analysis, watermarking, semantic matching, and interactive cross-examination. Despite
numerous proposals, the accuracy of existing systems remains unstable, and human expertise does
not guarantee reliability. Promising directions include the development of interactive agents with
reinforcement learning mechanisms, real-time hallucination monitoring, and semantic control that
consider the context and dynamics of the dialogue.

2.2. Classification of detection approaches

An analysis of modern approaches to determining the origin of a text shows that detection
methods are conditionally classified into five main groups.

Group 1. Watermarking methods are based on embedding hidden patterns in the generated text,
which provides a quick verification of its source. The effectiveness of such methods is determined
by a compromise between resistance to editing, minimal impact on the text and the amount of
information transmitted. The main disadvantages are the need for control over the generation
process and vulnerability to simple editing or formatting operations, which can lead to loss or
desynchronization of the watermark.

Group 2. Feature (stylometric) approaches are based on the analysis of statistical and linguistic
characteristics of the text, in particular, the average sentence length, the frequency of punctuation,
lexical diversity, readability indicators and emotional polarity. Their advantage is the
interpretability of the results and the possibility of applying classical machine learning methods,
such as Random Forest, which in experimental studies demonstrated an accuracy of about 82.6%. At
the same time, these methods are sensitive to the language and genre of the text and are ineffective
when deliberately imitating human style.

Group 3. Neural approaches use large language models or discriminative transformer
architectures, such as RoBERTa, to estimate token probabilities and analyze text structural
properties. Systems such as GLTR, which visualizes word predictability, or GROVER, which
combines generation and detection with an accuracy of about 92%, have demonstrated the ability to
detect complex statistical and semantic patterns. However, such methods require significant
computational resources and large training samples and remain vulnerable to deliberate
obfuscation attacks.

Group 4. Hybrid approaches combine several methods, including neural analysis with
stylometric features or watermarks, to increase resistance to attacks and reduce the number of false
positives. The disadvantage of such solutions is the complexity of implementation and the need for
careful tuning and calibration of components.

Group 5. Human-based approaches rely on expert judgment, comparative analysis of style with
the author's previous work, and contextual analysis. While they allow for a broader context, these
methods remain subjective, small-scale, and resource-intensive; studies have shown that human
recognition of Al-generated texts is only about 19% accurate.

2.3. Reliability analysis of open detectors

Empirical research shows that none of the existing detection tools provide error-free classification
of the origin of the text. A systematic review of 17 scientific studies showed that the accuracy of
current Al detectors varies from 43% to 81%, with significant levels of both false positives and false
negatives. Even under the most favorable conditions, such systems demonstrate misclassification in
about one case out of five.

Particularly problematic is the high rate of false positives, where human-generated texts are
mistakenly identified as Al-generated; in some cases, this rate reaches 70%, particularly for authors
who are not native speakers of the language. Table 1 provides a comparative summary of the
characteristics of popular open-source detectors, the evaluation of which is based on limited
experimental samples.
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In the context of industrial systems where misclassification can lead to malfunctions or
potentially dangerous actions, such instability in accuracy is unacceptable. Accordingly, modern
detection tools can only be considered as auxiliary tools, the use of which is advisable only in
combination with additional verification and control procedures.

2.4. Stylistic and semantic indicators of Al texts

To increase the reliability of the assessment, which complements automated detection methods, it
is advisable to consider characteristic indicators that researchers and teachers identify in texts
generated by artificial intelligence, the so-called “red flags.” These include factual errors and
fictitious sources, when the model makes plausible but incorrect statements or refers to non-
existent publications, which is a manifestation of hallucinations.

Another indicator is an impersonal and predictable style of presentation: such texts are usually
grammatically correct, but devoid of an individual authorial “voice”, are characterized by a
template structure, uniform paragraph length and limited depth of analysis. In addition, there may
be a discrepancy with the requirements of the task, in particular a tendency to overly generalized
answers or incorrect execution of instructions that require precise data or specific sources. A
separate indicator is excessive linguistic correctness, when a sharp change in the author’s style —
particularly the appearance of impeccable grammar, uncharacteristic of his previous works — may
indicate automated generation.

Practical recommendations boil down to a comprehensive approach that includes a comparative
analysis of style with previously completed works, verification of the facts and sources cited, and
the use of cross-questions that allow you to reveal a superficial or formal understanding of the
subject area.

3. Threat analysis in agent systems and hallucination monitoring

3.1. Risks of using Al texts in industrial systems

Hallucination in the context of large language models is defined as the generation of plausible,
grammatically correct, and coherent text that contains factually false, unverified, or logically
contradictory information. Such responses may include fictional events, incorrect references,
distorted data, or confabulations presented as reliable facts. Unlike deliberate misinformation,
hallucinations are a consequence of the statistical nature of the model and the limitations of its
training, rather than deliberate behavior. Conceptually, this phenomenon is associated with human
confabulation, the construction of a convincing but untrue narrative based on incomplete or
incorrect knowledge.

Hallucinations can be classified into several categories. Factual inaccuracies include errors in
dates, names, scientific statements, or biographical information. Nonsense manifests itself in the
form of responses that lose connection with the context of the query or contain semantically
incorrect statements. Contradictions can occur both within a single text and between different
model responses when key facts change or internal logical consistency is violated.
One of the key reasons is the limitations of training data: incompleteness, noise, bias, or insufficient
representation of certain topics lead to inaccurate generalizations. Additional factors include
architectural and algorithmic limitations of models, such as overfitting, insufficient modeling of
cause-and-effect relationships, and the lack of a mechanism for internal verification of the
truthfulness of statements. A limited context window also contributes to information loss in long
dialogues, which can lead to inconsistent responses. Linguistic subtleties such as irony, sarcasm,
cultural allusions, or ambiguity pose an additional challenge for models, as their interpretation
requires extra-model knowledge and deep pragmatic analysis. As a result, the model may generate
responses that formally comply with syntax but do not reflect the actual meaning or relevant



context. This highlights the need to integrate fact-checking mechanisms, external knowledge bases,
and authenticity monitoring into systems that use LLM in critical applications.

To formalize the process of hallucination generation and detection, it is useful to view it as a
sequence of interrelated stages of information processing. In the first stage, the input query is
passed to a large language model, which generates a response based on statistically trained
parameters and internal knowledge representations. Due to limitations in training data,
architecture, or context window, factual errors, logical contradictions, or semantic distortions may
occur at this stage. In the next stage, the generated text is sent to a verification subsystem, which
performs a multi-level analysis: stylometric characteristics are evaluated, including sentence
length, lexical diversity, and structural homogeneity; automated fact-checking is performed using
external knowledge bases; and internal contradictions or nonsense are identified. If factual
inaccuracies or logical inconsistencies are detected, the response is marked as potentially
hallucinatory, after which a correction procedure is initiated, for example, by generating clarifying
questions, re-asking with additional context, or requesting references to sources. This algorithmic
approach not only describes the mechanism of hallucination generation, but also forms the basis
for their systematic detection and minimization, combining methods of stylometric analysis,
semantic verification, and external fact validation.

In the context of the spread of the Internet of Things and autonomous agent systems, the lack of
proper verification of information flows poses a direct threat to critical industrial infrastructures.
Automated generations of falsified instructions or manipulative entries in event logs can lead to
disruption of controllability of technological processes, system failures and potentially dangerous
actions. Research on agent-based security identifies several key attack vectors. These include cue
injection, which involves embedding hidden instructions into input data to force a model to behave
in an undesirable way; data and model poisoning, which involves introducing corrupted data into
training or refresh samples; model inversion, which allows private information to be recovered
from training data by analyzing the model's responses; and risks associated with weak identity and
supply chain controls, such as unauthorized access through improper token management or
reliance on third-party APIs. To mitigate these threats, it is recommended to implement multi-
layered protection mechanisms. These include continuous anomaly monitoring and behavioral
analysis of Al systems for early detection of deviations, verification and sanitization of input data
to minimize prompt injection risks, the use of a zero-trust architecture with strict access control
and token protection, and systematic adversarial testing to identify and eliminate vulnerabilities.

3.2. Monitoring hallucinations

A particular threat to the reliability of autonomous agent systems is the hallucinations of large
language models, i.e. the generation of convincing, but factually incorrect or fabricated statements,
which can lead to disinformation and undermining trust in the system. To counteract this
phenomenon, automated monitoring mechanisms are proposed that analyze each agent's message
in real time, compare it with authoritative knowledge bases, and record semantic or factual
deviations. At the same time, effective control involves not only detecting hallucinations, but also
analyzing their causes, which necessitates the need for transparency in the logic of the agents'
functioning and the interpretability of their decisions.

Considering the limited reliability of isolated detectors and the growing range of threats, a
modular conceptual architecture of an interactive dialog agent for detecting texts generated by
artificial intelligence in industrial systems is proposed. The architecture is based on sequential
multi-stage message processing and involves the integration of human control mechanisms, which
allows to increase the reliability of decision-making and reduce the risks of critical errors in real
operating conditions.

The system architecture consists of several interconnected functional modules, each of which is
responsible for a separate stage of message analysis (Fig. 1). The preprocessing block ensures the
reception of the incoming message, performs its normalization, tokenization and automatic



language detection. The style and structure evaluation module analyzes the statistical and linguistic
characteristics of the text, in particular sentence length, lexical diversity, readability indices and
emotional polarity, and compares the indicators of perplexity and burstiness with reference style
profiles.

The fact-checking block implements semantic matching of statements with reliable sources,
such as knowledge bases, regulatory documents or RAG systems. The cross-examination module,
based on the results of the previous stages, automatically generates several clarifying questions
regarding content, terminology or procedures and analyzes the received answers; the presence of
contradictions or the inability to provide reasonable explanations is considered as an indicator of
automated generation. The decision-making engine integrates the results of all modules into a
single integrated risk indicator in the form of a coefficient or probability, based on which a
conclusion is formed about the origin of the text (“human” or “AI”) and further actions are initiated
notifying the operator or isolating the message. User interaction and logging are implemented
through a specialized interface that provides risk level display, feedback and dialogue history
storage, and supports security mechanisms, including authentication, communication channel
encryption and protection against prompt injection attacks. The system's operating algorithm is
consistent and includes message reception, its pre-processing, style and structural analysis, fact
checking, formation and analysis of clarifying questions, calculation of an integral risk score,
decision making and recording of results with appropriate informing of the operator.

Incoming Pre-processing biock Style and Structure Fact check block Cross-gxamination Decision-making Operator interface
message Assessment Module module engine and logging

Receiving a message |

Preliminary processing

»
»

Stle

Fact checking

Formation of questions

Analysis of answers N
>

Calculation of risk

+

Operator notification and logging
»

Figure 1: Conceptual diagram of the proposed approach.

3.3. Expert test methodology

For the experimental evaluation of the interactive dialog agent, a pilot sample was generated from
several text fragments of 5-10 sentences each, dedicated to production procedures and equipment
validation. Four fragments were prepared manually by engineers on pressure sensor calibration,
welding robot inspection, conveyor cleaning after batch completion, and testing of the control and
measurement system, while another four were generated by a large language model in the format
of generalized instructions. The generated materials are not included in the training samples of the
studied models, which minimizes the risk of their prior memorization and ensures the correctness
of the experiment.

During the creation of the generated fragments, characteristic stylistic features of Al-generated
texts were purposefully reproduced predictable compositional structure, repetitive wording, lack of
specific technical details, and an increased proportion of passive constructions. These features are
considered as typical indicators of automated generation and are used to assess the effectiveness of
the proposed approach.

A fragment of the formed sample is presented in a tabular format (Table 2). For each text
fragment, a unique identifier is given, the source of origin is indicated, and a brief description of



the content is provided. This structure ensures transparency of the experimental design and
convenience of further analysis of the results.

Table 2
Fragment of the formed sample
ID Source Fragment description
1 Human Calibration of the pressure sensor in

the pipeline; checking the shut-off
of the supply, connecting the
reference pressure gauge, recording
deviations and tightness.

2 Human Welding robot inspection:
lubrication of moving parts, test run
and positioning accuracy control.

3 Human Cleaning the conveyor after a batch:
turning off the line, using brushes
and cleaning solution, visual
inspection for damage

4 Human Testing the control and
measurement  system: checking
sensor signals, comparing with
reference values, and documenting
deviations

5 Al General instructions for checking
the performance of equipment
without specific devices: check
stability, monitor parameters, adjust

processes
6 Al Guidelines for process compliance
with standards: monitoring

parameters, adherence to general
control principles, documenting
stages.

7 Al General  recommendations  for
system testing: performing tasks
according to criteria, eliminating

deviations using standard
procedures, updating
documentation.

8 Al Temperature parameter control:
checking device settings, stability of
modes, documentation and

correction of discrepancies




The interactive agent is implemented as two sequentially connected modules. The first module
performs stylometric analysis, within which basic quantitative characteristics are calculated for
each text fragment, in particular, the average sentence length, the lexical diversity index (the ratio
of the number of unique words to the total number of word forms), and the readability index,
implemented in the prototype in a simplified form based on the length of words and sentences. It is
known that texts generated by Al are characterized by reduced perplexity, a more uniform
sentence structure, and repetition of formulations, while texts created by humans demonstrate
greater structural variability. In the case when at least two of the three indicators indicate a
generalized style, the module records an increased risk of automated generation. The second
module implements a cross-examination mechanism, forming two clarifying questions regarding
the content of the text. The meaningfulness of the answers is assessed by length and specificity;
excessively short or generalized answers increase the likelihood of classifying the text as generated
by Al The final decision is made based on the principle of logical combination of results: if there is
a risk signal from at least one module, the text is classified as "Al", otherwise - as "Human".

The experimental study was conducted in three stages:

Stage 1. Launch of the prototype with calculation of stylometric indicators and cross-
examination.

Stage 2. Recording the results of each module, the final classification, and the actual category of
the text.

Stage 3. Comparison with the performance of open Al detectors.

An example of the work of the developed agent is shown in Figure 2.

= AHanis ¢pparmenTy 1
TekcT: IHKeHep BUKOHYe kanibpysawua jaTuvka Tucky TpyBonposomy. CnouaTky 3akpueae BXimWi Ta BuxinWi knanawu...
CTaTHCTHKa: avg_len=9.5, diversity=0.97, long words=2.63% -> AI Marker: False

OparmeHT W1: BignoeipaiTe Ha 2anuTanHA. ([nA AL MOXHa nucaTi 'He 3Haw' abo kopoTky eignoeie).
fika ocHoBHa MeTa uiei npouenypu?

> kanibpyeanHA naTuuka TpybonpoBosy

Ha3BiTb OAMH KOHKpeTHuil iHCTpymeHT abo npwnai, 3rafaHuit y TekcTi.

> JaTuMK

OTHANBHE PIWEHHA: AI (stylometric=False, cross_exam=True)

======= AHaNni3 QparMeHTy 2 =======

TexkcT: Mepen 3amyckom 3BapiBanbHOro pob0Ta MpaulBHWK OFNANAE WBM, BWAANAE OKaNMHY Ta TECTYE MEXaHi3m Ha Xon...
CTaTucTHka: avg len=13.3, diversity=0.97, long words=5.80% -> AI Marker: True

OparmeHT W2: BignoeipaiTe Ha 2anuTanHA. ([nA AL MOXHa nucaTi 'He 3Haw' abo kopoTky eianoeiw).
fika ocHoBHa MeTa uiei npouenypu?

> 3BapwBaHHA

Ha3BiTb OAMH KOHKpeTHuil iHCTpymeHT abo npwnai, 3rafaHuit y TekcTi.

> 3BapwBanbHUil poboT

OIHANIBHE PIWEHHA: AI (stylometric=True, cross_exam=True)
Figure 2: Example of agent operation.

In a small pilot sample, the agent correctly identified all texts, achieving 100% accuracy, which
exceeds the average performance of open tools (43-81%), which are characterized by significant
levels of false positives and false negatives. The automatic processing time was insignificant (about
one second for stylometric analysis), and the total number of clarification questions was 16. The
results obtained indicate the potential effectiveness of the interactive approach, while requiring
confirmation on larger and more representative samples.

The results obtained require careful interpretation. First, the sample size is insufficient to form
statistically sound generalizations, which creates a risk of overfitting the methodology to specific
texts. Second, the simulated responses for Al-generated fragments do not fully reflect the diversity
of real-world interaction scenarios with language models, which may affect the assessment of the
effectiveness of cross-examination.

At the same time, the results of the pilot study indicate that the integration of stylometric
analysis with the mechanism of clarifying questions can improve the quality of detection of



automatically generated texts. This confirms the feasibility of further research in the direction of
developing interactive approaches using wider and more representative experimental samples.

Table 3
Frequency of Special Characters
ID  Factsource Stylometry Interrogati Final
result (risk of on result agent
Al) (AI risk) classificati
on
1 Human No No Human
2 Human No No Human
3 Human No No Human
4 Human No No Human
5 Al No Yes Al
6 Al No Yes Al
7 Al No Yes Al
8 Al No Yes Al

4. Conclusions and discussion

After the experimental study is completed, it is advisable to generalize the obtained results, which
involves a comparative analysis of the accuracy of the interactive agent with the indicators of open
detectors, a detailed analysis of false positives, as well as an assessment of the time costs for
message processing. It is expected that the combination of stylometric analysis, automated fact-
checking, and cross-examination mechanisms will contribute to a reduction in the number of both
false positive and false negative decisions, ensuring an increased level of reliability and trust in
information flows.

At the same time, the proposed approach is characterized by several limitations, in particular,
the limited scope of pilot testing, the subjectivity of evaluating answers to clarifying questions, the
dependence on the participation of specialists in fact-checking, as well as the potential influence of
the respondent's stylistic features on the classification results.

When integrating an interactive agent into industrial systems, it is necessary to take into
account the requirements for user authentication and encryption of communication channels,
ensuring compatibility with existing enterprise monitoring and information security systems,
supporting the scalability of the architecture for multilingual dialogues, as well as regular updating
of rules and knowledge bases in order to adapt to the evolution of large language models.

Prospects for further research include expanding the experimental base by using more
representative datasets, automated integration with corporate knowledge bases and regulatory
documents, combining an interactive approach with next-generation neural detectors, and
applying reinforcement learning methods to optimize the cross-examination formation strategy.



Declaration on Generative Al

During the preparation of this work, the author used Al tools in order to: Grammar and spelling
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