
Analysis of the state of information security at hotel
and restaurant enterprises⋆

Orest Polotai1,∗,†, Bohdana Polotai2,†, Oleh Harasymchuk3,†, and Natalia Kukharska3,†

1 Lviv State University of Life Safety, 35 Kleparivska str., 79000 Lviv, Ukraine
1 Lviv University of Trade and Economics, 10 Tugan-Baranovskogo str., 79005 Lviv, Ukraine
3 Lviv Polytechnic National University, 12 Stepan Bandera str., 79000 Lviv, Ukraine

Abstract
The article presents a comprehensive study of the state of information security of a conditional hotel and 
restaurant enterprise operating within the Lviv region. The purpose of the work is to analyze the current  
level of security of information resources, identify key vulnerabilities and develop recommendations for 
improving  the  effectiveness  of  the  information  security  system.  The  study  uses  expert  assessment 
methods, SWOT analysis and mathematical tools to quantify the level of security. The work identifies five  
main factors  that  most  significantly  affect  the  level  of  information security of  the enterprise:  access  
control to the hotel and restaurant information system; backup and restoration of booking and order data; 
protection against malicious software and monitoring of network traffic; training of personnel to work 
safely with information; technical support and updating of information systems. Recommendations are 
developed to improve organizational, technical and training measures in the field of information security.  
Re-evaluation after the implementation of the proposed measures showed an improvement in the integral 
indicators: the quantitative indicator (S) increased from 0.17 to 0.41, and the qualitative indicator (Q) from 
0.48  to  0.57.  This  indicates  an increase in  the  efficiency of  the  information security  system and the 
formation of a more stable protective environment.  The results obtained have practical significance for 
enterprises in the hotel and restaurant sector, since the proposed approach can be used as a methodological  
basis for the analysis, evaluation and further improvement of the information security system, taking into 
account the specifics of the industry.
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1. Introduction

The current stage of society's development is characterized by the rapid digitalization of all spheres 
of human activity, which leads to an increase in the role of information as a key resource for  
management,  communication and decision-making.  For enterprises,  information resources have 
become not only an auxiliary element of  functioning,  but  also a  strategic  asset,  on which the 
efficiency of  business processes,  competitiveness and market  stability directly depend.  In these  
conditions, the issue of ensuring information and cybersecurity is of paramount importance.

In the context  of  globalization of  the information space,  enterprises  become participants  in 
complex digital ecosystems, in which data is constantly exchanged between internal and external 
users, partners, clients, and government agencies. At the same time, the increase in the volume of 
processed  data,  the  widespread  use  of  cloud  technologies,  remote  access,  mobile  devices  and 
artificial intelligence systems significantly increase the level of vulnerability of the information 
infrastructure  [1-3],  especially  in  cloud-based  and  IoT-oriented  environments  that  require 
continuous protection and monitoring  [4]. This is why complementary integrity-preserving and 
covert-protection techniques remain relevant for sensitive data transmission [5]. The number of 
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incidents related to cyberattacks, phishing campaigns, virus infections, and the leakage of personal 
and commercial data is increasing every year.

According  to  analytical  reports  from international  cybersecurity  companies,  the  number  of 
cyberattacks on small  and medium-sized businesses has increased by more than 50% in recent  
years. Most of these attacks are aimed at stealing financial or confidential information, blocking 
access to systems with the aim of demanding ransom (ransomware), or disrupting the stability of 
information systems. This indicates the need for a systematic approach to building and improving 
information security systems, focused not only on technical but also on organizational, personnel 
and management aspects [6].

Ukraine, integrating into the global information space, is gradually harmonizing its standards 
with European requirements (in particular, NIS2, ISO/IEC 27001, GDPR, SOC 2) [7-8]. This involves 
the implementation of comprehensive information security management systems at enterprises,  
which require regular auditing, risk analysis and modernization of protection tools.

In addition to external threats, internal factors also pose a significant danger ― personnel errors, 
negligence in complying with security policies, low level of employee awareness, lack of access 
control  or  unauthorized  use  of  corporate  resources  [9-10].  This  indicates  that  an  effective 
information  security  system  should  be  multi-level,  integrated  into  the  overall  enterprise 
management system and be based on the principles of continuous improvement [11].

In today's conditions of instability and hybrid challenges, when cyberspace is becoming one of 
the key arenas of competition, effective information security management is a critical factor in 
ensuring business stability, preserving reputation and preventing financial losses.

In today's conditions of digital transformation, the hotel and restaurant sector is increasingly 
actively implementing information technologies in its activities [12-13]. Online booking systems, 
electronic customer databases, contactless payments, automated accounting systems and network 
services have become an integral part of the functioning of enterprises in the industry. At the same 
time, the volume of personal and financial data processed, transmitted and stored in information 
systems is growing significantly. This makes hotel and restaurant enterprises potential targets of  
cyber threats and malicious attacks [14-15].

Violation of confidentiality, integrity or availability of data in such an area can lead not only to  
financial losses, but also to a serious reputational blow, loss of trust of customers and partners.  
Leaks  of  personal  data  of  visitors,  information  about  bank  cards  or  internal  management 
documents  are  especially  dangerous  [16].  In  practice,  this  can  manifest  itself  in  the  form  of 
phishing attacks, infection of network devices with malicious software, unauthorized access to Wi-
Fi networks or reservation databases.

At the same time, most small and medium-sized enterprises in the hotel and restaurant business 
do not have a sufficient level of information infrastructure protection. Often, security measures are 
reduced  only  to  the  use  of  antiviruses  or  passwords  without  a  systematic  approach  to  risk  
management.  The lack of  information security specialists,  underestimation of  threats,  outdated 
software  and  low  level  of  staff  awareness  ― all  this  creates  a  favorable  environment  for 
cyberattacks.

Therefore, the current task today is a comprehensive assessment of the state of information 
security of hotel and restaurant enterprises, identification of vulnerabilities and development of 
effective recommendations for their elimination [17]. Of particular importance is the use of expert 
analysis methods that provide an opportunity to qualitatively assess not only technical, but also 
organizational aspects of protection  ― access policies, personnel training, data backup, incident 
management, etc.

Conducting  such  a  study  makes  it  possible  to  increase  the  level  of  cybersecurity  of  the 
enterprise, prevent possible information leaks and financial losses, provide appropriate protection 
of guests’ personal data, and ensure compliance with current regulatory requirements in the field 
of information security. This is of particular relevance in the context of increasing requirements for 
personal  data processing under the GDPR framework and Ukrainian legislation,  which obliges 
enterprises to implement adequate technical and organizational measures to protect information.
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According to the Global Cybersecurity Index published by the International Telecommunication 
Union (ITU) [18], Ukraine has significantly improved its cybersecurity readiness in recent years, 
moving toward alignment with international frameworks such as ISO/IEC 27001 and NIST CSF.  
However, sector-specific implementation of these standards, particularly within small and medium-
sized  enterprises  in  the  hospitality  industry,  remains  insufficient.  Research  conducted  by  the  
European  Union  Agency  for  Cybersecurity  (ENISA)  [19]  indicates  that  the  hospitality  sector 
processes large volumes of  sensitive personal  and financial  data while  often underinvesting in 
cybersecurity measures. Furthermore, the Verizon Data Breach Investigations Report (2025) [20] 
identifies  accommodation  and  food  service  organizations  among  the  sectors  most  affected  by 
credential  theft,  ransomware,  and  point-of-sale  intrusions.  This  confirms  the  need  for  sector-
oriented information security assessment methodologies  and forecasting approaches capable  of 
tracking cybersecurity trends over time [21].

2. Materials and Methods

The study used a set of methods that combine analytical, expert and mathematical approaches to 
assessing the state of information security of a hotel and restaurant enterprise. The object of the 
study was a conventional average hotel and restaurant enterprise in the Lviv region, which reflects  
the  typical  characteristics  of  small  or  medium-sized  businesses  in  the  region.  The  enterprise 
operates in a mixed format ― it combines temporary accommodation, catering and leisure services 
for  clients.  Its  information  infrastructure  includes  an  automated  room  reservation  system,  an 
internal  accounting  system,  a  human resources  management  system (HRM),  a  local  computer 
network, wireless Wi-Fi access for guests, as well as a number of peripheral devices connected to 
the network. The basis of the study is an expert method for assessing the level of information 
security, which involves the involvement of specialists in the field of cyber security to determine 
the current state of the information system according to a number of criteria. The expert group 
consisted  of  cybersecurity  specialists,  system  administrators,  and  IT  auditors  with  practical  
experience in information security management and risk assessment. The selection of experts was 
based on their professional experience, qualifications, and involvement in the implementation or 
maintenance of enterprise information systems.

In  addition  to  the  expert  method,  the  study  used  SWOT  analysis  (Strengths,  Weaknesses, 
Opportunities, Threats), which allows for a systematic assessment of internal and external factors  
affecting the state of information security.

• Strengths (S) include the availability of basic IT solutions, a centralized customer base, and 
the use of antivirus protection.

• Weaknesses  (W)  ― lack  of  backup,  non-unified  access  policy,  and  weak  control  over 
personnel.

• Opportunities (O) ― implementation of modern cyber security technologies, increasing the 
digital literacy of employees, and engaging security consultants.

• Threats (T) ― phishing attacks, personal data leakage, network equipment failures, and the 
influence of the human factor.

SWOT  analysis  allows  for  a  combination  of  qualitative  characteristics  with  quantitative 
indicators of expert assessment, which contributes to the formation of a holistic vision of the state 
of information security. To increase the objectivity of the results, the weighted average method 
was  used,  which  takes  into  account  the  different  importance  of  criteria  for  a  specific  type  of  
enterprise.

The obtained analysis results became the basis for developing a system of recommendations for 
improving the level of information security: improving password policies, implementing backups, 
creating  internal  instructions  for  responding  to  incidents,  improving  staff  training,  etc.  After 
implementing the proposed measures, a repeated expert assessment was conducted, which allowed 
assessing the dynamics of changes and confirming the effectiveness of the proposed solutions.
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Thus,  the  use  of  a  combination  of  the  expert  method,  SWOT  analysis  and  mathematical  
calculations provides a comprehensive and objective approach to studying the level of information 
security of a hotel and restaurant enterprise, allowing not only to determine the current state, but 
also to build a strategy for its further improvement.

3. Results

At the  current  stage  of  development  of  Ukrainian society,  there  is  a  constant  increase  in  the  
importance  of  the  information  sphere  of  hotel  and  restaurant  enterprises.  It  covers  not  only  
information resources and infrastructure, but also subjects that collect, process, form, distribute 
and use information, as well as mechanisms for regulating social relations that arise in this process.  
The formation of an effective information security system for hotel and restaurant enterprises is an 
objective necessity, which is due to a number of factors [22]. One of the key factors is the rapid 
growth  of  information  volumes  in  the  activities  of  such  enterprises.  In  the  conditions  of  the 
information society, information technologies have become widespread in the production sector, in 
particular in the process of transition from traditional  paper document flow to electronic.  The 
dynamic development of digital technologies leads to the mass use of computer equipment and its 
integration  into  local  and  global  networks,  which  significantly  simplifies  the  processes  of 
processing,  exchange and access to  data  for  all  participants  in entrepreneurial  activity.  Recent 
studies on the hospitality sector emphasize that digital transformation has also expanded the attack 
surface through online booking systems, guest Wi-Fi, POS terminals, and cloud-based services [23-
24].  Furthermore,  the  active  adoption  of  cloud  computing,  mobile  applications,  and  AI-driven 
customer service tools increases the importance of cybersecurity governance and real-time threat 
detection in hospitality  enterprises.  Modern information security strategies  therefore focus not 
only on technical protection measures but also on cyber resilience and rapid incident response 
capabilities.

Information security is one of the key components of the modern information society, as it 
determines the level of protection of data, information systems and technologies from threats of  
unauthorized  access,  violation  of  integrity  or  loss  of  confidentiality.  In  scientific  research,  the 
essence of information security is considered as a set of organizational, technical, legal and social  
measures aimed at ensuring the stability of the information environment to external and internal 
threats. It integrates both fundamental theoretical provisions and applied protection mechanisms 
that allow guaranteeing the continuity of the functioning of information processes.

Any  business  entity,  including  a  hotel  and  restaurant  business  enterprise,  operates  under 
conditions of constant threat exposure that can negatively affect its information resources, business 
processes and competitiveness. In the modern digital environment, information is a strategic asset, 
and therefore its loss, distortion or unauthorized use can cause significant economic losses and 
reputational risks.  This is especially relevant for hospitality enterprises, where customer profiles, 
reservation records, payment data, and operational documents are processed simultaneously across 
multiple systems.  In addition, the increasing integration of contactless payment technologies and 
mobile check-in services requires enhanced protection of personal and financial data. The growing 
dependence  on  interconnected  digital  platforms  also  increases  the  potential  impact  of  cyber 
incidents on customer trust and business continuity. That is why in scientific research and practical 
activities,  special  attention is  paid  to  the  analysis  of  threats  to  information security  and their 
systematization.

Any  external  threat  negatively  affects  the  information  security  of  a  hotel  and  restaurant  
business  enterprise,  reducing  its  stability  and  ability  to  function  effectively  in  a  digital 
environment. In practice, these threats often include phishing campaigns, compromise of guest Wi-
Fi networks, attacks on booking platforms, malware infections, and misuse of third-party services.  
Cybersecurity  experts  also  note  a  significant  rise  in  social  engineering attacks  targeting  hotel 
employees  through  fake  booking  requests  and  fraudulent  emails.  Such  attacks  exploit  human 
factors and demonstrate the importance of regular cybersecurity awareness training for staff.  At 
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the same time, a separate category is made up of internal threats that arise within the enterprise  
and directly affect the information security of the business entity. Internal risks are often associated 
with weak password practices, insufficient staff awareness, outdated software, lack of segmentation 
of internal and guest networks, and irregular security updates. These internal challenges can create 
risks for the overall  economic security system of the company and require the introduction of 
additional organizational and technical protection measures (Table 1).

Table 1
Internal threats affecting the information and cybersecurity of a business entity

№ Description of information security threats Impact on the overall system of economic security 
of the business entity

1 Personnel threat, information leakage due 
to employee actions

Decline in financial results, losses, exit from the 
market

2 Loss of information due to dishonest work 
of information security personnel

Availability of innovative developments to 
competitors, loss of new sales markets

3 Reducing the protective potential of 
software and servers in the organization

Increased organizational costs, lack of resources

4 Insufficient funding for information 
security

Lack of capital, as a result of lack of funds for the 
development of the organization, threat of 
bankruptcy

5 Low rate of updating of protective systems, 
untimely replenishment of data banks with 
new threats

Loss of resources, information leakage

6 Customer data leak Loss of customers, costs of restoring security data

Figure  1  shows  the  key  components  of  cybersecurity  for  a  hospitality  business  and  their 
percentage impact.

Figure 1: Key components of a business entity’s cyber security and their percentage impact

This study examines a conventional average hotel and restaurant enterprise located in the Lviv 
region, which in terms of its parameters reflects the typical structure of a small or medium-sized 
business in this area. The enterprise has been operating in the tourism and hotel and restaurant 
services  market  for  over  ten  years  and  combines  in  its  activities  services  of  temporary 
accommodation of guests, organization of catering, holding banquets, corporate events, as well as 
provision of related services ― booking, food delivery and online payment.

The enterprise has three main structural divisions: a hotel complex with 40 rooms of various  
categories,  a  restaurant  with  80  seats  and  an  administrative  and  accounting  department.  All 
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divisions  are  managed  through  an  integrated  information  system  that  provides  customer 
registration, room reservations, calculations, reporting and personnel management.

The information infrastructure of the enterprise includes a centralized local computer network, 
to  which  the  workstations  of  the  administration,  reception,  accounting,  room  service  and 
restaurant hall are connected. The network is divided into an internal segment (for administrative 
needs) and a guest segment (Wi-Fi for customers). Access to the Internet is provided via a router  
with basic traffic filtering functions. The server part is implemented on the basis of one central  
server,  which  houses  the  customer  database,  accounting  programs,  reservation  management 
system and copies of e-mail.

Among the information assets of the enterprise, the following can be distinguished:
1. customer personal database (full name, passport data, phone numbers, addresses, payment 

information);
2. data on room reservations and restaurant service orders;
3. financial and accounting documentation;
4. internal reports, personnel documentation and commercial information.

Modern technologies are used to serve customers:  an online booking system on the official 
website, a mobile CRM system for order management, and POS terminals for cashless payments. At 
the same time, some information processes are of a mixed nature ― some documents are stored in 
paper form, which creates additional risks of data leakage or loss.

The number of employees of the company is about 35 people, among whom only one specialist  
is partially responsible for the technical maintenance of computer equipment and the network. The 
company does not have its own information security specialist or IT department. This is a typical  
situation for most small business hotels and restaurants, where information protection issues are 
often resolved situationally or are left without due attention.

Information  protection  at  the  company  is  carried  out  mainly  at  a  basic  level  ― antivirus 
software is installed, password access to accounts is used, and a log of access to administrative 
systems is partially kept. However, data backup is carried out irregularly, the security policy is not 
documented, and personnel training on cyber security is not carried out.

In view of the above, the selected enterprise can be characterized as typical for the hotel and  
restaurant industry at the regional level,  which actively uses information technologies,  but has  
limited  resources  to  build  a  full-fledged  information  security  system.  That  is  why  it  is  an 
illustrative example for analyzing the state of information protection, identifying the main problem 
areas and developing recommendations for their elimination.

The  study of  this  conditional  enterprise  allows not  only  to  simulate  real  threats  and  risks 
characteristic of the industry, but also to assess the effectiveness of practical measures to improve 
the information security system, which are of universal importance for similar hotel and restaurant 
establishments in the Lviv region and beyond.

In order to comprehensively study the state of information security of a conditional hotel and 
restaurant enterprise in Lviv region, it is advisable to conduct a SWOT analysis. Its use allows not  
only to quantitatively assess individual indicators, but also to qualitatively analyze internal and 
external factors that affect the level of information protection of the enterprise.

Conducting a SWOT analysis is necessary to:
1. systematize existing advantages and disadvantages in the field of information security;
2. determine opportunities for the development of information infrastructure;
3. identify external threats that may negatively affect data security;
4. form strategic directions for improving the enterprise's information security system.

Such an analysis allows you to build a holistic picture of the current state, determine priorities 
for  further  actions  and develop recommendations  for  increasing the  level  of  cyber  protection, 
taking into account the specifics of the enterprise's activities.

Table 2 shows the results of the SWOT analysis.
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Table 2
SWOT analysis of a hotel and restaurant type enterprise

Strengths Weaknesses
• Availability of basic IT infrastructure (local 

network, server, Wi-Fi).
• Use of automated booking system and CRM 

solutions.
• Partial use of antivirus protection and access 

passwords.
• Experience of personnel in using computer 

technology.
• Positive  attitude  of  management  towards 

digitalization of processes.

• Lack of a comprehensive information security 
policy.

• Irregular backups and lack of a data recovery 
plan.

• Low level of staff awareness of cybersecurity 
issues.

• Lack of an IT specialist or department.
• Use  of  outdated  equipment  and  unlicensed 

software.
• Insufficient  control  of  network  access  and 

accounts.
Opportunities Threats

• Implementation  of  modern  information 
security management systems (for example, 
basic SIEM solutions).

• Switching  to  licensed  software  with 
security system updates.

• Increasing the digital literacy of personnel 
through education and training.

• Using  cloud  services  with  built-in  data 
protection mechanisms.

• Obtaining advice from external IS experts.
• The  ability  to  attract  funding  for  IT 

infrastructure modernization.

• Cyber  threats:  phishing,  malware,  account 
hacking, customer data leaks.

• Human factors: accidental deletion or transfer 
of confidential information.

• Reputational losses in the event of a security 
incident.

• Technical failures due to equipment failure or 
lack of redundancy.

• External  pressure  from  competitors  and 
fraudulent structures.

• Changes  in  legislation  regarding  the 
processing of personal data.

Building a SWOT analysis is an important stage in studying the state of information security of 
a  conventional  hotel  and restaurant  type  enterprise  [25].  The main goal  of  this  analysis  is  to 
systematize the existing strengths and weaknesses of the enterprise, as well as identify external 
opportunities and threats that may affect its information infrastructure. This approach allows you 
to form a holistic picture of the current state of information protection and develop an effective 
strategy for improving security.

Building a SWOT analysis was carried out in several consecutive stages:
Identification of internal factors. At the first stage, the key strengths and weaknesses of the 

enterprise were identified. Strengths characterize the available resources and advantages that can 
contribute to increasing the level of information security, for example: basic IT infrastructure, the 
presence of automated reservation systems and CRM, partial use of antivirus protection.

Weaknesses  reflect  existing  gaps  and  shortcomings  in  the  security  system:  lack  of  a 
comprehensive information security policy, irregular backups, low level of personnel competence 
in  the  field  of  cyber  protection,  lack  of  an  information  security  specialist,  use  of  outdated 
equipment and software.

Identification of external factors. At the second stage, opportunities and threats coming from 
the external environment of the enterprise were identified. Opportunities describe the potential for 
improving the security system, for example: implementation of modern IT solutions, use of cloud 
services, involvement of experts, training for personnel, software updates.

Threats  reflect  external  and  internal  risks  that  can  negatively  affect  the  security  of  the 
enterprise: cyberattacks (phishing, malware), technical failures, human factor (employee errors), 
reputational losses and changes in legislation on the processing of personal data [26-28].

Classification and ranking of factors. After determining the factors, each of them was classified 
by the degree of importance and impact on the state of information security. For this, the expert  
assessment method was used,  which allowed assigning a  score to  each factor  according to its 
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significance. This step makes it possible to identify priority areas for improving security measures 
and effectively allocate enterprise resources.

Construction of  the SWOT matrix.  All  identified factors were located in the SWOT matrix, 
where  internal  factors  (strengths  and  weaknesses)  are  placed  horizontally,  and  external 
(opportunities and threats) are placed vertically. Such structuring allows you to clearly see the 
relationships  between  internal  and  external  elements  and  form  strategic  directions  for 
development.

Interpretation of results. Thanks to the SWOT matrix, it became possible to:
1. determine the strengths of the enterprise on which future security measures can be based;
2. realize weaknesses that need to be eliminated as a priority;
3. assess external opportunities that can be used to increase the level of protection;
4. identify threats that require systematic control and monitoring.

Building  a  SWOT  analysis  in  combination  with  expert  assessment  and  mathematical  
calculations of an integral indicator of the level of information security allows you to obtain both 
quantitative  and  qualitative  results.  This  creates  a  basis  for  developing  recommendations  for 
strengthening the protection of the enterprise's information assets and increasing overall resilience 
to cyber threats.

In  scientific  literature,  SWOT analysis  is  considered  one of  the  effective  strategic  tools  for 
assessing information security management systems and identifying priority directions for their 
improvement [29]. In addition, researchers emphasize that the integration of expert assessment 
methods  with  SWOT  analysis  increases  the  reliability  of  decision-making  in  the  field  of  
cybersecurity and risk management [30].

Figure 2 shows a summary overview of the state of information security at the enterprise.

Figure 2: Summary overview of the state of information security at the enterprise

Based on the conducted comprehensive analysis of information security of a hypothetical hotel  
and restaurant type enterprise and the results of the SWOT analysis, a number of factors were  
identified that have a key impact on the state of information asset protection. In particular, among 
all the indicators considered, five factors were selected by expert method, which, in our opinion,  
are the most critical for ensuring a high level of information security:

1. Access control to the hotel and restaurant information system.
The management of accounts of reception,  kitchen, administration and accounting staff,  access 
rights to reservation systems, client databases and internal documentation are assessed. Insufficient 
control can lead to leakage of personal data of guests or financial documents.

2. Backup and restoration of information on reservations and orders.
Includes  regular  backups  of  data  on  rooms,  reservations,  restaurant  orders  and  financial 
transactions, as well as readiness to quickly restore information after technical failures or cyber 
incidents.

3. Malware protection and network traffic control of the hotel and restaurant.
Includes  the  use  of  antivirus  programs,  threat  detection systems and monitoring of  the Wi-Fi 
network for guests, the internal local network and POS terminals, which minimizes the risks of 
malware infection or unauthorized access.
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4.  Training staff to work safely with customer data and orders.
Assess  the  level  of  knowledge  of  reception,  kitchen  and  administration  staff  regarding  the 
processing of guest personal data, the safe use of booking systems and POS terminals, as well as 
compliance with internal information security policies.

5. Technical support and updating of hotel and restaurant information systems
Includes  the  status  of  servers,  computers,  POS  terminals,  the  relevance  of  reservation  and 
restaurant management software, the availability of a specialist or IT support service to quickly 
resolve technical problems.

The selection criteria were based on the following principles:
1. Impact  on  confidentiality,  integrity  and  availability  of  data  ― factors  that  directly 

determine the security of key information resources.
2. Risk to the enterprise's business processes  ― factors, the violation of which can lead to 

significant financial losses or reputational damage.
3.  Possibility of implementing practical improvement measures ― factors that can be used to 

promptly implement changes or improvements.
4. Frequency of threat manifestation ― factors that are subject to repeated risk from external 

or internal threats.
5. Interconnection with other elements of the information system ― factors that affect other 

security components and can create cascading consequences if violated.
The selection of  these five critical  factors allows you to focus further analysis on the most  

significant aspects that determine the quality of the enterprise's information security. This allows 
you not to waste resources on less significant elements and provides a targeted assessment of risks 
and the state of the protection system.

For further research, an information security status matrix was constructed,  which includes 
these five critical factors and their assessment on a point scale. The matrix allows you to clearly 
present the current state of the enterprise in key areas, identify the most vulnerable elements and 
prepare the basis for calculating the integral indicator of the level of information security.

The  information  security  status  matrix  is  a  tool  that  combines  expert  assessments  and 
mathematical calculations, which allows you to obtain an objective quantitative characteristic of 
the current state of information protection at the enterprise. On its basis, you can not only identify 
weaknesses, but also assess the dynamics of changes after the implementation of the proposed 
security improvement measures.

Thus, the construction of an information security status matrix based on critical factors is a key 
stage of the study, which provides data systematization, structured risk assessment and preparation 
for  calculating  the  integral  indicator  for  further  making  informed  management  decisions  on 
improving the enterprise's information asset protection system.

Let's  build  a  matrix  of  knowledge (assessments)  of  the state  of  information security  of  the 
studied enterprise (Figure 3).

The matrix reflects a detailed assessment of the state of information security of a conditional 
hotel and restaurant enterprise according to five critical factors:

1. Access control to the hotel and restaurant information system
2. Backup and restoration of reservation and order information
3. Protection against malicious software and control of hotel and restaurant network traffic
4. Training of personnel for safe work with customer data and orders
5. Technical support and updating of hotel and restaurant information systems
Four areas of assessment are considered for each factor:
1. Base ― availability of basic data and resources for information protection;
2.  Structure ― organizational structure and logic of interaction of protection elements;
3.  Measures ― specific actions and processes implemented to ensure security;
4.  Means ― technical and software solutions used for protection.
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Figure 3: Knowledge matrix  (assessments)  of  the state  of  information security  of  a  hotel  and 
restaurant type enterprise

The rows of the matrix reflect the stages of information security research, that is, the sequential  
steps taken to assess and improve the state of protection:

1. Determining the information to be protected;
2. Identifying threats and information leakage channels;
3. Conducting an assessment of vulnerabilities and risks;
4. Determining the requirements for the information protection system;
5. Selecting protection tools;
6. Implementing selected measures and tools;
7. Integrity control and protection management.
Each cell of the matrix contains a score from 0 to 1, which shows the level of implementation or 

effectiveness of the corresponding direction at this stage. For example:
• A value closer to 1 indicates a high level of organization or effectiveness of the measure;
• A value closer to 0 indicates a weak point or insufficient implementation of the measures.

Thus, the matrix allows you to systematize and quantify the state of information security of the  
enterprise in all critical areas, identify weaknesses, track the dynamics of changes and use this data 
for further calculation of the integral indicator of information security.

Based on this matrix, an analysis of the state of information security at the enterprise under 
study will be carried out.

Figure 4 presents data for assessing the first factor access control to the hotel and restaurant 
information system.

Let us explain the content of Figure 4:
1 column: stage number from 1 to 7.
2 column: list of indicators (m) for the corresponding elements (from 1 to 28).
3 column: importance coefficients (aj), which are determined for the indicators of each stage.
4 column: indicators of the required safety profile (Qn). A constant value of 0.8 is set for all  

indicators.
5 column: indicators of the achieved safety profile (Qd). Their values are determined by the 

expert method.
6  column:  indicators  of  the  achieved  safety  profile  taking  into  account  the  importance 

coefficients (Qd* aj).
7 column: comparison of profiles (Spr), which is done as follows:
Spr = 1 – if the value of the indicator of the achieved safety profile is equal to or exceeds the  

value of the given indicator;
Spr = 0 – if the value of the indicator of the achieved safety profile is lower than the value of the 

given indicator;
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8th column: Qgroup is determined taking into account the importance coefficients (Qd* aj) for 
each of the stages, is calculated as the sum of Qd* aj of each stage;

9th column:  qualitative  assessment (Q)  is  determined based on the values of  the indicators 
calculated for the corresponding stages and is calculated as the average value. In our case,  Q1 = 
0.57.

The quantitative assessment (S) is determined by counting the values (Spr = 1), namely the units  
obtained when comparing profiles and determining their percentage value from the total number 
28. This is a rough estimate that determines the number of fulfilled (achieved) requirements S1 = 
0.07.

Figure 4: Data for evaluating the information protection system in the direction of "Access control 
to the hotel and restaurant information system"

A  comparison  of  protection  profiles  in  the  direction  of  "Access  control  to  the  hotel  and 
restaurant information system" can be seen in the graph shown in Figure 5.

Figure 5: A comparison of protection profiles in the direction of "Access control to the hotel and 
restaurant information system"
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Figure 6 shows a graphical representation of the quality level of the first factor at each stage.

Figure 6: Evaluation of the stages of protection factors

Similarly, we calculate the same indicators for the other four areas of information security.
Generalized  indicators  of  the  level  of  information  and  cybersecurity  at  the  enterprise 

(qualitative and quantitative) are presented in Table 3.

Table 3
Generalized indicators of information security quality level

Indicators Protective factors IILIS
1 2 3 4 5

Importance factors by direction IFD

0,25 0,2 0,25 0,1 0,2

Quantitative S 0,07 0,18 0,29 0,11 0,25 0,17
Qualitative Q 0,57 0,62 0,63 0,58 0,68 0,48

Each qualitative  and quantitative indicator  of  the level  of  information security has its  own 
weight coefficient IFD, which was determined by an expert method.

IILIS (S)  ― integral quantitative indicator of the level of information security, is calculated by 
the formula (1).

IILIS=S1∗IFD1+S 2∗IFD2+S3∗IFD3+S 4∗IFD 4+S5∗IFD5 (1)

Where
S1….Sn ― quantitative indicator of the level of information security;
IFD1....IFDn ― indicator weighting factor.
IILIS (Q) = integral qualitative indicator of the level of information security, is calculated by the 

formula (2).

IILIS=Q1∗IFD1+Q2∗IFD 2+Q3∗IFD3+Q 4∗IFD 4+Q5∗IFD5 (2)

Where
Q1….Qn ― qualitative indicator of the level of information security;
IFD1....IFDn ― indicator weighting factor.
Exceeding the value of the qualitative indicator over the quantitative one indicates that the  

fulfilled requirements are more important in their value than the unfulfilled ones.
Given the results of the diagnostics, the state of information security at the enterprise can be 

considered insufficient, which necessitates the implementation of a number of recommendations 
aimed at improving existing and developing new protection mechanisms.

Given the results of the diagnostics, the state of information security at the enterprise can be 
considered insufficient, which necessitates the implementation of a number of recommendations 
aimed at improving existing and developing new protection mechanisms.
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1. Technical protection of information systems and networks.
Problem: insufficient network segmentation, weak passwords, outdated software, low level of 

antivirus protection.
Recommendations:
Install modern antivirus and antimalware protection systems with centralized monitoring [31].
Separate the guest Wi-Fi network from the internal corporate network (separate VLANs).
Regularly update operating systems, cash register and reservation system software.
Implement  a  policy  of  complex  passwords  and two-factor  authentication for  administrative 

accounts.
Use backup systems and store backups on secure media.
2. Training personnel in information security
Problem: hotel  and restaurant employees are often unaware of  the risks  of  phishing,  social 

engineering, or customer data leakage.
Recommendations:
Conduct  regular  information  security  training  for  all  employees,  including  receptionists,  

waiters, and managers.
Develop brief instructions on the safe use of email, CRM, and POS systems.
Create a system for periodic knowledge testing (tests, simulations of phishing attacks).
3. Availability and effectiveness of the regulatory framework for information security [32-33].
Problem: absence or formal existence of security policies.
Recommendations:
Develop  and  approve  internal  documents:  Information  Security  Policy,  Regulations  on  the 

Processing of Customer Personal Data, Incident Response Procedure similar to policy development 
approaches used for other digital services and user-facing platforms [34].

Appoint  a  person  responsible  for  information  security  or  define  this  role  in  the  IT  staff  
structure.

Implement a system for monitoring compliance with information access rules and recording 
user actions.

4. Level of protection of customer personal data.
Problem:  a  large  amount  of  guests'  personal  data  (passport  data,  telephone  numbers,  card 

details) is often stored without proper protection.
Recommendations:
Use  specialized  booking  software  with  customer  data  encryption  and  consider  additional 

integrity-verification mechanisms for image- and document-based records [35].
Restrict access to the customer database only to authorized persons.
Implement automatic data cleaning after the expiration of the storage period (in accordance 

with the privacy policy).
Ensure  compliance  with  the  requirements  of  the  GDPR  or  Ukrainian  legislation  on  the 

protection of personal data.
5. Physical protection of technical means and media.
Problem: uncontrolled access to servers, computers at the reception, POS terminals, etc.
Recommendations:
Limit physical access to server equipment, routers and administrator workstations.
Install video surveillance systems in areas where equipment is stored.
Introduce procedures for marking and accounting for external media (flash drives, disks) [35].
Use encryption tools on mobile devices and laptops of staff [36].
The implementation of the proposed recommendations will allow for a comprehensive increase 

in the level of information security of a hotel and restaurant enterprise, reduce the risks of leakage 
of  confidential  information,  ensure  compliance  with  regulatory  requirements,  and  strengthen 
customer trust.

Having fulfilled most of the requirements,  a new knowledge matrix was obtained using the 
expert method and the quality of the information protection system, or the degree (completeness) 
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of fulfillment of information security requirements, was calculated based on the new initial data.  
The new data was modeled in accordance with the implemented recommendations, i.e. the state of  
information protection taking into account the improved level of fulfillment of the requirements.

The updated matrix for constructing the required safety profile is presented in Figure 7.

Figure 7. Knowledge matrix  (assessments)  of  the state  of  information security  of  a  hotel  and 
restaurant type enterprise

We similarly calculate the quantitative and qualitative information security indicator at a hotel 
and restaurant enterprise after introducing additional information security mechanisms that were 
recommended for implementation.

The  generalized  indicators  of  the  level  of  information  and  cybersecurity  at  the  studied 
enterprise (qualitative and quantitative) after implementing the recommendations are presented in 
Table 4.

Table 4.
Generalized indicators of information security

Indicators

Protective factors

IILIS
1 2 3 4 5

Importance factors by direction IFD
0,25 0,2 0,25 0,1 0,2

Quantitative S 0,39 0,5 0,61 0,39 0,57 0,41
Qualitative Q 0,69 0,76 0,73 0,68 0,77 0,57

Figure 8 shows a graphical comparison of quantitative and qualitative assessments of the degree 
of compliance with requirements before and after implementing the recommendations.
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Figure 8:  Graphical  comparison  of  quantitative  and  qualitative  assessments  of  the  degree  of 
fulfillment of requirements before and after implementation of recommendations

After  the  implementation  of  the  proposed  organizational,  technical  and  educational  and 
preventive measures, a reassessment of the level of information security of the hotel and restaurant 
type enterprise was carried out.

The results obtained showed positive dynamics in the state of information resource security. 
Thus, the quantitative indicator of the level of information security (S), which reflects the integral 
measure of the implemented technical and organizational measures, increased from 0.17 to 0.41, 
which indicates a  significant increase in the effectiveness of  the data protection system and a  
reduction in vulnerabilities.

At the same time, the qualitative indicator of information security (Q), which characterizes the 
organizational and procedural aspect ― the level of personnel training, the availability of security 
policies,  compliance with procedures and the general culture of information security, increased 
from 0.48 to 0.57. This demonstrates an improvement in employees' awareness of the principles of  
safe work with information, as well as more effective functioning of the internal control system 
and response to potential incidents.

The growth of both indicators together indicates the gradual formation of a comprehensive 
information security system that combines technical, organizational and human aspects. Thus, the 
implemented  measures  have  proven their  effectiveness  and  can  be  recommended for  practical  
application at similar enterprises in the hotel and restaurant sector.

4. Discussion

The results  of  the study show that  information security in hotel  and restaurant enterprises  is  
complex  and  depends  not  only  on  technical  means  of  protection,  but  also  on  organizational 
processes, personnel training and the level of digital culture of personnel.

During the analysis, it was found that in most such enterprises, priority is given to customer 
service and business process support, while cyber security issues remain in the background. This  
leads to the emergence of a number of vulnerabilities, in particular in the area of protecting guests' 
personal data, managing access to internal reservation and order processing systems, as well as 
information backup.

The SWOT analysis made it possible to identify critical factors that most affect the level of 
information security, including the organization of access control, the effectiveness of antivirus 
protection, the regularity of updating information systems, personnel training and the availability 
of established backup procedures.

The implementation of the developed recommendations contributed to the improvement of both 
quantitative and qualitative indicators of information security, which indicates the effectiveness of 
the proposed approach. In particular, the increase in the integral security indicator showed that 
even in medium-sized enterprises without significant financial resources it is possible to achieve 
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significant results by optimizing processes, training personnel and implementing basic principles of 
information management.

However, it is worth noting that the study has certain limitations. The assessment model is built  
on the basis of expert assessments and does not take into account dynamic changes in threats in 
real time. Therefore, a promising direction for further research is the development of automated 
systems  for  monitoring  the  state  of  information  security  of  service  enterprises,  which  would 
provide continuous risk analysis and adaptation of protection measures to new conditions.

5. Conclusions

As a result of the study of the state of information security of a conditional hotel and restaurant  
type enterprise,  the existing level  of  protection of  information resources  was comprehensively 
analyzed,  the  main  threats,  vulnerabilities  and  areas  for  improving  the  security  system  were 
identified.

The use of expert assessment methods, SWOT analysis and quantitative calculations made it 
possible to comprehensively characterize the situation and identify five key factors that have the 
greatest impact on the state of information security:

1. access control to the hotel and restaurant information system;
2. backup and restoration of booking and order data;
3. protection against malicious software and monitoring of network traffic;
4. training of personnel for safe work with information;
5. technical support and updating of information systems.

Based on the constructed assessment model and implemented recommendations, it was possible 
to  achieve  positive  dynamics  of  the  state  of  information  security  indicators.  The  quantitative 
indicator (S) increased from 0.17 to 0.41, and the qualitative indicator (Q) from 0.48 to 0.57, which  
indicates a significant increase in the level of security of the enterprise's information environment.

The  results  obtained  confirm  the  effectiveness  of  the  proposed  measures,  including 
strengthening access control, regular data backup, improving the skills of employees in the field of 
cyber hygiene, and upgrading the technical components of the information infrastructure.

Thus, the proposed methodology for assessing and improving the state of information security 
can  be  used  as  a  practical  tool  for  hotel  and  restaurant  enterprises  that  seek  to  increase  the 
reliability of storing and processing customer data.

Prospects for further research lie in the development of automated systems for monitoring and 
forecasting information security risks, as well as in the application of artificial intelligence methods 
for dynamic threat analysis and selection of optimal protection measures.
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